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Compl etion of Calls for the Session Initiation Protocol (SIP)
Abst r act

The "conpletion of calls" feature defined in this specification
allows the caller of a failed call to be notified when the call ee
becones available to receive a call

For the realization of a basic solution wi thout queuing, this
docunent references the usage of the dial og event package (RFC 4235)
that is described as "Automatic Redial’ in "Session Initiation

Prot ocol Service Exanples" (RFC 5359).

For the realization of a nore conprehensive solution w th queuing,
this docunent introduces an architecture for inplenenting these
features in the Session Initiation Protocol where "conpl etion of
calls" inplenentations associated with the caller’s and callee’s
endpoi nts cooperate to place the caller’s request for conpletion of
calls into a queue at the callee’'s endpoint; when a caller’s request
is ready to be serviced, re-attenpt of the original, failed call is
t hen nade.

The architecture is designed to interoperate well with existing
conpl etion of calls solutions in other networks.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6910
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1. Introduction

The Conpletion of Calls (CC) feature allows the caller of a failed
call to have the call conpleted wi thout having to make a new cal
attenpt whil e guessing when the call ee becones avail able. \Wen the
caller requests the use of the CC feature, the callee will be
monitored for its availability. Wen the callee becones avail abl e,
the callee will be given a certain tine frame for initiating a call
If the callee does not initiate a newcall within this time frane
then the caller will be recalled. Wen the caller accepts the CC
recall, then a CCcall to the callee will automatically start. |If
several callers have requested the CC feature on the sane call ee
they will be recalled in a predefined order, which is usually the
order in which they have requested the CC feature.

Thi s docunent defines the follow ng CC features:

Conpl etion of Calls to Busy Subscriber (CCBS): The callee is busy.
The caller is recalled after the callee is no | onger busy.

Conmpl etion of Calls on No Reply (CCNR): The call ee does not answer

the call. The caller is recalled after the callee has conpleted a
new cal | .
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Compl etion of Calls on Not Logged-in (CCNL): The callee is not
registered. The caller is recalled after the callee has
regi stered again.

2. Requirenents Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

Thi s docunment uses terns from [ RFC3261].
3. Term nol ogy

For the purpose of this service, we provide the follow ng
t er m nol ogy:

Callee: a destination of the original call, and a target of the CC
call.

Caller: the initiator of the original call and the CC request. The
user on whose behalf the CC call is nmade.

Callee’s nonitor: a logical conponent that inplenents the CC queue
for destination user(s)/UA(s) (User Agent(s)) and perforns the
associ ated tasks, including sending CC recall events, anal ogous to
the destination |ocal exchange's role in Signaling System?7
(SSs7) CC.

Caller’s agent: a |logical conmponent that makes CC requests and
responds to CC recall events on behalf of originating
user(s)/ UA(s), analogous to the originating |ocal exchange's role
in SS7 CC

CC, or Conpletion of Calls: a service that allows a caller who
failed to reach a desired callee to be notified when the call ee
becones available to receive a call

CC activation: the indication by the caller to the caller’s agent
that the caller desires CC for a failed original call; this
inplies an indication transmtted fromthe caller’s agent to the
callee’'s nonitor of the desire for CC processing.

CCBS, or Conpletion of Calls to Busy Subscriber: a CC service

provided when the initial failure was that the destination UA was
busy.
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CCNR, or Conpletion of Calls on No Reply: a CC service provided when
the initial failure was that the destination UA did not answer.

CCNL, or Conpletion of Calls on Not Logged-in: a CC service provided
when the initial failure was that the destination UA was not
regi stered.

CCcall: acall fromthe caller to the callee, triggered by the CC
service when it has deternmined that the callee is avail able.

CC indicator: an indication in the CCcall INVITE used to prioritize
the call at the destination

CC possible indication: the data in responses to the INVITE of the
original call that indicate that CCis available for the call.

CCrecall: the action of the callee’s nmonitor selecting a particul ar
CC request for initiation of a CCcall, resulting in an indication
fromthe caller’s agent to the caller that it is now possible to
initiate a CC call.

CC recall events: event notifications of event package
"call-conpletion", sent by the callee’s nonitor to the caller’s
agent to informit of the status of its CC request.

CCrecall timer: maximumtime the callee’s nonitor will wait for the
caller’s response to a CC recall

CC request: the entry in the callee’ s nonitor queue representing the
caller’s request for CC processing, that is, the caller’s CC
subscri ption.

CC service duration tiner: maxinmumtine a CC request nay remnain
active within the network.

CC queue: a buffer at the callee’'s nonitor that stores inconing
calls that are targets for CC. Note: This buffer may or may not
be organi zed as a queue. The use of the term "queue" is anal ogous
to SS7 usage.

CCE, or CC Entity: the representation of a CC request, or

equi val ently, an existing CC subscription within the queue of a
callee’s nonitor.
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Failed call: a call that does not reach a desired callee, fromthe
caller’s point of view Note that a failed call may be successfu
fromthe SIP point of view, e.g., if the call reached the callee’s

voi cemai| but the caller desired to speak to the callee in rea
time, the INVITE receives a 200 response, but the caller considers
the call to have failed

Notifier: the UA that generates NOTIFY requests for the purpose of
noti fying subscribers of the callee’'s availability; for the CC
service, this is the task of the callee's nonitor.

Oiginal call: the initial call that failed to reach a desired
desti nati on.

Retain option: a characteristic of the CC service; if supported, CC
calls that again encounter a busy callee will not be queued again,
but the position of the caller’s entry in the queue is retained.
Note that SIP CC al ways operates with the retain option active; a
failed CC call does not cause the CC request to lose its position
in the queue.

Signaling System 7, or SS7: the signaling protocol of the public
swi tched tel ephone network, defined by I TU-T Recommendati ons Q 700
t hrough Q 849.

Subscriber: the UA that receives NOTIFY requests with information of
the callee’'s availability; for the CC service, this is the task of
the caller’s agent.

Suspended CC request: a CCrequest that is tenporarily not to be
selected for CC recall.

4. Solution
4.1. CC Architecture

The CC architecture augnents each caller’s UA (or User Agent dient
(UAC)) wishing to use the CC features with a "CC agent” (also witten
as "caller's agent").

It augments each callee’s UA (or User Agent Server (UAS)) wishing to
be the target of the CC features with a "CC nonitor" (also witten as
"callee's nonitor").

The caller’s agent and callee’'s nonitor functions can be integrated
into the respective UAs, be independent end-systens, or be provided
by centralized application servers. The two functions, though
associated with the two UAs (caller and callee), also nmay be provided
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as services by the endpoints’ hone proxies or by other network

el ements. Though it is expected that a UA that inplenents CC wll
have both functions so that it can participate in CC as both caller
and callee, the tw functions are independent of each other.

A caller’s agent nmay service nore than one UA as a collective group
if a caller or population of users will be shared between the UAs,
and especially if the UAs share an address of record (AOR)

The caller’s agent nonitors calls made fromthe caller’s UA(S) in
order to determne their destinations and (potentially) their fina
response statuses, and the Call-Info header fields of provisional and
final responses to invoke the CC feature.

A callee’s nonitor nay service nore than one UA as a collective group

if a callee or population of users will be shared between the UAs,
and especially if the UAs share an AOR. The call ee’s nonitor may
supply the callee’s UAS(s) with Call-Info header field values for

provi sional and final responses.

The callee’s nonitor also instantiates a presence server used to
monitor the caller’s availability for CC recall.

The callees using the UA(s) nmay be able to indicate to the callee’s
nmoni t or when they wi sh to receive CC calls.

In order to allow flexibility and innovation, nost of the interaction
between the caller’s agent, the caller(s) (user(s)), and the caller’s
UA(s) is out of the scope of this docunent. Simlarly, nost of the

i nteraction between the callee’s nonitor, the callee(s), and the
callee’'s UA(s) is out of the scope of this docunent, as is the policy
by which the callee’'s nonitor arbitrates between nultiple CC
requests.

The caller’s agent nust be capabl e of perform ng a nunber of
functions relative to the UA(s). The nethod by which it does so is
outside the scope of this docunent, but an exanple nethod is
described in Appendix A The callee’'s nonitor nust be capabl e of
perform ng a nunber of functions relative to the UA(s). The nethod
by which it does so is outside the scope of this docunment, but an
exanpl e nethod is described in Appendix B

As a proof of concept, sinple caller’s agents and callee's nonitors
can be devised that interact with users and UAs entirely through
standard SI P nmechani sms [ RFC6665] [ RFC4235] [ RFC3515], as descri bed
in the Appendi ces.
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The callers using the UA(s) can indicate to the caller’s agent when
they wish to avail thenselves of CC for a recently nmade call that the

callers determined to be unsuccessful. The caller’s agent nonitors
the status of the caller’s UA(s) to determ ne when they are avail able
to be used for a CCrecall. The caller’s agent can comunicate to
the caller’s UA(s) that a CCrecall is in progress and inquire if the

relevant caller is available for the CC recall

The callee’s nmonitor may utilize several methods to nonitor the
status of the callee’'s UA(s) and/or their users for availability to
receive a CC call. This can be achieved through nonitoring calls
made to the callee’'s UA(s) to determine the callee' s status, the
identity of callers, and the final responses for inconming calls. And
in asystemwith rich presence information, the presence information
may directly provide this status. In a nore restricted system this
determ nati on can depend on the node of the CC call in question
which is provided by the URI 'nmi paranmeter. For exanple, a UAis
consi dered available for CCBS ("nFBS") when it is not busy, but a UA
is considered available for CCNR ("nmeNR') when it becones not busy
after being busy with an established call.

The callee’s nonitor maintains information about the set of INVITEs
received by the callee’s UA(s) considered unsuccessful by the caller
In practice, the callee’s nonitor may renove know edge about an
incomng dialog fromits set if local policy at the callee’s nonitor
establishes that the dialog is no longer eligible for CC activations.

4.2. CC Procedures

The caller’s UA sends an INVITE to a request-URI. One or nore forks
of this request reach one or nore of the callee’s UAs. If the CC
feature is available, the callee’'s nonitor (note there can be a

moni tor for each of the callee’s UAs) inserts a Call-Info header
field with its URl and with "purpose=call-conpletion" in appropriate
non- 100 provisional or final responses to the initial INvVITE and
forwards themto the caller. The provisional response SHOULD be sent
reliably if the INVITE contained a Supported header field with the
option tag 100rel. On receipt of a non-100 provisional or a fina
response with the indication that the CC feature is available, the
calling user can invoke the CC feature.

The caller indicates to the caller’s agent that he wi shes to invoke
CC services on the recent call. Note that fromthe SIP point of
view, the INVITE may have been successful, but fromthe user’s point
of view, the call may have been unsuccessful. For exanple, the cal
may have connected to the callee’'s voicenmail, which would return a
200 status to the INVITE but fromthe caller’s point of viewis "no

reply".
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In order to receive information necessary for the caller to conplete
the call at the callee, the caller’s agent subscribes to the
call-conpl etion event package at the callee’s nonitor

The possibility of the caller conpleting the call at the callee is
al so known as the CC state (cc-state) of the caller. The cc-states
conprehend the val ues "queued" and "ready" (for CC).

In order to receive information fromall destinations where the
callee will be reachable, the caller’s agent sends a SUBSCRI BE
request for the call-conpletion event package to the origina
destination URI of the call and to all known URIs of the callees
nmoni tors (which are provided by Call-Info header fields in
provisional and final responses to the INVITE). Each callee’'s
nmoni tor uses the subscription as an indication that the caller is
interested in using the CC feature with regard to the particul ar
cal |l ee.

Each callee’s nonitor keeps a list or queue of subscriptions from
callers’ agents, representing the requests fromthe callers’ agents
to the callee’s monitor for CC services. These subscriptions are
created, refreshed, and term nated according to the procedures of

[ RFC6665] .

Upon receiving a SUBSCRI BE request fromthe caller’'s agent, the
callee’s nonitor instantiates a presence state for the caller’s UA
that can be nodified by the caller’s UAto indicate its availability
for the CC call. Upon instantiation, the caller’s presence status at
the callee’s nmonitor is "open".

Wien the callee’s nonitor deternines that the callee and/or callee’'s
UA is available for a CCcall, it selects a caller to execute the CC
call and sends a CC event update ("cc-state: ready") via a NOTIFY
request to the selected subscription of the caller’s agent, telling
it to begin the CCcall to the callee’ s UA

When the caller’s agent receives this update, it initiates a CC
recall by calling the caller’s UA and then starts the CC call to the
callee’s UA, using third-party call control procedures in accordance
with [ RFC3725]. The caller’s agent can al so check by other neans
whet her the caller is available to initiate the CC call to the
callee’s UA. If the caller is available, the caller’'s agent directs
the caller’s UAto initiate the CC call to the callee’ s UA

The caller’s agent marks the CC call as such by adding a specific SIP

URI paraneter to the Request-URI, so it can be given precedence by
the callee’s nmonitor in reaching the callee’ s UA
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If the caller is not available on receipt of the "ready for recall”
notification, the caller’'s agent suspends the CC request at the
callee’s nonitor by sending a PUBLISH request containing presence
information to the presence server of the callee’s nonitor, inforning
the server that the presence status is "closed". Once the caller
becones available for a CC call again, the caller’s agent resunes the
CC request by sendi ng anot her PUBLI SH request to the callee’'s

nmoni tor, informng the nonitor that the presence status is "open".

On recei pt of the suspension request, the callee’ s nonitor perforns
the monitoring for the next non-suspended CC request in the queue.

On receipt of the resune fromthe previously suspended caller’s agent
that was at the top of the queue, the callee’'s nonitor perforns the
callee nonitoring for this caller’s agent.

When the CC call fails, there are two possible options: the CC
feature has to be activated again by the caller’s agent subscribing
to the callee’s nonitor, or CC renmins activated and the original CC
request retains its position in the queue if the retain option is
support ed.

The retain option (see Section 3) determ nes the behavior of the
callee’s nonitor when a CC call fails. |If the retain optionis
supported, CC remains activated, and the original CC request

retains its position in the queue. Oherwise, the CC feature is
deactivated, and the caller’s agent would have to subscribe again to
reactivate it.

A nonitor that supports the retain option provides the
cc-service-retention header in its CC events. A caller’s agent that
al so supports the retain option uses the presence of this header to
know not to generate a new CC request after a failed CC call.

Monitors not supporting the retain option do not provide the
cc-service-retention header. A failed CC call causes the CC request
to be deleted fromthe queue, and these nonitors will termnate the
correspondi ng subscription of the caller’s agent to informthat agent
that its CC request is no longer in the queue. A caller’s agent that
does not support the retain option can also ternminate its
subscription when a CC call fails, so it is possible that both the
caller’s agent and the callee’s nmonitor may be signaling the

term nation of the subscription concurrently. This is a normal SIP
events [ RFC6665] scenario. After the subscription is terninated, the
caller’s agent may create a new subscription (as described in
Section 6.2) to reactivate the CC feature for the original call.
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4.3. Automatic Redial as a Fall back

Automatic Redial is a sinple end-to-end design. An Automatic Redial
scenario is described in [RFC5359], Section 2.17. This solution is
based on the usage of the dialog event package. |If the callee is
busy when the call arrives, then the caller subscribes to the
callee’'s call state. The callee’s UA sends a notification when the
callee’'s call state changes. This neans the caller is also notified

when the callee’s call state changes to 'terminated . The caller is
alerted, then the caller’s UA starts a call establishnent to the
callee again. |If several callers have subscribed to a busy callee’s
call state, they will be notified at the sane tine that the cal

state has changed to "terninated’. The problemw th this solution is

that it might happen that several recalls are started at the sane
time. This nmeans it is a heuristic approach with no guarantee of
success.

There is no interaction between CC and Automatic Redial, as there is
a difference in the behavior of the callee's nonitor and the caller
when using the dial og event package for receiving dialog information
or for aggregating a CC state.

4. 4, D fferences from SS7

SIP CC differs in sone ways fromthe CCBS and CCNR features of SS7
(which is used in the Public Switched Tel ephone Network (PSTN)). For
ease of understandi ng, we enunerate sone of the differences here.

As there is no equivalent to the forking nmechanismin SS7, in the
PSTN, calls can be clearly differentiated as successful or
unsuccessful. Due to the conplex forking situations that are
possible in SIP, a call may fail fromthe point of view of the user
and yet have a success response fromSIP s point of view (This can
happen even in sinple situations: e.g., a call to a busy user that
fails over to his voicenail receives a SIP success response, even
though the caller may consider it "busy subscriber".) Thus, the
caller nmust be able to invoke CC even when the original call appeared
to succeed. To support this, the caller’s agent nust record
successful calls as well as unsuccessful calls.

In SIP, only the caller’s UA or service systemon the originating
side and the callee’s UA or service systemon the term nating side
need to support CC for CC to work successfully between the UAs.
Internediate SIP systens (proxies or back-to-back user agents
(B2BUAs)) do not need to inplement CC, they only need to be
transparent to the usual range of SIP nmessages. |n the PSTN
additionally, internedi ate nodes |ike nedia gateway controllers have
to i nmpl enent the CC service
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5. CC Queue Model

The callee’s nonitor nanages CC for a single URI. This URl is likely
to be a published AOR, or nore likely "non-voicemail ACR', but it may
be as narrowWy scoped as a single UA's contact URI. The callee's

noni t or manages a dynamic set of CC entities (called "CCEs"), which
represent CC requests, or equivalently, the existing i ncom ng CC
subscriptions. This set is also called a queue, because a queue data
structure often aids in inplenmenting the policies of the callee's
moni tor for selecting CCEs for CC recall.

Each CCE has an availability state, determ ned through the caller’s
presence status at the callee’'s nonitor. A presence status of "open"
represents a CCE's availability state of "avail able", and a presence
status of "closed" represents a CCE's availability state of
"unavai |l abl e".

Each CCE has a recall state that is visible via subscriptions. The
recall state is either "queued" or "ready".

Each CCE carries the From URI of the SUBSCRI BE request that caused
its creation.

CC subscriptions arrive at the callee’s nonitor by addressing the
URIs the callee’s nonitor returns in Call-Info header fields. The
request-URI of the SUBSCRI BE request deternines the queue to which
the resulting CCE is added. The resulting subscription reports the
status of the queue. The base event data is the status of all the
CCEs in the queue, but the data returned by each subscription is
filtered to report only the status of that subscription’s CCE
(Further standardi zati on may define neans for obtaining nore

conpr ehensi ve information about a queue.)

When a CCE is created, it is given the availability state "avail abl e"
and recall state "queued”

Wien the callee’s nonitor receives Presence Information Data Format
(PI DF) bodies [RFC3863] via PUBLISH requests [ RFC3903], these PUBLI SH
requests are expected to be sent by subscribers to indirectly suspend
and resune their CC requests by nodifying its CCE availability state.
A CCEis identified by the request-URI (if it was taken froma CC
event notification that identifies the CCE) or the From URl of the
request (matching the From URI recorded in the CCE). Receipt of a
PUBLI SH with status "open" sets the availability state of the CCE to
"avail able" (resune); status "closed" sets the availability state of
the CCE to "unavail abl e" (suspend).
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A CCrequest is eligible for recall only when its CCE s availability
state is "available" and the "nt' value of the CCE al so indicates an
avai l abl e state. The callee’'s nonitor MJUST NOT select for recall any
CC requests that fail to neet those criteria. Wthin that

constraint, the selections nade by the callee’s nonitor are
deternmned by its local policy. Oten, a callee’'s nonitor will
choose the acceptable CCE that has been in the queue the | ongest.
When the callee’'s nonitor has selected a CCE for recall, it changes
the CCE's recall state from "queued" to "ready", which triggers a
notification on the CCE s subscription

If a selected subscriber then suspends its request by sending a
PUBLI SH with the presence status "cl osed", the CCE becones
"unavail abl e", and the callee’s nmonitor changes the CCE s recal
state to "queued". This nay cause another CCE (e.g., a CCE that has
been in the queue for less tinme) to be selected for recall

The caller’s presence status at the callee’s nonitor is term nated
when the caller conpletes its CC call or when the subscription of the
caller’s agent at the callee’s nonitor is termnated.

6. Caller’s Agent Behavior
6.1. Receiving the CC Possible Indication

The caller’s agent MJUST record the From URI and SHOULD record the
final request status that the caller’s UA received along with the
contents of Call-Info header fields of provisional and fina
responses.

Note that receiving a CC possible indication also depends on the
aggregation of final responses by proxies; in the case of 4xx
responses, sone 4xx responses are nore likely to be sent to the
cal ler.

6.2. Subscribing to CC

For CC activation, the caller’s agent MJST send a SUBSCRI BE to al
known callee’s nonitor URIs. A callee’s nonitor URI rmay be provided
inthe Call-Info header field in provisional and final responses to
the I NVITE sent back by the callee’s nonitor(s). Additionally, the
caller’s agent SHOULD include the original request-URl that it sent
the original INVITE to, inits set of callee’s monitor URIs, when it
is unclear if the call has forked to additional callees whose
responses the caller has not seen. A SUBSCRIBE to the origina
request-URlI alone is used in cases where the caller’s agent has not
recei ved or does not renenber any callee’s nmonitor URI. The caller’s
agent SHOULD add an 'nmi paraneter to these URIs in order to indicate
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to the callee’s nonitor the desired CC node. The 'ni paraneter
SHOULD have the value of the 'm paraneter received in the Call-Info
header field of the responses to the original |NvVITE

To m nim ze redundant subscriptions, these SUBSCRI BEs SHOULD be
presented as forks of the sane transaction, as defined by
Section 8.2.2.2 of [RFC3261], if the caller’'s agent is capable of
doi ng so

The agent MJUST NOT nmaintain nore than one CC request for a single
caller and directed to a single original destination URI. If a
caller requests CC a second tine for the sane destination URI, the
agent MUST consolidate the new request with the existing CC request
by either reusing the existing CC subscriptions or terninating and
then recreating them For this purpose, equality of callers is
determ ned by conparing callers’ AORs and equality of destination
URIs is determ ned by conparing them per [RFC3261] Section 19.1.4.

When generating these SUBSCRIBEs, the From URI MJUST be the caller’s
AOR.  The To URI SHOULD be the destination URI of the original cal
(if the agent knows that and can insert it into the To header) and
ot herwi se MUST be the request-URl of the SUBSCRI BE

The SUBSCRI BE SHOULD have header fields to optimize its routing. In
particular, it SHOULD contain "Request-Disposition: parallel"” and an
Accept - Contact header field to elimnate callee UAs that are not
acceptable to the caller.

The caller’s agent MJST be prepared to receive multiple responses for
nmultiple forks of the SUBSCRIBE and to have nultiple subscriptions
established. The caller’s agent nust also be prepared to have the
SUBSCRI BE fail; in which case, CC cannot be invoked for this origina
call.

If the caller’s agent no longer wants to initiate the CC call (e.qg.
because the caller has deactivated CC), the caller’s agent term nates
the subscription in accordance with [ RFC6665] or suspends the
subscription(s) as specified in Section 6.5.

6.3. Receiving a CC Recall Notification

When receiving a NOTIFY with the cc-state set to "ready", the
caller’s agent SHOULD suspend all other subscriptions to CC, by
following the step in Section 6.5, in order to prevent any other CC
requests fromthis caller fromreceiving CCrecalls. The caller’s
agent starts the CCrecall to the caller by confirmng that the
caller would be able to initiate a CC call, e.g., by calling the
caller’s UA(S).
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6.4. Initiating a CC Call

If the caller is available for the CC call and willing to initiate
the CC call, the caller’s agent causes the caller’s UA to generate a
new | NVI TE towards the callee. The caller’s UA MAY add an 'm URl
paraneter with the value of the 'ni paraneter received in the
Call-1nfo header in the response to the original INVITE, in order to
specify his preferences in CC processing and to prioritize the CC
call. The INVITE SHOULD be addressed to the URI specified in the
cc-URI of the NOTIFY, or, if that's not available, it SHOULD use the
URI in the Call-Info header field of the response to the origina
INVITE, if that’s not available, it MAY use the request-URl of the
original INVITE, if this URI was recorded. Note that the latter

choi ce may not provide ideal routing, but, in sinple cases, it is
likely to reach the desired callee or callee’ s nonitor

6.5. Suspending CC

If the caller is not available for the CCrecall, the CC request
SHALL be suspended by the caller’s agent until the caller becones
avai l abl e again or if the conditions relevant to the | ocal suspension
policy of the caller’s agent have changed. To suspend the CC
request, the caller’s agent SHALL publish the caller’s presence state
by sending a PUBLI SH request to each callee’'s nonitor where the
presence server for CC resides in accordance with the procedures
described in [RFC3903], giving the PIDF state "closed" for the
caller’s identity as presentity. The PUBLISH request SHOULD contain
an Expires header field with a value that corresponds to the current
val ue of the remaining CC subscription duration

Each PUBLI SH SHOULD be sent to the CC URI as received in the NOTIFY,
or within the corresponding SUBSCRI BE dialog, or if that is not
possible, to the corresponding callee’s nmonitor URI received in the
Call-1nfo header field of the NOTIFY, or if one is not available, the
Cont act address of the subscription

6.6. Resum ng CC

Wien the caller is no longer busy, or if the conditions relevant to
the suspension policy of the caller’s agent have changed, then the CC
request SHALL be resumed by the caller’s agent. To resune a CC
request, the caller’s agent SHALL publish the caller’s presence state
by sending a PUBLI SH request to each callee’'s nonitor in accordance
with the procedures described in [RFC3903], infornming each nonitor
that the PIDF state is "open"; this request will otherw se be
constructed in the same way as the suspend PUBLI SH request.
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In the case where the caller’s agent has sent several CC suspension
requests to different callee’s nonitors and the caller becones
avai |l abl e again, as determined by the |ocal resunption policy of the
caller’s agent, the caller’s agent MAY send a PUBLISH to resune a CC
request to each callee’s nonitor for which there is a suspended CC
request. Note that the resunption policy of the caller’s agent may
prescribe a manual resunption; thus, a suspended CC request should
not be automatically resuned.

7. Callee’ s Monitor Behavior
7.1. Sending the CC Possible Indication

The callee’s nonitor MIST record the From URI and MAY record the
final request status(es) returned by the callee’s UA(S).

If the callee’s nonitor wants to enable the caller to nake use of the
CC service, it MIST insert a Call-Info header field with

"purpose=cal | -conpletion" in the final response nessage (e.g., in a
486 to enable CC due to busy subscriber) and at |east one non-100
provi sional response nmessage (e.g., in a 180 due to no response) to

the initial INVITE when forwarding it to the caller. The non-100
provi sional response nmessage SHOULD be sent reliably if the INVITE
contai ned a Supported header field with the option tag 100rel. The

Call -1 nfo header field values defined in this specification
positively indicate that CCis available for the failed fork of the
call.

The callee’s monitor SHOULD insert a URl in the Call-Info header
field where the caller’s agent should subscribe for CC. Ideally, it
is a globally routable URI [RFC5627] for the callee’'s nonitor. |In
practice, it may be the callee’s AOR, and the SUBSCRIBE will be
routed to the callee’s nonitor only because it specifies "Event:
call -conpl etion".

In order to enable CC, the Call-Info header field MIUST be set up
according to the foll owi ng schene:

Call -1 nfo: monitor-URl; purpose=call-conpl etion; mEXX

The 'm paranmeter defines the "node" of CC. The "neNR' paraneter
indicates that it failed due to |ack of response, the "neBS"
paraneter indicates that it failed due to busy subscriber, and the
"meNL" paraneter indicates that it failed due to non-registered
subscri ber (no devices are registered for the AOR contacted). The
'm parameter is useful for PSTN interworking and assessi ng presence
information in the callee’s nonitor. It is possible that other
values will be defined in future. 1t is also pernissible to onit the
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"m parameter entirely. Inplenentations MJUST accept CC operations in
which the 'm parameter is nissing or has an unknown val ue, and
execute them as best they can in their environnent (which is likely
to be a degraded service, especially when interoperating with SS7).

7.2. Receiving a CC Subscription

The callee’s nmonitor MJST be prepared to receive SUBSCRI BEs for the
call-conpl etion event package directed to the URIs of UA(s) that it
is servicing and any URIs that the callee’s nonitor provides in
Call -1 nfo header fields. The SUBSCRI BEs MJST be processed in
accordance with the procedures defined in [ RFC6665], establishing
subscriptions. These subscriptions represent the request fromthe
caller’s agent for CC services.

If the nmonitor receives two or nore SUBSCRI BEs that have the sane
Call-1d header field value and the nonitor considers the request-URl's
of the received SUBSCRI BEs to request the status of the sane set of
UAs, then they are redundant forks of one SUBSCRI BE request, and the
nmoni tor SHOULD reject all but one of the requests with 482 (Merged
Request) responses.

The monitor MAY determ ne that an incomng CC SUBSCRIBE is a
duplicate of an existing CC subscription if (1) the Call-1d header
field values are different, (2) the FromURIs (i.e., the caller’s
AORs) are the same (per [RFC3261] Section 19.1.4), (3) the To URIs
(whi ch should be the request-URI of the original call) have the sane
user and hostport conponents, and (4) the nmonitor considers the
request-URIs of the received SUBSCRIBEs to request the status of the
sanme set of UAs.

If the nmonitor determines that a new subscription is a duplicate of
an existing subscription, it MAY termnminate the existing subscription
in accordance with the procedures defined in [RFC6665]. In any case,
it MIST establish the new subscription

The callee’'s nonitor may apply restrictions as to which caller’s
agents may subscri be.

The continuation of the subscription of the caller’s agent indicates
to the callee’s nonitor that the caller’s agent is prepared to

initiate the CCcall if it is selected for the "ready" state. |If the
callee’s nonitor becones aware of a subscription that cannot be
selected for a CCrecall, it SHOULD terninate the subscription in

accordance with [ RFC6665] .

Wrley, et al. St andards Track [ Page 17]



RFC 6910 Compl etion of Calls April 2013

7.3. Sending a CC Notification

The cal |l -conpl eti on event package returns various points of
information to the caller’s agent, but the vital datumit contains is
the cc-state of the CC request of the caller’s agent as stored in the
CC queue; in the beginning, this cc-state is "queued". Wen the
cc-state of the agent’s request changes, the callee’'s nonitor MJST
send a NOTIFY for a CC event to the caller’s agent. The notification
SHOULD al so contain a URI that can be used for suspension requests.
Ideally, it is a globally routable URI [RFC5627] for the callee’'s
monitor. In practice, it may be the callee’s AOR and the SUBSCRI BE
will be routed to the callee’s nonitor only because it specifies
"Event: call-conpletion".

The cal |l -conpl eti on event package provides linmted information about
the policy of the callee’s nonitor. In particular, as in the PSTN
the "cc-service-retention” datum gives an indication of the "service
retention" attribute, which indicates whether the CC request can be
continued to a later tinme if the CC call fails due to the callee's
UA(s) being busy. |If the callee’'s nonitor supports the
service-retention option, the callee’ s nonitor SHOULD i ncl ude the
cc-service-retention paraneter.

The callee’s nonitor has a policy regarding when and how it selects
CC requests for the recall. This policy may take into account the
type of the requests (e.g., CCNR vs. CCBS), the state of the callee's
UA(s), the order in which the CC requests arrived, the length of tinme
the CC requests have been active, and any previous attenpts of CC
activations for the sane original call. The callee’s nmonitor wll
usual Iy choose only one CC request for the recall at a tine, but if
the callee’s UA(s) can support multiple calls, it nay choose nore
than one. The callee’s nonitor will usually choose the ol dest active
request.

When the callee’s nmonitor changes the state datum for the chosen
subscription from "queued" to "ready", the callee’ s nonitor MJST send
a NOTIFY for the subscription of the caller’s agent with the cc-state
set to "ready" (recall notification). The NOTIFY SHOULD al so contain
inthe cc-URI a URI to be used in the CCcall. |In practice, this may
be the AOR of the callee.

Upon sending the recall notification, the callee’ s nonitor MJST start
arecall timer. It is RECOWENDED to use a val ue between 10 and

20 seconds, which corresponds to the recomendation for the CC
services in the ETSI [ETS300.356-18] and ITUT [ITU-T.Q 733]
docunent s.
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7.4. Receiving a CC Cal

The callee’s UA(s) and the callee’'s nonitor may give the CC cal
precedence over non-CC calls by evaluating the presence of the ’ni

URI paraneter and the From header of the INVITE request. The
callee’s nonitor supervises the receiving of the CCcall. Upon
arrival of the CCcall, the recall tinmer MJST be stopped. If the CC
call does not arrive at the callee’'s UA(s) before the expiry of the
recall timer, the callee's nonitor SHOULD stop processing the recal
and change the value of the cc-state datumto "queued" if it supports
the retain option, and termnate the subscription if it doesn’t
support the retain option. Sinilarly, if the CCcall is not

accepted, the callee’'s nonitor will stop the CC recall processing.
Depending on its policy, the sane original call may be selected again
for a CCrecall at a later tine. |If the CC call succeeds, the
callee’s nonitor MIUST ternminate the rel evant subscription in
accordance with [ RFC6665] and MJUST renpve any associ ated presence
event state used for suspend and resune for the caller of the CC
call.

Once the CC call has been terminated, successfully or unsuccessfully,
the policy of the callee’ s nonitor MAY specify that another CC
request for a recall be selected. Note also that according to the
policy of the callee’'s nonitor several recalls nmay be processed at
the same tine.

7.5. Receiving a CC Suspension

The nmonitor may receive PUBLI SH requests to suspend CC requests from
the caller’s agent as described in Section 6.5. The PUBLI SH requests
may be received via the URI it nanages, any URI that it inserts into

a Call-Info header, any contact URI it uses as a notifier for

"call -conpletion" events, or any URI it returns as the "URI" |ine of

the call-conpl etion event packages.

The recei pt of the PUBLISH request initiates a presence event state
for the caller’'s identity at the presence server of the callee's
nmoni tor as specified in [RFC3903], together with a | ogical presence
server if this has not been done before for another call.

Not e: The presence server nmay initiate a presence event state for the
caller’s identity on recei pt of a SUBSCRI BE request as wel |,
dependent on the inplenentation.

The monitor SHOULD identify the addressed CCE by the request-URl of
the PUBLI SH request, or if that is not possible, by the From URI
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If the processing of a CC request results in suspending that CC
request by receiving a PUBLI SH request fromthe caller’s agent as
described in Section 6.5, the callee’s nmonitor MJUST stop the recal
timer and MJUST ensure that the request is set to a "queued" state,
and then the callee’s nonitor MIUST attenpt to process another CC
request in the queue according to its local policy.

7.6. Receiving a CC Resunption

When a CC request has been resuned after the callee’s nonitor has
recei ved a PUBLI SH request fromthe caller’s agent as described in
Section 6.6, the presence event state for the caller’s identity at
the presence server of the CC nonitor MJST be nodified as descri bed
in [RFC3903]. |If the callee is not busy and there is no entry in the
CC queue that is currently being processed, the callee’ s nonitor MJST
process the queue as described in Section 7.3 above.

8. Examples
A basic call flow, with only the nost significant nessages of a CC

activation and invocation shown, is as follows (please note that this
is an exanple, and there may be variations in the failure responses):
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|l er Cal | ee

si p: 123@. com si p: 456@. com

I NVI TE si p: 456@. com
From sip:123@. com

[original call]
487

|
SUBSCRI BE si p: 456@. b. com mENR [initial SUBSCRI BE]
From sip:123@. com |
Contact: sip:123@.a.com |
Request - Di sposition: parallel
Call-1d: abcd-efgh |
Event: call-conpletion |

NOTI FY si p: 123@. a.com | [initial NOTIFY]
Body: cc-state: queued |

SUBSCRI BE si p: 456@. con n=NR [another init. SUB.]
From sip:foo@xanpl e. coni

Request - Di sposition: parallel

Call-1d: abcd-efgh |

Event: call-conpletion |

I
482 | [duplicate SUB. rej.]
Lo m s e e e e e e e e e oo - |

|
NOTI FY sip: 123@.a.com | [ CC i nvoked]
Body: cc-state: ready |

URI: sip:recall @.b.com

|
I NVI TE sip:recall @.b. com nFNR [CC call]
From sip:foo@xanpl e. coni

NOTI FY si p: 123@.a.com | [ CC term nat ed]
Expires = 0 |

2013
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The original call is an ordinary INVITE. It fails due to no-response
(ring-no-answer). |In this case, the callee’s governing proxy

generates a 487 response because the proxy canceled the INVITE to the
UA when it rang too long without an answer. The 487 response carries

a Call-Info header field with "purpose=call-conpletion". The
Call-1nfo header field positively indicates that CCis available for
this failed fork of the call. The "nmeNR" paraneter indicates that it

failed due to no-response, which is useful for PSTN interworking and
assessing presence information in the callee's nonitor.

The URI in the Call-Info header field (<sip:456@.b.conp) is where
the caller’s agent should subscribe for CC processing. ldeally, it
is aglobally routable URI for the callee’'s nonitor. |In practice, it
may be the callee’s AOR, and the SUBSCRIBE will be routed to the
callee’s nonitor only because it specifies "Event: call-conpletion”

CCis activated by sending a SUBSCRIBE to all known callee’ s nonitor
URI's. These can be provided by the Call-Info header field in the
response to the I NVITE

Additionally, the caller’s agent needs to include the origina
request-URlI in its set of callee’s nmonitor URIs, because the call may
have forked to additional call ees whose responses the caller has not
seen. (A SUBSCRIBE to the request-URl alone is used in cases where
the caller’s agent has not received or cannot renmenber any callee’s
nmonitor URI.)

The caller’s agent adds to these URIs an 'ni paraneter (if possible).
In this case, the caller’s agent forks the SUBSCRIBE to two
destinations as defined by Section 8.2.2.2 of [RFC3261], with
appropriate Request-Disposition. The first SUBSCRIBE is to the UR
fromcCall-Info.

The second SUBSCRIBE is to the original request-URl and reaches the
same callee’s nonitor. Because it has the sane Call-Id as the
SUBSCRI BE that has already reached the callee’s nonitor, the callee’'s
nmonitor rejects it with a 482, thus avoiding redundant subscriptions.

The initial NOTIFY for the successful SUBSCRI BE has "cc-state:
queued" in its body. Eventually, this caller is selected for CC and

is informed of this via a NOTIFY containing "cc-state: ready". This
NOTIFY carries a URI to which the INVITE for the CC call should be
sent. In practice, this nmay be the AOR of the callee.

The caller generates a new INVITE to the URI specified in the NOTIFY
or if there was no such URI or if the caller’s agent cannot renenber
it, it my use the original request-URI. The caller adds the ’mi
paraneters (if possible), to specify CC processing.
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Finally, the subscription for the CC request is terninated by the

callee’'s nonitor.

Another flow, with only the nost significant nessages of CC
suspensi on and resunption shown, is as follows:

Cal | er Cal | ee
Si p: 456@. com

sip:123@. com

| |

NOTI FY sip: 123@.a.com |
Body: cc-state: ready

e mmmmmeemecmeaeeaeenaaaas |

|
|
| |
| PUBLI SH sip: 456@. b. com |
| From sip:123@. com |
| Contact: sip:123@.a.com |
| Event: presence |
| Content-Type: 'app/pidf’
| Body: status=cl osed |
|
|
|

S

|
|
|
PUBLI SH si p: 456@. b. com |
From sip:123@. com |
Contact: sip:123@.a.com
Event: presence |
Cont ent - Type: 'app/ pi df’
Body: status=open |
|
|
|

|
|
| < m e |
|

I
| URI: sip:recall @.b.com
|
|
|

[CC notification, caller not
avail abl e for CC recall]

[non-availability for recal
i s published]

[cal l er becones avail abl e
agai n]

[availability for recal
i s published]

The caller is selected for CC and is inforned of this via a NOTIFY

request containing "cc-state: ready".

not available for the CC recall.
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For updating its presence event state at the callee' s presence
server, the caller sends a PUBLISH request inform ng the presence
server that the PIDF state is "closed". The PUBLISH request is sent
(in order of preference) as follows: (1) out-of-dialog to the CC UR
as received in the NOTIFY, (2) within the correspondi ng SUBSCRI BE
dialog, (3) out-of-dialog to the corresponding callee’'s nonitor UR
received in the Call-Info header field of the NOTIFY, or (4) out-of-
dialog to the renote Contact address of the correspondi ng SUBSCRI BE
di al og.

When the caller is again available for the CCrecall, the caller
updates his presence event state at the callee’s presence server by
generating a PUBLI SH request informng the server that the PIDF state
is "open"; this request will otherw se be constructed in the sanme way
as the suspend PUBLI SH request.

9. ’'call-conpletion” Event Package

This section specifies the call-conpletion event package, in
accordance with Section 5.4 of [RFC6665]. The call-conpletion event
package has the nmedia type "application/call-conpletion".

Note that if the callee has a caller-queuing facility, the callee’s
nonitor may want to treat the CC queue as part of the queuing
facility and include in the event package information regarding the
state of the queue. How this information is conveyed is left for
further standardization.

9.1. Event Package Nane
The SIP events specification [ RFC6665] requires package definitions
to specify the name of their package or tenplate-package. The nane
of this package is "call-conpletion". This value appears in the
Event and Al |l ow Events header fi el ds.

9.2. Event Package Paraneters

No package-specific Event header field paraneters are defined for
this event package.

Wrley, et al. St andards Track [ Page 24]



RFC 6910 Compl etion of Calls April 2013

9. 3. SUBSCRI BE Bodi es

[ RFC6665] requires package definitions to define the usage, if any,
of bodi es in SUBSCRI BE requests.

The SUBSCRI BE request MAY contain an Accept header field. [If no
such header field is present, it has a default val ue of
"application/call-conpletion". |f the header field is present, it
MUST i ncl ude "application/call-conpletion”

A SUBSCRI BE request for a CC package MAY contain a body. This body
defines a filter to be applied to the subscription. Filter docunents
are not specified in this docunent and nmay be the subject of future
standardi zati on activity.

A SUBSCRI BE request requests CC information regarding calls recently
made fromthe same caller to the callee UA(s) serviced by the
notifier. Calls are defined to be "fromthe sane caller" if the
URI - part of the From header field value in the INVITE is the sane as
the URI -part of the From header field value in the SUBSCRI BE

9.4. Subscribe Duration

[ RFC6665] requires package definitions to define a default value for
subscription durations and to di scuss reasonabl e choi ces for
durations when they are explicitly specified.

If a SUBSCRI BE does not explicitly request a duration, the default
requested duration is 3600 seconds, as that is the highest service
duration timer value recommended for the CC services in the ETSI

[ ETS300. 356-18] and ITU-T [ITU-T.Q 733] docunents. Because the
subscription duration neans that no explicit timer is needed, and the
subscription duration can be seen as an equivalent to the SS7 service
duration timer, this specification refers to the subscription
duration also as the service duration tiner. It is RECOVMENDED t hat
subscri bers request, and that notifiers grant, a subscription tine of
at | east 3600 seconds.

If a notifier can determ ne that, according to its policy, after a
certain duration the requested subscription can no | onger proceed to
the "ready" state, it SHOULD reduce the granted subscription tine to
that duration. |If a notifier can determine that, according to its
policy, the requested subscription can never proceed to the "ready"
state, it should refuse the subscription
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9.5.

9. 6.

9.7.

Wor

NOTI FY Bodi es

[ RFC6665] requires package definitions to describe the allowed set of
body types in NOTIFY requests and to specify the default value to be
used when there is no Accept header field in the SUBSCRI BE request.

A NOTIFY for a call-conpletion event package MUST contain a body that
descri bes the CC states.

As described in [ RFC6665], the NOTIFY nmessage will contain bodies
that describe the state of the subscribed resource. This body is in
a format listed in the Accept header field of the SUBSCRIBE, or in a
package-specific default format if the Accept header field was
omitted fromthe SUBSCRI BE.

In this event package, the body of the notification contains a CC
docunent. All subscribers and notifiers MJST support the
"application/call-conpletion" data format described in Section 10.
The SUBSCRI BE request MAY contain an Accept header field. [If no
such header field is present, it has a default val ue of
"application/call-conpletion". |f the header field is present, it
MJUST include "application/call-conpletion". O course, the
notifications generated by the server MIST be in one of the formats
specified in the Accept header field in the SUBSCRI BE request.

Subscri ber Generation of SUBSCRI BE Requests

Subscri bers MJUST generate SUBSCRI BE requests when they want to
subscribe to the call-conpletion event package at the term nating
side in order to receive CC notifications. The generation of
SUBSCRI BE requests can inply the usage of a CC service-specific tinmer
as described in Section 9.4.

Notifier Processing of SUBSCRI BE Requests

Upon receiving a subscription refresh, the notifier MIST set the
"expires" paraneter of the Subscription-State header field to a val ue
not higher than the current renai ning duration of the subscription
regardl ess of the value received in the Expires header field (if
present) of the subscription refresh

If a subscription is not successful because the CC queue has reached
t he maxi num al | owed nunber of entries (short-termdenial), the
notifier MJUST send a 480 Tenporarily Unavail abl e response to the
subscri ber, possibly with a retry-after paranmeter in accordance wth
the notifier’'s policy. |If a subscription is not successful because a
condition has occurred that prevents and will continue to prevent the
CC service (long-termdenial), the notifier MIST send a 403 For bi dden
response to the subscriber
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A notifier MAY receive multiple forks of the sane SUBSCRI BE, as
defined by Section 8.2.2.2 of [RFC3261]. |In such a case, the
notifier MIUST reject all but one of the SUBSCRIBEs with a 482 Merged
Request response, unless sonme other failure response applies.

The CC information can be sensitive. Therefore, all subscriptions
SHOULD be handl ed with consideration of the security considerations
di scussed in Section 11, in particular for verifying the identity of
t he subscri ber.

9.8. Notifier Generation of NOTIFY Requests

Notifiers MJUST generate NOTIFY requests when the CC request’s state
changes to "queued" or to "ready (for CO". A NOTIFY that is sent

Wi th non-zero expiration MJIST contain the "cc-state" parameter. The
paraneter’s val ue MJUST be "queued" if the CC request represented by
the subscription is not at this time selected by the callee’ s nonitor

for CCrecall, and the paraneter’s value MJST be "ready" if the
request is at this time selected by the callee’s nonitor for CC
recall.

A NOTIFY sent with a zero expiration (e.g., as a confirmation of a
request to unsubscribe) MAY contain the "cc-state" paraneter.

When the callee’'s nmonitor withdraws the sel ection of the request for
the CC recall (e.g., because the caller’s agent has not initiated the
CC recall INVITE before the CC recall tinmer expires, or because the
agent has suspended the request from being considered for CC recall),
the notifier MJST send a NOTIFY to the subscription of the sel ected
request. This NOTIFY MJUST contain the "cc-state" paraneter set to
"queued".

If the CC subscription was successful and the retain option is
supported at the callee, the NOTIFY MJST contain the
"cc-service-retention" paraneter.

9.9. Subscriber Processing of NOTI FY Requests

When receiving a NOTIFY request with the cc-state set to "ready",
subscri bers SHOULD suspend all other CC subscriptions for the
original call at other notifiers. The receipt of a NOTIFY request
with the cc-state set to "ready" by the subscriber will also cause an
interaction with the instances at the subscriber’s side that are
responsi ble for starting the CC recall.
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9.

9.

9.

10.

W

10. Handling of Forked Requests

Forked requests are expected to be common for the CC event type. The
subscri ber MJST be prepared to process NOTIFY requests frommultiple
notifiers and to coordinate its processing of the information
obtained fromthemin accordance with the procedures in this
docunent .

11. Rate of Notifications

The CC service typically involves a single notification, per notifier
and per subscription, regarding the change to "ready" (for CC) but
MAY i nvol ve several notifications about the change to the "ready"
state, separated by a CC call that failed due to a busy callee.
Typically, notifications will be separated by at |east tens of
seconds. Notifiers SHOULD NOT generate nore than three notifications
for one subscription in any ten-second interval. Since it is
important to avoid useless recalls, a notifier SHOULD send state
changes to "queued" from "ready" pronptly. Thus, a notifier SHOULD
NOT send a state change to "ready" as the third notification in a
ten-second interval, as that would nmake it inmpossible to pronptly
send a further state change to "queued"

12. State Agents

State agents have no defined role in the handling of the
call-conpl eti on event package

CC Informati on For mat

The followi ng syntax specification uses the Augnented Backus- Naur
Form (ABNF) as described in [RFC5234]. The formal syntax for the
application/call-conpletion MM type is described below In
general, the CC body is to be interpreted in the sane way as SIP
headers: (1) the nanmes of the lines are case-insensitive, (2) the
Iines can be continued over |ine boundaries if the succeeding |ines
start with horizontal white space, and (3) |ines wth unknown nanes
are to be ignored. The header lines defined in this document can
occur at nost once in any given CC information format docunent.

call-conpletion = 1*(cc-header CRLF)

cc-header = cc-state / cc-service-retention / cc-URl /
ext ensi on- header

The above rul es whose nanes start with
O her rules are described in [ RFC3261].

cc-" are described bel ow

rley, et al. St andards Track [ Page 28]



RFC 6910 Compl etion of Calls April 2013

10.1. CC Status
The cc-state line indicates the CC status of a particular user with
an entry in a CC queue. It MJST be present, unless the expiration
time indicated in the NOTIFY is zero.
cc-state = "cc-state" HCOLON ( "queued" / "ready" )
The val ue "queued" indicates that a subscriber’s entry in the CC
queue is not selected for CCrecall. The value "ready" indicates
that a user’s entry in the CC queue has been selected for CC recall
10.2. CC Service-Retention Indication

The service-retention line indicates the support of the retain

option. The retain option, if supported at the callee, will naintain
the entry in the CC queue, if a CC call has failed due to a callee
busy condition. |If present, this paraneter indicates that the retain

option is supported; otherwise, it is not supported. This paraneter
MAY be present in NOTIFY requests.

cc-service-retention = "cc-service-retention" HCOLON "true"
10.3. CC URI

The cc-URI line provides a URI that the agent SHOULD use as the
request-URl of the CC recall INVITE and the suspend/resume PUBLI SH
It SHOULD be provided in all NOTlFYs. The URI SHOULD be gl obally
rout abl e and SHOULD uni quely identify the CCE in question. The
syntax provides for generic-parans in the value, but this docunent
defines no such paraneters. Paraneters that are not understood by
t he subscriber MJUST be retained with the UR

cc-URI = "cc-URI" HCOLON addr-spec
11. Security Considerations

The CC facility allows the caller’s agent to deternine sone status
information regarding the callee. This information intrinsically
di m ni shes the privacy of the callee; in order to protect
sufficiently the privacy of the callee, the overall anount of

di scl osure nmust be limted, and the amobunt of disclosure to any
single caller nust be |imted.

O course, if acaller is not pernitted to call the callee, that
caller should not be allowed to establish a CC subscription. Callers
that are particularly sensitive about their privacy may reject all CC
subscriptions. But in the ordinary case, the optimal protection is
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to pernit any caller to subscribe but prevent any caller from
subscribing for too long, or too often, or in a pattern that does not
reveal to the callee (through CC calls) that the subscriptions are

t aki ng pl ace.

In legitinmate use, CC event subscriptions will be nade in stereotyped
ways that limt the disclosure of status information:

1. When a subscriber is selected for CC, a call should arrive
promptly for the callee, or the subscription should be
term nated. This expectation may be violated by a race condition
bet ween sel ection of the subscription for CC and the caller
becom ng unavail able, but it should be rare that a single
subscription will exhibit the race condition nore than once.

2. Subscriptions should not remain suspended for |onger than the
expected duration of a call (a call by the caller to a third

party).

3. Subscriptions should be initiated only shortly after failed
i ncom ng calls.

4. Most of the tinme, a callee should have no queued subscriptions.

Viol ati ons of these expectations should be detected by the callee’s
nmoni tor and reported as possible attenpts at privacy violation

The CC facility may enhance the effectiveness of Spam over I|nternet
Tel ephony (SPIT) via the follow ng technique: the caller makes calls
to a group of callees. The caller then requests CC for the calls
that do not connect to the callees. The resultant CC calls are
probably nore likely to reach the callees than original calls to a
further group of targets.

In order to prevent senders of SUBSCRI BE and PUBLI SH requests from
causi ng Deni al -of - Service (DoS) attacks and suspendi ng other CC
entries than their own, a nmechanismto correlate the identity of the
original caller and the sender of SUBSCRI BE and PUBLI SH requests is
needed. The RECOMMENDED nechani smto authenticate the identity of
the originator of requests relevant to CCis the SIP Identity
mechani sm [ RFC4474]. Alternatively, CC agents and nonitors within an
adm ni strative domain or federation of domai ns MAY use the mechani sm
described in [RFC3325] to authenticate their identities with a

P- Asserted-ldentity header field.

Furt hernmore, the use of the presence server to suspend or resume

SHOULD be linmted to a caller that has an active queue in the
callee’'s nonitor. This can be achieved first by nonitoring and
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| ogging incoming calls to the callee and the destination where CC
i ndi cation was sent, then to ensure that subscription to the
call-conpl etion event package is pernmitted only within a short tinme
frane after the initial call failed and to only accept PUBLI SH
requests to the presence server if there is an active queue for the
caller in question.
Not e that regarding authentication/authorization/billing |ogic
subject to operator policy, CC calls or subscriptions do not differ
fromother basic calls or event subscriptions.

12. | ANA Consi der ati ons

12.1. SIP Event Package Registration for CC
This specification registers an event package, based on the
regi stration procedures defined in [ RFC6665]. The foll ow ng
information is required for such a registration
Package name: call-conpletion
Is this registration for a Tenpl at e- Package: No.
Publ i shed specification: RFC 6910.

Person & email address to contact for further information: Martin
Huel semann, nartin. huel semann@ el ekom de

12.2. M ME Registration for application/call-conpletion
M ME nedia type nane: application
M ME subtype nane: call-conpletion
Requi red paraneters: none
Optional paraneters: none.

Encodi ng consi derations: Consists of |ines of UTF-8-encoded
characters, ended with CRLF.

Security considerations: There are no security considerations
internal to the nedia type. |Its typical usage involves the security
consi derations described in RFC 6910.

Interoperability considerations: See RFC 6910.

Publ i shed specification: RFC 6910.
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Applications that use this nedia type: The inplenentations of the CC
features of the Session Initiation Protocol
Addi tional information

Magi ¢ nunber(s): none
File extension(s): Not expected to be stored in files.
Maci ntosh file type code(s): Not expected to be stored in files.

Person & email address to contact for further information:
Martin Huel semann, martin. huel semann@ el ekom de

I nt ended usage: LIM TED USE
Restrictions on usage: none
Aut hor/ Change controller: The | ETF

12.3. SIP/SIPS URl Paraneter ’ni
This specification defines one new SIP/SIPS URI paraneter 'm as per
the registry created by [ RFC3969]. It is used to identify that an
I NVITE request is a CCcall, or to further identify that a SUBSCRI BE
request is for the call-conpletion event package. The paraneter nay
have a val ue that describes the type of the CC operation, as
described in this specification.
Nane of the parameter: m

Predefi ned val ues: yes

Ref erence: [RFC6910]
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12. 4. The 'purpose’ Paraneter Value ’'call-conpletion
This specification adds a new predefined value "call-conpletion" for
the ' purpose’ header field paraneter of the Call-1nfo header field.
This nodifies the registry header field paraneters and paraneter
val ues by adding this RFC as a reference to the Iine for header field
"Cal | -1 nfo" and paraneter name ' purpose’
Header field: Call-Info
Par anet er nane: purpose
Predefi ned val ues: yes
Ref erence: [RFC3261] [RFC5367] [ RFC6910]
12.5. 'm Header Paraneter for Call-Info
This specification extends [ RFC3261] to add a new header field
paraneter 'm to the Call-Info header field. This adds a rowto the
registry header field paranmeters and paraneter val ues
Header field: Call-Info
Paramet er name: m
Predefi ned val ues: yes
Ref erence: [RFC6910]
The predefined values are "BS', 'NR, and 'NL'.
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Appendi x A,  Exanple Caller’s Agent

This section outlines how an autononous caller’s agent can operate
using only standard SIP features to interact with the caller’s UA
This exanple is suitable only as a learning aid, as its performance
i s poor.

The agent nonitors calls nmade fromthe UA(s) by subscribing to the
di al og event package of the UA(S).

The UA(s) or their proxy routes calls made with either of two speci al
di al sequences to the agent, which interprets the INVITEs as

i ndi cations to nake a CC request with BS or NR or NL node for the

| atest call made by the UA

The agent nonitors the status of the UA(s) for availability to be
used for a CC call by exam ning the dial og events.

The agent indicates to the UA(s) that CCrecall is in progress by

making call to the UA(s). |If the UA is answered, the agent assunes
that the caller is available and plays pre-recorded audio to indicate
that CC recall is in progress.

After playing the pre-recorded audio, the caller’s agent uses REFER
to order the UA to nmake the CC call to the callee

Appendi x B. Exanple Callee’s Mnitor

This section outlines how an autononous callee’s nonitor can operate
using only standard SIP features to interact with the callee’ s UA
This exanple is suitable only as a learning aid, as its perfornance
i s poor.

The callee’s monitor nonitors calls nmade to the UA(s) by subscribing
to the dialog events of the UA(s). This enables it to determ ne
their Call-Ids and their final response statuses.

The proxy for the UA(s) routes to the callee’s nonitor any SUBSCRI BEs
for the call-conpletion event package directed to the URIs serviced
by the UA(s).

The callee’s nonitor nonitors the status of the UA(s) to deternine
when they are in a suitable state to receive a CC call by watching

t he busy/not-busy status of the UA(s): for exanple, a UA is available
for CCBS when it is not busy, but a UAis available for CCNR when it
becones not busy after being busy with an established call
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