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Abst r act

The MediaCtrl working group in the | ETF has proposed an architecture
for controlling nedia services. The Session Initiation Protoco
(SIP) is used as the signaling protocol that provides nany inherent
capabilities for nessage routing. In addition to such signaling
properties, a need exists for intelligent, application-level nedia
servi ce sel ection based on non-static signaling properties. This is
especially true when considered in conjunction with depl oynent
architectures that include 1: M and M N conbi nati ons of Application
Servers and Media Servers. This docunment introduces a Media Resource
Broker (MRB) entity, which nmanages the availability of Media Servers
and the nedi a resource denands of Application Servers. The docunent
i ncl udes potential deploynent options for an MRB and appropriate
interfaces to Application Servers and Media Servers.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6917
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1. Introduction

As | P-based nultinmedia infrastructures mature, the conplexity and
demands from depl oynents increase. Such conplexity will result in a
wi de variety of capabilities froma range of vendors that should all
be i nteroperable using the architecture and protocols produced by the
Medi aCtrl working group. It should be possible for a controlling
entity to be assisted in Media Server selection so that the nost
appropriate resource is selected for a particular operation. The

i mportance i ncreases when one introduces a flexible | evel of

depl oynent scenarios, as specified in RFC 5167 [ RFC5167] and RFC 5567
[ RFC5567]. These docunments make statements like "it should be

possi ble to have a many-to-many rel ati onshi p between Application
Servers and Media Servers that use this protocol”. This leads to the
foll owi ng depl oynent architectures being possible when consi dering
medi a resources, to provide what can be effectively described as
nmedi a resource brokering.

The sinplest deploynent viewis illustrated in Figure 1
R +---+ R +---+
| Application | | Medi a |
| Server [ <------- Ms Control ------ >| Server

N . + N . +

Figure 1: Basic Architecture

This sinply involves a single Application Server and Media Server.
Expanding on this view, it is also possible for an Application Server
to control nmultiple (greater than 1) Media Server instances at any

one tinme. This deploynent viewis illustrated in Figure 2.
Typically, such architectures are associated with application |ogic
that requires high-demand nedia services. It is nore than possible
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Apri

that each Medi a Server possesses a different nedia capability set.
Medi a Servers may offer different nmedia services as specified in the

Medi aCtr |

architecture docunment [RFC5567].

A Media Server may have

simlar nmedia functionality but may have different capacity or nedia

codec support.

R +-- -+
| Application

| Server | <--MB
B +

S +o- -+
| Medi a |
+o---- >| Server
| B TS +
|
| R +---+
| | Medi a |
Control ----- +o---- >| Server
| - +
|
| [ T +-- -+
- >| Medi a
| Server |
oo +

Figure 2: Miltiple Media Servers

Fi gure 3 conveys the
nodel ,

Medi a Server.

opposite viewto that in Figure 2. 1In this

there are a nunber of (greater than 1) Application Servers
possi bly supporting dissimlar applications,
Typi cal ly,
application logic that

controlling a single
such architectures are associated with
requi res | ow denand nedia services.

R +-- -+
| Application
| Server | <----- +
- + |
|
[ SRR Y — +-- -+ | [ SRR Y — +-- -+
| Application | | | Medi a
| Server | <----- +-- - M5 Control -->| Server
B - + | B - +
|
[ R Y +-- -+ |
| Application | |
| Server [ <----- +
N +
Figure 3: Multiple Application Servers
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The final deploynent viewis the nost conplex (Figure 4). 1In this
nmodel (M N), there exist any nunber of Application Servers and any
nunber of Media Servers. It is again possible in this nodel that

Medi a Servers m ght not be honbgeneous, and they m ght have different
capability sets and capacities.

S +o- -+ S +o- -+
| Application | | Medi a
| Server | <----- + +--- -] Server
B TS + | | B TS +
| |
R +---+ | | R +---+
| Application | | | | Medi a |
| Server | <----- +-Ms Control - +---->| Server
- + | | - +
R +---+ I I R +---+
| Application | | +--- -3 Medi a |
| Server | <----- + | Server
oo + S +o- -+

Fi gure 4: Many-to-Many Architecture

The renmaining sections in this specification will focus on a new
entity called a Media Resource Broker (MRB), which can be utilized in
t he depl oynent architectures described previously in this section.
The MRB entity provides the ability to obtain nedia resource

i nformati on and appropriately allocate (broker) on behalf of client
applications.

The hi gh-1evel deploynent options discussed in this section rely on
network architecture and policy to prohibit inappropriate use. Such
policies are out of scope for this docunent.

This docunment will take a look at the specific problemareas rel ated

to such deploynent architectures. It is recognized that the
sol utions proposed in this docunent should be equally adaptable to
all of the previously described deploynent nodels. It is also

recogni zed that the solution is far nore relevant to sone of the
previously di scussed depl oynent nodel s and can al nost be viewed as
redundant on ot hers.
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2.

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Thi s docunent inherits term nol ogy proposed in RFC 5567 [ RFC5567] and
in "Media Control Channel Framework" [RFC6230]. In addition, the
following terms are defined for use in this docunent and for use in
the context of the MediaCirl working group in the | ETF:

Medi a Resource Broker (MRB): A logical entity that is responsible
for both collection of appropriate published Media Server (M)
i nformati on and sel ecting appropriate Media Server resources on
behal f of consunming entities.

Query MRB: An instantiation of an MRB (see previous definition) that
provides an interface for an Application Server to retrieve the
address of an appropriate Media Server. The result returned to
the Application Server can be influenced by information contained
in the query request.

In-line MRB: An instantiation of an MRB (see previous definition)
that directly receives requests on the signaling path. There is
no separate query.

CFW  Media Control Channel Framework, as specified in [ RFC6230].
Wthin the context of In-line MRBs, additional terns are defined:
In-line Anare MRB Mbde (IAMM): Defined in Section 5.2.2.1.
In-1ine Unaware MRB Mbde (IUMM: Defined in Section 5.3.

The docunent will often specify when a specific identifier in a
protocol nessage needs to be unique. Unless stated otherw se, such
uni queness will always be within the scope of the Media Servers
controlled by the sane MRB. The interaction between different MRB
i nstances, e.g., the partitioning of a logical MRB, is out of scope
for this docunent.

Pr obl em Di scussi on

As discussed in Section 1, a goal of the MediaCirl working group is
to produce a solution that will service a wide variety of deploynent
architectures. Such architectures range fromthe sinplest 1:1

rel ati onshi p between Media Servers and Application Servers to
potentially linearly scaling 1: M M1, and M N depl oynents.
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Managi ng such deploynents is itself non-trivial for the proposed
solution until an additional nunber of factors that increase
complexity are included in the equation. As Media Servers evolve, it
must be taken into consideration that, where many can exist in a

depl oynent, they may not have been produced by the same vendor and

may not have the sane capability set. It should be possible for an
Application Server that exists in a deploynent to select a nedia
service based on a common, appropriate capability set. In

conjunction with capabilities, it is also inportant to take avail able
resources into consideration. The ability to select an appropriate
medi a service function is an extremely useful feature but becones
even nore powerful when considered with avail able resources for
servicing a request.

In conclusion, the intention is to create a toolkit that allows

Medi aCtrl deploynments to effectively utilize the avail able nedia
resources. It should be noted that in the sinplest depl oynents where
only a single Media Server exists, an MRB function is probably not
required. Only a single capability set exists, and resource
availability can be handl ed using the appropriate underlying
signaling, e.g., SIP response. This docunent does not prohibit such
uses of an MRB; it sinmply provides the tools for various entities to
i nteract where appropriate. It is also worth noting that the
functions specified in this docunent aimto provide a 'best effort’
view of nedia resources at the tinme of request for initial Media
Server routing decisions. Any dranmatic change in nmedia capabilities
or capacity after a request has taken place should be handl ed by the
under | yi ng protocol

It should be noted that there nmay be additional information that is
desirable for the MRB to have for purposes of selecting a Media
Server resource, such as resource allocation rules across different
applications, planned or unplanned downti me of Media Server

resources, the planned addition of future Media Server resources, or
Medi a Server resource capacity nodels. How the MRB acquires such
information is outside the scope of this docunent. The specific
techni ques used for selecting an appropriate nedia resource by an MRB
is also outside the scope of this docunent.

4. Depl oynment Scenario Options

Research into nedi a resource brokering concluded that a couple of

hi gh-1 evel nodels provided an appropriate |level of flexibility. The
general principles of "in-line" and "query" MRB concepts are

di scussed in the rest of this section. It should be noted that while
the interfaces are different, they both use comon underlying
mechani sms defined in this specification
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4.1. Query MRB

The "Query" nodel for MRB interactions provides the ability for a
client of media services (for exanple, an Application Server) to

"ask"” an MRB for an appropriate Media Server, as illustrated in
Fi gure 5.
R +---+
TR > VRB Smmmmme - - R R S +---+
I Hommiieeee e + (1)I I I
| (2) F S T SR | |
| | Medi a | | |
| R d Server | |
| | Hommimee e + | |
| | (1) |
E R e | [ SRR Y — +-- -+ | |
| Application | | | Medi a | | |
| Server | <----- + M5 Control - +---->| Server | ->-+
R + (3) | R +
| |
| bt (1)
+--- -3 Medi a |
| Server [--->--+
T e +---+

Figure 5. Query MRB

In this deployment, the Media Servers use the Media Server Resource
Publish interface, as discussed in Section 5.1, to convey capability
sets as well as resource information. This is depicted by (1) in
Figure 5. It is then the MRB's responsibility to accunul ate al
appropriate information relating to nedia services in the |ogica

depl oynent cluster. The Application Server (or other nedia services
client) is then able to query the MRB for an appropriate resource (as
identified by (2) in Figure 5. Such a query would carry specific
information related to the nmedia service required and enable the MRB
to provide increased accuracy in its response. This particular
interface is discussed in "Media Service Resource Consuner Interface"
(Section 5.2). The Application Server is then able to direct contro
commands (for exanple, create a conference) and nedia dialogs to the
appropriate Media Server, as shown by (3) in Figure 5. Additionally,
with Query node, the MRB is not directly in the signaling path

bet ween the Application Server and the sel ected Media Server
resource.
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4.1.1. Hybrid Query MRB

As nentioned previously, it is the intention that a toolkit is
provided for MRB functionality within a MediaCtrl architecture. It
is expected that in specific deploynment scenarios the role of the MRB
m ght be co-hosted as a hybrid logical entity with an Application
Server, as shown in Figure 6.

Fomm e e mm e D R e +---+
| (1) | | |
| | | |
| oo e oo+ | |
| | Medi a | | |
Y +---- 3 Server | | |

R e R e + | - + | |

| MRB | | | |

E R e | [ SRR Y — +-- -+ | |

| Application | | | Medi a | | |

| Server | <----- + M5 Control - +---->| Server | ->-+

B - + | B - + |

| |

| [ R Y +-- -+ |

+--- -3 Medi a | |
| Server [--->---+
B g +---+

Figure 6: Hybrid Query MRB - Application Server Hosted

This diagramis identical to that in Figure 5 with the exception that
the MRB is now hosted on the Application Server. The Media Server

Publish interface is still being used to accunul ate resource
information at the MRB, but as it is co-hosted on the Application
Server, the Media Server Consuner interface has collapsed. It night
still exist within the Application Server/MRB interaction, but this

is an inplenmentation issue. This type of deploynment suits a single
Application Server environnent, but it should be noted that a Media
Server Consuner interface could then be offered fromthe hybrid if
required.
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In a simlar nanner, the Media Server could also act as a hybrid for

t he depl oynent cluster, as illustrated in Figure 7.
(1) S oo

B o [y — > e e e e e oo - Se e e oo oo >| VRB |
| | | F S T SR R +---+
| |  +-<-| Application | | Medi a |
| | | Server | <--+ MsS Control -+------- >| Server |
| | - + | - +
| |
| | B S |
| +---<---| Application | |
| | Server | <--+ MS Control -+ -+
| B - + |
| |
| R N |
R | Application | |

| Server | <--+-MS Control -+--+

S +

Figure 7: Hybrid Query MRB - MS Hosted

In this exanple, the MRB has collapsed and is co-hosted by the Mdia
Server. The Media Server Consuner interface is still available to
the Application Servers (1) to query Media Server resources. The
Medi a Server Publish interface has collapsed onto the Media Server.

It might still exist within the Media Server/NMRB interaction, but
this is an inplenentation issue. This type of deploynent suits a
singl e Media Server environnent, but it should be noted that a Media
Server Publish interface could then be offered fromthe hybrid if
required. A typical use case scenario for such a topology would be a
single Media Server representing a pool of Mss in a cluster. 1In this
case, the MRB would actually be handling a cluster of Media Servers,
rat her than one.
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4.2. In-Line MRB

The "In-line" MRB is architecturally different fromthe "Query" node
di scussed in the previous section. The concept of a separate query
di sappears. The client of the MRB sinply uses the nedia resource
control and nedia dialog signaling to involve the MRB. This type of

depl oynent is illustrated in Figure 8.
Fom oo e Smmmmme - - [ TR +---+
| | (1) |
| | |
| R S S | |
| | Medi a (N
| +o--- - >| Server | | |
| [(3) e o
| | (||
E R e | | [ SRR Y — +-- -+ | |
| Application | (2) 4---+4--V--+---+ (3) | Medi a | | |
| Server [----- >| VRB [----- >| Server | ->-+ |
B - + tommfmmmam +---+ B - +
|
| (3) #ootahe (1))
SRR >| Medi a |
| Server [--->---+
T e +---+
Figure 8: In-Line MRB
The Media Servers still use the Media Server Publish interface to
convey capabilities and resources to the MRB, as illustrated by (1).
The Media Server Control Channels (and nedia dialogs as well, if

required) are sent to the MRB (2), which then selects an appropriate
Medi a Server (3) and remains in the signaling path between the
Application Server and the Media Server resources.

The In-line MRB can be split into two distinct logical roles that can
be applied on a per-request basis. They are:

In-1ine Unaware MRB Mbde (IUMM: Allows an MRB to act on behal f of
clients requiring nmedia services who are not aware of an MRB or
its operation. 1In this case, the Application Server does not
provide explicit information on the kind of Media Server resource
it needs (as in Section 5.2), and the MRBis left to deduce it by
potentially inspecting other information in the request fromthe
Application Server (for exanple, Session Description Protocol
(SDP) content, or address of the requesting Application Server, or
addi ti onal Request-URl paraneters as per RFC 4240 [ RFC4240]).
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In-line Anare MRB Mbde (IAMM: Allows an MRB to act on behal f of
clients requiring nedia services who are aware of an MRB and its
operation. In particular, it allows the Application Server to
explicitly convey matching characteristics to those provided by
Medi a Servers, as does the Query MRB nbde (as in Section 5.2).

In either of the previously described roles, signaling as specified
by the Media Control Channel Franmework ([RFC6230]) woul d be invol ved
and the MRB woul d deduce that the selected Media Server resources are
no | onger needed when the Application Server or Media Server

term nates the corresponding SIP dialog. The two nodes are discussed
in nore detail in Section 5. 3.

5. MRB I nterface Definitions

The intention of this specification is to provide a toolkit for a
vari ety of deploynment architectures where nedia resource brokering
can take place. Two nmain interfaces are required to support the
differing requirenents. The two interfaces are described in the
remai nder of this section and have been naned the Media Server
Resource Publish and Media Server Resource Consuner interfaces.

It is beyond the scope of this docunment to define exactly how to
construct an MRB using the interfaces described. It is, however,
important that the two interfaces are conplinentary so that

devel opnent of appropriate MRB functionality is supported.

5. 1. Medi a Server Resource Publish Interface

The Medi a Server Resource Publish interface is responsible for
providing an MRB with appropriate Media Server resource information.
As such, this interface is assunmed to provide both general and
specific details related to Media Server resources. This information
needs to be conveyed using an industry standard mechanismto provide
i ncreased | evels of adoption and interoperability. A Control Package
for the Media Control Channel Franmework will be specified to fulfill
this interface requirenent. It provides an establishnent and

nmoni toring nmechanismto enable a Media Server to report appropriate
statistics to an MRB. The Publish interface is used with both the
Query node and In-1ine node of MRB operation

As already discussed in Section 1, the MRB view of Media Server
resource availability will inreality be approximate -- i.e., partial
and inmperfect. The MRB Publish interface does not provide an
exhaustive view of current Media Server resource consunption; the
Media Server may in some cases provide a best-effort conputed view of
resource consunption paraneters conveyed in the Publish interface
(e.g., Digital Signal Processors (DSPs) with a fixed nunber of
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streans versus G aphics Processing Units (GPUs) with CPU
availability). Media resource information nay only be reported
periodically over the Publish interface to an MRB

It is also worth noting that while the scope of the MRBis in
providing interested Application Servers with the avail able
resources, the MRB also allows for the retrieval of information about
consumed resources. Wiile this is of course a relevant piece of
information (e.g., for nonitoring purposes), such functionality
inevitably raises security considerations, and inplenentations should
take this into account. See Section 12 for nore details.

The MRB Publish interface uses the Media Control Channel Franmework
([ RFC6230]) as the basis for interaction between a Media Server and
an MRB. The Media Control Channel Franework uses an extension
mechani smto all ow specific usages that are known as Contro
Packages. Section 5.1.1 defines the Control Package that MJST be

i npl enented by any Media Server wanting to interact with an MRB
entity.

5.1.1. Control Package Definition
This section fulfills the requirenment for information that nust be
specified during the definition of a Control Franework package, as
detailed in Section 8 of [RFC6230].

5.1.1.1. Control Package Name

The Medi a Channel Control Franmework requires a Control Package
definition to specify and regi ster a uni que nane and version

The nanme and version of this Control Package is "nrb-publish/1. 0"
5.1.1.2. Framework Message Usage

The MRB Publish interface allows a Media Server to convey avail able
capabilities and resources to an MRB entity.

Thi s package defines XM. elements in Section 5.1.2 and provides an
XML scherma in Section 10.

The XML elenents in this package are split into requests, responses,
and event notifications. Requests are carried in CONTROL nessage
bodi es; the <nrbrequest> elenent is defined as a package request.
This request can be used for creating new subscriptions and updati ng/
renovi ng exi sting subscriptions. Event notifications are al so
carried in CONTROL nessage bodies; the <nrbnotification> elenent is
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defined for package event notifications. Responses are carried
ei ther in REPORT nmessage or Control Franmework 200 response bodi es;
the <mrbresponse> el enent is defined as a package-|evel response.

Not e that package responses are different from franework response
codes. Franmework error response codes (see Section 7 of [RFC6230])
are used when the request or event notification is invalid; for
exanpl e, a request has invalid XM. (400) or is not understood (500).
Package- | evel responses are carried in franework 200 response or
REPORT message bodi es. This package’s response codes are defined in
Section 5.1.4.

5.1.1.3. Common XM. Support

The Media Control Channel Franework [RFC6230] requires a Contro
Package definition to specify if the attributes for nedia dialog or
conference references are required.

The Publish interface defined in Section 10 does inport and make use
of the common XM. schena defined in the Media Control Channe
Fr amewor K.

The Consuner interface defined in Section 11 does inport and nake use
of the common XML schena defined in the Media Control Channe
Fr amewor k.

5.1.1.4. CONTROL Message Body

A valid CONTROL nessage body MUST conformto the schema defined in
Section 10 and described in Section 5.1.2. XM nessages appearing in
CONTROL nessages MUST contain either an <nrbrequest> or

<nr bnoti ficati on> el enent.

5.1.1.5. REPORT Message Body
A val id REPORT nessage body MJUST conformto the schema defined in
Section 10 and described in Section 5.1.2. XM nessages appearing in
REPCORT messages MJST contain an <nrbresponse> el enent.

5.1.1.6. Audit

The 'mrb-publish/1.0° Media Control Channel Framework package does
not require any additional auditing capability.
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5.1.2. Elenent Definitions

This section defines the XML el enents for the Publish interface Media
Control Channel package defined in Section 5.1. The formal XM
schema definition for the Publish interface can be found in

Section 10.

The root elenment is <nrbpublish> Al other XM. el enents (requests,
responses, notifications) are contained within it. The MRB Publish
interface request elenment is detailed in Section 5.1.3. The MRB
Publish interface notification elenent is detailed in Section 5.1.5.
The MRB Publish interface response elenent is detailed in
Section 5.1.4.
The <nt bpublish> el ement has the follow ng attributes:
version: a token specifying the nrb-publish package version. The
value is fixed as "1.0" for this version of the package. The
attribute MJUST be present.
The <nt bpublish> el ement has the following child elements, and there
MUST NOT be nore than one such child elenment in any <nrbpublish>
nessage:
<nr brequest > for sending an MRB request. See Section 5.1.3.
<nr br esponse> for sending an MRB response. See Section 5.1.4.

<nrbnotification> for sending an MRB notification. See
Section 5.1.5.

5.1.3. <nrbrequest>
This section defines the <nrbrequest> elenment used to initiate
requests froman MRB to a Media Server. The el enent describes
information relevant for the interrogation of a Media Server
The <nrbrequest> el ement has no defined attributes.

The <nrbrequest> el ement has the follow ng child el ement:

<subscription> for initiating a subscription to a Media Server
froman MRB. See Section 5.1.3.1.

Boulton, et al. St andards Track [ Page 15]



RFC 6917 Medi a Resour ce Brokering April 2013

5.1.3.1. <subscription>

The <subscription> element is included in a request froman MRB to a
Media Server to provide the details relating to the configuration of
updates (known as a subscription session). This elenment can be used
either to request a new subscription or to update an exi sting one
(e.g., to change the frequency of the updates), and to renbve ongoi ng
subscriptions as well (e.g., to stop an indefinite update). The MB
will informthe Media Server regarding how long it w shes to receive
updates and the frequency that updates should be sent. Updates
related to the subscription are sent using the <nrbnotification>

el ement .

The <subscription> el ement has the following attributes:

id: Indicates a unique token representing the subscription session
between the MRB and the Media Server. The attribute MJST be
present.

seqgnunber: I ndicates a sequence nunber to be used in conjunction
with the subscription session IDto identify a specific
subscription command. The first subscription MJST contain a
non-zer o nunber ’segnunber’, and subsequent subscriptions MJST
contain a higher nunber than the previous 'seqnunber’ value. If a
subsequent ’'seqnunber’ is not higher, a 405 response code is
generated as per Section 5.1.4. The attribute MJST be present.

action: Provides the operation that should be carried out on the
subscri ption:

*  The value of 'create’ instructs the Media Server to attenpt to
set up a new subscri ption.

* The value of ’update’ instructs the Media Server to attenpt to
updat e an exi sting subscription.

*  The value of 'renbve instructs the Media Server to attenpt to
renpve an exi sting subscription and consequently stop any
ongoi ng rel ated notification

The attribute MIST be present.

Boulton, et al. St andards Track [ Page 16]



RFC 6917 Medi a Resour ce Brokering April 2013

The <subscription> el enent has zero or nore of the following child
el ement s:

<expires>: Provides the amount of time in seconds that a
subscription should be installed for notifications at the Media
Server. Once the anount of tine has passed, the subscription
expires, and the MRB has to subscribe again if it is stil
interested in receiving notifications fromthe Media Server. The
el ement MAY be present.

<m nf requency>: Provides the m nimum frequency in seconds that the
MRB wi shes to receive notifications fromthe Media Server. The
el ement MAY be present.

<mexfrequency>: Provides the naxi num frequency in seconds that the
MRB wi shes to receive notifications fromthe Media Server. The
el ement MAY be present.

Pl ease note that these three optional pieces of information provided

by the MRB only act as a suggestion: the Media Server MAY change the

proposed values if it considers the suggestions unacceptable (e.qg.

if the MRB has requested a notification frequency that is too high).

In such a case, the request would not fail, but the updated,

accept abl e val ues woul d be reported in the <nrbresponse> accordingly.

5.1.4. <nrbresponse>
Responses to requests are indicated by an <nrbresponse> el enent.
The <nrbresponse> el enent has the followi ng attributes:

status: numeric code indicating the response status. The attribute
MUST be present.

reason: string specifying a reason for the response status. The
attribute MAY be present.

The <nrbresponse> el enent has a single child el enment:

<subscription> for providing details related to a subscription
requested by a Media Server (see below in this section).
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The followi ng status codes are defined for 'status’

I I T +
| code | description |
S o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| 200 | &K |
| | |
| 400 | Syntax error |
| | |
| 401 | Unable to create Subscription |
| | |
| 402 | Unable to update Subscription |
| | |
| 403 | Unable to renove Subscription |
| | |
| 404 | Subscription does not exi st |
| | |
| 405 | Wong sequence nunber |
| | |
| 406 | Subscription already exists |
| | |
nsupported attribute or el enment
420 U d ib I
S o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Tabl e 1: <nrbresponse> Status Codes

If a new subscription request nmade by an MRB (action="create’) has
been accepted, the Media Server MIST reply with an <nrbresponse> with
status code 200. The sane rule applies whenever a request to update
(action="update’) or renbve (action="renove') an existing transaction
can be fulfilled by the Media Server.

A subscription request, nevertheless, may fail for several reasons.
In such a case, the status codes defined in Table 1 nust be used
instead. Specifically, if the Media Server fails to handle a request
due to a syntax error in the request itself (e.g., incorrect XM,
viol ation of the schema constraints, or invalid values in any of the
attributes/elenents), the Media Server MUST reply with an

<nr bresponse> with status code 400. |If a syntactically correct
request fails because the request also includes any attribute/el enent
the Media Server doesn’t understand, the Media Server MIST reply with
an <nrbresponse> with status code 420. |If a syntactically correct
request fails because the MRB wants to create a new subscription, but
the provided unique 'id for the subscription already exists, the
Medi a Server MUST reply with an <nmrbresponse> with status code 406

If a syntactically correct request fails because the MRB wants to
updat e/ renmove a subscription that doesn’t exist, the Media Server
MUST reply with an <nrbresponse> with status code 404. |If the Media
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Server is unable to accept a request for any other reason (e.g., the
MRB has no nore resources to fulfill the request), the Media Server
MJUST reply with an <nrbresponse> with status code 401/ 402/ 4083,
dependi ng on the action the MRB provided in its request:

0 action="create’ --> 401
0 action="update’ --> 402;
o action="renove --> 403

A response to a subscription request that has a status code of 200

i ndi cates that the request is successful. The response MAY al so
contain a <subscription> child that describes the subscription. The
<subscription> child MAY contain 'expires’, ’'mnfrequency’, and

"maxfrequency’ values even if they were not contained in the request.

The Medi a Server can choose to change the suggested ’'expires’

"m nfrequency’, and 'maxfrequency’ values provided by the MRBin its
<nrbrequest> if it considers them unacceptable (e.g., the requested
frequency range is too high). 1In such a case, the response MJST
contain a <subscription> el enment describing the subscription as the
Medi a Server accepted it, and the Media Server MJST include in the
<subscription> elenent all of those values that it nodified relative
to the request, to informthe MRB about the change.

5.1.5. <nrbnotification>

The <mrbnotification> element is included in a request froma Mdia
Server to an MRB to provide the details relating to current status.
The Media Server will informthe MRB of its current status as defined
by the information in the <subscription> el enent. Updates are sent
using the <nrbnotification> el enent.

The <nrbnotification> element has the follow ng attributes:

id: indicates a unique token representing the session between the
MRB and the Media Server and is the same as the one appearing in
the <subscription> elenment. The attribute MJST be present.

segnunber: indicates a sequence nunber to be used in conjunction
with the subscription session IDto identify a specific
notification update. The first notification update MJST contain a
non-zero nunber ’'segnunber’, and subsequent notification updates
MJUST contain a higher nunber than the previous 'segnunber’ val ue.
If a subsequent ’'seqgnunber’ is not higher, the situation should be
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considered an error by the entity receiving the notification
update. How the receiving entity deals with this situation is
i mpl ement ation specific. The attribute MJUST be present.

It’s inmportant to point out that the ’'segnunber’ that appears in an
<nrbnotification> is not related to the 'seqnunber’ appearing in a
<subscription> In fact, the latter is associated with subscriptions
and woul d increase at every conmand i ssued by the MRB, while the
fornmer is associated with the asynchronous notifications the Mdia
Server would trigger according to the subscription and as such woul d
increase at every notification nessage to enable the MRB to keep
track of them

The foll owi ng sub-sections provide details of the child el ements that
make up the contents of the <nrbnotification> el enent.

5.1.5.1. <nedi a-server-id>
The <nedi a-server-id> el enent provides a uni que systentw de
identifier for a Media Server instance. The elenment MJST be present
and MUST be chosen such that it is extrenely unlikely that two
different Media Servers would present the same id to a given MRB
5.1.5.2. <supported-packages>
The <support ed- packages> el enment provides the list of Media Control
Channel packages supported by the Media Server. The elenment MAY be
present.
The <support ed- packages> el enent has no attributes.
The <support ed- packages> el enment has a single child el enent:
<package>: Gves the name of a package supported by the Media
Server. The <package> el enent has a single attribute, 'nane’,
whi ch provides the nane of the supported Media Control Channe
Framewor k package, conpliant with Section 13.1.1 of [RFC6230].
5.1.5.3. <active-rtp-sessions>
The <active-rtp-sessions> el enent provides information detailing the
current active Real-tine Transport Protocol (RTP) sessions. The
el ement MAY be present.

The <active-rtp-sessions> el enent has no attributes.
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The <active-rtp-sessions> elenent has a single child el enent:

<rtp-codec>: Describes a supported codec and the nunber of active
sessions using that codec. The <rtp-codec> el enent has one
attribute. The value of the attribute, 'nane’, is a nedia type
(whi ch can include paraneters per [RFC6381]). The <rtp-codec>
el ement has two child elenents. The child el enent <decodi ng> has
as content the deci mal nunmber of RTP sessions being decoded using
the specified codec, and the child el ement <encoding> has as
content the decimal nunber of RTP sessions being encoded using the
speci fi ed codec.

5.1.5.4. <active-m xer-sessi ons>

The <active-m xer-sessions> el enment provides information detailing
the current active m xed RTP sessions. The el ement MAY be present.

The <active-m xer-sessions> el enent has no attributes.
The <active-ni xer-sessions> el ement has a single child el enent:

<active-m x>: Descri bes a nmi xed active RTP session. The
<active-m x> el enent has one attribute. The value of the
attribute, 'conferenceid , is the name of the mx. The
<active-m x> el enent has one child elenent. The child el enent,
<rtp-codec>, contains the sanme information relating to RTP
sessions as that defined in Section 5.1.5.3. The el enent MAY be
present.

5.1.5.5. <non-active-rtp-sessions>

The <non-active-rtp-sessions> el enment provides information detailing
the currently avail abl e inactive RTP sessions, that is, how many nore
RTP streans this Media Server can support. The el ement MAY be
present.

The <non-active-rtp-sessions> el enent has no attributes.
The <non-active-rtp-sessions> elenent has a single child el enment:

<rtp-codec>: Describes a supported codec and the nunber of
non-active sessions for that codec. The <rtp-codec> el enent has
one attribute. The value of the attribute, 'nane’, is a nedia
type (which can include paraneters per [RFC6381]). The
<rtp-codec> el enment has two child elenments. The child el enent
<decodi ng> has as content the decimal nunber of RTP sessions
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avai | abl e for decodi ng using the specified codec, and the child
el ement <encodi ng> has as content the decimal nunber of RTP
sessions avail able for encoding using the specified codec.

5.1.5.6. <non-active-m xer-sessi ons>

The <non-active-m xer-sessions> el enent provides information
detailing the current inactive nmixed RTP sessions, that is, how many
nmore nixi ng sessions this Media Server can support. The el enent MAY
be present.

The <non-active-m xer-sessions> el enent has no attri butes.
The <non-active-m xer-sessions> el enent has a single child elenent:

<non-active-m x> Describes avail able nm xed RTP sessions. The
<non-active-m x> el enent has one attribute. The value of the
attribute, 'available', is the nunber of nixes that could be used
using that profile. The <non-active-ni x> el enent has one child
element. The child element, <rtp-codec>, contains the same
information relating to RTP sessions as that defined in
Section 5.1.5.5. The el enent MAY be present.

5.1.5.7. <nedi a-server-status>

The <nedi a-server-status> el enent provides information detailing the

current status of the Media Server. The elenment MJUST be present. It

can return one of the follow ng val ues:

active: Indicates that the Media Server is available for service.

deactivated: |Indicates that the Media Server has been wi thdrawn from
service, and as such requests should not be sent to it before it
becones ’active’ again.

unavail able: |Indicates that the Media Server continues to process
past requests but cannot accept new requests, and as such should
not be contacted before it becones 'active’ again.

The <nedi a-server-status> el enent has no attri butes.

The <nedi a-server-status> el enent has no child el enents.
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5.1.5.8. <supported-codecs>

The <supported-codecs> el enent provides infornmation detailing the
current codecs supported by a Media Server and associ ated actions.
The el ement MAY be present.

The <supported-codecs> el enent has no attri butes.
The <supported-codecs> el ement has a single child el enent:

<supported-codec>: Has a single attribute, 'nane’, which provides
the nane of the codec about which this el enent provides
information. A valid value is a nedia type that, depending on its
definition, can include additional paranmeters (e.g., [RFC6381]).
The <supported-codec> el enent then has a further child el ement,
<support ed- codec- package>. The <support ed-codec-package> el enent
has a single attribute, 'nane’, which provides the nane of the
Medi a Control Channel Franework package, conpliant with
Section 13.1.1 of [RFC6230], for which the codec support applies.
The <support ed-codec- package> el enent has zero or nore
<supported-action> children, each one of which describes an action
that a Media Server can apply to this codec:

* 'decoding’ , neaning a decoder for this codec is avail abl e;
* 'encoding’ , nmeaning an encoder for this codec is avail able;

* ' passthrough’, meaning the Media Server is able to pass a
stream encoded using that codec through, w thout re-encoding.

5.1.5.9. <application-data>

The <application-data> el enent provides an arbitrary string of
characters as application-level data. This data is nmeant to only
have neaning at the application-level |ogic and as such is not
otherwi se restricted by this specification. The set of allowed
characters is the sanme as those in XM. (viz., tab, carriage return,
line feed, and the legal characters of Unicode and | SO | EC 10646
[1SO 10646. 2012] (see also Section 2.2 of
<http://ww. w3.org/ TR/ xm />)). The el ement MAY be present.

The <application-data> el enent has no attri butes.

The <application-data> el enent has no child el ements.
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5.1.5.10. <file-formats>

The <file-formats> el enent provides a list of file formats supported
for the purpose of playing nedia. The elenent MAY be present.

The <file-formats> el ement has no attri butes.

The <file-formats> el enent has zero of nore the followi ng child
el ement s:

<supported-format>: Has a single attribute, ’nane’, which provides
the type of file format that is supported. A valid value is a
medi a type that, depending on its definition, can include
additional parameters (e.g., [RFC6381]). The <supported-format>
el ement then has a further child el ement,
<supported-fil e-package>. The <supported-fil e-package> el enent
provi des the nane of the Media Control Channel Framework package
compliant with Section 13.1.1 of [RFC6230], for which the file
format support applies.

5.1.5.11. <max- prepared-duration>

The <max- prepared-duration> el enent provides the maxi num anount of
tine a nedia dialog will be kept in the prepared state before tining
out (see Section 4.4.2.2.6 of RFC 6231 [RFC6231]. The el enent MAY be
present.

The <max- prepared-duration> el erent has no attributes.
The <max-prepared-duration> el emrent has a single child el enent:

<max-tinme> Has a single attribute, 'nax-tinme-seconds’, which
provi des the amount of time in seconds that a nedia dial og can be
in the prepared state. The <max-time> elenment then has a further
child el enent, <max-tine-package>. The <max-ti me-package> el enent
provi des the nane of the Media Control Channel Framework package,
compliant with Section 13.1.1 of [RFC6230], for which the tine
period applies.
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5.1.5.12. <dtnf-support>

The <dtnf-support> el enment specifies the supported nmethods to detect
Dual - Tone Mul ti - Frequency (DTMF) tones and to generate them The
el ement MAY be present.

The <dt nf-support> el enent has no attri butes.

The <dtnf-support> el enent has zero of nore of the following child
el enent s:

<detect>: Indicates the support for DIMF detection. The <detect>
el ement has no attributes. The <detect> elenment then has a
further child element, <dtnf-type>  The <dtnf-type> el enent has
two attributes: 'nane’ and ' package’. The 'nanme’ attribute
provi des the type of DTMF being used, and it can only be a case-
insensitive string containing either 'RFC4733 [RFC4733] or
"Media' (detecting tones as signals fromthe audio streamj. The
" package’ attribute provides the nanme of the Media Control Channe
Framewor k package, conpliant with Section 13.1.1 of [RFC6230], for
whi ch the DTMF type appli es.

<generate>: |Indicates the support for DTMF generation. The
<generate> el enent has no attributes. The <generate> el enent then
has a further child el enent, <dtnf-type>  The <dtnf-type> el enent
has two attributes: 'nane’ and 'package’. The ’'nane’ attribute
provides the type of DTMF being used, and it can only be a case-
insensitive string containing either 'RFC4733 [RFC4733] or
"Media’ (generating tones as signals in the audio stream. The
" package’ attribute provides the nane of the Media Control Channe
Framewor k package, conpliant with Section 13.1.1 of [RFC6230], for
whi ch the DTMF type appli es.

<passt hrough>: Indicates the support for passing DIM- through
wi t hout re-encoding. The <passthrough> el enment has no attributes.
The <passt hrough> el enent then has a further child el enent,
<dtnf-type>  The <dtnf-type> el enent has two attributes: ’'nange’
and ' package’'. The 'name’ attribute provides the type of DITM
being used, and it can only be a case-insensitive string
containing either 'RFC4733 [RFCA733] or ’'Media (passing tones as
signals through the audio streamj. The ’package’ attribute
provi des the nane of the Media Control Channel Framework package,
compliant with Section 13.1.1 of [RFC6230], for which the DTM
type appli es.
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5.1.5.13. <n xi ng- nodes>

The <mi xi ng- nodes> el enent provides informati on about the support for
audi o and video mixing of a Media Server, specifically a list of
supported algorithms to mx audio and a |list of supported video
presentation |ayouts. The el ement MAY be present.

The <mi xi ng- nodes> el ement has no attributes

The <m xi ng- nodes> el enent has zero or nore of the following child
el ement s:

<audi o- m xi ng- nodes>: Describes the available algorithns for audio
nm xi ng. The <audi o-nmi xi ng- nodes> el ement has no attributes. The
<audi o- m xi ng- nodes> el ement has one child elenment. The child
el ement, <audi o-m xi ng-node>, contains a specific available
algorithm Valid values for the <audi o- m xi ng-node> el enent are
al gorithmnanes, e.g., 'nbest’ and ’'controller’ as defined in
[ RFC6505]. The elenent has a single attribute, 'package’. The
attribute 'package’ provides the nane of the Media Control Channel
Framewor k package, conpliant with Section 13.1.1 of [RFC6230], for
whi ch the al gorithm support applies.

<vi deo- m xi ng- nodes>: Describes the avail abl e video presentation

| ayouts and the supported functionality related to video m xing.
The <vi deo-mi xi ng- nodes> el ement has two attributes: ’'vas’ and
"activespeakermix’. The 'vas’ attribute is of type boolean with a
value of ’'true’ indicating that the Media Server supports

aut omatic Voice Activated Switching. The ’'activespeakerm x’ is of
type boolean with a value of 'true’ indicating that the Media
Server is able to prepare an additional video streamfor the

| oudest speaker participant without its contribution. The

<vi deo- ni xi ng- nodes> el erent has one child elenent. The child

el ement, <vi deo-m xi ng-node>, contains the nane of a specific
video presentation |ayout. The nane may refer to one of the
predefined video | ayouts defined in the XCON conference

i nformati on data nodel [RFC6501], or to non- XCON | ayouts as wel |,
as long as they are properly prefixed according to the schema they
bel ong to. The <video-m xi ng- node> el enent has a single
attribute, 'package’. The attribute 'package’ provides the name
of the Media Control Channel Franework package, conpliant with
Section 13.1.1 of [RFC6230], for which the al gorithm support
appl i es.
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5.1.5.14. <supported-tones>

The <supported-tones> el ement provides information about which tones
a Media Server is able to play and recognize. |In particular, the
support is reported by referring to both support for country codes
(1SO 3166-1 [1SO 3166-1]) and supported functionality (ITUT
Recommendation Q 1950 [ITU-T.Q 1950]). The el enent MAY be present.

The <supported-tones> el enent has no attributes.

The <supported-tones> el ement has zero or nore of the follow ng child
el ement s:

<support ed- country-codes>: Describes the supported country codes
with respect to tones. The <supported-country-codes> el enent has
no attributes. The <supported-country-codes> el enent has one
child elenent. The child elenment, <country-code>, reports support
for a specific country code, conpliant with the |1SO 3166-1
[1SO 3166-1] specification. The <country-code> el enent has a
single attribute, 'package'. The attribute 'package’ provides the
nane of the Media Control Channel Framework package, conpliant
with Section 13.1.1 of [RFC6230], in which the tones fromthe
specified country code are supported.

<support ed- h248- codes>: Describes the supported H 248 codes with
respect to tones. The <supported-h248-codes> el enent has no
attributes. The <supported-h248-codes> el enent has one child
element. The child el ement, <h248-code>, reports support for a
specific H 248 code, conmpliant with the | TUT Recommendati on
Q 1950 [I TU-T. Q 1950] specification. The codes can be either
specific (e.g., cg/dt to only report the Dial Tone fromthe Call
Progress Tones package) or generic (e.g., cg/* to report all the
tones fromthe Call Progress Tones package), using w ldcards. The
<h248- code> el ement has a single attribute, 'package’ . The
attribute ' package’ provides the nane of the Media Control Channel
Framewor k package, conpliant with Section 13.1.1 of [RFC6230], in
whi ch the specified codes are support ed.

5.1.5.15. <file-transfer-nodes>
The <file-transfer-nodes> elenent allows the Media Server to specify
whi ch schene nanes are supported for transferring files to a Media
Server for each Media Control Channel Framework package type, for
exanpl e, whether the Media Server supports fetching resources via
HTTP, HTTPS, NFS, etc. The el enent MAY be present.

The <file-transfer-nodes> el enent has no attri butes.
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The <file-transfer-nbpdes> el enent has a single child el enent:

<file-transfer-node> Has two attributes: 'nanme’ and ' package'. The
"name’ attribute provides the scheme nanme of the protocol that can
be used for file transfer (e.g., HITP, HITPS, NFS, etc.); the
value of the attribute is case insensitive. The 'package
attribute provides the nane of the Media Control Channel Franmework
package, conpliant with the specification in the related | ANA
registry (e.g., "msc-ivr/1.0"), for which the schene nane applies.

It is inmportant to point out that this el enent provides no

i nformati on about whether or not the Media Server supports any flavor
of live streaning: for instance, a value of "HTTP" for the IVR
(I'nteractive Voice Response) Package would only nean the 'http’
scheme makes sense to the Media Server within the context of that
package. Whether or not the Media Server can nmake use of HITP to
only fetch resources, or also to attach an HTTP live streamto a
call, is to be considered inplenmentation specific to the Media Server
and irrelevant to the Application Server and/or MRB. Besides, the
Medi a Server supporting a schenme does not inply that it also supports
the related secure versions: for instance, if the Media Server
supports both HTTP and HTTPS, both the schenes will appear in the
element. A lack of the "HITPS' value would need to be interpreted as
a |l ack of support for the 'https’ schene.

5.1.5.16. <asr-tts-support>

The <asr-tts-support> el ement provides information about the support
for Automatic Speech Recognition (ASR) and Text-to-Speech (TTS)
functionality in a Media Server. The functionality is reported by
referring to the supported | anguages (using |1SO 639-1 [| SO 639. 2002]
codes) regarding both ASR and TTS. The el enent MAY be present.

The <asr-tts-support> el enment has no attri butes.

The <asr-tts-support> elenent has zero or nore of the following child
el ement s:

<asr-support>: Describes the available | anguages for ASR. The
<asr-support> el enent has no attributes. The <asr-support>
el ement has one child elenent. The child el enent, <language>,
reports that the Media Server supports ASR for a specific
| anguage. The <l anguage> el enment has a single attribute,
"xm:lang’. The attribute 'xm:lang’ contains the |1SO 639-1
[1SO 639.2002] code of the supported | anguage.
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<tts-support>: Describes the available | anguages for TTS. The
<tts-support> elenment has no attributes. The <tts-support>
el ement has one child elenent. The child el enent, <language>,
reports that the Media Server supports TTS for a specific
| anguage. The <l anguage> el ement has a single attribute,
"xm:lang’. The attribute 'xm:lang’ contains the | SO 639-1
[1SO 639.2002] code of the supported | anguage.

5.1.5.17. <vxm -support >

The <vxm -support> el enment specifies if the Media Server supports
Voi ceXML (VXM.) and, if it does, through which protocols the support
is exposed (e.g., via the control framework, RFC 4240 [ RFC4240], or
RFC 5552 [RFC5552]). The el enent MAY be present.

The <vxm -support> el enent has no attri butes.
The <vxnl -support> el enent has a single child elenent:

<vxm -node>: Has two attributes: 'package’ and 'support’. The
" package’ attribute provides the nanme of the Media Control Channe
Framewor k package, conpliant with Section 13.1.1 of [RFC6230], for
whi ch the VXML support applies. The ’support’ attribute provides
the type of VXM. support provided by the Media Server (e.g.
RFC 5552 [ RFC5552], RFC 4240 [ RFC4240], or the | VR Package
[ RFC6231]), and valid values are case-insensitive RFC references
(e.g., "rfc6231" to specify that the Media Server supports
Voi ceXM. as provided by the | VR Package [ RFC6231]).

The presence of at |east one <vxm -node> child el enent would indicate
that the Media Server does support VXM. as specified by the child
elenment itself. An enpty <vxm > el ement woul d otherw se indicate
that the Media Server does not support VXM at all

5.1.5.18. <nedi a-server-|ocation>

The <nedi a-server-location> el ement provides information about the
civic location of a Media Server. |Its description nakes use of the
Civic Address Schema standardized in RFC 5139 [ RFC5139]. The el enment
MAY be present. More precisely, this section is entirely optional

and it’s inmplenentation specific to fill it with just the details
each inplenmenter deens necessary for any optim zation that nay be
needed.

The <nedi a-server-|ocation> el ement has no attributes.
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The <nedi a-server-location> el ement has a single child el enent:

<ci vi cAddress>: Describes the civic address |ocation of the Media
Server, whose representation refers to Section 4 of RFC 5139
[ RFC5139] .

5.1.5.19. <l abel >
The <l abel > el enment allows a Media Server to declare a piece of
information that will be understood by the MRB. For exanple, the
Media Server can declare if it’s a blue or green one. It’s a string
to allow arbitrary values to be returned to allow arbitrary
classification. The el ement MAY be present.
The <l abel > el erent has no attributes.
The <l abel > el erent has no child el ements.

5.1.5.20. <nedi a-server-address>
The <nedi a- server-address> elenent allows a Media Server to provide a
direct SIP URI where it can be reached (e.g., the URl that the
Application Server would call in order to set up a Control Channe
and relay SIP nedia dialogs). The elenent MAY be present.
The <nedi a-server-address> el enent has no attri butes.
The <medi a- server-address> el enment has no child el ements.

5.1.5.21. <encryption>
The <encryption> element allows a Media Server to declare support for
encrypting RTP nmedia streans using RFC 3711 [RFC3711]. The el enent
MAY be present. |If the element is present, then the Media Server
supports DTLS-SRTP (a Secure Real -time Transport Protocol (SRTP)
extension for Datagram Transport Layer Security (DTLS)) [RFC5763].
The <encryption> el ement has no attri butes.
The <encryption> el ement has no child el ements.

5.2. Media Service Resource Consuner Interface
The Media Server Consuner interface provides the ability for clients
of an MRB, such as Application Servers, to request an appropriate
Media Server to satisfy specific criteria. This interface allows a

client to pass detailed neta-information to the MRB to hel p sel ect an
appropriate Media Server. The MRB is then able to nake an i nforned
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decision and provide the client with an appropriate Medi a Server
resource. The MRB Consuner interface includes both 1) the In-line
Aware MRB Mode (I AMM), which uses the Session Initiation Protocol
(SIP) and 2) the Query node, which uses the Hypertext Transfer
Protocol (HTTP) [RFC2616]. The MRB Consuner interface does not
include the In-line Unaware Mbde (1 UWM, which is further explai ned
in Section 5.3. The follow ng sub-sections provide gui dance on
using the Consuner interface, which is represented by the
“application/nrb-consumer+xm’ nedia type in Section 11, with HTTP
and SIP

5.2.1. Query Mde/ HTTP Consuner Interface Usage

An appropriate interface for such a 'query’ style interface is in
fact an HTTP usage. Using HTTP and XM. conbi ned reduces conplexity
and encourages the use of comon tools that are widely available in
the industry today. The follow ng information explains the primary
operations required to request and then receive information from an
MRB, by naking use of HITP [ RFC2616] and HTTPS [ RFC2818] as transport
for a query for a nmedia resource, and the appropriate response.

The medi a resource query, as defined by the <nedi aResour ceRequest >

el ement from Section 11, MJST be carried in the body of an HITP/ HTTPS
PCST request. The nedia type contained in the HITP/ HTTPS request/
response MJUST be 'application/nrb-consunmer+xm’. This value MJST be
reflected in the appropriate HTTP headers, such as 'Content-Type' and
"Accept’. The body of the HTTP/HTTPS POST request MJST only contain
an <nr bconsuner> root elenent with only one child

<nedi aResour ceRequest > el ement as defined in Section 11

The medi a resource response to a query, as defined by the

<nedi aResour ceResponse> el enent from Section 11, MJST be carried in
the body of an HTTP/ HTTPS 200 response to the original HTTP/ HTTPS
POST request. The nmedia type contained in the HITP/ HTTPS request/
response MJUST be ’application/nrb-consunmer+xm’. This value MJST be
reflected in the appropriate HTTP headers, such as 'Content-Type' and
"Accept’. The body of the HTTP/HTTPS 200 response MJST only contain
an <nr bconsumer> root element with only one child

<nedi aResour ceResponse> el enent as defined in Section 11

When an Application Server wants to rel ease previously awarded nedia
resources granted through a prior request/response exchange with an
MRB, it will send a new request with an <action> el enent with val ue
"renove’, as described in Section 5.2.3 ("Consuner Interface Lease
Mechani sni') .
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5.2.2. In-Line Aware Mde/ SIP Consuner |nterface Usage

Thi s docunent provides a conplete toolkit for MRB depl oynent that
includes the ability to interact with an MRB using SIP for the
Consumer interface. The follow ng information explains the primary
operations required to request and then receive information from an
MRB, by naking use of SIP [RFC3261] as transport for a request for
medi a resources, and the appropriate response when using | AMM as the
node of operation (as discussed in Section 5.2.2.1).

The use of | AMM besides having the MRB sel ect appropriate nmedi a
resources on behalf of a client application, includes setting up
either a Control Franmework Control Channel between an Application
Server and one of the Media Servers (Section 5.2.2.1) or a nedia

di al og session between an Application Server and one of the Media
Servers (Section 5.2.2.2). Note that in either case the SIP URI s of
the selected Media Servers are made known to the requesting
Application Server in the SIP 200 OK response by neans of one or nore
<nedi a- server-address> child el enents in the <response-session-info>
el ement (Section 5.2.6).

5.2.2.1. 1AW and Setting Up a Control Franework Control Channe

The nedi a resource request infornmation, as defined by the

<nedi aResour ceRequest > el enent from Section 11, is carried in a SIP
INVI TE request. The INVITE request will be constructed as it would
have been to connect to a Media Server, as defined by the Media
Control Channel Franmework [RFC6230]. It should be noted that this
speci ficati on does not exclude the use of an offerless |INVITE as
defined in RFC 3261 [ RFC3261]. Using offerless INVITE nessages to an
MRB can potentially cause confusion when appl ying resource sel ection
al gorithms, and an MRB, |ike any other SIP device, can choose to
reject with a 4xx response. For an offerless INVITE to be treated
appropriately, additional contextual information would need to be
provided with the request; this is out of scope for this docunent.
The followi ng additional steps MJST be foll owed when using the
Consumer interface:

0 The Consuner client will include a payload in the SIP INVITE
request of type 'multipart/mxed [RFC2046]. One of the parts to
be included in the "nultipart/mxed payload MIST be the
"application/sdp’ format, which is constructed as specified in the
Medi a Control Channel Franmework [RFC6230].

0 Another part of the "multipart/m xed payload MJST be of type
"application/nrb-consunmer+xm’, as specified in this docunent and
defined in Section 11. The body part MJST be an XM. documnent
wi t hout prol og and whose root el enment is <nmedi aResour ceRequest >.
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o0 The INVITE request will then be dispatched to the MRB, as defined
by [ RFC6230] .

On receiving a SIP INVITE request containing the nmultipart/nxed
payl oad as specified previously, the MRB will conplete a nunber of
steps to fulfill the request. It wll:

0 Extract the nultipart MME payload fromthe SIP | NVITE request.
It will then use the contextual information provided by the client
in the 'application/nrb-consumer+xm’ part to determ ne which
Media Server (or Media Servers, if nmore than one is deened to be
needed) should be selected to service the request.

0 Extract the 'application/sdp’ part fromthe payload and use it as
the body of a new SIP INVITE request for connecting the client to
one of the selected Media Servers, as defined in the Media Channe
Control Framework [RFC6230]. The policy the MRB follows to pick a
specific Media Server out of the Media Servers it selects is
i mpl enentation specific and out of scope for this docunent. It is
i mportant to configure the SIP el ements between the MRB and the
Media Server in such a way that the INVITE will not fork. In the
case of a failure in reaching the chosen Media Server, the MRB
SHOULD proceed to the next one, if avail able.

If none of the available Media Servers can be reached, the MRB MJST
reply with a SIP 503 error nessage that includes a Retry-After header
with a non-zero value. The Application Server MJUST NOT attenpt to
set up a new session before the tinme that the MRB asked it to wait
has passed.

If at |least one Media Server is reachable, the MRB acts as a Back-to-
Back User Agent (B2BUA) that extracts the 'application/

nT b- consumner +xm "’ information fromthe SIP INVITE request and then
sends a corresponding SIP I NVITE request to the Media Server it has
selected, to negotiate a Control Channel as defined in the Media
Channel Control Franmework [RFC6230].

In the case of a failure in negotiating the Control Channel with the
Medi a Server, the MRB SHOULD proceed to the next one, if avail able,
as expl ai ned above. |If none of the available Media Servers can be
reached, or the negotiations of the Control Channel with all of them
fail, the MRB MIUST reply with a SIP 503 error nessage that includes a
Retry-After header with a non-zero value. The Application Server
MUST NOT attenpt to set up a new session before the time that the MRB
asked it to wait has expired.
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Once the MRB receives the SIP response fromthe sel ected nedi a
resource (i.e., Media Server), it will in turn respond to the
requesting client (i.e., Application Server).

The medi a resource response generated by an MRB to a request, as
defined by the <nmedi aResour ceResponse> el ement from Section 11, MJST
be carried in the payload of a SIP 200 OK response to the origina
SIP INVITE request. The SIP 200 OK response will be constructed as
it would have been to connect froma Media Server, as defined by the
Medi a Control Channel Framework [RFC6230]. The follow ng additiona
steps MJUST be foll owed when using the Consuner interface:

0 Include a payload in the SIP 200 response of type 'nultipart/
m xed’ as per RFC 2046 [ RFC2046]. One of the parts to be included
in the '"multipart/nixed payload MIUST be the 'application/sdp
format, which is constructed as specified in the Media Contro
Channel Framewor k [RFC6230] and based on the incom ng response
fromthe sel ected nedia resource

0 Another part of the 'multipart/nm xed payload MJST be of type
"application/nrb-consunmer+xm’, as specified in this docunent and
defined in Section 11. Only the <nedi aResourceResponse> and its
child elenents can be included in the payl oad.

o0 The SIP 200 response will then be dispatched fromthe MRB
0 A SIP ACKto the 200 response will then be sent back to the MRB

Considering that the use of SIP as a transport for Consuner
transactions may result in failure, the IAMMrelies on a successful

I NVI TE transaction to address the previously di scussed sequence
(using the "seq’” XM. elenent) increment nmechanism This neans that
if the INVITE i s unsuccessful for any reason, the Application Server
MUST use the same 'seq value as previously used for the next
Consumer request that it may want to send to the MRB for the sane
sessi on.

An MRB inpl enentation nmay be progranmed to concl ude that the
requested resources are no |longer needed when it receives a SIP BYE
fromthe Application Server or Media Server that concludes the SIP
dialog that initiated the request, or when the | ease (Section 5.2.3)
i nterval expires
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5.2.2.2. 1AW and Setting Up a Media Dial og

This scenario is identical to the description in the previous section
for setting up a Control Framework Control Channel, with the
exception that the application/sdp payl oad conveys content
appropriate for setting up the nedia dialog to the nedia resource, as
per RFC 3261 [ RFC3261], instead of setting up a Control Channel

5.2.3. Consuner Interface Lease Mechani sm

The Consuner interface defined in Sections 5.2 and 11 allows a client
to request an appropriate nmedia resource based on information
included in the request (either an HTTP POST or SIP INVITE nessage).
In the case of success, the response that is returned to the client
MUST contain a <response-session-info> elenent in either the SIP 200
or HTTP 200 response. The success response contains the description
of certain resources that have been reserved to a specific Consuner
client in a (new or revised) "resource session", which is identified
in the <response-session-info>  The resource session is a "l ease"

in that the reservation is scheduled to expire at a particular tinme
in the future, releasing the resources to be assigned for other uses.
The | ease may be extended or terninated earlier by future Consuner
client requests that identify and reference a specific resource

sessi on.

Before delving into the details of such a | ease nechanism it is
worth clarifying its role within the context of the Consumer
interface. As explained in Section 5.1, the know edge the MRB has of
the resources of all the Media Servers it is provisioned to manage is
not real-tine. How an MRB actually nanages such resources is

i mpl enentation specific -- for exanple, an inplenentation nmay choose
to have the MRB keeping track and state of the allocated resources,

or sinply rely on the Media Servers thensel ves to provide the

i nformati on using the Publish interface. Further information may

al so be inferred by the signaling, in the case where an VRB is in the
pat h of nedi a dial ogs.
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The <nedi aResour ceResponse> el ement returned fromthe MRB contains a
<response-session-info> elenent if the request is successful. The
<response-session-info> el enent has zero or nore of the follow ng
child el enents, which provide the appropriate resource session

i nformation:

0 <session-id>is a unique identifier that enables a Consuner client
and MRB to correlate future nedia resource requests related to an
initial media resource request. The <session-id> MJST be incl uded
inall future related requests (see the <session-id> paragraph
later in this section, where constructing a subsequent request is
di scussed).

0 <seq>is a nunmeric value returned to the Consuner client. On
i ssuing any future requests related to the nedia resource session
(as determned by the <session-id> elenment), the Consuner client
MUST increnent the value returned in the <seq> el enment and incl ude
it in the request (see the <seq> paragraph later in this section
where constructing a subsequent request is discussed). Its value
is a non-negative integer that MJUST be Iimted within the
0..2731-1 range.

0 <expires> provides a value indicating the nunber of seconds that
the request for nedia resources is deened alive. The Consuner
client should issue a refresh of the request, as discussed |ater
in this section, if the expiry is due to fire and the nedia
resources are still required

0 <nedi a-server-address> provides information representing an
assigned Media Server. Mbre instances of this el ement may appear
shoul d the MRB assign nore Media Servers to a Consuner request.

The <medi aResour ceRequest > el ement is used in subsequent Consumer
interface requests if the client wishes to mani pul ate the session
The Consuner client MJST include the <session-info> el enent, which
enabl es the receiving MRB to deternine an existing nedia resource
al | ocation session. The <session-info> elenent has the follow ng
child el enents, which provide the appropriate resource session
information to the MRB

0 <session-id>is a unique identifier that allows a Consuner client
to indicate the appropriate existing nedia resource session to be
mani pul ated by the MRB for this request. The value was provided
by the MRB in the initial request for nedia resources, as
di scussed earlier in this section (<session-id> el enent included
as part of the <session-info> elenent in the initia
<nedi aResour ceResponse>).
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0 <seq>is a nunmeric value returned to the Consuner client in the
initial request for nedia resources, as discussed earlier in this
section (<seqg> elenment included as part of the <session-info>
element in the initial <medi aResourceResponse>). On issuing any
future requests related to the specific nedia resource session (as
determ ned by the <session-id> elenent), the Consuner client MJST
increnent the value returned in the <seq> elenent fromthe initial
response (contained in the <nmedi aResour ceResponse>) for every new
request. The value of the <seq> elenent in requests acts as a
counter and when used in conjunction with the uni que <session-id>
allows for unique identification of a request. As anticipated
before, the <seq> value is limted to the 0..27"31-1 range: in the
unlikely case that the counter increases to reach the hi ghest
al | owed val ue, the <seq> value MJST be set to 0. The first
nuneric value for the <seq> elenent is not nmeant to be '1' but
SHOULD be generated randomy by the MRB: this is to reduce the
chances of a malicious MRB disrupting the session created by this
MRB, as explained in Section 12.

0 <action> provides the operation to be carried out by the MRB on
receiving the request:

* The value of ’update is a request by the Consuner client to
update the existing session on the MRB with alternate nedia
resource requirenments. |f the requested resource information
is identical to the existing MRB session, the MRB will attenpt
a session refresh. |f the information has changed, the MRB
will attenpt to update the existing session with the new
information. |f the operation is successful, the 200 status
code in the response is returned in the status attribute of the
<nedi aResour ceResponseType> elenent. |If the operation is not
successful, a 409 status code in the response is returned in
the status attribute of the <nedi aResourceResponseType>
el ement .

*  The value of 'renbve’ is a request by the Consuner client to
renove the session on the MRB. This provides a nechanismfor
Consuner clients to rel ease unwanted resources before they

expire. |If the operation is successful, a 200 status code in
the response is returned in the status attribute of the
<nedi aResour ceResponseType> elenment. |If the operation is not

successful, a 410 status code in the response is returned in
the status attribute of the <nedi aResourceResponseType>
el ement .

Onitting the "action’ attribute neans requesting a new set of
resources.
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Wien used with HTTP, the <session-info> element MJUST be included in
an HTTP POST nessage (as defined in [RFC2616]). Wen used with SIP

t he <session-info> el enment MJUST instead be included in either a SIP
INVITE or a SIP re-INVITE (as defined in [ RFC3261]), or in a SIP
UPDATE (as defined in [RFC3311]) request: in fact, any SIP dialog, be
it a new or an existing one, can be exploited to carry | easing

i nformati on, and as such new SIP I NVI TE nessages can update ot her

| eases as well as request a new one.

Wth | AMM the Application Server or Media Server will eventually
send a SIP BYE to end the SIP session, whether it was for a Contro
Channel or a nedia dialog. That BYE contains no Consuner interface
| ease i nformation.

5.2.4. <nrbconsuner>

This section defines the XML el enents for the Consuner interface
The formal XML schema definition for the Consunmer interface can be
found in Section 11.

The root element is <nrbconsunmer>. Al other XM. el enents (requests,
responses) are contained within it. The MRB Consumner interface
request elenment is detailed in Section 5.2.5.1. The MRB Consuner
interface response elenent is detailed in Section 5.2.6.1.

The <nrbconsuner> el enent has the follow ng attributes:

version: a token specifying the nrb-consuner package version. The
value is fixed as 1.0 for this version of the package. The
attribute MJUST be present.

The <nmrbconsuner> el enent may have zero or nore children of one of
the following child el ement types:

<nedi aResour ceRequest > for sending a Consuner request. See
Section 5.2.5.1.

<nedi aResour ceResponse> for sending a Consuner response. See
Section 5.2.6.1.
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5.2.5. Media Service Resource Request

This section provides the elenent definitions for use in Consumer
interface requests. The requests are carried in the
<nedi aResour ceRequest > el enment .

5.2.5.1. <nedi aResour ceRequest >

The <nedi aResour ceRequest > el ement provides information for clients
wi shing to query an external MRB entity. The <nedi aResour ceRequest >
el ement has a single mandatory attribute, "id : this attribute
contains a randomidentifier, generated by the client, that will be
included in the response in order to map it to a specific request.
The <nedi aResour ceRequest > el enent has <general | nfo>, <ivrilnfo> and
<mi xerlnfo> as child elements. These three elenents are used to
describe the requirenents of a client requesting a Media Server and
are covered in Sections 5.2.5.1.1, 5.2.5.1.2, and 5.2.5.1.3,
respectively.

5.2.5.1.1. <general I nfo>

The <general | nfo> el enent provi des general Consuner request
information that is neither IVR specific nor mxer specific. This

i ncl udes session information that can be used for subsequent requests
as part of the | easing nmechani smdescribed in Section 5.2.3. The
foll owi ng sub-sections describe the <session-info> and <packages>

el ements, as used by the <general | nfo> el ement.

5.2.5.1.1.1. <session-info>

The <session-info> elenent is included in Consunmer requests when an
update is being nmade to an existing nedia resource session. The
ability to change and renove an existing nedia resource session is
described in nore detail in Section 5.2.3. The el enent MAY be
present.

The <session-info> el ement has no attributes.

The <session-info> elenent has zero or nore of the following child
el ement s:

<session-id> A unique identifier that explicitly references an
exi sting nedia resource session on the MRB. The identifier is
included to update the existing session and is described in nore
detail in Section 5.2.3.
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<seqg>. Used in association with the <session-id> elenent in a

subsequent request to update an existing nedia resource session on

an MRB. The <seq> nunber is increnented fromits original value
returned in response to the initial request for media resources.
Its value is a non-negative integer that MIUST be limted within

the 0..2731-1 range. 1In the unlikely case that the counter

i ncreases to reach the highest allowed val ue, the <seq> val ue MJST

be set to 0. Mre information about its use is provided in
Section 5.2.3.

<action>: Provides the operation that should be carried out on an
exi sting nedia resource session on an MRB

* The value of 'update’ instructs the MRB to attenpt to update
the existing nedia resource session with the infornmation
contained in the <ivrlinfo> and <ni xerl nfo> el enents.

*  The value of 'renpbve’ instructs the MRB to attenpt to renove
the existing nedia resource session. Mre information on its
use is provided in Section 5.2.3.

5.2.5.1.1.2. <packages>

The <packages> el ement provides a list of Media Control Channe
Framewor k conpliant packages that are required by the Consumer
client. The element MAY be present.

The <packages> el ement has no attributes.
The <packages> el ement has a single child el enent:

<package>: Contains a string representing the Media Control Channe
Framewor k package required by the Consumer client. The <package>
el ement can appear multiple tines. A valid value is a Contro
Package nane conpliant with Section 13.1.1 of [RFC6230].

5.2.5.1.2. <ivrinfo>

The <ivrlnfo> elenent provides information for general Consumer
request information that is IVR specific. The follow ng sub-sections
describe the elenents of the <ivrinfo> elenent: <ivr-sessions>,
<file-formats>, <dtnf>, <tones> <asr-tts> <vxnl >, <location>,
<encryption>, <application-data>, <nmax-prepared-duration> and
<file-transfer-nodes>.
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5.2.5.1.2.1. <ivr-sessions>

The <ivr-sessions> el enent indicates the nunber of |VR sessions that
a Consuner client requires froma nedia resource. The el enent MAY be
present.

The <ivr-sessions> el enent has no attri butes.
The <ivr-sessions> elenent has a single child elenment:

<rtp-codec>: Describes a required codec and the nunber of sessions
using that codec. The <rtp-codec> el enent has one attribute. The
value of the attribute, "nane’, is a nedia type (which can include
paraneters per [RFC6381]). The <rtp-codec> elenent has two child
el ements. The child el ement <decodi ng> contains the nunber of RTP
sessions required for decoding using the specified codec, and the
child el enent <encodi ng> contains the nunber of RTP sessions
required for encoding using the specified codec.

5.2.5.1.2.2. <file-formats>

The <file-formats> el enent provides a list of file formats required
for the purpose of playing nedia. It should be noted that this

el ement describes nedia types and might better have been naned
"medi a-formats", but due to existing inplenentations the nane
"file-formats" is being used. The el enent MAY be present.

The <file-formats> el enment has no attri butes.
The <file-formats> el enent has a single child elenent:

<required-format>: Has a single attribute, 'nane’, which provides
the type of file format that is required. A valid value is a
medi a type that, depending on its definition, can include
addi ti onal paranmeters (e.g., [RFC6381]). The <required-fornmt>
el ement then has a further child el enent, <required-file-package>.
The <required-fil e-package> el ement has a single attribute,
"required-fil e-package-nanme’, which contains the nane of the Media
Control Channel Franmework package, conpliant with Section 13.1.1
of [RFC6230], for which the file format support applies.
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5.2.5.1.2.3. <dtnf>

The <dtnf> el enent specifies the required nethods to detect DITM-
tones and to generate them The el emrent MAY be present.

The <dtnf> el ement has no attributes.
The <dtnf> el ement has zero or nore of the following child el ements:

<detect>: Indicates the required support for DIMF detection. The
<detect> el enent has no attributes. The <detect> el enent has a
further child elenment, <dtnf-type>  The <dtnf-type> el enent has
two attributes: 'nane’ and 'package’. The 'nane’ attribute
provides the type of DTMF required and is a case-insensitive
string containing either 'RFC4733' [RFC4733] or 'Media' (detecting
tones as signals fromthe audio strean). The ’'package’ attribute
provi des the nane of the Media Control Channel Framework package
compliant with Section 13.1.1 of [RFC6230], for which the DTMF
type applies.

<generate>: |ndicates the required support for DIMF generation. The
<generate> el enent has no attributes. The <generate> el enent has
a single child element, <dtnf-type>  The <dtnf-type> el enent has
two attributes: 'nane’ and ' package’. The 'nane’ attribute
provi des the type of DTM-F required and is a case-insensitive
string containing either 'RFC4733' [RFC4733] or 'Media
(generating tones as signals in the audio streanm). The ’'package
attribute provides the nane of the Media Control Channel Framework
package, conpliant with Section 13.1.1 of [RFC6230], for which the
DTMF type appli es.

<passt hrough>: |ndicates the required support for passing DTMF
t hrough without re-encoding. The <passthrough> el enment has no
attributes. The <passthrough> el enment then has a further child
el ement, <dtnf-type>  The <dtnf-type> elenent has two attributes:
"nane’ and 'package’. The 'nanme’ attribute provides the type of
DTMF required and is a case-insensitive string containing either
"RFCA733' [RFC4733] or 'Media' (passing tones as signals through
the audio streamj. The 'package’ attribute provides the name of
the Media Control Channel Franework package, conpliant with
Section 13.1.1 of [RFC6230], for which the DIMF type applies.
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5.2.5.1.2.4. <tones>

The <tones> el ement provides requested tones that a Media Server nust
support for IVR In particular, the request refers to both support
for country codes (1SO 3166-1 [ISO 3166-1]) and requested
functionality (I TU T Recommendation Q 1950 [ITU-T.Q 1950]). The

el ement MAY be present.

The <tones> el ement has no attributes.
The <tones> el enment has zero or nore of the following child el enents:

<country-codes>. Describes the requested country codes in relation
to tones. The <country-codes> el enment has no attributes. The
<country-codes> el ement has one child elenent. The child el ement,
<country-code>, requests a specific country code, conpliant wth
the 1SO 3166-1 [I SO 3166-1] specification. The <country-code>
el ement has a single attribute, 'package’. The attribute
' package’ provides the nane of the Media Control Channel Framework
package, conpliant with Section 13.1.1 of [RFC6230], in which the
tones fromthe specified country code are requested.

<h248- codes>: Describes the requested H. 248 codes in relation to
tones. The <h248-codes> el ement has no attributes. The
<h248- codes> el ement has one child elenent. The child el enent,
<h248- code>, requests a specific H 248 code, conpliant with the
| TU-T Recommendation Q 1950 [I TU-T. Q 1950] specification. The
codes can be either specific (e.g., cg/dt to only report the Dia
Tone fromthe Call Progress Tones package) or generic (e.g., cg/*
to report all the tones fromthe Call Progress Tones package),
using wildcards. The <h248-code> el enment has a single attribute,
"package’. The attribute 'package’ provides the nane of the Media
Control Channel Franmework package, conpliant with Section 13.1.1
of [RFC6230], in which the specified codes are requested.

5.2.5.1.2.5. <asr-tts>

The <asr-tts> el enent requests information about the support for

Aut omat i ¢ Speech Recognition (ASR) and Text-to-Speech (TTS)
functionality in a Media Server. The functionality is requested by
referring to the supported | anguages (using |1SO 639-1 [ISO 639. 2002]
codes) in relation to both ASR and TTS. The <asr-tts> el enent has no
attributes. The <asr-tts> elenent has zero or nore of the foll ow ng
child el ements:

<asr-support>: Describes the avail able | anguages for ASR  The

<asr-support> el enent has no attributes. The <asr-support>
el ement has one child elenent. The child elenent, <language>,
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requests that the Media Server supports ASR for a specific

| anguage. The <l anguage> el ement has a single attribute,
"xm:lang’. The attribute 'xm:lang’ contains the |1SO 639-1
[1SO 639.2002] code of the supported | anguage.

<tts-support>: Describes the available | anguages for TTS. The
<tts-support> el enent has no attributes. The <tts-support>
el ement has one child elenent. The child el enent, <language>,
requests that the Media Server supports TTS for a specific
| anguage. The <l anguage> el ement has a single attribute,
"xm:lang’. The attribute 'xm:lang’ contains the |SO 639-1
[1SO 639.2002] code of the supported | anguage.

5.2.5.1.2.6. <vxm>

The <vxm > el enent specifies if the Consumer client requires Voi ceXM
and, if so, which protocols are supported (e.g., via the control
framewor k, RFC 4240 [ RFC4240], or RFC 5552 [RFC5552]). The el enent
MAY be present.

The <vxm > el enent has a single child elenment:

<vxm -node>: Has two attributes: 'package’ and 'require’. The
" package’ attribute provides the nane of the Media Control Channe
Framewor k package, conpliant with Section 13.1.1 of [RFC6230], for
whi ch the VXML support applies. The 'require’ attribute specifies
the type of VXM. support required by the Consuner client (e.qg.
RFC 5552 [ RFC5552], RFC 4240 [ RFC4240], or |VR Package [ RFC6231]),
and valid values are case-insensitive RFC references (e.g.
"rfc6231" to specify that the client requests support for Voi ceXM
as provided by the | VR Package [ RFC6231]).

The presence of at least one <vxml > child el enent would indicate that
the Consuner client requires VXM support as specified by the child
element itself. An enpty <vxm > el ement woul d otherw se indicate
that the Consuner client does not require VXM. support.

5.2.5.1.2.7. <location>
The <l ocation> el ement requests a civic location for an I VR Medi a
Server. The request nmakes use of the G vic Address Schema
standardi zed in RFC 5139 [ RFC5139]. The el enment MAY be present.
More precisely, this section is entirely optional and is
i mpl ement ation specific in its |evel of population

The <l ocation> el enent has no attri butes.
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The <l ocation> el ement has a single child el enent:

<ci vi cAddress>: Describes the civic address |ocation of the
requested Media Server, whose representation refers to Section 4
of RFC 5139 [ RFC5139].

5.2.5.1.2.8. <encryption>

The <encryption> elenment allows a Consuner client to request support
for encrypting RTP nedia streans using RFC 3711 [ RFC3711]. The

el ement MAY be present. |If the elenent is present, then the Media
Server supports DTLS- SRTP [ RFC5763] .

The <encryption> el ement has no attri butes.
The <encryption> el ement has no child el ements.
5.2.5.1.2.9. <application-data>

The <application-data> el enent provides an arbitrary string of

characters as IVR application-level data. This data is neant to only

have neani ng at the application-level |ogic and as such is not

otherwi se restricted by this specification. The set of allowed

characters is the sanme as those in XML (viz., tab, carriage return,

line feed, and the legal characters of Unicode and | SO | EC 10646

[1SO 10646. 2012] (see also Section 2.2 of

<http://ww. w3.org/ TR/ xm />)). The el ement MAY be present.

The <application-data> el enent has no attri butes.

The <application-data> el ement has no child el ements.

5.2.5.1.2.10. <max-prepared-duration>

The <max- prepared-duration> el enent indicates the amount of tine

required by the Consumer client representing nedia dialog preparation

in the systembefore it is executed. The elenent MAY be present.

The <nmax-prepared-durati on> el ement has no attributes.

The <max- prepared-duration> el ement has a single child el enent:

<max-tinme> Has a single attribute, 'nax-tinme-seconds’, which
provides the amount of time in seconds that a nedia dialog can be

in the prepared state. The <max-tine> elenent then has a further
child el enent, <max-tine-package>. The <max-time-package> el enent
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provi des the nane of the Media Control Channel Franmework package
conpliant with Section 13.1.1 of [RFC6230], for which the tine
peri od applies.

5.2.5.1.2.11. <file-transfer-nodes>

The <file-transfer-nodes> elenent allows the Consuner client to
speci fy which schenme nanmes are required for file transfer to a Media
Server for each Media Control Channel Framework package type. For
exanpl e, does the Media Server support fetching nedia resources via
HTTP, HITPS, NFS, etc.? The element MAY be present.

The <file-transfer-nbpdes> el enent has no attri butes.
The <file-transfer-nodes> el enent has a single child el enent:

<file-transfer-node>: Has two attributes: 'name’ and ' package’. The
"nane’ attribute provides the schene nane of the protocol required
for fetching resources: valid values are case-insensitive schene
nanes (e.g., HITP, HTTPS, NFS, etc.). The 'package’ attribute
provi des the nane of the Media Control Channel Framework package
compliant with Section 13.1.1 of [RFC6230], for which the schene
nane applies.

The sane considerations relating to file transfer and |ive streaning
are explained further in Section 5.1.5.15 and apply here as well.

5.2.5.1.3. <mxerlnfo>
The <mi xerlnfo> el enent provides information for general Consumner
request information that is mxer specific. The follow ng
sub-sections describe the el ements of the <nmi xerlnfo> el enent:
<m xers>, <file-formats>, <dtnf>, <tones>, <ni xing-nodes>
<appl i cation-data>, <location> and <encryption>.

5.2.5.1.3.1. <mxers>

The <mi xers> el enent provides information detailing the required
m xed RTP sessions. The el enent MAY be present.

The <mi xers> el enent has no attributes
The <mi xers> el enent has a single child el enent:
<mi x>: Describes the required nixed RTP sessions. The <m x> el enent

has one attribute. The value of the attribute, 'users', is the
nunber of participants required in the mx. The <m x> el enent has
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one child elenent. The child elenent, <rtp-codec> contains the
sanme information relating to RTP sessions as that defined in
Section 5.1.5.3. The el ement MAY be present.

5.2.5.1.3.2. <file-formats>

The <file-formats> el enent provides a list of file formats required
by the Consuner client for the purpose of playing media to a mx
The el ement MAY be present.

The <file-formats> el ement has no attri butes.
The <file-formats> el enent has a single child el enent:

<required-format>: Has a single attribute, 'nane’, which provides
the type of file format supported. A valid value is a nedia type
that, depending on its definition, can include additiona
paraneters (e.g., [RFC6381]). The <required-format> el enent has a
child elenent, <required-fil e-package>. The
<required-fil e-package> el enent contains a single attribute,
"required-fil e-package-nane’, which contains the nane of the Media
Control Channel Franmework package, conpliant with Section 13.1.1
of [RFC6230], for which the file format support applies.

5.2.5.1.3.3. <dtnf>

The <dtnf> el enent specifies the required nethods to detect DITM-
tones and to generate themin a mx. The elenent MAY be present.

The <dtnf> el ement has no attributes.
The <dtnf> el ement has zero or nore of the following child el ements:

<detect>: Indicates the required support for DIMF detection. The
<detect> el enent has no attributes. The <detect> el enent then has
a further child elenent, <dtnf-type>  The <dtnf-type> el enent has
two attributes: 'nane’ and 'package’. The 'nane’ attribute
provides the type of DTMF being used and is a case-insensitive
string containing either 'RFC4733' [RFC4733] or 'Media' (detecting
tones as signals fromthe audio strean). The 'package’ attribute
provi des the nane of the Media Control Channel Framework package
compliant with Section 13.1.1 of [RFC6230], for which the DITMF
type applies.

<generate>: |ndicates the required support for DIMF generation. The
<generate> el enent has no attributes. The <generate> el enent has
a single child element, <dtnf-type>  The <dtnf-type> el enent has
two attributes: 'nane’ and ' package’. The 'nane’ attribute
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provi des the type of DTMF being used and is a case-insensitive
string containing either 'RFC4733' [RFC4733] or 'Media

(generating tones as signals in the audio streanm). The ’'package
attribute provides the nane of the Media Control Channel Framework
package, conpliant with Section 13.1.1 of [RFC6230], for which the
DTMF type appli es.

<passt hrough>: |Indicates the required support for passing DTMF
t hrough without re-encoding. The <passthrough> el enment has no
attributes. The <passthrough> el enment has a single child el ement,
<dtnf-type>  The <dtnf-type> el enent has two attributes: ’'nange’
and ' package’. The 'name’ attribute provides the type of DIM
being used and is a case-insensitive string containing either
"RFCA733' [RFC4733] or 'Media’ (passing tones as signals through
the audio streamj. The 'package’ attribute provides the name of
the Media Control Channel Franework package, conpliant with
Section 13.1.1 of [RFC6230], for which the DIMF type applies.

5.2.5.1.3.4. <tones>

The <tones> el ement provides requested tones that a Media Server nust
support for a mx. |In particular, the request refers to both support
for country codes (1SO 3166-1 [ISO 3166-1]) and requested
functionality (I TU T Recommendation Q 1950 [ITU-T.Q 1950]). The

el ement MAY be present.

The <tones> el ement has no attributes.
The <tones> el enment has zero or nore of the followi ng child el enents:

<country-codes>. Describes the requested country codes in relation
to tones. The <country-codes> el ement has no attributes. The
<country-codes> el enent has a single child elenent. The child
el ement, <country-code>, requests a specific country code,
compliant with the I SO 3166-1 [ISO 3166-1] specification. The
<country-code> el enent has a single attribute, 'package’. The
attribute 'package’ provides the nane of the Media Control Channel
Framewor k package, conpliant with the specification in the related
| ANA registry (e.g., "msc-ivr/1.0"), in which the tones fromthe
speci fied country code are requested.

<h248- codes>: Describes the requested H. 248 codes with respect to
tones. The <h248-codes> el ement has no attributes. The
<h248- codes> el enent has a single child elenent. The child
el ement, <h248-code>, requests a specific H 248 code, conpliant
with the | TU-T Recomrendation Q 1950 [I TU-T. Q 1950] specification.
The codes can be either specific (e.g., cg/dt to only report the
Dial Tone fromthe Call Progress Tones package) or generic (e.qg.
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cg/* to report all the tones fromthe Call Progress Tones
package), using w ldcards. The <h248-code> el enent has a single
attribute, 'package’. The attribute 'package’ provides the name
of the Media Control Channel Franework package, conpliant with
Section 13.1.1 of [RFC6230], in which the specified codes are
request ed.

5.2.5.1.3.5. <m xi ng- nodes>

The <m xi ng- nodes> el enent requests information relating to support
for audio and video m xing, nore specifically a list of supported
algorithns to mx audio and a |ist of supported video presentation
| ayouts. The el ement MAY be present.

The <mi xi ng- nodes> el ement has no attributes

The <mi xi ng- nodes> el enent has zero or nore of the following child
el ement s:

<audi o- m xi ng- nodes>: Describes the requested algorithnms for audio

<V

nm xi ng. The <audi o- nmi xi ng- nodes> el ement has no attributes. The
<audi o- m xi ng- nodes> el ement has one child elenent. The child

el ement, <audi o- m xi ng- node>, contains a requested m xi ng
algorithm Valid values for the <audi o-m xi ng-node> el enent are
al gorithm nanes, e.g., 'nbest’ and ’'controller’ as defined in

[ RFC6505]. The elenent has a single attribute, 'package’. The
attribute ’'package’ provides the nane of the Media Control Channel
Framewor k package, conpliant with Section 13.1.1 of [RFC6230], for
whi ch the al gorithm support is requested.

deo- mi xi ng- nodes>: Describes the requested video presentation

| ayouts for video mixing. The <video-mn xi ng-nodes> el enent has
two attributes: 'vas' and ’'activespeakernix’'. The 'vas’ attribute
is of type boolean with a value of 'true’ indicating that the
Consumer client requires automatic Voice Activated Switching. The
"activespeakerm x’ attribute is of type boolean with a val ue of
"true’ indicating that the Consuner client requires an additiona
video stream for the | oudest speaker participant without its
contribution. The <video-m xi ng-nodes> el enent has one child
element. The child el ement, <video-mn xi ng-node>, contains the
nane of a specific video presentation |ayout. The nanme may refer
to one of the predefined video |ayouts defined in the XCON
conference information data nodel, or to non- XCON | ayouts as wel |,
as long as they are appropriately prefixed. The

<vi deo- m xi ng- node> el ement has a single attribute, ’'package’

The attribute 'package’ provides the name of the Media Contro
Channel Framewor k package, conpliant with Section 13.1.1 of

[ RFC6230], for which the algorithm support is requested.
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5.2.5.1.3.6. <application-data>

The <application-data> el enent provides an arbitrary string of
characters as m xer application-level data. This data is nmeant to
only have meaning at the application-level logic and as such is not
otherwi se restricted by this specification. The set of allowed
characters is the sanme as those in XM. (viz., tab, carriage return,
line feed, and the legal characters of Unicode and | SO | EC 10646
[1SO 10646. 2012] (see also Section 2.2 of
<http://ww. w3.org/ TR/ xm />)). The el ement MAY be present.

The <application-data> el enent has no attri butes.
The <application-data> el enent has no child el ements.
5.2.5.1.3.7. <location>
The <location> el enment requests a civic location for a mxer Mdia
Server. The request nakes use of the G vic Address Schenma
standardi zed in RFC 5139 [ RFC5139]. The el ement MAY be present.
More precisely, this section is entirely optional, and it’'s
i npl ementation specific to fill it with just the details each
i npl ement er deens necessary for any optim zation that nmay be needed.
The <l ocation> el enent has no attri butes.
The <l ocation> elenent has a single child el enent:
<ci vi cAddress>: Describes the civic address |ocation of the
requested Media Server, whose representation refers to Section 4
of RFC 5139 [RFC5139].
5.2.5.1.3.8. <encryption>
The <encryption> elenment allows a Consuner client to request support
for encrypting mxed RTP nmedia streans using RFC 3711 [ RFC3711]. The
el ement MAY be present. |If the elenent is present, then the Mdia
Server supports DTLS- SRTP [ RFC5763] .

The <encryption> el ement has no attributes.

The <encryption> el enent has no child el enents.
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5.2.6. Media Service Resource Response

This section provides the elenent definitions for use in Consumer
interface responses. The responses are carried in the
<nedi aResour ceResponse> el enent .

5.2.6.1. <nedi aResourceResponse>

The <medi aResour ceResponse> el ement provides information for clients
recei ving response information froman external MRB entity.

The <nedi aResour ceResponse> el enment has two nmandatory attri butes
"id" and 'status’. The 'id attribute nust contain the same val ue
that the client provided in the 'id attribute in the

<nedi aResour ceRequest > to whi ch the response is nmapped. The ’'status
attribute indicates the status code of the operation. The follow ng
status codes are defined for ’status’

S o m o e e e e e e e e e e e e e e e e e e e e e e e e e e eee e +

code escription
| cod | d i pti |
R o o o e e e e e e e e e e e e e e e e e e e e e e e e me e +
| 200 | &K |
| | |
| 400 | Syntax error |
| | |
| 405 | Wong sequence nunber |
| | |
| 408 | Unable to find Resource |
| | |
| 409 | Unable to update Resource |
| | |
| 410 | Unable to renove Resource |
| | |

nsupported attribute or el ement

420 Unsupp d ib I

S o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Tabl e 2: <nedi aResour ceResponse> St atus Codes

If a new nmedi a resource request nmade by a client application has been
accepted, the MRB MIST reply with a <medi aResour ceResponse> with
status code 200. The sane rule applies whenever a request to update
(action="update’) or renbve (action="renove') an existing transaction
can be fulfilled by the MRB

A medi a resource request, nevertheless, may fail for several reasons.
In such a case, the status codes defined in Table 2 nust be used

instead. Specifically, if the VMRB fails to handle a request due to a
syntax error in the request itself (e.g., incorrect XM, violation of
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the schema constraints, or invalid values in any of the attributes/
el ements), the MRB MUST reply with a <nedi aResourceResponse> with
status code 400. |If a syntactically correct request fails because
the request also includes any attribute/elenment the MRB doesn’t
understand, the MRB MJST reply with a <medi aResourceResponse> with
status code 420. |If a syntactically correct request fails because it
contai ns a wong sequence nunber, that is, a 'seq value not
consistent with the increnent the MRB expects according to

Section 5.2.3, the MRB MJUST reply with a <medi aResour ceResponse> with
status code 405. |If a syntactically correct request fails because
the MRB couldn’t find any Media Server able to fulfill the
requirenents presented by the Application Server in its request, the
MRB MUST reply with a <nedi aResourceResponse> with status code 408

If a syntactically correct request fails because the MRB coul dn’t
update an existing request according to the new requirenents
presented by the Application Server in its request, the MRB MJST
reply with a <medi aResourceResponse> with status code 409. If a
syntactically correct request fails because the MRB couldn’t renove
an existing request and release the related resources as requested by
the Application Server, the MRB MUST reply with a

<nedi aResour ceResponse> with status code 410

Further details on status codes 409 and 410 are included in
Section 5.2.3, where the | easing nechanism along with its related
scenarios, is described in nore detail

The <nmedi aResour ceResponse> el ement has <response-session-info> as a
child elenent. This elenment is used to describe the response of a
Consuner interface query and is covered in the follow ng sub-section

5.2.6.1.1. <response-session-info>

The <response-session-info> element is included in Consuner
responses. This applies to responses to both requests for new
resources and requests to update an existing nmedia resource session
The ability to change and renpve an existing nedia resource session
is described in nore detail in Section 5.2.3. |If the request was
successful, the <medi aResour ceResponse> MJST have one
<response-session-info> child, which describes the nedia resource
session addressed by the request. |If the request was not successful
t he <medi aResour ceResponse> MJUST NOT have a <response-session-info>
child.

The <response-session-info> element has no attributes.
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The <response-session-info> el ement has zero or nore of the follow ng
child el enents:

<session-id> A unique identifier that explicitly references an
exi sting nedia resource session on the MRB. The identifier is
i ncluded to update the existing session and is described in nore
detail in Section 5.2.3.

<seq>: Used in association with the <session-id> elenent in a
subsequent request to update an existing nedia resource session on
an MRB. The <seq> nunber is increnented fromits original value
returned in response to the initial request for nedia resources.
More information on its use is provided in Section 5.2.3.

<expires>: Includes the nunber of seconds that the media resources
are reserved as part of this interaction. |If the |lease is not
refreshed before expiry, the MRB will reclaimthe resources and
they will no longer be guaranteed. It is RECOMVENDED that a
nm ni rum val ue of 300 seconds be used for the value of the
"expires’ attribute. It is also RECOMMVENDED that a Consumer
client refresh the lease at an interval that is not too close to
the expiry time. A value of 80% of the timeout period could be
used. For exanple, if the timeout period is 300 seconds, the
Consurer client would refresh the transaction at 240 seconds.
More information on its use is provided in Section 5.2.3.

<medi a- server-address>: Provides information to reach the Mdia
Server handling the requested nedia resource. One or nore
i nstances of these el enments nay appear. The
<nedi a- server-address> el enent has a single attribute naned "uri’,
whi ch supplies a SIP URI that reaches the specified Media Server
It also has three optional elenents: <connection-id>,
<ivr-sessions> and <mi xers> = The <ivr-sessions> and <mi xers>
el ements are defined in Sections 5.2.5.1.2.1 and 5.2.5.1.3.1,
respectively, and have the same neaning but are applied to
i ndi vi dual Media Server instances as a subset of the overal
resources reported in the <connection-id> elenent. |If nmultiple
Medi a Servers are assigned in an | AMM operation, exactly one
<medi a- server - address> el enent, nore specifically the Media Server
that provided the nedia dialog or CFWresponse, will have a
<connection-id> elenent. Additional information relating to the
use of the <connection-id> elenment for nedia dialogs is included
in Section 6.
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5.3. In-Line Unaware MRB | nterface

An entity acting as an In-line MRB can act in one of two roles for a
request, as introduced in Section 4.2: the In-line Unaware MRB Mde
(UMM of operation and the In-line Anare MRB Mdde (I AMM of
operation. This section further describes | UW

It should be noted that the introduction of an MRB entity into the
network, as specified in this docunment, requires interfaces to be

i npl ement ed by those requesting Media Server resources (for exanple,
an Application Server). This applies when using the Consumner
interface as discussed in Sections 5.2.1 (Query node) and 5.2.2

(T AMM. An MRB entity can also act in a client-unaware node when
deployed into the network. This allows any SIP-conpliant client
entity, as defined by RFC 3261 [ RFC3261] and its extensions, to send
requests to an MRB that in turn will select an appropriate Mdia
Server based on know edge of Media Server resources it currently has
avail abl e transparently to the client entity. Using an MRB in this
node all ows for easy migration of current applications and services
that are unaware of the MRB concept and would sinply require a
configuration change resulting in the MRB being set as a SIP out bound
proxy for clients requiring nedia services.

Wth UMM the MRB nay concl ude that an assigned nedia resource is no
| onger needed when it receives a SIP BYE fromthe Application Server
or Media Server that ends the SIP dialog that initiated the request.

As with TAMM in IUMthe SIP INVITE fromthe Application Server
coul d convey the application/sdp payload to either set up a nedia
dialog or a Control Framework Control Channel. |In either case, in
order to pernit the Application Server to associate a nedia dial og
with a Control Channel to the sane Media Server, using the procedures
of [RFC6230] Section 6, the MRB should be acting as a SIP proxy (and
not a B2BUA). This allows the SIP URI of the targeted Media Server
to be transparently passed back to the Application Server in the SIP
response, resulting in a direct SIP dialog between the Application
Server and the Media Server.

While | UM has the | east inpact on | egacy Application Servers, it
al so provides the least versatility. See Section 8.

6. MRB Acting as a B2BUA

An MRB entity can act as a SIP Back-to-Back User Agent (B2BUA) or a
SIP Proxy Server as defined in RFC 3261 [ RFC3261]. Wen an MRB acts
as a B2BUA, issues can arise when using Media Control Channe
packages such as the I VR [ RFC6231] and ni xer [RFC6505] packages.
Specifically, the framework attri bute 'connectionid as provided in
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Appendi x A (" Common Package Conponents") of [RFC6230] uses a
concatenation of the SIP dialog identifiers to be used for
referencing SIP dialogs within the Media Control Channel. Wen a
request traverses an MRB acting as a B2BUA, the SIP dialog
identifiers change, and so the ’'connectionid cannot be used as

i ntended due to this change. For this reason, when an MRB wi shes to
act as a SIP B2BUA when handling a request froman Application Server
to set up a nedia dialog to a Media Server, it MJIST include the
optional <connection-id> elenment in a Consuner interface response
with a value that provides the equivalent for the ’'connectionid’

(' Local Dialog Tag’ + 'Renote Dialog Tag') for the far side of the
B2BUA. If present, this value MJST be used as the value for the
"connectionid in packages where the Conmon Package Conponents are
used. The <connection-id> el ement MJST NOT be included in an HTTP
Consuner interface response

It is inmportant to point out that although nore Media Server

i nstances nay be returned in a Consuner response (i.e., the MRB has
assigned nore than one Media Server to a Consuner request to fulfill
the Application Server requirenents), in IAMMthe MRB will only act
as a B2BUA with a single Media Server. In this case, exactly one
<nedi a- server - address> el enment, describing the nedia dialog or CFW
response, will have a <connection-id> elenent that will not be

i ncluded in any additional <nedia-server-address> el enents.

7. Miltinodal MRB I npl enentations

An MRB inplenmentation may operate nmultinodally with a collection of
Application Server clients all sharing the sane pool of nedia
resources. That is, an MRB nay be sinultaneously operating in Query
nmode, AMM and UM It knows in which node to act on any
particul ar request froma client, depending on the context of the
request:

o If the received request is an HITP POST nessage wi th application/
nT b- consuner +xm content, then the MRB processes it in Query node.

o If the received request is a SIP INVITE with application/
nr b- consumer +xm content and application/sdp content, then the MRB
processes it in | AWM

o If the received request is a SIP INVITE without application/

nT b- consuner +xm content but with application/sdp content, then
the MRB processes it in | UW
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8.

Rel ative Merits of Query Mde, |AMM and | UM

At a high level, the possible Application Server MRB interactions can
be di stingui shed by the foll ow ng basic types:

a. Query node - the client is requesting the assignnment by the MRB
of suitable Media Server resources;

b. ITAMMnedia dialog - the client is requesting the assignnent by
the MRB of suitable Media Server resources and the establishnent
of a media dialog to one of the Media Servers;

c. | AW Control Channel - the client is requesting the assignnment by
the MRB of suitable Media Server resources and the establishnment
of a CFW Control Channel to one of the Media Servers;

d. UM nedia dialog - the client is requesting the establishment of
a nmedia dialog to a Media Server resource;

e. |IUW Control Channel - the client is requesting the establishnent
of a CFW Control Channel to a Media Server resource.

Each type of interaction has advantages and di sadvant ages, where such
considerations relate to the versatility of what the MRB can provi de,
techni cal aspects such as efficiency in different application
scenarios, conplexity, delay, use with | egacy Application Servers, or
use with the Media Control Channel Framework. Depending on the
characteristics of a particular setting that an MRB is intended to
support, sonme of the above interaction types may be nore appropriate
than others. This section provides a few observations on relative
nerits but is not intended to be exhaustive. Sone constraints of a
given interaction type may be subtle.

0 Operation with other types of nedia control: Any of the types of
interactions work with the mechani sns described in RFC 4240
[ RFC4240] and RFC 5552 [ RFC5552] where initial control
instructions are conveyed in the SIP INVITE fromthe Application
Server for the nmedia dialog to the Media Server and subsequent
instructions may be fetched using HITP. Query node (a), |AMV
medi a dialog (b), and UMM nedi a dialog (d) work with the Media
Server Markup Language (MSM.) as per RFC 5707 [ RFC5707] or the
Medi a Server Control WMarkup Language (MSCM.) as per RFC 5022
[ RFC5022] .

0 As stated previously, UMW has no interface inpacts on an
Application Server. \When using UMM the Application Server does
not specify the characteristics of the type of nedia resource it
requires, as the <nedi aResourceRequest> el enent is not passed to
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the MRB. For |IUW nedia dialog (d), the MRB can deduce an
appropriate nedia resource on a best-effort basis using

i nformation gl eaned fromexanining information in the SIP I NVITE
This includes the SDP information for the nedia dialog, or initia
control information in the SIP Request-URl as per RFC 4240

[ RFC4240]. Wth UMM Control Channel (e), there is even |ess
information for the MRB to use.

o |If using UMW Control Channel (e), the subsequent sending of the
medi a dialog to the Media Server should not be done using | UW
medi a dialog. That is, the SIP signaling to send the nedia dial og
to the selected Media Server nust be directly between the
Application Server and that Media Server, and not through the MRB
Unl ess resources can be confidentially identified, the MRB could
send the nedia dialog to a different Media Server. Likew se, if
using | UM nedi a dialog (d), the subsequent establishnment of a
Control Channel should not be done with UMM Control Channel (e)
unl ess definitive information is avail abl e.

0 Query node (a) and | AM Control Channel (c) lend thenselves to
requesting a pool of media resources (e.g., a number of IVR or
conferencing ports) in advance of use and retaining use over a
period of tine, independent of whether there are nedia dialogs to
those resources at any given nonent, whereas the other types of
interactions do not. This also applies to making a subsequent
request to increase or decrease the anmount of resources previously
awar ded

o Wiile Query node (a) and | AMM Control Channel (c) are the nost
versatile interaction types, the former is conpletely decoupl ed
fromthe use or non-use of a Control Channel, whereas the latter
requires the use of a Control Channel

o Wen Media Control Channel Franmework Control Channels are to be
used in conjunction with the use of an MRB, Query node (a) would
typically result in fewer such channel s being established over
tinme, as conpared to | AMM Control Channel (c). That is because
the latter would involve setting up an additional Control Channe
every time an Application Server has a new request for an MRB for
nmedi a resources.
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9. Exampl es

Thi s section provides exanples of both the Publish and Consumer
interfaces. Both the Query node and In-1line node are addressed.

Note that due to RFC formatting conventions, this section often
splits HITP, SIP/SDP, and CFW across |ines whose content woul d exceed
72 characters. A backslash character narks where this line folding
has taken place. This backslash, and its trailing CRLF and

whi t espace, would not appear in the actual protocol contents. Also
note that the indentation of the XML content is only provided for
readability: actual nessages will follow strict XM. syntax, which

all ows for but does not require indentation

9.1. Publish Exanple
The foll owi ng exanpl e assunmes that a Control Channel has been

est abl i shed and synced as described in the Media Control Channe
Framewor k ([ RFC6230]).
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Fi gure 9 shows the subscription/notification nmechanismthe Publish
interface is based on, as defined in Section 5.1. The MRB subscri bes
for information at the Media Server (nessage Al.), and the Media
Server accepts the subscription (A2.). Notifications are triggered
by the Media Server (Bl.) and acknow edged by the MRB (B2.).

VRB MS

| |

| Al. CONTROL (MRB subscription) |
|~ >

| A2. 200 X |

| o |

| |

| |

| | --+ collect
| | | up-to-date
| | <-+ info

| Bl. CONTROL (MRB notification) |

| o |

| B2. 200 &K |

Fi gure 9: Publish Exanpl e: Sequence Di agram

The rest of this section includes a full dunp of the nessages
associated with the previ ous sequence di agram specifically:

1. the subscription (AL.), in an <nrbrequest> (CFW CONTROL);

2. the Media Server accepting the subscription (A2.), in an
<nr br esponse> ( CFW 200);

3. anotification (Bl1.), in an <nrbnotification> (CFW CONTROL) ;

4. the ack to the notification (B2.), in a framework-Ievel 200
message ( CFW 200).
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Al. MRB -> M5 (CONTROL, publish request)
CFW | i dc30BZOhi C CONTROL
Control - Package: nrb-publish/1.0
Cont ent - Type: application/ nrb-publish+xm
Cont ent - Lengt h: 337

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<nr bpubl i sh version="1.0" xm ns="urn:ietf:parans: xm : ns: nrb-publish”
<nr br equest >
<subscription action="create" seqnunber="1" id="p0T65U" >
<expi r es>600</ expi r es>
<m nf r equency>20</ nm nfrequency>
<maxf r equency>20</ maxf r equency>
</ subscri ption>
</ nr br equest >
</ nr bpubl i sh>

A2. MRB <- M5 (200 to CONTROL, request accepted)
CFW 1 i dc30BZOoi C 200

Ti meout: 10

Cont ent - Type: application/ nrb-publish+xmn
Content-Length: 139

<nr bpubl i sh version="1.0" xm ns="urn:ietf:parans: xm : ns: nrb-publish”
<nr br esponse status="200" reason="CK: Request accepted"/>
</ nr bpubl i sh>

Bl. MRB <- M5 (CONTROL, event notification from M5)
CFW 03f ff 52e7b7a CONTROL

Control - Package: nrb-publish/1.0

Cont ent - Type: application/ nrb-publish+xm
Content - Lengt h: 4226

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<nr bpubl i sh version="1.0"
xm ns="urn:ietf:paranms: xm : ns:nrb-publish">
<nr bnotification seqnunber="1" id="Q¥®J3c">
<medi a- server -i d>alb2c3d4</ nedi a- server-i d>
<support ed- packages>
<package name="nsc-ivr/1.0"/>
<package nanme="nsc-m xer/1.0"/>

2013

>

>
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<package nanme="nrb-publish/1.0"/>
<package nanme="nsc- exanpl e- pkg/1.0"/>
</ support ed- packages>
<active-rtp-sessions>
<rt p- codec nane="audi o/ basi c">
<decodi ng>10</ decodi ng>
<encodi ng>20</ encodi ng>
</rtp-codec>
</ active-rtp-sessions>
<active-m xer-sessi ons>
<active-m x conferencei d="7cfgs43">
<rt p-codec nane="audi o/ basi c">
<decodi ng>3</ decodi ng>
<encodi ng>3</ encodi ng>
</rtp-codec>
</active-m x>
</ active-m xer-sessi ons>
<non-active-rtp-sessi ons>
<rt p-codec nane="audi o/ basi c">
<decodi ng>50</ decodi ng>
<encodi ng>40</ encodi ng>
</rtp-codec>
</ non-active-rtp-sessions>
<non- active-m xer - sessi ons>
<non-active-m x avail abl e="15">
<rt p-codec nane="audi o/ basi c">
<decodi ng>15</ decodi ng>
<encodi ng>15</ encodi ng>
</rtp-codec>
</ non-active-m x>
</ non-active-m xer-sessi ons>
<medi a- server - st at us>acti ve</ medi a- server - st at us>
<support ed- codecs>
<support ed- codec name="audi o/ basi c">
<support ed- codec- package nane="nsc-ivr/1.0">
<support ed- acti on>encodi ng</ supported-acti on>
<support ed- acti on>decodi ng</ support ed-acti on>
</ support ed- codec- package>
<support ed- codec- package nane="nsc-m xer/1.0">
<support ed- acti on>encodi ng</ support ed- acti on>
<support ed- acti on>decodi ng</ support ed- acti on>
</ support ed- codec- package>
</ support ed- codec>
</ support ed- codecs>
<appl i cati on-dat a>Test bedPr ot ot ype</ appl i cati on- dat a>
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<file-formats>
<support ed-f ormat nanme="audi o/ x- wav" >
<supported-fil e-package>
msc-ivr/1.0
</ supported-fil e- package>
</ support ed- f or mat >
</file-formats>
<max- pr epar ed- dur ati on>
<max-time nmax-timnme-seconds="3600">
<max-ti nme- package>nsc-ivr/ 1. 0</ max-ti me- package>
</ max-ti me>
</ max- pr epar ed- dur ati on>
<dt nf - support >
<det ect >
<dtnf-type package="nsc-ivr/1.0" name="RFC4733"/>
<dt nf -type package="nsc-m xer/ 1. 0" name="RFC4733"/>
</ det ect >
<gener at e>
<dt nf -type package="nsc-ivr/1l.0" nane="RFC4733"/>
<dt nf -type package="nsc-m xer/1l.0" nanme="RFC4733"/>
</ gener at e>
<passt hr ough>
<dt nf -type package="nsc-ivr/1.0" nane="RFC4733"/>
<dt nf -t ype package="nsc-m xer/1l.0" nane="RFC4733"/>
</ passt hr ough>
</ dt nf - support >
<m Xi ng- nodes>
<audi o- m xi ng- nodes>
<audi o- m xi ng- node package="nsc-ivr/1.0">
nbest
</ audi o- m xi ng- node>
</ audi o- m xi ng- nodes>
<vi deo- nm xi ng- nodes activespeakerni x="true" vas="true">
<vi deo- nm xi ng- node package="nsc-m xer/1.0">
si ngl e-vi ew
</ vi deo- m xi ng- node>
<vi deo- nm xi ng- node package="nsc-m xer/1.0">
dual - vi ew
</ vi deo- m xi ng- node>
<vi deo- m xi ng- node package="nsc-m xer/1.0">
dual - vi ew crop
</ vi deo- m xi ng- node>
<vi deo- nm xi ng- node package="nsc-m xer/1.0">
dual - vi ew 2x1
</ vi deo- m xi ng- node>
<vi deo- m xi ng- node package="nsc-m xer/1.0">
dual - vi ew 2x1-crop
</ vi deo- m xi ng- node>
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<vi deo- nm xi ng- node package="nsc-m xer/1.0">
quad- vi ew
</ vi deo- m xi ng- node>
<vi deo- m xi ng- node package="nsc-m xer/1.0">
mul ti pl e-5x1
</ vi deo- m xi ng- node>
<vi deo- nm xi ng- node package="nsc-m xer/1.0">
mul ti pl e-3x3
</ vi deo- m xi ng- node>
<vi deo- m xi ng- node package="nsc-m xer/1.0">
mul ti pl e-4x4
</ vi deo- m xi ng- node>
</ vi deo- m xi ng- nodes>
</ m xi ng- nodes>
<support ed-t ones>
<support ed- count ry- codes>
<country-code package="nsc-ivr/1.0">GB</country-code>
<country-code package="nsc-ivr/1.0">l T</country-code>
<country-code package="nsc-ivr/1.0">US</country-code>
</ supported-country-codes>
<support ed- h248- codes>
<h248- code package="nsc-ivr/1l.0">cg/*</h248-code>
<h248- code package="nsc-ivr/ 1. 0">bi zt n/ of que</ h248- code>
<h248- code package="nsc-ivr/1l.0">bi ztn/erw </ h248-code>
<h248- code package="nsc-m xer/ 1. 0">conftn/*</h248-code>
</ support ed- h248- codes>
</ supported-t ones>
<file-transfer-nodes>
<file-transfer-node package="nsc-ivr/1.0" name="HTTP"/>
</file-transfer-nodes>
<asr-tts-support>
<asr - support >
<l anguage xmnl :lang="en"/>
</ asr - support >
<tts-support>
<l anguage xn : | ang="en"/>
</tts-support>
</asr-tts-support>
<vxnl - support >
<vxm - node package="nsc-ivr/1.0" support="RFC6231"/>
</vxm - support >
<medi a- server-| ocati on>
<ci vi cAddress xm :lang="it">
<country>l T</ country>
<Al>Canpani a</ Al>
<A3>Napol i </ A3>
<A6>Vi a O audi o</ A6>
<HNGC>21</ HNG>
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<LMK>Uni versity of Napoli Federico II</LM>
<NAM>Di partimento di Informatica e Sistenistica</NAM>
<PC>80210</ PC>
</ ci vi cAddr ess>
</ medi a- server -1 ocati on>
<l abel >Test bedPr ot ot ype- 01</ | abel >
<nedi a- server - addr ess>si p: M5S1@rs. exanpl e. net </ nedi a- server - addr ess>
<encryption/ >
</ nrbnotification>
</ nr bpubl i sh>

B2. MRB -> MS (200 to CONTROL)

CFW 03f f f 52e7b7a 200
9.2. Consuner Exanples

As specified in Section 5.2, the Consuner interface can be invol ved
in two different nodes: Query and In-line aware. Wen in Query node,
Consumer messages are transported in HTTP nessages: an exanpl e of
such an approach is presented in Section 9.2.1. Wen in In-line
awar e node, nessages are instead transported as part of SIP
negoti ati ons: considering that SIP negotiations nmay be related to
either the creation of a Control Channel or to a User Agent Cient
(UAC) nedi a dialog, two separate exanpl es of such an approach are
presented in Section 9.2.2.

9.2.1. CQuery Exanple
The followi ng exanpl e assunes that the interested Application Server

al ready knows the HTTP URL where an MRB is listening for Consuner
nessages.
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Fi gure 10 shows the HTTP-based transaction between the Application
Server (AS, as shown in the figure) and the MRB. The Application
Server sends a Consuner request as payload of an HTTP POST nessage
(1.), and the MRB provides an answer in an HTTP 200 OK nmessage (2.).
Specifically, as will be shown in the exanples, the Application
Server is interested in 100 I VR ports: the MRB finds two Medi a
Servers that can satisfy the request (one providing 60 ports and the
other providing 40 ports) and reports themto the Application Server

AS VRB

|
| 1. HTTP POST (Consuner request)
I i R >

| and see if any

|

|

|

|

| --+ Parse request
|

| <-+ MS applies

|

|

|
--+ Parse response and |
| start session (SIP/ COVED A/ CFW |

|

|

|
|
|
|
|
| 2. 200 OK (Consumer response)
|
|
I
| <-+ with first M5 reported by MRB

|

Fi gure 10: Consuner Exanple (Query): Sequence Di agram

The rest of this section includes a full dunmp of the nmessages
associ ated with the previ ous sequence di agram specifically:

1. the Consuner request (1.), in a <medi aResourceRequest> (HITP
PCST, Content-Type 'application/nrb-consuner+xm’);

2. the Consuner response (2.), in a <nedi aResourceResponse> (HITP
200 OK, Content-Type ’'application/nrb-consuner+xm’).
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1. AS -> MRB (HTTP POST, Consuner request)

POST / M b/ Consumer HTTP/ 1.1
Cont ent - Lengt h: 893

Cont ent - Type:

appl i cati on/ nrb- consumner +xmi

Host: nrb. exanpl e. net: 8080
on: Keep-Alive

Connect i

User - Agent :

Apache-H tpCient/4.0.1 (java 1.5)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<nr bconsuner version="1.0" xm ns="urn:ietf:parans: xnm : ns: nrb- consuner" >
<nmedi aResour ceRequest id="ghl11x23v">
<gener al | nf 0>
<packages>

Boul t on,

<package>nsc-ivr/ 1. 0</ package>
<package>nsc-m xer/ 1. 0</ package>

</ packages>
</ general I nf 0>
<i vrl nf o>
<i vr-sessi ons>

<rt p-codec nane="audi o/ basi c">
<decodi ng>100</ decodi ng>
<encodi ng>100</ encodi ng>
</rtp-codec>

</ivr-sessions>
<file-formats>

<requi red-format nanme="audi o/ x-wav"/>

</file-formats>
<file-transfer-npdes>

<fil e-transfer-node package="nsc-ivr/1.0"

</file-transfer-nodes>
</ivrlnfo>

</ medi aResour ceRequest >
</ nTr bconsuner >

et al.
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HTTP/ 1.1 200 K

X- Power ed-By: Servlet/2.5

Server: Sun d assFi sh Communi cations Server 1.5

Cont ent - Type: appli cation/ nrb-consuner+xm ; char set =I SO 8859- 1
Content-Length: 1133

Date: Mon, 12 Apr 2011 14:59:26 GV

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<nr bconsuner version="1.0" xm ns="urn:ietf:parans: xnm : ns: nrb-consuner” >
<nmedi aResour ceResponse reason="Resource found" status="200"
i d="gh11x23v">
<response- sessi on-i nf o>
<sessi on-i d>5t 3Y4l (B4gY1l</ session-id>
<seq>9</ seq>
<expi r es>3600</ expi r es>
<medi a- server - addr ess
uri ="si p: Medi aSer ver @s. exanpl e. com 5080" >
<i vr-sessi ons>
<rt p-codec nane="audi o/ basi c">
<decodi ng>60</ decodi ng>
<encodi ng>60</ encodi ng>
</rtp-codec>
</ivr-sessions>
</ medi a- server - addr ess>
<medi a- server - addr ess
uri="sip: & her Medi aSer ver @ool . exanpl e. net : 5080" >
<i vr-sessi ons>
<rt p-codec nane="audi o/ basi c">
<decodi ng>40</ decodi ng>
<encodi ng>40</ encodi ng>
</rtp-codec>
</ivr-sessions>
</ medi a- server - addr ess>
</ response- sessi on-i nf 0>
</ medi aResour ceResponse>
</ nr bconsuner >

As the exanpl e shows, the request and response are associ ated by
means of the 'id attribute (id="ghl1x23v"). The MRB has picked 'Y
as the random sequence nunber that needs to be increnented by the
Application Server for the subsequent request associated with the
sane session.
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The rest of the scenario is omtted for brevity. After having

recei ved the ' nmedi aResour ceResponse’, the Application Server has the
URIs of two Media Servers able to fulfill its media requirenments and
can start a control dialog with one or both of them

9.2.2. | AWM Exanpl es

Two separate exanples are presented for the | AMM case: in fact, | AW
can take advantage of two different approaches with respect to the
SIP dialogs to be exploited to carry Consumer nessages, i.e., i) a
SIP control dialog to create a Control Channel, and ii) a UAC nedi a
dialog to attach to a Media Server. To nake things clearer for the
reader, the same Consuner request as the one presented in the Query
node will be sent, in order to clarify how the behavior of the

i nvol ved parties may differ.

9.2.2.1. | AW Exanpl e: CFW Based Approach

The followi ng exanpl e assunes that the interested Application Server
al ready knows the SIP URI of an MRB

Figure 11 shows the first approach, i.e., SIP-based transactions
between the Application Server, the MRB, and one Media Server that
the MRB chooses fromthe two that are allocated to fulfill the

request. The diagramis nore conplex than before. This is basically
a scenario envisaging the MRB as a B2BUA. The Application Server
sends a SIP INVITE (1.) containing both a CFWrelated SDP and a
Consumer request (multipart body). The MRB sends a provisiona
response to the Application Server (2.) and starts working on the
request. First of all, it makes use of the Consuner request fromthe
Application Server to deternine which Media Servers should be
exploited. Once the right Media Servers have been chosen (M5l and
M52 in the exanple), the MRB sends a new SIP INVITE (3.) to one of
the Media Servers (MS1l in the exanple) by just including the SDP part
of the original request. That Media Server negotiates this |INVITE as
specified in [RFC6230] (4., 5., 6.), providing the MRB with its own
CFWrelated SDP. The MRB replies to the original Application Server

I NVITE preparing a SIP 200 OK with another nultipart body (7.): this
mul tipart body includes the Consuner response used by the MRB to
determne the right Media Servers and the SDP returned by the Media
Server (MS1) in (5.). The Application Server finally acknow edges
the 200 K (8.), and can start a CFWconnection towards that Mdia
Server (MS1l). Since the MRB provided the Application Server with two
Medi a Server instances to fulfill its requirenments, the Application
Server can use the URI in the <media-server-address> elenent in the
<nedi aResour ceResponse> that describes the other Media Server to
establish a CFWchannel with that Media Server (Ms2) as well.

Boulton, et al. St andards Track [ Page 68]



RFC 6917

AS

Medi a Resour ce Brokering

Pl ease note that to ease the reading of the protocol

April 2013

contents a

sinple '=_Part’ is used whenever a boundary for a 'nultipart/m xed
payl oad is provided, instead of the actual boundary
inserted in the SIP nessages.
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| <<########H#H#H##RE TCP CONNECT| ON ######HARHHHHHHHRE>>

| CFW SYNC I
| ++++++++++++++ S

Negotiate SIP control dialog with M52 |

Create TCP CFW channel towards M52 as well (if needed) |

|

| <<#H#H##HH7H 7R TCP CONNECTI ON #####H#HHHRH R H R >>
| |
| CFW SYNC

T e LI
| |
| |

Figure 11: Consuner Exanple (I AMM Control Channel): Sequence Di agram

The rest of this section includes an alnost full trace of the
messages associated with the previous sequence diagram Only the

rel evant SIP nessages are shown (both the INVITEs and the 200 OKs),
and only the rel evant headers are preserved for brevity (Content-Type
and nultipart-related information). Specifically:

1. the original INVITE (1.) containing both a CFWrel ated SDP
(Connection-Oriented Media (COVEDI A) information to negotiate a
new Control Channel) and a Consuner <medi aResourceRequest >;

2. the INVITE sent by the MRB (acting as a B2BUA) to the Media
Server (3.), containing only the CFWrelated SDP fromthe
original INVITE

3. the 200 OK sent by the Media Server back to the MRB (5.) to
compl ete the CFWrel ated negotiation (SDP only);

4. the 200 K sent by the MRB back to the Application Server in
response to the original INVITE (7.), containing both the
CFWrel ated i nfornmati on sent by the Media Server and a Consumer
<nedi aResour ceRequest > docunenting the MRB's decision to use that
Medi a Server.
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1. AS -> MRB (INVITE nul tipart/ m xed)

[--]
Cont ent - Type: nul ti part/m xed; boundary="=_Part"

= Part

Cont ent - Type: application/sdp

v=0

0=- 2890844526 2890842807 I N | P4 as. exanpl e. com
s=Medi aCtr|

c=IN | P4 as. exanpl e. com

t=0 0

meappl i cati on 48035 TCP cfw
a=connecti on: new
a=setup:active

a=cfwid: vFOzD4xz UAV®

a=ctrl - package: nsc-mxer/ 1.0
a=ctrl - package: nsc-ivr/ 1.0

= Part
Cont ent - Type: application/ nr b- consuner +xni

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<nr bconsumer version="1.0"
xm ns="urn:ietf:parans: xm :ns:nrb-consuner">
<nedi aResour ceRequest id="pz78hnql">
<gener al | nf 0>
<packages>
<package>nsc-ivr/ 1. 0</ package>
<package>nsc- ni xer/ 1. 0</ package>
</ packages>
</ general I nf 0>
<ivrlnfo>
<i vr-sessi ons>
<rt p-codec nane="audi o/ basi c">
<decodi ng>100</ decodi ng>
<encodi ng>100</ encodi ng>
</rtp-codec>
</ivr-sessions>
<file-formts>
<requi red-fornmat nane="audi o/ x-wav"/ >
</file-formats>
<file-transfer-nodes>
<file-transfer-node package="nsc-ivr/1.0" name="HTTP"/>
</file-transfer-nodes>
</ivrlnfo>
</ medi aResour ceRequest >
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</ nr bconsuner >

= Part

3. MRB -> M5 (INVITE sdp only)
[..] ' '
Cont ent - Type: application/sdp

v=0

0=- 2890844526 2890842807 I N | P4 as. exanpl e. com
s=Medi aCtr|

c=IN I P4 as.exanpl e. com

t=0 0

m=appl i cati on 48035 TCP cfw
a=connecti on: new

a=setup: active

a=cfw i d: vFOzD4xz UAV®

a=ctrl - package: nsc-mxer/ 1.0
a=ctrl - package: msc-ivr/ 1.0

htent-Type: application/sdp

o

— o
3

diaCtrl

i ni ero 2890844526 2890842808 I N | P4 ns. exanpl e. net
i
| P4 ns. exanpl e. net

~0O wmwo<
o
Zz&

o —

0

meappl i cation 7575 TCP cfw
a=connecti on: new

a=set up: passi ve

a=cfw i d: vFOzD4xz UAVD

a=ctrl - package: nsc-mxer/ 1.0
a=ctrl| - package: msc-ivr/ 1.0

a=ctrl - package: nr b- publish/1.0
a=ctrl - package: nsc- exanpl e- pkg/ 1. 0
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7. AS <- MRB (200 OK mul ti part/ m xed)

[--]
Cont ent - Type: nul ti part/m xed; boundary="=_Part"

= Part
Cont ent - Type: application/sdp

— o
3

diaCrl

i ni ero 2890844526 2890842808 I N | P4 ns. exanpl e. net
i
| P4 ns. exanpl e. net

0O wmwo<
o au
z&

o —

0

mFappl i cation 7575 TCP cfw
a=connecti on: new

a=set up: passi ve

a=cfw i d: vFOzD4xz UAV®

a=ctrl - package: nsc-mxer/ 1.0
a=ctrl - package: nsc-ivr/ 1.0

a=ctrl - package: nr b- publish/ 1.0
a=ctrl - package: nsc- exanpl e- pkg/ 1. 0

= Part
Cont ent - Type: application/ nrb-consuner +xni

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<nr bconsumer version="1.0"
xm ns="urn:ietf:parans: xnm : ns: nrb- consuner" >
<nedi aResour ceResponse reason="Resource found" status="200"
i d="pz78hnql" >
<r esponse- sessi on-i nf o>
<sessi on-i d>z1skKYzZ@eFu</ sessi on-i d>
<seq>9</ seq>
<expi r es>3600</ expi r es>
<nedi a- server - addr ess
uri ="si p: Medi aSer ver @s. exanpl e. com 5080" >
<connection-i d>32phdxZ8: KQM677BF</ connecti on-i d>
<i vr-sessi ons>
<rt p-codec nane="audi o/ basi c">
<decodi ng>60</ decodi ng>
<encodi ng>60</ encodi ng>
</rtp-codec>
</ivr-sessions>
</ medi a- server - addr ess>
<medi a- server - addr ess
uri ="sip: & her Medi aSer ver @ool . exanpl e. net : 5080" >
<i vr-sessi ons>
<rt p-codec nane="audi o/ basi c">

Boulton, et al. St andards Track [ Page 73]



RFC 6917 Medi a Resour ce Brokering April 2013

<decodi ng>40</ decodi ng>
<encodi ng>40</ encodi ng>
</rtp-codec>
</ivr-sessions>
</ medi a- server - addr ess>
</ response- sessi on-i nf 0>
</ medi aResour ceResponse>
</ nr bconsuner >

= Part

As the previous exanple illustrates, the only difference in the
response that the MRB provides to the Application Server is in the
"connection-id attribute that is added to the first all ocated Medi a
Server instance: this allows the Application Server to understand
that the MRB has sent the CFWchannel negotiation to that specific
Medi a Server and that the connection-id to be used is the one
provided. This will be described in nore detail in the follow ng
section for the nedia dial og-based approach

The continuation of the scenario (the Application Server connecting
to M51 to start the Control Channel and the rel ated SYNC nessage, the
Application Server connecting to M52 as well later on, all the nedia
di al ogs being attached to either Media Server) is omtted for

brevity.

9.2.2.2. | AW Exanpl e: Medi a D al og- Based Approach

The followi ng exanpl e assunmes that the interested Application Server
al ready knows the SIP URI of an MRB

Fi gure 12 shows the second approach, i.e., SIP-based transactions
between a SIP client, the Application Server, the MRB, and the Media
Server that the MRB chooses. The interaction is basically the same
as previous exanples (e.g., contents of the multipart body), but
considering that a new party is involved in the comunication, the
diagramis slightly nore conplex than before. As before, the MRB
acts as a B2BUA. A UAC sends a SIP INVITE to a SIP URI handl ed by
the Application Server, since it is interested to its services (1.).
The Application Server sends a provisional response (2.) and, since
it doesn’'t have the resources yet, sends to the MRB a new SIP I NVITE
(3.) containing both the UAC nedi a-rel ated SDP and a Consuner request
(rmultipart body). The MRB sends a provisional response to the
Application Server (4.) and starts working on the request. First of
all, it makes use of the Consuner request fromthe Application Server
to determ ne which Media Servers should be chosen. Once the Media
Server has been chosen, the MRB sends a new SIP INVITE to one of the
Medi a Servers by including the SDP part of the original request (5.).
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The Media Server negotiates this INVITE as specified in [ RFC6230]

(6., 7., 8.) to allocate the needed nedia resources to handl e the new
nmedi a dial og, eventually providing the MRB with its own nedia-rel ated
SDP. The MRB replies to the original Application Server |NVITE
preparing a SIP 200 K with a nultipart body (9.): this nultipart
body i ncl udes the Consuner response fromthe MRB indicating the
chosen Media Servers and the SDP returned by the Media Server in
(7.). The Application Server finally acknow edges the 200 OK (10.)
and ends the scenario by eventually providing the UACwith the SDP it
needs to set up the RTP channels with the chosen Media Server: a
separate direct SIP control dialog may be initiated by the
Application Server to the sane Media Server in order to set up a
Control Channel to manipulate the nedia dial og.

As with the | AW Control Channel exanple in the prior section, this
exanpl e has the MRB sel ecting Media Server resources across two Media
Server instances. The convention could be that the MRB sent the SIP
INVITE to the first Media Server in the list provided to the
Application Server in the Consumer response information. For the
sake of brevity, considerations related to connecting to the other
Media Servers as well are onmitted, since they have al ready been
addressed in the previous section.

Pl ease note that to ease the reading of the protocol contents, a
sinmple '=_Part’ is used whenever a boundary for a 'nultipart/ m xed
payl oad is provided, instead of the actual boundary that would be
inserted in the SIP nessages.
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UAC AS MRB WSS
| | | |
| 1. INVITE | | |
| (media SDP) | | |
R > | |
| 2. 100 Trying | | |
R | | |
| | 3. INVITE | |
| | (multipart/mxed) | |
| |- > |
| | 4. 100 (Trying) | |
| | < |
| | | --+ Extract SDP and |
| | | | MRB payl oads; handl e |
| | | <-+ Consuner request to |
| | | pi ck Media Servers |
| | | |
| | | 5. INVITE |
| | | (only copy SDP from 3.) |
| I e e >
| | | 6. 100 (Trying) |
| | | < |
| | | +--|
| | | Handl e nmedia dialog | |
| | | (connection-id) +->|
| | | |
| | | 7. 200 &K |
| | | <o |
| | | 8. ACK |
| | R RREEEEEEEEEEEE >
| | Prepare new +-- | |
| | payload with | | |
| | SDP from M5 and +->| |
| | Consurner reply | |
| | | |
| | 9. 200 X | |
| | (rmul ti part/m xed) | |
| | <o | |
| | 10. ACK | |
| e ERREREEEEEELE > |
| | | |
| | --+ Read Cons. reply | |
| | | and send SDP | |
| | <-+ back to UAC | |
| 11. 200 K | | I
| <o | | |
| 12. ACK | | |
|- > | |
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<SRRI R R‘I’P * kK k%

*************************>>|

$ —

| |
| --+ Negotiate |
| | CFWchannel |
| <-+ towards M5 |
| |

|
|
(i f needed) |

| |
| Create TCP CFWchannel towards MS (if needed)
| >

|

|
| <<#t##H###H###H##E TCP CONNECT| ON #####HHAHHHAHHH AR>S

| CFW SYNC |
| ++++++t bbb S

Fi gure 12: Consuner Exanple (1 AMM Media Dial og): Sequence Di agram

The rest of this section includes a trace of the nessages associ ated
with the previous sequence diagram Only the rel evant SIP nessages
are shown (both the INVITEs and the 200 OKs), and only the rel evant
headers are preserved for brevity (Content-Type, Fronmf To, and
multipart-related information). Specifically:

1

the original INVITE (1.) containing the nedia-related SDP sent by
a UAC

the INVITE sent by the AS to the MRB (3.), containing both the
medi a-rel ated SDP and a Consumer <nedi aResour ceRequest >;

the INVITE sent by the MRB (acting as a B2BUA) to the Media
Server (5.), containing only the nedia-related SDP fromthe
original INVITE

the 200 OK sent by the Media Server back to the MRB (7.) to
conpl ete the nedi a-rel ated negotiation (SDP only);
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5. the 200 OK sent by the MRB back to the Application Server in
response to the original INVITE (9.), containing both the
nmedi a-rel ated information sent by the Media Server and a Consuner
<nedi aResour ceRequest > docunenting the MRB' s decision to use that
Medi a Server;

6. the 200 OK sent by the Application Server back to the UAC to have
it set up the RTP channel (s) with the Media Server (11.).

UAC -> AS (INVITE with nedia SDP)

[--]

From <sip:lmniero@isers. exanpl e. conp; tag=1153573888
To: <sip: nedi actrl| Deno@s. exanpl e. con»

[..]

Cont ent - Type: application/sdp

- O

m ni ero 123456 654321 IN I P4 203.0.113.2
A conversation
N | P4 203.0.113.2
0
mFaudi o 7078 RTP/ AVP 0 3 8 101
a=rtpnmap: 0 PCMJ 8000/ 1
a=rtpmap: 3 GSM 8000/ 1
a=rtpmap: 8 PCMA/ 8000/ 1
a=rtpmap: 101 t el ephone-event/ 8000
a=fntp: 101 0-11
mevi deo 9078 RTP/ AVP 98

0O wnmwo<
o

o

AS -> MRB (INVITE mul tipart/m xed)

[--]

From <si p: ApplicationServer @s. exanpl e. conp; t ag=f d4f ushb
To: <sip: Mb@mb. exanpl e. org>

[--]

Cont ent - Type: nul ti part/m xed; boundary="=_Part"

= Part

Cont ent - Type: application/sdp

v=0

o=l m niero 123456 654321 IN | P4 203.0.113.2
s=A conversation

c=IN I P4 203.0.113.2

t=0 0
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mFaudi o 7078 RTP/ AVP 0 3 8 101
a=rtpmap: 0 PCMJ 8000/ 1

a=rtpmap: 3 GSM 8000/ 1

a=rtpmap: 8 PCMA/ 8000/ 1
a=rtpmap: 101 t el ephone-event/ 8000
a=fntp: 101 0-11

mevi deo 9078 RTP/ AVP 98

= Part
Cont ent - Type: application/ nr b- consuner +xni

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<nr bconsuner version="1.0"
xm ns="urn:ietf:parans: xm :ns:nrb-consuner">
<nedi aResour ceRequest i d="ns56g1x0">
<gener al | nf 0>
<packages>
<package>nsc-ivr/ 1. 0</ package>
<package>nsc- ni xer/ 1. 0</ package>
</ packages>
</ general I nf 0>
<ivrlnfo>
<i vr-sessi ons>
<rt p-codec nane="audi o/ basi c">
<decodi ng>100</ decodi ng>
<encodi ng>100</ encodi ng>
</rtp-codec>
</ivr-sessions>
<file-formts>
<requi red-fornmat nane="audi o/ x-wav"/ >
</file-formats>
<file-transfer-nodes>
<file-transfer-node package="nsc-ivr/1.0" name="HTTP"/>
</file-transfer-nodes>
</ivrlnfo>
</ medi aResour ceRequest >
</ nr bconsuner >

= Part
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5. MRB -> M5 (INVITE sdp only)
[..1
From <sip: Mb@mb. exanpl e. org: 5060>; t ag=32pbdxZ8
To: <sip: Medi aServer @rs. exanpl e. com 5080>
[.-]
Cont ent - Type: application/sdp

- O

m ni ero 123456 654321 IN | P4 203.0.113.2
A conversation
N I P4 203.0.113.2

0O wmwo<
o

o
o

mFaudi o 7078 RTP/AVP 0 3 8 101
a=rtpmap: 0 PCMJ 8000/ 1

a=rtpmap: 3 GSM 8000/ 1

a=rtpmap: 8 PCMA/ 8000/ 1

a=rtpnmap: 101 t el ephone-event/ 8000
a=fmp: 101 0-11

m=vi deo 9078 RTP/ AVP 98

7. MRB <- M5 (200 X sdp)
[..1
From <sip: Mb@mb. exanpl e. org: 5060>; t ag=32pbdxZ8
To: <sip: Medi aServer @rs. exanpl e. com 5080>; t ag=KQn677BF
[--]
Cont ent - Type: application/sdp

— o
3

diaCrl

iniero 123456 654322 IN I P4 203.0.113.1
i
| P4 203.0.113. 1

0O wnmwo<
o au
Zz&

o —

0

mFaudi o 63442 RTP/AVP 0 3 8 101
a=rtpmap: 0 PCMJ 8000

a=rtpmap: 3 GSM 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 101 t el ephone-event/ 8000
a=fnt p: 101 0-15

a=ptine: 20

a=| abel : 7eda834

mevi deo 33468 RTP/ AVP 98
a=rtpmap: 98 H263- 1998/ 90000
a=fmp: 98 Cl F=2

a=| abel : 0132ca2
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9. AS <- MRB (200 OK mul ti part/m xed)
[..] _ _ _
From <sip: Applicati onServer @s. exanpl e. conp; t ag=f d4f ush5
To: <sip: Mb@mb. exanpl e. org>; tag=117652221
[.-]
Cont ent - Type: nul tipart/m xed; boundary="=_Part"

= Part

Cont ent - Type: application/sdp

v=0

o=l mi ni ero 123456 654322 IN | P4 203.0.113.1
s=Medi aCtr|l

c=IN P4 203.0.113.1

t=0 0

mraudi 0 63442 RTP/AVP 0 3 8 101
a=rtpmap: 0 PCMJ 8000

a=rtpmap: 3 GSM 8000

a=rtpmap: 8 PCMA/ 8000
a=rtpmap: 101 tel ephone-event/ 8000
a=fm p: 101 0-15

a=ptine: 20

a=| abel : 7eda834

mevi deo 33468 RTP/ AVP 98
a=rtpmap: 98 H263- 1998/ 90000
a=fmp: 98 Cl F=2

a=l abel : 0132caz2

= Part
Cont ent - Type: application/ nrb-consuner +xni

<?xm version="1. 0" encodi ng="UTF-8" standal one="yes" ?>
<nr bconsuner version="1.0"
xm ns="urn:ietf:parans: xm : ns: nrb-consuner” >
<nmedi aResour ceResponse reason="Resource found" status="200"
i d="ns56g1x0" >
<response- sessi on-i nf o>
<sessi on-i d>z1skKYzZ®@BeFu</ sessi on-i d>
<se(q>9</ seq>
<expi r es>3600</ expi r es>
<medi a- server - addr ess
uri ="sip: Medi aSer ver @s. exanpl e. com 5080" >
<connect i on-i d>32pbdxZ8: KQw677BF</ connecti on-i d>
<i vr-sessi ons>
<rt p- codec nane="audi o/ basi c">
<decodi ng>60</ decodi ng>
<encodi ng>60</ encodi ng>
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</rtp-codec>
</ivr-sessions>
</ medi a- server - addr ess>
<nedi a- server - addr ess
uri="sip: & her Medi aSer ver @ool . exanpl e. net : 5080" >
<i vr-sessi ons>
<rt p-codec nane="audi o/ basi c">
<decodi ng>40</ decodi ng>
<encodi ng>40</ encodi ng>
</rtp-codec>
</ivr-sessions>
</ medi a- server - addr ess>
</ response- sessi on-i nf 0>
</ medi aResour ceResponse>
</ nr bconsuner >

= Part

UAC <- AS (200 K sdp)
[..] _ o

From <sip:Imniero@isers. exanpl e. conp; t ag=1153573888
To: <sip: nmedi actrl Deno@s. exanpl e. conp; t ag=bcd47c32
[--]
Cont ent - Type: application/sdp

v=0

o=l mniero 123456 654322 IN | P4 203.0.113.1
s=Medi aCt r |

c=INIP4 203.0.113.1

t=0 0

mraudi o 63442 RTP/AVP 0 3 8 101
a=rtpmap: 0 PCMJ 8000

a=rtpmap: 3 GSM 8000

a=rtpnmap: 8 PCMA/ 8000
a=rtpnmap: 101 tel ephone-event/ 8000
a=fnt p: 101 0-15

a=ptine: 20

a=| abel : 7eda834

mevi deo 33468 RTP/ AVP 98

a=rt pmap: 98 H263- 1998/ 90000
a=fmp: 98 Cl F=2

a=l| abel : 0132ca2

As the exanples illustrate, as in the | AW Control Channel exanple,
the MRB provides the Application Server with a <nedi a-server - address>
el ement in the Consuner response: the "uri’ attribute identifies the
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10.

<?
<X
e
X
X
X
X

<

<

<

Bo

specific Media Server to which the MRB has sent the SDP nedia

negoti ation, and the ’'connection-id enables the Application Server
to identify to the Media Server the dial og between the MRB and Medi a
Server. This attribute is needed, since according to the franework
speci fication [ RFC6230] the connection-id is built out of the From To
tags of the dialog between the MRB and Medi a Server; since the MRB
acts as a B2BUA in this scenario, without that attribute the
Application Server does not know the rel evant tags, thus preventing
the CFW protocol from working as expect ed.

The continuation of the scenario (the Application Server connecting
to the Media Server to start the Control Channel, the SYNC nessage,
etc.) is omtted for brevity.

Medi a Service Resource Publisher Interface XM. Schemn

This section gives the XML Scherma Definition
[ MBC. REC- xm schenma- 1- 20041028] [ WBC. REC- xnl schema- 2- 20041028] of the
"application/nrb-publish+txm" fornat.

xm version="1.0" encodi ng="UTF- 8" ?>

sd: schema t ar get Nanmespace="urn:ietf: parans: xm : ns: nr b- publ i sh"
| enent For mDef aul t =" qual i fi ed" bl ockDef aul t="#all"

m ns="urn:ietf:parans: xnl :ns: nrb-publish"

m ns: fw="urn:ietf:parans: xm :ns:control :franework-attributes"”
m ns:ca="urn:ietf:params: xm :ns: pi df: geopriv10: ci vi cAddr"

m ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schema" >

xsd: annot ati on>
<xsd: docunent ati on>

| ETF MediaCtrl MRB 1.0

This is the schema of the | ETF Medi aCtrl MRB package.

The schema namespace is urn:ietf:parans: xm : ns: nrb-publish

</ xsd: docunent ati on>
/ xsd: annot ati on>

I--
HRAHHHHHBRRHHHHHABRBHHHHH BB RHHHAHRRRHHHAHRRRBHHH AR AR HHH AR
SCHEMA | MPORTS

HHBHEHSHE RS H R H R R R H R R R
->
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<xsd: i nport nanespace="htt p://ww. w3. or g/ XM/ 1998/ nanmespace"
schemaLocati on="http://ww. w3. or g/ 2001/ xm . xsd" >
<xsd: annot ati on>
<xsd: docunent ati on>
This inport brings in the XM attributes for
xnl : base, xm:lang, etc.
</ xsd: docunent at i on>
</ xsd: annot ati on>
</ xsd: i nport >

<xsd: i nport
nanespace="urn:ietf: parans: xm :ns:control:franework-attri butes"
schenmalLocat i on="fr anmewor k. xsd" >
<xsd: annot ati on>
<xsd: docunent ati on>
This inport brings in the framework attributes for
conferencei d and connecti oni d.
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: i nport >

<xsd: i nport
nanespace="urn:ietf: paranms: xm : ns: pi df : geopri v10: ci vi cAddr "
schenmalLocat i on="ci vi cAddr ess. xsd" >
<xsd: annot ati on>
<xsd: docunent ati on>
This inport brings in the civicAddress specification
from RFC 5139
</ xsd: docunent ati on>
</ xsd: annot ati on>
</ xsd: i nport >

<l--
HHHH R R R R R R R R R R R R R R R R

Ext ensi bl e core type

HHHHHHHHH B R HH R R TR R R R R R R R R R R
-->

<xsd: conpl exType nane="Tcore">
<xsd: annot at i on>
<xsd: docunent at i on>
This type is extended by ot her (non-nixed) conponent types to
allow attributes from ot her nanespaces.
</ xsd: docunent ati on>
</ xsd: annot at i on>
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<xsd: sequence/ >
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: conpl exType>

<l--
HHHH R R R R R R R R i

TOP- LEVEL ELEMENT: nrbpublish

HHBHS RS R R R R R R
>

<xsd: conpl exType nane="nr bpubl i shType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: choi ce>
<xsd: el enent ref="nrbrequest" />
<xsd: el ement ref="nrbresponse" />
<xsd: el ement ref="nrbnotification" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="|ax" />
</ xsd: choi ce>
</ xsd: sequence>
<xsd: attribute nane="version" type="version. datatype"
use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="nr bpubl i sh" type="nrbpublishType" />

<l --
HHHH R R R AR R R R R

nT br equest TYPE

HHBHSHEHEH R R R R R R R
>

<l--  nrbrequest -->
<xsd: conpl exType nane="nr brequest Type" >
<xsd: conpl exCont ent >

<xsd: ext ensi on base="Tcore">
<xsd: sequence>
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<xsd: el enment ref="subscription" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribut e nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="nr brequest" type="nrbrequest Type" />
<l-- subscription -->

<xsd: conpl exType nanme="subscri pti onType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement nanme="expires" type="xsd: nonNegati vel nt eger"
m nCccurs="0" maxCQccurs="1" />
<xsd: el erent name="m nfrequency" type="xsd: nonNegati vel nt eger"
nm nCccur s="0" maxCQccurs="1" />
<xsd: el emrent name="nmaxfrequency" type="xsd: nonNegati vel nt eger"
m nOccur s="0" maxQccurs="1" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="id" type="id.datatype" use="required" />
<xsd: attribute nane="seqgnumnber" type="xsd: nonNegati vel nteger"
use="required" />
<xsd: attribute nane="action" type="action. dat atype"
use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="subscri ption" type="subscriptionType" />
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<l--
HEH R R R R R

nr br esponse TYPE

B G e
>

<l--  nrbresponse -->

<xsd: conpl exType nane="nr br esponseType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="subscription" m nCccurs="0" naxCccurs="1" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded"” processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="status" type="status. datatype"
use="required" />
<xsd: attribute name="reason" type="xsd:string" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="nr br esponse" type="nrbresponseType" />

<l--
HHRHHHH R R HHH R PR HH R R R R R R R R R R

nr bnoti fi cati on TYPE

HHBHS RS R R R R R R
>

<!-- mrbnotification -->

<xsd: conpl exType nane="nrbnotificati onType">

<xsd: conpl exCont ent >

<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement nanme="nedi a-server-id"

type="subscri ptioni d. dat at ype"/ >

<xsd: el ement ref="supported-packages" m nCccurs="0" />
<xsd: el enment ref="active-rtp-sessions" m nCccurs="0" />
<xsd: el ement ref="active-m xer-sessions" mnQccurs="0" />
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<xsd: el enment ref="non-active-rtp-sessions" m nCccurs="0" />
<xsd: el ement ref="non-active-m xer-sessi ons" m nCccurs="0" />
<xsd: el ement ref="nedi a-server-status" mi nCccurs="0" />
<xsd: el ement ref="supported-codecs" m nCccurs="0" />
<xsd: el ement ref="application-data" m nCccurs="0"
maxQccur s="unbounded" />
<xsd:element ref="file-formats" m nCccurs="0" />
<xsd: el ement ref="nmax-prepared-duration" m nCccurs="0" />
<xsd: el ement ref="dtnf-support” m nCccurs="0" />
<xsd: el ement ref="m xi ng- nodes" m nCccurs="0" />
<xsd: el enent ref="supported-tones” m nCccurs="0" />
<xsd: el ement ref="file-transfer-nodes" m nCccurs="0" />
<xsd: el enment ref="asr-tts-support” m nCccurs="0" />
<xsd: el ement ref="vxnl -support" m nCccurs="0" />
<xsd: el ement ref="nedi a-server-1location" m nQccurs="0" />
<xsd: el enent ref="|abel" m nCccurs="0" />
<xsd: el enment ref="medi a-server-address” m nCccurs="0" />
<xsd: el enent ref="encryption"” m nCccurs="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="id" type="subscriptionid. datatype"
use="required" />
<xsd: attribute nane="seqgnunber" type="xsd: nonNegati vel nteger"
use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enrent name="nrbnotification" type="nmrbnotificationType" />

<l-- supported-packages -->

<xsd: conpl exType nane="supported- packagesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="package" m nCccurs="0"
maxQccur s="unbounded” />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: el emrent nanme="support ed- packages" type="supported-packagesType"/>

<xsd: conpl exType nanme="packageType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="name" type="xsd:string" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enrent nanme="package" type="packageType" />

<l-- active-rtp-sessions -->

<xsd: conpl exType nanme="active-rtp-sessi onsType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="rtp-codec" m nCccurs="0"
maxCccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="|ax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent name="active-rtp-sessions" type="active-rtp-sessionsType"/>

<xsd: conpl exType nane="rt p-codecType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enrent nanme="decodi ng" type="xsd: nonNegativel nteger" />
<xsd: el emrent nanme="encodi ng" type="xsd: nonNegativel nteger" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="name" type="xsd:string" use="required" />
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<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el enent nanme="rt p-codec" type="rtp-codecType" />

<l-- active-m xer-sessions -->

<xsd: conpl exType nane="active-ni xer-sessi onsType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="active-nix" nmi nGccurs="0"
maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent nane="acti ve-ni xer-sessi ons"
type="active-m xer-sessi onsType" />

<xsd: conpl exType nane="active-m xType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="rtp-codec" m nCccurs="0"
maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attributeGoup ref="fw framework-attributes" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el erent name="active-ni x" type="active-m xType" />
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<l-- non-active-rtp-sessions -->

<xsd: conpl exType nane="non-active-rtp-sessionsType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="rtp-codec" m nCccurs="0"
maxQCccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="non-active-rtp-sessions”
type="non-active-rtp-sessionsType" />

<l-- non-active-m xer-sessions -->

<xsd: conpl exType nanme="non-acti ve-mn xer-sessi onsType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="non-active-m x" m nCccurs="0"
maxCccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="|ax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent nane="non-active-ni xer-sessi ons"
type="non-acti ve-m xer-sessi onsType" />

<xsd: conpl exType name="non-active-mni xType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="rtp-codec" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="avail abl e" type="xsd: nonNegati vel nt eger”
use="required" />
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<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el enent nanme="non-active-m x" type="non-active-m xType" />
<I-- nedia-server-status -->

<xsd: el emrent nanme="nedi a- server-status" type="nsstatus. dat atype" />
<l-- supported-codecs -->

<xsd: conpl exType nane="supported-codecsType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enent ref="supported-codec"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="support ed-codecs" type="supported-codecsType" />

<xsd: conpl exType nane="supported-codecType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="supported-codec- package"
m nQccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="nanme" type="xsd:string" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="support ed-codec" type="supported-codecType" />
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<xsd: conpl exType nane="support ed-codec- packageType" >
<xsd: conpl exCont ent >

<xsd: ext ensi on base="Tcore">
<xsd: sequence>

<xsd: el ement nanme="supported-action” type="actions. datatype"

m nCccur s="0" maxQccur s="unbounded" />

<xsd: any nanespace="##ot her" m nCccurs="0"

maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="nanme" type="xsd:string" use="required" />

<xsd: anyAttribut e nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="support ed- codec- package"
t ype="support ed- codec- packageType" />

<l-- application-data -->

<xsd: el emrent nanme="applicati on-data" type="appdata. dat atype" />

<l-- file-formats -->

<xsd: conpl exType nanme="fil e-formatsType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="supported-fornat"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="file-formats" type="file-formatsType" />

<xsd: conpl exType nane="support ed-fornmat Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="supported-fil e-package"
m nOccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
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maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="name" type="xsd:string" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="supported-format" type="supported-fornmatType" />

<xsd: el ement name="supported-fil e-package"
type="xsd:string" />

<l--  nmax-prepared-duration -->

<xsd: conpl exType nane="max- pr epar ed-dur ati onType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="pax-time" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="nax- pr epar ed- dur ati on"”
t ype="nax- pr epar ed- dur ati onType" />

<xsd: conpl exType nane="max-ti meType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el emrent name="nmax-ti ne- package" type="xsd:string" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="nmax-tine-seconds" type="xsd: nonNegati vel nt eger"
use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="nmax-ti me" type="nax-ti meType" />
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<!-- dtnf-support -->

<xsd: conpl exType nanme="dt nf - support Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="detect" />
<xsd: el ement ref="generate" />
<xsd: el ement ref="passthrough" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded"” processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enrent name="dt nf - support"” type="dtnf-supportType" />

<xsd: conpl exType nane="det ect Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="dtnf-type"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="detect" type="detectType" />

<xsd: conpl exType nane="gener at eType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="dtnf-type"
m nOccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: el enrent name="generate" type="generateType" />

<xsd: conpl exType nane="passt hroughType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="dtnf-type"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="passt hr ough" type="passt hroughType" />

<xsd: conpl exType nane="dtnf-typeType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="name" type="dtnf.datatype" use="requ
<xsd: attribute nane="package" type="xsd:string" use="requ
<xsd: anyAttribute nanespace="##ot her" processContents="1ax
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="dtnf-type" type="dtnf-typeType" />

<l-- mxing-nodes -->

<xsd: conpl exType nanme="m xi ng- nodesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="audi o- m xi ng- nodes"
nm nCccur s="0" maxCccurs="1" />
<xsd: el ement ref="vi deo-m xi ng- nodes"
m nCccurs="0" maxQccurs="1" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
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</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el emrent name="m xi ng- nodes" type="ni xi ng- nodesType" />

<xsd: conpl exType nanme="audi o- m xi ng- nodesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="audi o- m xi ng- node"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement nanme="audi o- m xi ng- nodes" type="audi o- m xi ng- nodesType

<xsd: conpl exType nane="audi o- m xi ng- nodeType" ni xed="true">

<xsd: sequence>

<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />

</ xsd: sequence>

<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />

</ xsd: conpl exType>

<xsd: el emrent nanme="audi o- ni xi ng- node" type="audi o- m xi ng- nrodeType" /

<xsd: conpl exType nane="vi deo- m xi ng- nodesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="vi deo-m xi ng- node"
m nOccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="vas" type="bool ean. dat at ype"
default="fal se" />
<xsd:attribute nane="acti vespeakerm x" type="bool ean. dat at ype"
defaul t="fal se" />
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<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el enent nanme="vi deo- ni xi ng- nodes" type="vi deo-ni xi ng- nodesType" />

<xsd: conpl exType nane="vi deo- m xi ng- nodeType" ni xed="true">
<xsd: sequence>

<xsd: any nanmespace="##ot her" m nCccurs="0"

maxQccur s="unbounded"” processContents="lax" />

</ xsd: sequence>
<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: conpl exType>

<xsd: el emrent nanme="vi deo- m xi ng- node" type="vi deo-m xi ng- nodeType" />

<l-- supported-tones -->

<xsd: conpl exType nane="supported-tonesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="supported-country-codes"
nm nCccur s="0" maxCQccurs="1" />
<xsd: el ement ref="supported-h248-codes"
m nOccur s="0" maxQccurs="1" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="support ed-tones" type="supported-tonesType" />

<xsd: conpl exType nane="supported-country-codesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="country-code"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded"” processContents="|ax" />
</ xsd: sequence>
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<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el enent nanme="support ed- country-codes"
t ype="support ed- country-codesType" />

<xsd: conpl exType nanme="country-codeType" ni xed="true">

<xsd: sequence>

<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s=" unbounded" processContents="lax" />

</ xsd: sequence>

<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />

</ xsd: conpl exType>

<xsd: el enent name="country-code" type="country-codeType" />

<xsd: conpl exType nanme="supported- h248- codesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="h248-code"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement nanme="support ed- h248- codes"
type="support ed- h248- codesType" />

<xsd: conpl exType nane="h248-codeType" ni xed="true">
<xsd: sequence>
<xsd: any nanmespace="##ot her" m nCccurs="0"

maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: conpl exType>

<xsd: el ement nanme="h248-code" type="h248-codeType" />
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<l-- file-transfer-nodes -->

<xsd: conpl exType nanme="fil e-transfer-nodesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="file-transfer-node"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enrent nane="fil e-transfer-nodes"
type="fil e-transfer-nodesType" />

<xsd: conpl exType nane="fil e-transfer-nodeType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="nanme" type="transfernode. datatype"
use="required" />

2013

<xsd:attribute nane="package" type="xsd:string" use="required" />

<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el ement name="fil e-transfer-node" type="file-transfer-nodeType" />

<l-- asr-tts-support -->

<xsd: conpl exType nane="asr-tts-supportType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enent ref="asr-support"”
nm nCccur s="0" maxCccurs="1" />
<xsd: el ement ref="tts-support"”
m nQccur s="0" maxCccurs="1" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
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</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el ement name="asr-tts-support" type="asr-tts-supportType" />

<xsd: conpl exType nane="asr - support Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="|anguage"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="asr-support" type="asr-supportType" />

<xsd: conpl exType nane="tts-support Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="|anguage"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="tts-support" type="tts-supportType" />

<xsd: conpl exType nane="| anguageType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute ref="xm:lang" />
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<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

<xsd: el enrent nanme="| anguage" type="I| anguageType" />

<l-- nedia-server-location -->

<xsd: conpl exType nane="nmnedi a- server-1|ocati onType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el emrent name="ci vi cAddress" type="ca: civi cAddress"
m nCQccur s="1" maxCccurs="1" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent nane="nedi a-server-| ocati on"
type="nedi a- server-| ocati onType" />

<l--  wvxm -support -->

<xsd: conpl exType nane="vxnl - support Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="vxm - node"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="vxml - support" type="vxnl -support Type" />
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<xsd: conpl exType nane="vxnl - nodeType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd:attribute nane="support" type="vxnl.datatype" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el erent nanme="vxml - nrode" type="vxnl - nodeType" />

<l-- label -->

<xsd: el emrent name="| abel " type="Iabel . datatype" />

<I-- medi a-server-address -->
<xsd: el enrent nanme="nedi a- server-address" type="xsd:anyURl " />
<l-- encryption -->

<xsd: conpl exType nane="encryptionType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="encryption" type="encryptionType" />
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<l--
HEH R R A R A 1

DATATYPES

HHHHS R R R R R R R R R
>

<xsd: si npl eType name="versi on. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN' >
<xsd: enunerati on value="1.0" />

</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nanme="i d. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN' />
</ xsd: si npl eType>

<xsd: si npl eType nane="st at us. dat at ype" >
<xsd:restriction base="xsd: positivelnteger">
<xsd: pattern value="[0-9][0-9][0-9]" />
</xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nane="nsst at us. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: enuneration val ue="active" />
<xsd: enuner ati on val ue="deacti vated" />
<xsd: enuner ati on val ue="unavail abl e" />
</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nanme="acti on. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN' >
<xsd: enunerati on val ue="create" />
<xsd: enuner ati on val ue="update" />
<xsd: enuner ati on val ue="renove" />

</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType name="acti ons. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: enuner ati on val ue="encodi ng" />
<xsd: enuner ati on val ue="decodi ng" />
<xsd: enuner ati on val ue="passt hrough" />
</xsd:restriction>

</ xsd: si npl eType>
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<xsd: si npl eType nane="appdat a. dat at ype" >
<xsd:restriction base="xsd:string" />
</ xsd: si npl eType>

<xsd: si npl eType nane="dt nf. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN"/ >
</ xsd: si npl eType>

<xsd: si npl eType nanme="tr ansf er node. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN' />
</ xsd: si npl eType>

<xsd: si npl eType nane="bool ean. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: enuneration val ue="true" />
<xsd: enuner ati on val ue="fal se" />
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType nanme="vxnl . dat at ype" >
<xsd:restriction base="xsd: NMTOKEN'/ >
</ xsd: si npl eType>

<xsd: si npl eType nane="I abel . dat at ype" >
<xsd:restriction base="xsd: NMTOKEN"' />

</ xsd: si npl eType>

<xsd: si npl eType name="subscri ptioni d. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN' />

</ xsd: si npl eType>

</ xsd: schenma>
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11. Media Service Resource Consuner Interface XM. Schena

This section gives the XML Schema Definition
[ WBC. REC- xnl schema- 1- 20041028] [ WBC. REC- xml schema- 2- 20041028] of the
"application/nrb-consuner+xm " fornmat.

<?xm version="1.0" encodi ng="UTF-8"?>

<xsd: schena t arget Nanespace="urn:ietf: parans: xnl : ns: nr b- consuner"
el ement For mDef aul t ="qual i fi ed" bl ockDefaul t="#all"

xm ns="urn:ietf:parans: xnm : ns: nr b- consuner"

xm ns: ca="urn:ietf:parans: xm : ns: pi df : geopri v10: ci vi cAddr"

xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schema" >

<xsd: annot ati on>
<xsd: docunent ati on>
| ETF Medi aCtrl MRB 1.0

This is the schema of the | ETF MediaCtrl MRB Consumer interface.
The schema nanespace is urn:ietf:parans: xnl :ns: nrb-consuner

</ xsd: docunent ati on>
</ xsd: annot ati on>

<I--
HHHHH IR R R R R R R R R R R R R R R

SCHEMA | MPORTS

HHRHHHH R R HHH R R R HH R R R R R R R R R R R
S

<xsd:inport nanespace="http://ww. w3. or g/ XM_/ 1998/ nanmespace"
schemaLocati on="http://ww. w3. org/ 2001/ xm . xsd" >
<xsd: annot at i on>
<xsd: docunent at i on>
This inport brings in the XML attributes for
xml : base, xm:lang, etc.
</ xsd: docunent at i on>
</ xsd: annot at i on>
</ xsd: i nport >

<xsd: i nport
namespace="urn:ietf:parans: xnm : ns: pi df : geopri v10: ci vi cAddr"
schenmnLocat i on="ci vi cAddr ess. xsd" >
<xsd: annot ati on>
<xsd: docunent ati on>
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This inport brings in the civicAddress specification
from RFC 5139
</ xsd: docunent at i on>

</ xsd: annot ati on>

</ xsd:inport>

<l--
HEH R R R R R

Extensi bl e core type

HHHHS R R R R R R R
>

<xsd: conpl exType nane="Tcore">
<xsd: annot at i on>
<xsd: docunent ati on>
This type is extended by other (non-ni xed) conponent types to
all ow attributes from ot her nanespaces
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: sequence/ >
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: conpl exType>

<l--
HHHH R R R R R R R R R R R R R R R R

TOP- LEVEL ELEMENT: nr bconsuner

HHHHHHHHH B R HH R R TR R R R R R R R R R R
-->

<xsd: conpl exType nanme="nr bconsumner Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: choi ce>
<xsd: el ement ref="medi aResour ceRequest" />
<xsd: el ement ref="medi aResour ceResponse" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: choi ce>
</ xsd: sequence>
<xsd:attribute nane="version" type="version.datatype"
use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
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</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="nr bconsuner" type="nrbconsuner Type" />

<I--
HHHHH IR HH R R R R R R R R R R R R R

medi aResour ceRequest TYPE

HHRHHHH B R HHH R PR R R R R R R R R R R R3]
S

<I-- nedi aResour ceRequest -->

<xsd: conpl exType nane="nedi aResour ceRequest Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="general I nfo" m nCccurs="0" />
<xsd: el ement ref="ivrlnfo" mnGCccurs="0" />
<xsd: el ement ref="m xerlnfo" mnQccurs="0" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="id" type="xsd:string"
use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="nmedi aResour ceRequest "
t ype="nedi aResour ceRequest Type" />
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<l--
HEH R R R R R

general I nfo TYPE

B G e
>

<l-- generallnfo -->

<xsd: conpl exType nane="general | nf oType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="session-info" mnCccurs="0" />
<xsd: el ement ref="packages" m nCccurs="0" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="general | nfo" type="general I nfoType" />

<l-- session-info -->

<xsd: conpl exType nane="sessi on-i nfoType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el emrent name="session-id" type="id. datatype"/>
<xsd: el ement name="seq" type="xsd: nonNegativel nteger"/>
<xsd: el enrent nanme="action" type="action. datatype"/>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="sessi on-i nfo" type="session-infoType" />
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<l-- packages -->

Medi a Resour ce Brokering

<xsd: conpl exType nane="packagesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">

<xsd: sequence>
<xsd: el enrent nanme="package" type="xsd: string"

maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" mi nCccurs
maxQccur s="unbounded" processCont ent

</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her"
</ xsd: ext ensi on>

</ xsd: conpl exCont ent >

</ xsd: conpl exType>

:ll Oll
s="lax" />

<xsd: el enent name="packages" type="packagesType"/>

<l--

HHBHEH R HH R H B R R R R R R

ivrinfo TYPE

BHARHBHHBHARHBHHBH B HBHARHBHHBH AR HBHHBH AR HAAH B HRHA

S

<l-- jvrinfo -->

<xsd: conpl exType nanme="ivrlnfoType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">

<xsd: sequence>
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
maxQccur s="unbounded"

</ xsd: sequence>

<xsd: anyAttri bute nanmespace="##ot her"

el enent
el enent
el ement
el ement
el ement
el ement
el enent
el enent
el ement
el ement
el ement

ref ="ivr-sessions" m nCcc
ref="file-formats" m nCcc
ref="dtnf-type" mnCccurs
ref="tones" m nQccurs="0"
ref="asr-tts" m nCccurs="
ref="vxm" m nCccurs="0"

urs="0" />
urs="0" />
="0" />

/>

o" />

/>

ref="1ocation" m nCccurs="0" />

ref ="encryption” m nCccur
ref ="application-data" m
r ef =" max- prepared-duratio
ref="fil e-transfer-nodes"

any nanespace="##other" m nCccurs

Boul ton, et al

St andards Track

s="0" />
nCccurs="0" />

n" m nCccur s="0"

m nCccur s="0"
:ll Oll

processCont ent s="| ax" />

/>

April 2013

m nCccur s="0"

processCont ent s="| ax" />

/>

processCont ent s="| ax" />
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</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="ivrinfo" type="ivrlnfoType" />

<I--
HHHHH IR HH R R R R R R R R R R R R R

m xer |l nfo TYPE

HHRHHHH B R HHH R PR R R R R R R R R R R R3]
S

<l-- mxerlnfo -->

<xsd: conpl exType nane="ni xer| nf oType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enent ref="m xers" nmi nCccurs="0"/>
<xsd: el enment ref="file-formats" m nCccurs="0"/>
<xsd: el ement ref="dtnf-type" m nCccurs="0"/>
<xsd: el ement ref="tones" mi nQccurs="0"/>
<xsd: el ement ref="nmni xi ng- nobdes" m nCccurs="0"/>
<xsd: el ement ref="application-data" mi nCccurs="0"/>
<xsd: el enent ref="|ocation" nm nCccurs="0"/>
<xsd: el ement ref="encryption” m nCccurs="0"/>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement nanme="ni xer | nfo" type="ni xerlnfoType" />
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<l--
HEH R R R R R

nmedi aResour ceResponse TYPE

B G e
>

<I--  nedi aResour ceResponse -->

<xsd: conpl exType nane="nmnmedi aResour ceResponseType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="response-session-info" mnOccurs="0" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded"” processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="id" type="xsd:string"
use="required" />
<xsd:attribute nane="status" type="status. datatype"
use="required" />
<xsd:attribute nane="reason" type="xsd:string" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="nedi aResour ceResponse”
t ype="nedi aResour ceResponseType" />

<l--
HHHH R R R R R R R R R R R R R R R R

ELEMENTS

BHHHHHH AR SR AR SRR AR AR R R R
-->
<l-- response-session-info -->

<xsd: conpl exType nane="r esponse-sessi on-i nfoType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement name="session-id" type="id. datatype"/>
<xsd: el enent nanme="seq" type="xsd: nonNegativel nteger"/>
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<xsd: el emrent name="expires" type="xsd: nonNegati vel nteger"/>
<xsd: el ement ref="nedi a-server-address"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="r esponse-sessi on-i nfo"
type="response-sessi on-i nfoType" />

<!-- nedi a-server-address -->

<xsd: conpl exType nanme="nedi a- server - addr essTYPE" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement nanme="connection-id" type="xsd:string"
m nQccur s="0" maxCccur s="unbounded" />
<xsd: el enment ref="ivr-sessions" mnCccurs="0"/>
<xsd: el ement ref="m xers" m nCccurs="0"/>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="uri" type="xsd:anyURI" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nane="nedi a- server - addr ess"
type="nedi a- server - addr essTYPE" />

<l-- jvr-sessions -->

<xsd: conpl exType nanme="i vr-sessi onsType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="rtp-codec" m nCccurs="0"
maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
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</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="ivr-sessi ons" type="ivr-sessionsType" />

<xsd: conpl exType nane="rt p-codecType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el emrent name="decodi ng" type="xsd: nonNegativel nteger" />
<xsd: el enent nanme="encodi ng" type="xsd: nonNegativel nteger" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="nanme" type="xsd:string" use="required" />
<xsd: anyAttribut e nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="rt p-codec" type="rtp-codecType" />

<l-- file-formats -->

<xsd: conpl exType nanme="fil e-formatsType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="required-formt"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="file-formats" type="file-formatsType" />

<xsd: conpl exType nane="r equi r ed-f or nat Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="required-fil e-package"
m nCccur s="0" maxQccur s="unbounded" />
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<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd:attribute nane="nanme" type="xsd:string" use="required" />
<xsd: anyAttribut e nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="required-format" type="required-formatType" />

<xsd: conpl exType nane="required-fil e-packageType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>

2013

<xsd: el emrent name="required-fil e-package-nane" type="xsd:string"

m nQccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="required-fil e-package"
type="required-fil e- packageType" />

<l-- dtnf-type -->

<xsd: conpl exType nane="dt nf Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="detect" />
<xsd: el ement ref="generate" />
<xsd: el enent ref="passthrough" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="dtnf" type="dtnf Type" />

<xsd: conpl exType nane="det ect Type" >
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<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="dtnf-type"
m nQccur s="0" maxCQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="detect" type="detectType" />

<xsd: conpl exType nane="gener at eType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="dtnf-type"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="|ax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enrent nanme="generate" type="generateType" />

<xsd: conpl exType nane="passt hroughType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="dtnf-type"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="passt hrough" type="passt hroughType" />

<xsd: conpl exType nane="dtnf-typeType">
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<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="nanme" type="dtnf.datatype" use="required" />
<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="dtnf-type" type="dtnf-typeType" />
<l-- tones -->

<xsd: conpl exType nanme="requi red-tonesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el emrent ref="country-codes"
m nOccur s="0" maxQccurs="1" />
<xsd: el ement ref="h248-codes"
m nCccurs="0" maxCQccurs="1" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="tones" type="required-tonesType" />

<xsd: conpl exType nane="requir ed-country-codesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="country-code"
m nOccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>
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<xsd: el enrent nanme="country-codes"
type="required-country-codesType" />

<xsd: conpl exType nanme="country-codeType" ni xed="true">
<xsd: sequence>

<xsd: any nanespace="##ot her" m nCccurs="0"

maxQccur s="unbounded" processContents="lax" />

</ xsd: sequence>
<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: conpl exType>

<xsd: el enrent name="country-code" type="country-codeType" />

<xsd: conpl exType nanme="r equi r ed- h248- codesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="h248-code"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent nanme="h248- codes"
type="required-h248-codesType" />

<xsd: conpl exType nane="h248-codeType" ni xed="true">

<xsd: sequence>

<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="|ax" />

</ xsd: sequence>

<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />

</ xsd: conpl exType>

<xsd: el emrent nanme="h248-code" type="h248-codeType" />
<l-- asr-tts -->

<xsd: conpl exType name="asr-ttsType">

<xsd: conpl exCont ent >

<xsd: ext ensi on base="Tcore">
<xsd: sequence>
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<xsd: el enment ref="asr-support"”
m nCccur s="0" maxCccurs="1" />
<xsd: el ement ref="tts-support"”
m nQccur s="0" maxQccurs="1" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="asr-tts" type="asr-ttsType" />

<xsd: conpl exType nane="asr - support Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enment ref="|anguage"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="asr-support" type="asr-supportType" />

<xsd: conpl exType nane="tts-support Type" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="|anguage"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="tts-support" type="tts-supportType" />

<xsd: conpl exType nane="| anguageType" >
<xsd: conpl exCont ent >
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<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute ref="xm:lang" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enrent nanme="| anguage" type="I| anguageType" />

<l-- vxm -->

<xsd: conpl exType nane="vxnl Type">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="vxm - node"
m nCccurs="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el erent nanme="vxm " type="vxnm Type" />

<xsd: conpl exType nane="vxnl - nrodeType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>

2013

<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd:attribute nane="require" type="vxnl.datatype" use="required" />

<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="vxmnl - node" type="vxnl - nodeType" />
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<!-- location -->

<xsd: conpl exType nane="l| ocati onType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="ca: civi cAddress"
m nQccurs="1" maxCccurs="1" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent name="| ocation” type="locationType" />

<l-- encryption -->

<xsd: conpl exType nane="encryptionType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="encryption" type="encryptionType" />

<l-- application-data -->

<xsd: el erent nane="applicati on-data" type="appdata. datatype" />

<l--  max-prepared-duration -->

<xsd: conpl exType nane="nax- pr epar ed-dur ati onType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enent ref="nax-tine" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
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</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="nmax- pr epar ed- durati on"
t ype="nax- pr epar ed- durati onType" />

<xsd: conpl exType nane="max-ti meType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement name="max-ti me- package" type="xsd:string" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded"” processContents="lax" />
</ xsd: sequence>

2013

<xsd: attribute nane="nmax-ti ne-seconds" type="xsd: nonNegati vel nteger"

use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="nmax-ti ne" type="nax-ti meType" />

<l-- file-transfer-npdes -->

<xsd: conpl exType nane="fil e-transfer-nodesType">
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="file-transfer-node"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el enent nanme="fil e-transfer-nodes"
type="fil e-transfer-nodesType" />

<xsd: conpl exType nane="fil e-transfer-nodeType">
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<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded” processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="nane" type="transfernode. datatype"
use="required" />
<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="fil e-transfer-node" type="file-transfer-nodeType" />
<I-- mxers -->

<xsd: conpl exType nanme="mn xer ssessi onsType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="m x" m nCccurs="0"
maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent nanme="m xers" type="ni xerssessi onsType" />

<xsd: conpl exType nane="m xType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="rtp-codec" m nCccurs="0"
maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her” m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="users" type="xsd: nonNegati vel nt eger"
use="required" />
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
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</ xsd: conpl exType>
<xsd: el erent nanme="m x" type="m xType" />
<l-- mxing-nodes -->

<xsd: conpl exType nane="m Xi ng- nodesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el ement ref="audi o-m xi ng- nodes
m nCccurs="0" maxQccurs="1" />
<xsd: el enent ref="vi deo-m xi ng- nodes
m nCccur s="0" maxCccurs="1" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement name="m xi ng- nodes" type="m xi ng- nodesType" />

<xsd: conpl exType nane="audi o- m xi ng- nodesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enent ref="audi o- m xi ng- node"
m nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: anyAttribute nanespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="audi o- ni xi ng- nodes" type="audi o- ni xi ng- nodesType"

<xsd: conpl exType nane="audi o- m xi ng- nrodeType" ni xed="true">

<xsd: sequence>

<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />

</ xsd: sequence>

<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />

</ xsd: conpl exType>
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<xsd: el enrent nanme="audi o- ni xi ng- node" type="audi o- m xi ng- nodeType" />

<xsd: conpl exType nanme="vi deo- m xi ng- nodesType" >
<xsd: conpl exCont ent >
<xsd: ext ensi on base="Tcore">
<xsd: sequence>
<xsd: el enent ref="vi deo- m xi ng- node"
nm nCccur s="0" maxQccur s="unbounded" />
<xsd: any nanmespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="vas" type="bool ean. dat at ype"
defaul t="fal se" />
<xsd: attribute nane="acti vespeakerm x" type="bool ean. dat at ype"
defaul t="fal se" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: ext ensi on>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el emrent name="vi deo- ni xi ng- nodes" type="vi deo-ni xi ng- nodesType" />

<xsd: conpl exType nane="vi deo- m xi ng- nodeType" ni xed="true">
<xsd: sequence>
<xsd: any nanespace="##ot her" m nCccurs="0"
maxQccur s="unbounded" processContents="lax" />
</ xsd: sequence>
<xsd: attribute nane="package" type="xsd:string" use="required" />
<xsd: anyAttribute nanmespace="##ot her" processContents="1ax" />
</ xsd: conpl exType>

<xsd: el emrent nane="vi deo- ni xi ng- node" type="vi deo-ni xi ng- nodeType" />
<l--

HEH R R R

DATATYPES

HHBHEHH SRR R H R R R R R
>

<xsd: si npl eType nane="versi on. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: enuneration value="1.0" />
</ xsd: restriction>

</ xsd: si npl eType>
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<xsd: si npl eType nane="i d. dat at ype" >
<xsd: restriction base="xsd: NMTOKEN' />
</ xsd: si npl eType>

<xsd: si npl eType name="st at us. dat at ype" >
<xsd: restriction base="xsd: positivelnteger">
<xsd: pattern value="[0-9][0-9][0-9]" />
</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nanme="tr ansf er node. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN"/ >
</ xsd: si npl eType>

<xsd: si npl eType nanme="acti on. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN' >
<xsd: enuner ati on val ue="renove" />
<xsd: enuner ati on val ue="update" />
</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nane="dt nf. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN'/ >
</ xsd: si npl eType>

<xsd: si npl eType nanme="bool ean. dat at ype" >
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: enunerati on val ue="true" />
<xsd: enuner ati on val ue="fal se" />
</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType nanme="vxnl . dat at ype" >
<xsd:restriction base="xsd: NMTOKEN'/ >

</ xsd: si npl eType>

<xsd: si npl eType nane="appdat a. dat at ype" >
<xsd:restriction base="xsd:string" />
</ xsd: si npl eType>

</ xsd: schena>
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12.

Security Considerations
The MRB network entity has two primary interfaces -- Publish and
Consumer -- that carry sensitive information and nust therefore be

appropriately protected and secured.

The Publish interface, as defined in and described in Section 5.1,
uses the Media Control Channel Framework [RFC6230] as a mechanismto
connect an MRB to a Media Server. It is very inportant that the
communi cati on between the MRB and the Media Server is secured: a
mal i cious entity may change or even del ete subscriptions to a Media
Server, thus affecting the view the MRB has of the resources actually
avail able on a Media Server, leading it to incorrect selection when
medi a resources are being requested by an Application Server. A
mal i cious entity may even mani pul ate avail abl e resources on a Medi a
Server, for exanmple, to make the MRB think no resources are avail able
at all. Considering that the Publish interface is a CFW Control
Package, the sane security considerations included in the Media
Control Channel Franework specification apply here to protect

i nteractions between an MRB and a Media Server

The Publish interface also allows a Media Server, as explained in
Section 5.1.5.18, to provide nore or |ess accurate information about
its geographic l|ocation, should Application Servers be interested in
such details when | ooking for services at an MRB. Wile the usage of
this information is entirely optional and the level of detail to be
provided is inplenmentation specific, it is inportant to draw
attention to the potential security issues that the disclosure of
such addresses may introduce. As such, it is inmportant to nake sure
MRB i npl enentations don’t disclose this information as is to
interested Application Servers but only exploit those addresses as
part of conputation algorithns to pick the nost adequate resources
Application Servers may be | ooking for

The Consuner interface, as defined in and described in Section 5.2,
concei ves transacti ons based on a session ID. These transactions may
be transported either by neans of HITP nessages or SIP dialogs. This
nmeans that nalicious users could be able to disrupt or nanipulate an
MRB session should they have access to the above-nentioned session ID
or replicate it somehow for instance, a malicious entity could

nmodi fy an exi sting session between an Application Server and the MRB
e.g., requesting less resources than originally requested to cause
medi a dialogs to be rejected by the Application Server, or requesting
many nore resources instead to try and | ock as many of (if not all)
the resources an MRB can provide, thus making them unavailable to
other legitimate Application Servers in subsequent requests. In
order to prevent this, it is strongly advised that MRB

i mpl enent ati ons generate session identifiers that are very hard to
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replicate, in order to ninimze the chances that nalicious users
could gain access to valid identifiers by just guessing or by neans
of brute-force attacks. It is very inportant, of course, to also
secure the way that these identifiers are transported by the involved
parties, in both requests and responses, in order to prevent network
attackers fromintercepting Consuner nessages and havi ng access to
session I Ds. The Consuner interface uses either the Hypertext
Transfer Protocol (HTTP) or the Session Initiation Protocol (SIP) as
the mechanismfor clients to connect to an MRB to request nedia

resources. In the case where HITP is used, any binding using the
Consumer interface MJST be capabl e of being transacted over Transport
Layer Security (TLS), as described in RFC 2818 [ RFC2818]. In the

case where SIP is used, the sane security considerations included in
the Media Control Channel Franework specification apply here to
protect interactions between a client requesting nedia resources and
an MRB.

Should a valid session |ID be conpronm sed sonehow (that is,
intercepted or just guessed by a nalicious user), as a further neans
to prevent disruption the Consuner interface also prescribes the use
of a sequence nunber in its transactions. This sequence nunber is to
be increased after each successful transaction, starting froma first
val ue randomy generated by the MRB when the session is first
created, and it nust nmatch in every request/response. Wiile this
adds conplexity to the protocol (inplenentations nust pay attention
to those sequence nunbers, since wong values will cause "W ong
sequence nunber" errors and the failure of the related requests), it
is an inportant added value for security. |In fact, considering that
different transactions related to the sane session could be
transported in different, unrelated HTTP nessages (or SIP INVITES in
cases where the In-line node is being used), this sequence nunber
protection prevents the chances of session replication or disruption
especially in cases where the session ID has been conpronised: that
is, it should make it harder for malicious users to manipul ate or
renove a session for which they have obtained the session ID. It is
strongly advised that the MRB doesn’t choose 1 as the first sequence
nunber for a new session but rather picks a randomvalue to start
from The reaction to transactions that are out of sequence is |left
to MRB inplenmentations: a related error code is avail able, but

i npl enment ati ons may decide to enforce further limtations or actions
upon the receipt of too many failed attenpts in a row or of what

| ooks like blatant attenpts to guess what the current, valid sequence
number is.

It is also worth noting that in In-line node (both | AMM and I UMV the
MRB nmay act as a Back-to-Back User Agent (B2BUA). This neans that
when acting as a B2BUA the MRB may nodify SIP bodies: it is the case,
for instance, for the AW handling multipart/nm xed payl oads. This
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i mpacts the ability to use any SIP security feature that protects the
body (e.g., RFC 4474 [RFC4474], SIMME, etc.), unless the MRB acts as
a nmediator for the security association. This should be taken into
account when inplenmenting an MRB conpliant with this specification.

Both the Publishing interface and Consuner interface nmay address the
| ocation of a Media Server: the Publishing interface may be used to
informthe MRB where a Media Server is |ocated (approximtely or
precisely), and the Consuner interface nmay be used to ask for a Media
Server | ocated sonewhere in a particular region (e.g., a conference
bridge close to San Francisco). Both Media Server and MRB

i npl ementers need to take this into account when deci di ng whet her or
not to nake this location infornmation available, and if so how nmany
bits of information really need to be nmade avail able for brokering
pur poses.

It is worthwhile to cover authorization issues related to this
specification. Neither the Publishing interface nor the Consuner
interface provides an explicit nmeans for inplenenting authentication
i.e., they do not contain specific protocol interactions to ensure
that authorized Application Servers can nake use of the services
provided by an MRB i nstance. Considering that both interfaces are
transported using well-established protocols (HTTP, SIP, CFW,
support for such functionality can be expressed by neans of the

aut henti cati on mechani sns provided by the protocol s thensel ves.
Therefore, any MRB-aware entity (Application Servers, Media Servers,
MRBs thensel ves) MJST support HTTP and SI P Di gest access

aut henti cation. The usage of such Digest access authentications is
recommended and not nandatory, which means MRB-aware entities MAY
exploit it in deploynent.

An MRB may want to enforce further constraints on the interactions
bet ween an Application Server/Media Server and an MRB. For exanple,
it may choose to only accept requests associated with a specific
session ID fromthe I P address that originated the first request or
may just make use of pre-shared certificates to assess the identity
of legitinmate Application Servers and/or Media Servers.

Boulton, et al. St andards Track [ Page 129]



RFC 6917 Medi a Resour ce Brokering April 2013

13.

13.

13.

| ANA Consi der ati ons

There are several | ANA considerations associated with this
speci fication.

1. Media Control Channel Framework Package Registration

This section registers a new Media Control Channel Framework package
per the instructions in Section 13.1 of [RFC6230].

Package Nane: nmrb-publish/1.0

Publ i shed Specification(s): RFC 6917

Person and enmil address to contact for further information: |ETF
Medi aCtrl working group (nediactrl @etf.org), Chris Boulton
(chris@s-technol ogi es. con.

2. application/nmrb-publish+txm Media Type

To: application

Subject: Registration of nmedia type application/nrb-publish+xmn

Type nane: application

Subt ype name: nrb- publ i sh+xmn

Requi red paraneters: none

Optional paraneters: Sanme as charset paraneter of application/xm as
specified in RFC 3023 [ RFC3023].

Encodi ng consi derations: Same as encodi ng consi derati ons of
application/xm as specified in RFC 3023 [ RFC3023].

Security considerations: See Section 10 of RFC 3023 [ RFC3023] and
Section 12 of RFC 6917.

Interoperability considerations: none.
Publ i shed specification: Section 10 of RFC 6917.

Applications that use this nedia type: This nedia type is used to
support a Medi a Resource Broker (MRB) entity.
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13.

Addi tional |nformation:
Magi ¢ Nunber: None
File Extension: .xdf
Maci ntosh file type code: "TEXT"

Person and enmi|l address to contact for further information: Chris
Boul ton (chris@s-technol ogi es. com .

I nt ended usage: COVMON

Aut hor/ Change controller: The | ETF.

3. application/nrb-consuner+xn Media Type

To: application

Subject: Registration of nmedia type application/nrb-consuner+xm
Type nane: application

Subt ype name: nrb-consuner +xn

Mandat ory paraneters: none

Optional paraneters: Same as charset paraneter of application/xm as
specified in RFC 3023 [ RFC3023].

Encodi ng consi derations: Sanme as encodi ng consi derati ons of
application/xm as specified in RFC 3023 [ RFC3023].

Security considerations: See Section 10 of RFC 3023 [ RFC3023] and
Section 12 of RFC 6917.

Interoperability considerations: none.
Publ i shed specification: Section 11 of RFC 6917.

Applications that use this nedia type: This nedia type is used to
support a Medi a Resource Broker (VRB) entity.
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13.

13.

13.

Addi tional |nformation:
Magi ¢ Nunber: None
File Extension: .xdf
Maci ntosh file type code: "TEXT"

Person and enmi|l address to contact for further information: Chris
Boul ton (chris@s-technol ogi es. com .

I nt ended usage: COVMON

Aut hor/ Change controller: The | ETF.

4. URN Sub- Nanespace Registration for nrb-publish

| ANA has registered the URN "urn:ietf: parans: xm : ns: nrb-publish",
with the ID of "nrb-publish". The schema of the XM. nanespace naned
urn:ietf:paranms:xm :ns:nrb-publish is in Section 10.

5. URN Sub- Nanespace Registration for nrb-consuner

| ANA has registered the URN "urn:ietf:parans: xm : ns: nrb-consuner”,
with the ID of "nrb-consuner”. The schena of the XML namespace naned
urn:ietf:parans: xm:ns:nrb-consuner is in Section 11.

6. XM Schema Registration for nrb-publish

| ANA has registered the schema for nrb-publish:

URI: urn:ietf:paranms:xm :schema: ntb-publish

I D: nrb-publish

Fil ename: nrb-publish

Regi strant Contact: |ETF MediaCtrl working group
(medi actrl @etf.org)

Schemn: The XML for the schema is in Section 10 of this docunent.
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13.

14.

15.

15.

7. XM Schena Registration for nrb-consuner
Pl ease regi ster the schema for nrb-consuner:
URI: wurn:ietf:parans: xm :schema: nr b- consuner
I D: nrb-consumner

Fi | ename: nrb- consuner

Regi strant Contact: |ETF MediaCtrl working group
(rmedi actrl @etf.org)

Schema: The XML for the schema is in Section 11 of this docunent.
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