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Abst r act

Thi s docunent provides an applicability statenent for the use of UDP
transport checksums with IPv6. 1t defines recomendati ons and
requirenents for the use of I Pv6 UDP datagranms with a zero UDP
checksum It describes the issues and design principles that need to
be considered when UDP is used with IPv6 to support tunnel

encapsul ations, and it exanmines the role of the I Pv6 UDP transport
checksum The docunent also identifies issues and constraints for
depl oynent on network paths that include m ddl eboxes. An appendi X
presents a summary of the trade-offs that were considered in

eval uating the safety of the update to RFC 2460 that changes the use
of the UDP checksumwi th | Pv6.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6936.
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(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

The User Datagram Protocol (UDP) [RFCO0768] transport is defined for

| Pv4 [ RFC0791], and it is defined in "Internet Protocol, Version 6
(IPv6)" [RFC2460] for IPv6 hosts and routers. The UDP transport
protocol has a mninal set of features. This limted set has enabl ed
a wide range of applications to use UDP, but these applications do
need to provide many inportant transport functions on top of UDP

The UDP usage gui delines [ RFC5405] provide overall guidance for
application designers, including the use of UDP to support tunneling.
The key difference between UDP usage with IPv4 and I1Pv6 is that RFC
2460 mandates use of a cal cul ated UDP checksum i.e., a non-zero

val ue, due to the lack of an | Pv6 header checksum The inclusion of
t he pseudo- header in the checksum conmputation provides a statistica
check that datagrams have been delivered to the intended |IPv6
destination node. Algorithns for checksum conputation are described
in [ RFCL071].

The inability to use an | Pv6 datagramwith a zero UDP checksum has
been found to be a real problemfor certain classes of application
primarily tunnel applications. This class of application has been
depl oyed with a zero UDP checksum using | Pv4. The design of |Pv6

rai ses different issues when considering the safety of using a UDP
checksumwith I Pv6. These issues can significantly affect
applications, whether an endpoint is the intended user or an innocent
bystander (i.e., when a packet is received by a different endpoint to
t hat intended).

This docunent identifies a set of issues that must be consi dered and
mtigated to enable safe deploynent of |IPv6 applications that use a
zero UDP checksum The appendi x conpares the strengths and
weaknesses of a nunmber of proposed solutions. The conparison of

nmet hods provided in this docunment is al so expected to be useful when
consi dering applications that have different goals fromthe ones
whose needs led to the witing of this docunent, especially
applications that can use existing standardi zed transport protocols.
The anal ysis concludes that using a zero UDP checksumis the best

met hod of the proposed alternatives to neet the goals of certain
tunnel applications.

Thi s docunent defines recomendati ons and requirenents for use of

| Pv6 datagranms with a zero UDP checksum This usage is expected to
have initial deploynent issues related to niddl eboxes, linmting the
usability nmore than desired in the currently deployed |nternet.
However, this linmtation will be largest initially and will decrease
as updates are provided in m ddl eboxes that support the zero UDP
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checksum for | Pv6. Therefore, in this docunent, we derive a set of
constraints required to ensure safe deploynent of a zero UDP
checksum

Finally, the docunent identifies some issues that require future
consi deration and possi bly additional research

1.1. Docurent Structure

Section 1 provides a background to key issues and introduces the use
of UDP as a tunnel transport protocol

Section 2 describes a set of standards-track datagramtransport
protocol s that nay be used to support tunnels.

Section 3 discusses issues with a zero UDP checksum for IPv6. It
considers the inpact of corruption, the need for validation of the
path, and when it is suitable to use a zero UDP checksum

Section 4 is an applicability statenent that defines requirenents and
recomendati ons on the inplenentation of | Pv6 nodes that support the
use of a zero UDP checksum

Section 5 provides an applicability statenent that defines

requi renents and recommendations for protocols and tunne
encapsul ati ons that are transported over an | Pv6 transport that does
not performa UDP checksum cal culation to verify the integrity at the
transport endpoints.

Section 6 provides the recomendations for standardi zation of zero
UDP checksum with a summary of the findings, and notes the remaining
i ssues that need future work.

Appendi x A eval uates the set of proposals to update the UDP transport
behavi or and other alternatives intended to inprove support for
tunnel protocols. It concludes by assessing the trade-offs of the
various nethods and by identifying advantages and di sadvant ages for
each met hod.

1.2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
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1.3. Use of UDP Tunnel s

One increasingly popular use of UDP is as a tunneling protocol, where
a tunnel endpoint encapsul ates the packets of another protocol inside
UDP dat agranms and transmits themto another tunnel endpoint. Using
UDP as a tunneling protocol is attractive when the payl oad protoco

is not supported by the niddl eboxes that nay exist al ong the path,
because many mi ddl eboxes support transm ssion using UDP. |In this
use, the receiving endpoint decapsul ates the UDP datagranms and
forwards the original packets contained in the payl oad [ RFC5405].
Tunnel s establish virtual links that appear to directly connect

| ocations that are distant in the physical |Internet topol ogy, and
they can be used to create virtual (private) networks.

1.3.1. Motivation for New Approaches

A nunmber of tunnel encapsul ati ons depl oyed over |Pv4 have used the
UDP transport with a zero checksum Users of these protocols expect
a simlar solution for |Pv6.

A nunber of tunnel protocols are also currently being defined (e.g.
Aut omat ed Multicast Tunnels [AMI] and Locator/ldentifier Separation
Protocol (LISP) [RFC6830]). These protocols provided severa
notivations to update | Pv6 UDP checksum processing so that it would
benefit from sinpler checksum processing, including:

0 Reducing forwardi ng costs, notivated by redundancy present in the
encapsul at ed packet header, because in tunnel encapsul ations,
payl oad integrity and length verification may be provided by
hi gher -1 ayer encapsul ations (often using the IPv4, UDP, UDP-Lite
[ RFC3828], or TCP checksuns [ RFC0793]).

o Elimnating the need to access the entire packet when a tunne
endpoi nt forwards the packet.

o Enhancing the ability to traverse and function with m ddl eboxes.

0 A desire to use the port nunber space to enable |oad sharing
1.3.2. Reducing Forwardi ng Costs

It is a comopn requirenent to termnate a | arge nunber of tunnels on

a single router or host. The processing cost per tunnel includes

both state (nenory requirenents) and per-packet processing at the
tunnel ingress and egress.
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Automatic | P Miulticast Tunneling, known as AMI [ AMI], currently
specifies UDP as the transport protocol for packets carrying tunnel ed
I P multicast packets. The current specification for AMI states that
the UDP checksumin the outer packet header should be zero (see
Section 6.6 of [AMI]). That section argues that the conputation of
an additional checksumis an unwarranted burden on nodes inplenmenting
i ghtwei ght tunneling protocols when an inner packet is already
adequately protected. The AMI protocol needs to replicate a
mul ti cast packet to each gateway tunnel. |In this case, the outer IP
addresses are different for each tunnel; therefore, a different
pseudo- header nust be built to formthe header for each tunnel egress
that receives replicated nulticast packets.

The argunent concerni ng redundant processing costs is valid regarding
the integrity of a tunneled packet. In sone architectures (e.g., PC
based routers), other mechanisnms nmay al so significantly reduce
checksum processing costs. For exanple, there are inplenentations
that have optinized checksum processing al gorithns, including the use
of checksum of fl oading. This processing is readily available for

| Pv4 packets at high line rates. Such processing nay be antici pated
for 1Pv6 endpoints, allowing receivers to reject corrupted packets

wi t hout further processing. However, for certain classes of tunne
endpoints, this off-loading is not available and is unlikely to
becone available in the near future.

1.3.3. Need to Inspect the Entire Packet

The currently depl oyed hardware in many routers uses a fast-path
processing that provides only the first n bytes of a packet to the
forwardi ng engi ne, where typically n <= 128.

When this design is used to support a tunnel ingress and egress, it
prevents fast processing of a transport checksum over an entire
(large) packet. Hence, the currently defined | Pv6 UDP checksumis
poorly suited for use within a router that is unable to access the
entire packet and does not provide checksum of f-1oadi ng. Thus,
enabl i ng checksum cal cul ati on over the conpl ete packet can i npact
rout er design, performance, energy consunption, and cost.

1. 3. 4. Interactions with M ddl eboxes

Many paths in the Internet include one or nore niddl eboxes of various
types. Large classes of m ddl eboxes will handl e zero UDP checksum
packets, but do not support UDP-Lite or the other investigated
proposal s. These mi ddl eboxes include | oad bal ancers (see

Section 1.3.5) including equal -cost multipath (ECMP) routing, traffic
classifiers, and other functions that reads sone fields in the UDP
headers but does not validate the UDP checksum
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There are al so nmi ddl eboxes that either validate or nodify the UDP
checksum The two nobst conmmon classes are firewalls and NATs. In

| Pv4, UDP encapsul ation may be desirable for NAT traversal, because
UDP support is commonly provided. It is also necessary due to the

al nost ubi qui t ous depl oyment of IPv4 NATs. There has al so been

di scussi on of NAT for |Pv6, although not for the sane reason as in

I Pv4. |If IPv6 NAT becones a reality, it hopefully will not present
the sane protocol issues as for IPv4. |If NAT is defined for IPv6, it
shoul d take into consideration the use of a zero UDP checksum

The requirenents for IPv6 firewall traversal are likely be to be
simlar to those for IPv4. 1In addition, it can be reasonably
expected that a firewall confornming to RFC 2460 will not regard
datagrans with a zero UDP checksumas valid. Use of a zero UDP
checksumwith IPv6 requires firewalls to be updated before the ful
utility of the change becones avail abl e.

It can be expected that datagrans with zero UDP checksum wil |
initially not have the sane m ddl ebox traversal characteristics as
regul ar UDP (RFC 2460). However, when inplenentations follow the
requi renents specified in this docunent, we expect the traversa
capabilities to inprove over time. W also note that deploynent of

| Pv6- capabl e m ddl eboxes is still inits initial phases. Thus, it

m ght be that the nunber of non-updated boxes quickly becones a very
smal | percentage of the deployed niddl eboxes.

1.3.5. Support for Load Bal anci ng

The UDP port nunber fields have been used as a basis to design | oad-
bal anci ng solutions for I Pv4. This approach has al so been | everaged
for IPv6. An alternate method would be to utilize the |Pv6 flow

| abel [RFC6437] as a basis for entropy for |oad balancing. This
woul d have the desirable effect of freeing I Pv6 | oad-bal ancing
devices fromthe need to assunme semantics for the use of the
transport port field, and also, it works for all types of transport
pr ot ocol s.

This use of the Flow Label for load balancing is consistent with the
i ntended use, although further clarity was needed to ensure the field
can be consistently used for this purpose. Therefore, an updated

I Pv6 flow | abel [RFC6437] and ECWMP routing [ RFC6438] usage were
specified. Router vendors could be encouraged to start using the

| Pv6 Fl ow Label as a part of the flow hash, providing support for
ECMP wi t hout requiring use of UDP

However, the nethod for populating the outer |1 Pv6 header with a val ue

for the flow label is not trivial. |If the inner packet uses |Pv6,
the flow | abel value could be copied to the outer packet header
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However, many current endpoints set the flow |label to a zero val ue
(thus, no entropy). The ingress of a tunnel seeking to provide good
entropy in the flow label field would therefore need to create a
random fl ow | abel val ue and keep corresponding state so that all
packets that were associated with a flow would be consistently given
the sane flow label. Although possible, this conplexity nmay not be
desirable in a tunnel ingress.

The end-to-end use of flow |labels for |oad balancing is a |long-term
solution. Even if the usage of the flow | abel has been clarified,
there will be a transition tine before a significant proportion of
endpoi nts start to assign a good quality flow label to the flows that
they originate. The use of |oad bal ancing using the transport header
fields would continue until any wi despread deploynent is finally

achi eved.

2. Standards-Track Transports

The | ETF has defined a set of transport protocols that may be
applicable for tunnels with IPv6. There is also a set of network-

| ayer encapsul ati on tunnels, such as IP-in-1P and Generic Routing
Encapsul ation (GRE). These solutions, which are already
standardi zed, are discussed first, before discussing the issues,
because they provide background for the description of the issues and
al | ow sone conparison with existing issues.

2.1. UDP with Standard Checksum

UDP [ RFC0768] with standard checksum behavior, as defined in RFC
2460, has al ready been di scussed. UDP usage guidelines are provided
i n [ RFC5405] .

2.2. UDP-Lite

UDP-Lite [RFC3828] offers an alternate transport to UDP and is
specified as a proposed standard, RFC 3828. A MB is defined in

[ RFC5097], and uni cast usage guidelines are defined in [ RFC5405].
There has been at | east one open-source inplenentation of UDP-Lite as
a part of the Linux kernel since version 2.6.20.

UDP-Lite provides a checksumw th an option for partial coverage.
When using this option, a datagramis divided into a sensitive part
(covered by the checksun) and an insensitive part (not covered by the
checksun). Wen the checksum covers the entire packet, UDP-Lite is
fully equivalent with UDP, with the exception that it uses a
different value in the Next Header field in the I Pv6 header. Errors
or corruption in the insensitive part will not cause the datagramto
be discarded by the transport |ayer at the receiving endpoint. A
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m nor side effect of using UDP-Lite is that it was specified for
damage-t ol erant payl oads, and sone |ink |ayers may enpl oy different
i nk encapsul ati ons when forwarding UDP-Lite segnents (e.g., radio
access bearers). Most link layers will cover the insensitive part
with the same strong Layer 2 frame Cyclic Redundancy Check (CRC) that
covers the sensitive part.

2.2.1. Using UDP-Lite as a Tunnel Encapsul ation

Tunnel encapsul ati ons, such as Control And Provisioning of Wreless
Access Poi nts (CAPWAP) [ RFC5415], can use UDP-Lite, because it
provides a transport-layer checksum including an |IP pseudo-header
checksum in I Pv6, without the need for a router/m ddl ebox to
traverse the entire packet payload. This provides nost of the
verification required for delivery and still keeps a | ow conplexity
for the checksumm ng operation. UDP-Lite may set the |ength of
checksum coverage on a per-packet basis. This feature could be used
if a tunnel protocol is designed to verify only delivery of the
tunnel ed payl oad and uses a cal cul ated checksum for contro

i nformation.

Currently, support for mddl ebox traversal using UDP-Lite is poor,
because UDP-Lite uses a different |IPv6 network-Iayer Next Header

val ue than that used for UDP; therefore, few m ddl eboxes are able to
interpret UDP-Lite and take appropriate actions when forwardi ng the
packet. This makes UDP-Lite less suited to protocols needing genera
I nternet support, until such time as UDP-Lite has achieved better
support in m ddl eboxes and endpoints.

2.3. Ceneral Tunnel Encapsul ations

The | ETF has defined a set of tunneling protocols or network-I|ayer
encapsul ations, e.g., IP-in-1P and GRE. These either do not include
a checksum or use a checksumthat is optional, because tunne

encapsul ations are typically layered directly over the Internet |ayer
(identified by the upper layer type in the | Pv6 Next Header field)
and because they are not used as endpoint transport protocols. There
is little chance of confusing a tunnel-encapsul ated packet with other
application data. Such confusion could result in corruption of
application state or data.

From an end-to-end perspective, the principal difference between an
endpoi nt transport and a tunnel encapsulation is the value of the

net wor k-1 ayer Next Header field. |In the fornmer, it identifies a
transport protocol that supports endpoint applications. |In the
latter, it identifies a tunnel protocol egress. This separation of
function reduces the probability that corruption of a tunnel ed packet
could result in the packet being erroneously delivered to an
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application. Specifically, packets are delivered only to protoco
nmodul es that process a specific Next Header value. The Next Header
field therefore provides a first-level check of correct
demultiplexing. In contrast, the UDP port space is shared by many

di verse applications, and therefore, UDP denultiplexing relies solely
on the port nunbers.

2.4. Relationship of Zero UDP Checksumto UDP-Lite and UDP with
Checksum

The operation of IPv6 with UDP with a zero checksumis not the sane
as |Pv4 with UDP with a zero checksum Protocol designers should not
be fooled into thinking that the two are the sanme. The requirenents
below list a set of additional considerations for |Pv6.

Wher e possible, existing general tunnel encapsul ations, such as GRE
and I P-in-1P, should be used. This section assunes that such

exi sting tunnel encapsul ations do not offer the functionally required
to satisfy the protocol designer’s goals. This section considers the
standardi zed alternative solutions rather than the full set of ideas
eval uated in Appendix A The alternatives to UDP with a zero
checksum are UDP with a (cal cul ated) checksum and UDP-Lite.

UDP with a checksum has the advantage of close to universal support
in both endpoints and mi ddl eboxes. It also provides statistica
verification of delivery to the intended destination (address and
port). However, sone classes of device have linmted support for

cal cul ation of a checksumthat covers a full datagram For these
devices, this limted support can incur significant processing costs
(e.g., requiring processing in the router’s slow path) and hence can
reduce capacity or fail to function

UDP-Lite has the advantage of using a checksum that can be cal cul at ed
only over the pseudo-header and the UDP header. This provides a
statistical verification of delivery to the intended destination
(address and port). The checksum can be cal cul ated w t hout access to
t he dat agram payl oad, requiring access only to the part that is to be
protected. A drawback is that UDP-Lite currently has limted support
in both endpoints (i.e., is not supported on all operating system

pl atforns) and m ddl eboxes (which nust support the UDP-Lite header
type). Therefore, using a path verification nethod is recomended.

I Pv6 and UDP with a zero checksum can al so be used by nodes that do
not permt calculation of a payload checksum Many existing cl asses
of mi ddl eboxes do not verify or change the transport checksum For

t hese ni ddl eboxes, IPv6 with a zero UDP checksumis expected to
function where UDP-Lite would not. However, support for the zero UDP
checksumin niddl eboxes that do change or verify the checksumis
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currently linmted, and this nmay result in datagrans with a zero UDP
checksum bei ng di scarded. Therefore, using a path verification
nmet hod i s recomended.

For some sets of constraints, no solution exists. For exanple, a
prot ocol designer who needs to originate or receive datagrans on a
device that cannot efficiently calculate a checksum over a ful

dat agram and al so needs these packets to pass through a m ddl ebox
that verifies or changes a UDP checksum but that does not support a
zero UDP checksum cannot use the zero UDP checksum met hod

Simlarly, a protocol designer who needs to originate datagrans on a
device with UDP-Lite support, but needs the packets to pass through a
m ddl ebox that does not support UDP-Lite, cannot use UDP-Lite. For
such cases, there is no optimal solution. The current reconmendation
is to use or fall back to using UDP with full checksum coverage.

3. Issues Requiring Consideration

This informative section eval uates issues about the proposal to
update | Pv6 [ RFC2460] to enable the UDP transport checksumto be set
to zero. Sonme of the identified i ssues are cormon to other protocols
already in use. This section also provides background to help in
under st andi ng the requirenents and recommendati ons that foll ow.

The decision in RFC 2460 to onmit an integrity check at the network
| evel neant that the IPv6 transport checksum was overl oaded w th nany
functions, including validating:

o That the endpoint address was not corrupted within a router, i.e.
a packet was intended to be received by this destination, and that
t he packet does not consist of a wong header spliced to a
di fferent payl oad.

o That extension header processing is correctly delimted, i.e., the
start of data has not been corrupted. 1In this case, reception of
a valid Next Header value provides sonme protection

0 Reassenbly processing, when used.

o The length of the payl oad.

o The port values, i.e., the correct application receives the
payl oad. (Applications should al so check the expected use of
source ports/addresses.)

0 The payload integrity.
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In IPv4, the first four of these checks are perforned using the | Pv4
header checksum

In 1 Pv6, these checks occur within the endpoint stack using the UDP
checksuminformation. An |IPv6 node also relies on the header
information to determ ne whether to send an | CMPv6 error nessage

[ RFC4443] and to determine the node to which this is sent. Corrupted
information may | ead to misdelivery to an unintended application
socket on an unexpected host.

3. 1. Ef fect of Packet Modification in the Network

| P packets may be corrupted as they traverse an Internet path. d der
evi dence presented in "Wen the CRC and TCP Checksum Di sagree"

[ Si gcom?2000] shows that this was an issue with IPv4 routers in the
year 2000 and that occasional corruption could result from bad
internal router processing in routers or hosts. These errors are not
detected by the strong frane checksuns enployed at the link |ayer

[ RFC3819]. During the devel opnent of this docunment in 2009, a nunber
of individuals provided reports of observed rates for received UDP
dat agrans using | Pv4 where the UDP checksum had been detected as
corrupt. These rates were as high as 1.39E-4 for some paths, but
close to zero for other paths.

There is extensive experience with depl oynents using tunnel protocols
in well-managed networks (e.g., corporate networks and service
provider core networks). This has shown the robustness of nethods
such as Pseudow re Enul ati on Edge-to-Edge (PWE3) and MPLS that do not
enpl oy a transport protocol checksum and that have not specified
mechani sns to protect fromcorruption of the unprotected headers
(such as the VPN Identifier in MPLS). Reasons for the robustness nay
i ncl ude:

0 A reduced probability of corruption on paths through well-nanaged
net wor ks.

o IP forns the majority of the inner traffic carried by these
tunnel s. Hence, froma transport perspective, endpoint
verification is already being perfornmed when a received | Pv4d
packet is processed or by the transport pseudo-header for an | Pv6
packet. This update to UDP does not change this behavior

0 In certain cases, a conbination of additional filtering (e.qg.
filtering a MAC destination address in a Layer 2 tunnel)
significantly reduces the probability of final nisdelivery to the
| P stack.
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o The tunnel protocols did not use a UDP transport header
Therefore, any corruption is unlikely to result in nmisdelivery to
anot her UDP- based application. This concern is specific to UDP
with | Pv6.

Wil e this experience can guide the present recommendati ons, any
update to UDP nust preserve operation in the general |nternet, which
i s heterogeneous and can include |inks and systens of widely varying
characteristics. Transport protocols used by hosts need to be
designed with this in mnd, especially when there is need to traverse
edge networ ks, where m ddl ebox depl oynents are common.

Currently, for the general Internet, there is no evidence that
corruption is rare, nor is there evidence that corruption in IPv6 is
rare. Therefore, it seenms prudent not to relax checks on

m sdelivery. The energence of lowend IPv6 routers and the proposed
use of NAT with I Pv6 provide further notivation to protect from

m sdel i very.

Corruption in the network may result in:

0 A datagram being nisdelivered to the wong host/router or the
wrong transport entity within an endpoint. Such a datagram needs
to be discarded.

0 A datagram payl oad being corrupted, but still delivered to the
i ntended host/router transport entity. Such a datagram needs to
be either discarded or correctly processed by an application that
provides its own integrity checks.

0 A datagram payl oad being truncated by corruption of the |ength
field. Such a datagram needs to be di scarded.

Usi ng a checksum significantly reduces the inpact of errors, reducing
the probability of undetected corruption of state (and data) on both
the host stack and the applications using the transport service.

The foll owi ng sections exanine the effect of nodifications to the
destination and source |IP address fields, the port fields, and the
fragmentation infornmation

3.1.1. Corruption of the Destination IP Address Field

An | Pv6 endpoint destination address could be nodified in the
networ k; for exanmple, it could be corrupted by an error. This is not
a concern for |Pv4, because the I P header checksumw Il result in
this packet being discarded by the receiving I P stack. Wen using

| Pv6, however, such nodification in the network cannot be detected at
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3.

1

the network layer. Detection of this corruption by a UDP receiver
relies on the | Pv6 pseudo-header that is incorporated in the
transport checksum

There are two possi bl e out cones:

0 Delivery to a destination address that is not in use. The packet
will not be delivered, but an error report could be generated.

0 Delivery to a different destination address. This nodification
will normally be detected by the transport checksum resulting in
a silent discard. Wthout a conputed checksum the packet woul d
be passed to the endpoint port denultiplexing function. |If an
application is bound to the associated ports, the packet payl oad
will be passed to the application. (See Section 3.1.4 on port
processing.)

2. Corruption of the Source | P Address Field

Thi s section exam nes what happens when the source | P address is
corrupted in transit. This is not a concern in |Pv4, because the IP
header checksumw Il normally result in this packet being discarded
by the receiving IP stack. Detection of this corruption by a UDP
receiver relies on the | Pv6 pseudo-header that is incorporated in the
transport checksum

Corruption of an | Pv6 source address does not result in the |IP packet
being delivered to a different endpoint protocol or destination
address. If only the source address is corrupted, the datagramw ||
likely be processed in the intended context, although with erroneous
origin informati on. Wen using unicast reverse path forwardi ng

[ RFC2827], a change in address nmay result in the router discarding

t he packet when the route to the nodified source address is different
fromthat of the source address of the original packet.

The result will depend on the application or protocol that processes
t he packet. Sone exanples are:

0 An application that requires a pre-established context may
di sregard the datagramas invalid or could map it to another
context (if a context for the nodified source address were already
activated).

0 A stateless application will process the datagram outside of any
context. A sinple exanple is the ECHO server, which will respond
with a datagramdirected to the nodified source address. This
woul d create unwanted additional processing | oad and generate
traffic to the nodified endpoi nt address.
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0 Sone datagram applications build state using the information from
packet headers. A previously unused source address would result
in receiver processing and the creation of unnecessary transport-
| ayer state at the receiver. For exanple, Real-tinme Protoco
(RTP) [ RFC3550] sessions comonly enpl oy a source-i ndependent
receiver port. State is created for each received fl ow
Therefore, reception of a datagramwith a corrupted source address
will result in the accurul ation of unnecessary state in the RTP
state nmachine, including collision detection and response (since
the sane synchroni zati on source (SSRC) value will appear to arrive
frommultiple source | P addresses).

o | CVWP nessages relating to a corrupted packet can be misdirected to
t he wong source node.

In general, the effect of corrupting the source address wll depend
upon the protocol that processes the packet and its robustness to
this error. For the case where the packet is received by a tunne
endpoi nt, the tunnel application is expected to correctly handle a
corrupted source address.

The i nmpact of source address nodification is nore difficult to
quantify when the receiving application is not the one originally
i ntended and several fields have been nodified in transit.

3.1.3. Corruption of Port Information

This section describes what happens if one or both of the UDP port
val ues are corrupted in transit. This can al so happen when IPv4 is
used with a zero UDP checksum but not when UDP checksuns are

cal culated or when UDP-Lite is used. |If the ports carried in the
transport header of an | Pv6 packet are corrupted in transit, packets
may be delivered to the wong application process (on the intended
machi ne), responses or errors may be sent to the wong application
process (on the intended machine), or both may occur

3.1.4. Delivery to an Unexpected Port

I f one conbines the corruption effects, such as a corrupted
destination address and corrupted ports, there are a nunber of
potential outcones when traffic arrives at an unexpected port. The
following are the possibilities and their outcones for a packet that
does not use UDP checksum validation

0 The packet could be delivered to a port that is not in use. The

packet is discarded, but could generate an | CMPv6 nessage (e.g.
port unreachable).
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0 The packet could be delivered to a different node that inplenents
the sane application, so the packet nmay be accepted, but side
ef fects could occur or accunul ated state could be generated.

o The packet could be delivered to an application that does not
i npl enent the tunnel protocol, so the packet nmay be incorrectly
parsed and nay be nisinterpreted, causing side effects or
generating accunul ated state.

The probability of each outcone depends on the statistica

probability that the address or the port information for the source
or destination becones corrupted in the datagram such that they natch
those of an existing flow or server port. Unfortunately, such a
match may be nore likely for UDP than for connection-oriented
transports, because:

1. There is no handshake prior to comunicati on and no sequence
nunbers (as in TCP, Datagram Congestion Control Protocol (DCCP),
and Stream Control Transm ssion Protocol (SCTP)). This nakes it
hard to verify that an application process is given only the
application data associated with a specific transport session

2. Applications witers often bind to wildcard values in endpoint
identifiers and do not always validate the correctness of
datagrans they receive. (Quidance on this topic is provided in
[ RFC5405] .)

Whil e these rules could, in principle, be revised to declare naive
applications as "historic", this renedy is not realistic. The
transport owes it to the stack to do its best to reject bogus

dat agr ans.

I f checksum coverage is suppressed, the application needs to provide
a method to detect and discard the unwanted data. A tunnel protoco
woul d need to performits own integrity checks on any contro
information if it is transported in datagrans with a zero UDP
checksum |f the tunnel payload is another |P packet, the packets
requi ri ng checksunms can be assuned to have their own checksuns,
provided that the rate of corrupted packets is not significantly

| arger due to the tunnel encapsulation. If a tunnel transports other
i nner payl oads that do not use IP, the assunptions of corruption
detection for that particular protocol nust be fulfilled. This may
require an additional checksunf CRC and/or integrity protection of the
payl oad and tunnel headers.

A protocol that uses a zero UDP checksum cannot assune that it is the

only protocol using a zero UDP checksum Therefore, it needs to
handl e m sdelivery gracefully. It nust be robust when nal forned
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packets are received on a listening port, and it nust expect that
t hese packets nmay contain corrupted data or data associated with a
conpl etely different protocol

3.1.5. Corruption of Fragnentation |Information

The fragnentation information in | Pv6 enploys a 32-bit identity field
(conpared to only a 16-bit field in IPv4), a 13-bit fragnment offset,
and a 1-bit flag indicating whether there are nore fragnments.
Corruption of any of these fields may result in one of two outcones:

0 Reassenbly failure: An error in the "More Fragnents" field for the
last fragment will, for exanple, result in the packet never being
consi dered conplete, so it will eventually be tinmed out and
di scarded. A corruption in the IDfield will result in the
fragment not being delivered to the intended context, thus |eaving
the rest of the packet inconplete, unless that packet has been
duplicated before the corruption. The inconplete packet wll
eventual ly be tinmed out and di scarded.

o Erroneous reassenbly: The reassenbl ed packet did not natch the
original packet. This can occur when the ID field of a fragment
is corrupted, resulting in a fragnent becom ng associated with
anot her packet and taking the place of another fragnent.
Corruption in the offset information can cause the fragnent to be
m saligned in the reassenbly buffer, resulting in incorrect
reassenbly. Corruption can cause the packet to becone shorter or
| onger; however, conpleting the reassenbly is nmuch | ess probabl e,
because this would require consistent corruption of the |IPv6
header’s payload | ength and offset fields. To prevent erroneous
assenbly, the reassenbling stack nust provide strong checks that
detect overlap and missing data. Note, however, that this is not
guar anteed and has been clarified in "Handling of Overlapping |Pv6
Fragnment s" [ RFC5722].

The erroneous reassenbly of packets is a general concern, and such
packets shoul d be discarded instead of being passed to higher-I|ayer
processes. The prinmary detector of packet |ength changes is the IP
payl oad length field, with a secondary check provided by the
transport checksum The Upper-Layer Packet length field included in
t he pseudo- header assists in verifying correct reassenbly, because
the Internet checksumhas a | ow probability of detecting insertion of
data or overlap errors (due to misplacenent of data). The checksum
is also incapable of detecting insertion or renoval of data that is
all-zero in a chunk that is a nultiple of 16 bits.
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The nost significant risk of corruption results follow ng nis-
association of a fragment with a different packet. This risk can be
significant, because the size of fragnments is often the sane (e.g.
fragments that formwhen the path MU results in fragnentation of a
| arger packet, which is common when addition of a tunne
encapsul ati on header increases the size of a packet). Detection of
this type of error requires a checksumor other integrity check of
the headers and the payload. Wile such protection is desirable for
tunnel encapsul ati ons using | Pv4, because the small fragnmentation ID
can easily result in waparound [ RFC4963], this is especially
desirable for tunnels that performfl ow aggregati on [ TUNNELS].

Tunnel fragnentation behavior matters. There can be outer or inner
fragmentation tunnels in the Internet Architecture [ TUNNELS]. If
there is inner fragnentation by the tunnel, the outer headers wll
never be fragnmented, and thus, a zero UDP checksumin the outer
header will not affect the reassenbly process. Wen a tunne
perforns outer header fragnentation, the tunnel egress needs to
performreassenbly of the outer fragnents into an inner packet. The
i nner packet is either a conplete packet or a fragnent. |If it is a
fragment, the destination endpoint of the fragment will perform
reassenbly of the received fragnents. The conpl ete packet or the
reassenbl ed fragments will then be processed according to the packet
Next Header field. The receiver nmay detect reassenbly anonalies only
when it uses a protocol with a checksum The | arger the nunber of
reassenbly processes to which a packet has been subjected, the
greater the probability of an error. The following |ist describes
some tunnel fragmentation behaviors:

0 An IP-in-1P tunnel that perforns inner fragnentation has sinlar
properties to a UDP tunnel with a zero UDP checksumthat al so
performs inner fragnentation.

0 An IP-in-1P tunnel that perforns outer fragnentation has sinilar
properties to a UDP tunnel with a zero UDP checksum that perforns
outer fragmentation

0 A tunnel that performs outer fragnmentation can result in a higher
| evel of corruption due to both inner and outer fragnmentation
enabl i ng nore chances for reassenbly errors to occur.

0 Recursive tunneling can result in fragnentation at nore than one

header | evel, even for fragnentation of the encapsul ated packet,
unl ess the fragnentation is performed on the innernost |P header
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0 Unless there is verification at each reassenbly, the probability
of undetected errors will increase with the nunber of tines
fragmentation is recursively applied, making both IP-in-IP and UDP
with zero UDP checksum vul nerabl e to undetected errors

In conclusion, fragnmentation of datagrans with a zero UDP checksum
does not worsen the perfornmance conpared to sone other commonly used
tunnel encapsul ati ons. However, caution is needed for recursive
tunneling that offers no additional verification at the different
tunnel | ayers.

3.2. \Were Packet Corruption Cccurs

Corruption of |IP packets can occur at any point along a network path:
during packet generation, during transm ssion over the link, in the
process of routing and switching, etc. Some transm ssion steps

i nclude a checksumor CRC that reduces the probability for corrupted
packets being forwarded, but there still exists a probability that
errors nay propagate undetected.

Unfortunately, the Internet comunity lacks reliable information to
identify the nost common functions or equiprment that results in
packet corruption. However, there are indications that the place
where corruption occurs can vary significantly fromone path to
another. However, there is a risk in taking evidence fromone usage
domain and using it to infer characteristics for another. Methods

i ntended for general |nternet usage nmust therefore assune that
corruption can occur, and mechani sms nust be deployed to nmitigate the
effects of corruption and any resulting msdelivery.

3.3. Validating the Network Path

| P transports designed for use in the general Internet should not
assune specific path characteristics. Network protocols may reroute
packets, thus changing the set of routers and m ddl eboxes al ong a
path. Therefore, transports such as TCP, SCTP, and DCCP have been
designed to negotiate protocol paraneters, adapt to different network
path characteristics, and receive feedback to verify that the current
path is suited to the intended application. Applications using UDP
and UDP-Lite need to provide their own nmechanisnms to confirmthe
validity of the current network path.

A zero value in the UDP checksumfield is explicitly disallowed in
RFC 2460. Thus, it may be expected that any device on the path that
has a reason to | ook beyond the | P header, for exanple, to validate
the UDP checksum will consider such a packet as erroneous or illega
and may discard it, unless the device is updated to support the new
behavior. Any m ddl ebox that nodifies the UDP checksum for exanple,

Fai rhurst & Westerl und St andards Track [ Page 20]



RFC 6936 Applicability of Zero UDP Checksumw th | Pv6 April 2013

a NAT that changes the values of the IP and UDP header in such a way
that the checksum over the pseudo-header changes value, will need to
be updated to support this behavior. Until then, a zero UDP checksum
packet is likely to be discarded, either directly in the niddl ebox or
at the destination, when a zero UDP checksum has been nodified to be
non-zero by an increnental update.

A pair of endpoints intending to use the new behavior will therefore
need not only to ensure support at each endpoint, but also to ensure
that the path between themw || deliver packets with the new
behavior. This may require using negotiation or an explicit mandate
to use the new behavior by all nodes that support the new protocol

Enabling the use of a zero checksum places new requirenments on

equi prent depl oyed within the network, such as niddl eboxes. A

m ddl ebox (e.g., a firewall or NAT) nay enable zero checksum usage
for a particular range of ports. Note that checksum off-1oading and
operating systemdesign may result in all IPv6 UDP traffic being sent
with a cal cul ated checksum This requires niddl eboxes that are
configured to enable a zero UDP checksumto continue to work with

bi directional UDP flows that use a zero UDP checksumin only one
direction, and therefore, they must not nmaintain separate state for a
UDP fl ow based on its checksum usage

Support al ong the path between endpoints can be guaranteed in linited
depl oynents by appropriate configuration. In general, it can be
expected to take tine for deploynent of any updated behavior to
beconme ubi qui t ous.

A sender will need to probe the path to verify the expected behavi or
Pat h characteristics nay change, and usage therefore should be robust
and able to detect a failure of the path under nornal usage, and
shoul d be able to renegotiate. Note that a bidirectional path does
not necessarily support the sanme checksum usage in both the forward
and return directions. Receipt of a datagramwith a zero UDP
checksum does not inply that the renpte endpoint can al so receive a
datagramwith a zero UDP checksum This behavior will require
periodic validation of the path, adding conplexity to any solution
usi ng the new behavi or

3.4. Applicability of the Zero UDP Checksum Met hod

The update to the | Pv6 specification defined in [ RFC6935] nodifies
only I Pv6 nodes that inplenent specific protocols designed to pernmit
om ssion of a UDP checksum This docunent provides an applicability
statement for the updated nethod, indicating when the nmechani sm can
(and cannot) be used. Enabling a zero UDP checksum and ensuring
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correct interactions with the stack, inplies nmuch nore than sinply
di sabling the checksum al gorithm for specific packets at the
transport interface.

When the zero UDP checksum nethod is wi dely avail abl e, we expect that
it wll be used by applications that perceive to gain benefit from
it. Any solution that uses an end-to-end transport protocol rather
than an I P-in-1P encapsul ati on needs to ninimze the possibility that
application processes could confuse a corrupted or wongly delivered
UDP datagramwi th that of data addressed to the application running
on their endpoint.

A protocol or application that uses the zero UDP checksum net hod nust
ensure that the lack of checksum does not affect the protoco
operation. This includes being robust to receiving an uni ntended
packet from another protocol or context follow ng corruption of a
destination or source address and/or port value. It also includes
considering the need for additional inplicit protection nechanisns
requi red when using the payload of a UDP packet received with a zero
checksum

3.5. Inpact on Non-Supporting Devices or Applications

It is inmportant to consider the potential inpact of using a zero UDP
checksum on endpoi nt devices and applications that are not nodified
to support the new behavior or, by default or preference, do not use
the regul ar behavior. These applications nust not be significantly
i npacted by the update.

To illustrate why this necessary, consider the inplications of a node
t hat enabl es use of a zero UDP checksumat the interface level. This
woul d result in all applications that listen to a UDP socket

recei ving datagrans where the checksum was not verified. This could
have a significant inpact on an application that was not designed

wi th the additional robustness needed to handl e received packets with
corruption, creating state or destroying existing state in the
application.

Therefore, a zero UDP checksum needs to be enabled only for

i ndi vidual ports using an explicit request by the application. In
this case, applications using other ports would maintain the current
| Pv6 behavior, discarding inconmng datagrans with a zero UDP
checksum These other applications would not be affected by this
changed behavior. An application that allows the changed behavi or
shoul d be aware of the risk of corruption and the increased |evel of
m sdirected traffic, and can be designed robustly to handle this
risk.
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4., Constraints on |Inplenentation of | Pv6 Nodes Supporting Zero Checksum

This section is an applicability statement that defines requirenents
and recommendations for the inplenentation of |IPv6 nodes that support
the use of a zero value in the checksumfield of a UDP datagram

Al'l inplenentations that support the zero UDP checksum net hod MJST
conformto the requirenents defined bel ow

1. An | Pv6 sendi ng node MAY use a cal cul ated RFC 2460 checksum f or
all datagrams that it sends. This explicitly permts an
interface that supports checksumoff-loading to insert an
updat ed UDP checksum value in all UDP datagrans that it
forwards. Note, however, that sending a cal cul ated checksum
requires the receiver to also performthe checksum cal cul ati on
Checksum of f -1 oadi ng can normally be switched off for a
particular interface to ensure that datagrans are sent with a
zero UDP checksum

2. | Pv6 nodes SHOULD, by default, NOT allow the zero UDP checksum
nmet hod for transnission.

3. | Pv6 nodes MJST provide a way for the application/protocol to
i ndicate the set of ports that will be enabled to send datagrans
with a zero UDP checksum This nay be inplenented by enabling a
transport node using a socket APl call when the socket is
established, or by a simlar nmechanism It may also be
i npl ement ed by enabling the nethod for a pre-assigned static
port used by a specific tunnel protocol

4, | Pv6 nodes MJST provide a nethod to allow an application/
protocol to indicate that a particular UDP datagramis required
to be sent with a UDP checksum This needs to be allowed by the
operating systemat any tinme (e.g., to send keepalive
dat agrans), not just when a socket is established in zero
checksum node

5. The default |1Pv6 node receiver behavior MJST be to discard al
| Pv6 packets carrying datagrans with a zero UDP checksum

6. | Pv6 nodes MJST provide a way for the application/protocol to
indicate the set of ports that will be enabled to receive
datagrans with a zero UDP checksum This nmay be inpl enented via
a socket APl call or by a sinmlar nmechanism It nmay also be
i mpl enented by enabling the nethod for a pre-assigned static
port used by a specific tunnel protocol
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7. | Pv6 nodes supporting usage of zero UDP checksuns MJST al so
all ow reception using a cal culated UDP checksumon all ports
configured to allow zero UDP checksum usage. (The sending
endpoint, e.g., the encapsulating ingress, nay choose to conpute
the UDP checksumor may calculate it by default.) The receiving
endpoi nt MUST use the reception nethod specified in RFC2460 when
the checksumfield is not zero.

8. RFC 2460 specifies that |1 Pv6 nodes SHOULD | og recei ved datagrans
with a zero UDP checksum This renmains the case for any
dat agram recei ved on a port that does not explicitly enable
processing of a zero UDP checksum A port for which the zero
UDP checksum has been enabl ed MJUST NOT | og the datagram sol ely
because the checksum val ue is zero.

9. | Pv6 nodes MAY separately identify received UDP datagrans that
are discarded with a zero UDP checksum They SHOULD NOT add
these to the standard | og, because the endpoi nt has not been
verified. This may be used to support other functions (such as
a security policy).

10. 1Pv6 nodes that receive | CVWPv6 nessages that refer to packets
with a zero UDP checksum MJUST provi de appropri ate checks
concerning the consistency of the reported packet to verify that
the reported packet actually originated fromthe node, before
acting upon the information (e.g., validating the address and
port nunbers in the | CMPv6 nessage body).

5. Requirenments on Usage of the Zero UDP Checksum

This section is an applicability statenment that identifies

requi renents and reconmendations for protocols and tunne
encapsul ati ons that are transported over an | Pv6 transport flow
(e.g., a tunnel) that does not performa UDP checksum cal cul ation to
verify the integrity at the transport endpoints. Before deciding to
use the zero UDP checksum and | ose the integrity verification

provi ded by non-zero checksunm ng, a protocol devel oper shoul d
seriously consider if they can use checksurmmed UDP packets or UDP-
Lite [ RFC3828], because IPv6 with a zero UDP checksumis not

equi val ent in behavior to IPv4 with zero UDP checksum

The requirenents and recommendati ons for protocols and tunne
encapsul ati ons using an | Pv6 transport flow that does not performa
UDP checksum cal cul ation to verify the integrity at the transport
endpoi nts are:
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1. Transported protocols that enable the use of zero UDP checksum
MJUST enable this only for a specific port or port range. This
needs to be enabled at the sending and receiving endpoints for a
UDP f 1 ow.

2. An integrity nechanismis always RECOVMENDED at the transported
protocol layer to ensure that corruption rates of the delivered
payl oad are not increased (e.g., at the innernost packet of a
UDP tunnel). A nechanismthat isolates the causes of corruption
(e.g., identifying msdelivery, |IPv6 header corruption, or
tunnel header corruption) is also expected to provide additiona
i nformati on about the status of the tunnel (e.g., to suggest a
security attack).

3. A transported protocol that encapsul ates Internet Protocol (IPv4
or | Pv6) packets MAY rely on the inner packet integrity checks,
provi ded that the tunnel protocol will not significantly
increase the rate of corruption of the inner IP packet. |If a
significantly increased corruption rate can occur, the tunne
protocol MJST provide an additional integrity verification
mechanism Early detection is desirable to avoid wasting
unnecessary conputation, transm ssion capacity, or storage for
packets that will subsequently be di scarded.

4, A transported protocol that supports the use of a zero UDP
checksum MUST be desi gned so that corruption of any header
i nformati on does not result in accurmulation of incorrect state
for the protocol

5. A transported protocol with a non-tunnel payload or one that
encapsul ates non-1P packets MJST have a CRC or other nechanism
for checking packet integrity, unless the non-1P packet is
specifically designed for transmi ssion over a |ower |ayer that
does not provide a packet integrity guarantee.

6. A transported protocol with control feedback SHOULD be robust to
changes in the network path, because the set of mi ddl eboxes on a
path may vary during the life of an association. The UDP
endpoi nts need to discover paths w th niddl eboxes that drop
packets with a zero UDP checksum Therefore, transported
prot ocol s SHOULD send keepal i ve nmessages with a zero UDP
checksum An endpoint that discovers an appreciable |loss rate
for keepalive packets MAY terminate the UDP flow (e.g., a
tunnel). Section 3.1.3 of RFC 5405 describes requirenents for
congestion control when using a UDP-based transport.
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7. A protocol with control feedback that can fall back to using UDP
with a cal cul ated RFC 2460 checksumis expected to be nore
robust to changes in the network path. Therefore, keepalive
messages SHOULD i ncl ude both UDP datagrans with a checksum and
datagranms with a zero UDP checksum This will enable the renote
endpoi nt to distinguish between a path failure and the dropping
of datagranms with a zero UDP checksum

8. A i ddl ebox inplenentati on MUST al |l ow forwarding of an | Pv6 UDP
datagramwi th both a zero and a standard UDP checksum using the
same UDP port.

9. A m ddl ebox MAY configure a restricted set of specific port
ranges that forward UDP datagrans with a zero UDP checksum The
ni ddl ebox MAY drop | Pv6 datagrans with a zero UDP checksum t hat
are outside a configured range.

10. Wen a middl ebox forwards an I Pv6 UDP flow containi ng datagrans
with both a zero and a standard UDP checksum the niddl ebox MJST
NOT nmi ntain separate state for flows, depending on the val ue of
their UDP checksumfield. (This requirenent is necessary to
enabl e a sender that always cal cul ates a checksumto comuni cate
via a middl ebox with a renpote endpoint that uses a zero UDP
checksum)

Speci al considerations are required when designing a UDP tunne
protocol where the tunnel ingress or egress nmay be a router that may
not have access to the packet payload. Wen the node is acting as a
host (i.e., sending or receiving a packet addressed to itself), the
checksum processing is sinilar to other hosts. However, when the
node (e.g., a router) is acting as a tunnel ingress or egress that
forwards a packet to or froma UDP tunnel, there nay be restricted
access to the packet payload. This prevents calculating (or
verifying) a UDP checksum In this case, the tunnel protocol may use
a zero UDP checksum and nust:

0 Ensure that tunnel ingress and tunnel egress router are both
configured to use a zero UDP checksum For exanple, this may
i ncl ude ensuring that hardware checksum off-Ioading is disabled.

o The tunnel operator must ensure that m ddl eboxes on the network
path are updated to support use of a zero UDP checksum

0 A tunnel egress should inplenment appropriate security techniques
to protect fromoverload, including source address filtering to
prevent traffic injection by an attacker and rate-liniting of any
packets that incur additional processing, such as UDP datagrans
used for control functions that require verification of a

Fai rhurst & Westerl und St andards Track [ Page 26]



RFC 6936 Applicability of Zero UDP Checksumw th | Pv6 April 2013

6.

cal cul ated checksumto verify the network path. Usage of comon
control traffic for nmultiple tunnels between a pair of nodes can
assi st in reducing the nunber of packets to be processed.

Summary

Thi s docunent provides an applicability statenent for the use of UDP
transport checksuns with | Pv6

It exam nes the role of the UDP transport checksum when used with

I Pv6 and presents a summary of the trade-offs in evaluating the
safety of updating RFC 2460 to pernit an |IPv6 endpoint to use a zero
UDP checksum field to indicate that no checksumis present.

Application designers should first exam ne whether their transport
goals may be nmet using standard UDP (with a cal cul ated checksum or
UDP-Lite. The use of UDP with a zero UDP checksum has nerits for
sonme applications, such as tunnel encapsulation, and is w dely used
in |Pvd. However, there are different dangers for IPv6. There is an
i ncreased risk of corruption and m sdelivery when using zero UDP
checksumin |1 Pv6 conpared to using | Pv4 due to the |ack of an |IPv6
header checksum Thus, application designers need to evaluate the
ri sks of enabling use of a zero UDP checksum and consi der a sol ution
that at |east provides the sane delivery protection as for |Pv4, for
exanple, by utilizing UDP-Lite or by enabling the UDP checksum The
use of checksum of f-1oading nay help alleviate the cost of checksum
processing and pernit use of a checksum using nethod defined in RFC
2460.

Tunnel applications using UDP for encapsul ation can, in nany cases,
use a zero UDP checksum wi t hout significant inpact on the corruption
rate. A well-designed tunnel application should include consistency
checks to validate the header infornmation encapsulated with a

recei ved packet. In npst cases, tunnels encapsulating |IP packets can
rely on the integrity protection provided by the transported protocol
(or tunneled inner packet). Wen correctly inplenented, such an
endpoint will not be negatively inpacted by the onission of the
transport-Ilayer checksum Recursive tunneling and fragmentation are
potential issues that can raise corruption rates significantly, and
they require careful consideration

O her UDP applications at the intended destinati on node or another
node can be inpacted if the nodes are allowed to receive datagrans
that have a zero UDP checksum It is inportant that already depl oyed
applications are not inpacted by a change at the transport layer. |If
these applications execute on nodes that inplement RFC 2460, they
will discard (and log) all datagrans with a zero UDP checksum This
is not an issue.
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In general, UDP-based applications need to enploy a nechani smthat
allows a | arge percentage of the corrupted packets to be renoved
before they reach an application, to protect both the data stream of
the application and the control plane of higher |ayer protocols.
These checks are currently performed by the UDP checksum for |Pv6 or
by the reduced checksum for UDP-Lite when used with |Pv6.

The transport of recursive tunneling and the use of fragnentation
pose difficult issues that need to be considered in the design of
tunnel protocols. There is an increased risk of an error in the

i nner nost packet when fragnmentation occurs across several |ayers of
tunneling and several different reassenbly processes are run w thout
verification of correctness. This requires extra thought and carefu
consideration in the design of transported tunnels.

Any use of the updated nmethod nust consider the inplications for

firewalls, NATs, and other niddleboxes. It is not expected that |Pv6
NATs will handle | Pv6 UDP datagrams in the same way that they handl e
| Pv4 UDP datagrans. |In nany depl oyed cases, an update to support an

| Pv6 zero UDP checksumwill be required. Firewalls are intended to

be configured, and therefore, they may need to be explicitly updated
to all ow new services or protocols. Deploynment of |Pv6 mni ddl eboxes

is not yet as prolific as it is in IPv4, and therefore, new devices

are expected to follow the nethods specified in this docunent.

Each application should consider the inplications of choosing an | Pv6
transport that uses a zero UDP checksum and shoul d consi der whet her
ot her standard net hods may be nore appropriate and may sinmplify
application design.

7. Security Considerations

Transport checksunms provide the first stage of protection for the
stack, although they cannot be consi dered authentication mechani sns.
These checks are al so desirable to ensure that packet counters
correctly log actual activity, and they can be used to detect unusual
behavi or s.

Dependi ng on the hardware design, the processing requirenments may
differ for tunnels that have a zero UDP checksum and those that

cal cul ate a checksum This processing overhead may need to be

consi dered when deci di ng whether to enable a tunnel and to determ ne
an acceptable rate for transm ssion. This can becone a security risk
for designs that can handle a significantly |arger nunber of packets
with zero UDP checksuns conpared to datagrans with a non-zero
checksum such as a tunnel egress. An attacker could attenpt to

i nject non-zero checksunmed UDP packets into a tunnel that is
forwardi ng zero checksum UDP packets and cause overload in the
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processi ng of the non-zero checksuns, e.g., if it happens in a
router’s slow path. Protection nechani sns shoul d therefore be

enpl oyed when this threat exists. Protection may include source-
address filtering to prevent an attacker frominjecting traffic, as
well as throttling the anmobunt of non-zero checksumtraffic. The
latter may inpact the functioning of the tunnel protocol

Transm ssion of |Pv6 packets with a zero UDP checksum could revea
additional information to help an on-path attacker identify the
operating systemor configuration of a sending node. There is a need
to probe the network path to determ ne whether the current path
supports the use of I Pv6 packets with a zero UDP checksum The
details of the probing nmechanismmay differ for different tunne
encapsul ations, and if they are visible in the network (e.g., if not
using I Psec in encryption node), they could reveal additiona
information to help an on-path attacker identify the type of tunne
bei ng used.

IP-in-1P or GRE tunnels offer good traversal of niddl eboxes that have
not been designed for security, e.g., firewalls. However, firewalls
may be expected to be configured to bl ock general tunnels, because
they present a large attack surface. This applicability statenent
therefore permits this nmethod to be enabled only for specific port
ranges.

When the zero UDP checksum node is enabled for a range of ports
nodes and mi ddl eboxes nust forward received UDP datagrans that have
either a cal culated checksumor a zero checksum
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Appendi x A.  Eval uati on of Proposal to Update RFC 2460 to Support Zero
Checksum

This informative appendi x docunents the eval uation of the proposal to
update | Pv6 [ RFC2460] such that it provides the option that sone
nodes nmy suppress generation and checking of the UDP transport
checksum It also conpares this proposal with other alternatives,
and notes that for a particular application, sonme standard nethods
may be nore appropriate than using IPv6 with a zero UDP checksum

A.l. Aternatives to the Standard Checksum

There are several alternatives to the nornmal nethod for cal cul ating
the UDP checksum [ RFC1071] that do not require a tunnel endpoint to
i nspect the entire packet when conputing a checksum These incl ude:

o IP-in-1P tunneling. Because this nmethod conpletely dispenses with
a transport protocol in the outer layer, it has reduced overhead
and conplexity, but also reduced functionality. There is no outer
checksum over the packet, and also there are no ports to perform
demul ti pl exi ng among different tunnel types. This reduces the
avai |l abl e i nformati on upon which a | oad bal ancer may act.

o UDP-Lite with the checksum coverage set to only the header portion
of a packet. This requires a pseudo-header checksum cal cul ati on
only on the encapsul ati ng packet header. The conputed checksum
val ue nmay be cached (before adding the Length field) for each
fl ow destination and subsequently conbined with the Length of each
packet to minim ze per-packet processing. This value is conbined
with the UDP payload | ength for the pseudo-header. However, this
length is expected to be known when performn ng packet forwarding.

0o Delta conputation of the checksum from an encapsul ated checksum
field. Because the checksumis a cumulative sum|[RFCL624], an
encapsul ati ng header checksum can be derived fromthe new pseudo-
header, the inner checksum and the sum of the other network-Iayer
fields not included in the pseudo-header of the encapsul ated
packet, in a manner resenbling increnental checksum update
[ RFC1141]. This would not require access to the whol e packet, but
does require fields to be collected across the header and
arithmetic operations to be perfornmed on each packet. The nethod
woul d work only for packets that contain a 2's conpl enent
transport checksum (i.e., it would not be appropriate for SCTP or
when | P fragmentation is used).
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o UDP has been nodified to disabl e checksum processi ng (Zero UDP
Checksun) [RFC6935]. This elininates the need for a checksum
calculation, but would require constraints on appropriate usage
and updates to endpoi nts and m ddl eboxes.

0 The proposed UDP Tunnel Transport [UDPTT] protocol suggested a
met hod where UDP woul d be nodified to derive the checksumonly
fromthe encapsul ati ng packet protocol header. This value does
not change between packets in a single flow The value may be
cached per flow destination to mnimze per-packet processing.

0 A nethod has been proposed that uses a new (to-be-defined) |IPv6
Destination Options Header to provide an end-to-end validation
check at the network layer. This would allow an endpoint to
verify delivery to an appropriate endpoint, but would also require
| Pv6 nodes to correctly handl e the additional header and woul d
requi re changes to m ddl ebox behavior (e.g., when used with a NAT
that always adjusts the checksum val ue).

0 There has been a proposal to sinply ignore the UDP checksum val ue
on reception at the tunnel egress, allowing a tunnel ingress to
insert any value, correct or false. For tunnel usage, a non-
standard checksum val ue may be used, forcing an RFC 2460 receiver
to drop the packet. The nmamin downside is that it would be
i mpossible to identify a UDP datagram (in the network or an
endpoint) that is treated in this way conpared to a packet that
has actually been corrupted.

These options are conpared and discussed further in the foll ow ng
sections.

A. 2. Conparison of Alternative Methods

This section conpares the nmethods |isted above to support datagram
tunneling. It includes proposals for updating the behavior of UDP

Whil e this conparison focuses on applications that are expected to
execute on routers, the distinction between a router and a host is
not always clear, especially at the transport level. Systens (such
as UNI X-based operating systens) routinely provide both functions.
From a received packet, there is no way to identify the role of the
recei vi ng node.

A .2.1. Mddl ebox Traversa
Regul ar UDP with a standard checksum or the delta-encoded

optim zation for creating correct checksuns has the best possibility
for successful traversal of a m ddl ebox. No new support is required.
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A nethod that ignores the UDP checksum on reception is expected to
have a good probability of traversal, because nost m ddl eboxes
perform an increnmental checksum update. UDPTT would al so be able to
traverse a mddl ebox with this behavior. However, a m ddl ebox on the
path that attenpts to verify a standard checksumw ||l not forward
packets using either of these nethods, thus preventing traversal. A
met hod that ignores the checksum has the additional downside that it
prevents inprovenent of niddlebox traversal, because there is no way
to identify UDP datagranms that use the nodified checksum behavi or

IP-in-1P or GRE tunnels offer good traversal of m ddl eboxes that have
not been designed for security, e.g., firewalls. However, firewalls
may be expected to be configured to bl ock general tunnels, because
they present a large attack surface.

A new | Pv6 Destination Options header will suffer traversal issues
wi th m ddl eboxes, especially firewalls and NATs, and will likely
require themto be updated before the extension header is passed.

Datagrams with a zero UDP checksumwi Il not be passed by any

m ddl ebox that validates the checksum using RFC 2460 or updates the
checksum field, such as NAT or firewalls. This would require an
update to correctly handle a datagramwith a zero UDP checksum

UDP-Lite will require an update of alnobst all types of niddl eboxes,
because it requires support for a separate network-|ayer protoco
nunber. Once enabled, the method to support increnmental checksum
updates would be identical to that for UDP, but different for
checksum val i dati on.

A . 2.2. Load Bal anci ng

The useful ness of solutions for |oad bal ancers depends on the
difference in entropy in the headers for different flows that can be
included in a hash function. Al the proposals that use the UDP
prot ocol nunber have equal behavior. UDP-Lite has the potential for
behavior that is equally as good as UDP. However, UDP-Lite is
currently unlikely to be supported by depl oyed hashi ng nechani sns,
whi ch could cause a | oad bal ancer not to use the transport header in
the conputed hash. A | oad bal ancer that uses only the |IP header will
have | ow entropy, but this could be inproved by including the IPv6
the flow | abel, provided that the tunnel ingress ensures that
different flow |l abels are assigned to different flows. However, a
transition to the common use of good quality flow labels is likely to
take tinme to depl oy.
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A.2.3. Ingress and Egress Performance | nplications

IP-in-1P tunnels are often considered efficient, because they

i ntroduce very little processing and have | ow data overhead. The

ot her proposals introduce a UDP-1ike header, which incurs an

associ ated data overhead. Processing is nminimzed for the nethod
that uses a zero UDP checksum and for the nethod that ignores the UDP
checksum on reception, and processing is only slightly higher for
UDPTT, the extension header, and UDP-Lite. The delta calculation
schene operates on a few nore fields, but also introduces serious
failure nodes that can result in a need to calculate a checksum over
the conplete datagram Regular UDP is clearly the nbst costly to
process, always requiring checksum cal cul ation over the entire

dat agram

It is inmportant to note that the zero UDP checksum net hod, ignoring
checksum on reception, the Option Header, UDPTT, and UDP-Lite wl|l
likely incur additional conplexities in the application to

i ncorporate a negotiation and validati on nechani sm

A 2.4. Deployability

The maj or factors influencing deployability of these solutions are a
need to update both endpoints, a need for negotiation, and the need
to update mi ddl eboxes. These are sumuari zed bel ow.

0 The solution with the best deployability is regular UDP. This
requires no changes and has good m ddl ebox traversa
characteristics.

0 The next easiest to deploy is the delta checksumsolution. This
does not nodify the protocol on the wire and needs changes only in
t he tunnel ingress.

0o IP-in-1P tunnels should not require changes to the endpoints, but
they raise issues regarding the traversal of firewalls and other
security devices, which are expected to require updates.

o Ilgnoring the checksumon reception will require changes at both
endpoi nts. The never-ceasing risk of path failure requires
addi tional checks to ensure that this solution is robust, and it
will require changes or additions to the tunnel control protoco
to negotiate support and validate the path.

0 The remaining solutions (including the zero UDP checksum net hod)
offer simlar deployability. UDP-Lite requires support at both
endpoi nts and in m ddl eboxes. UDPTT and the zero UDP checksum
met hod, with or w thout an extension header, require support at
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bot h endpoints and in m ddl eboxes. UDP-Lite, UDPTT, and the zero
UDP checksum net hod and the use of extension headers may al so
requi re changes or additions to the tunnel control protocol to
negoti ate support and path validation

A. 2.5, Corruption Detection Strength

The standard UDP checksum and the delta checksum can both provide
sone verification at the tunnel egress. This can significantly
reduce the probability that a corrupted inner packet is forwarded.
UDP-Lite, UDPTT, and the extension header all provide some
verification against corruption, but they do not verify the inner
packet. They provide only a strong indication that the delivered
packet was intended for the tunnel egress and was correctly
del i m t ed.

The met hods using a zero UDP checksum ignoring the UDP checksum on
reception, and I P-and-IP encapsulation all provide no verification
that a received datagram was intended to be processed by a specific
tunnel egress or that the inner encapsul ated packet was correct.
Section 3.1 discusses experience using specific protocols in well-
managed networ ks.

A 2.6. Conparison Sumary

The conpari sons above nmay be sumuari zed as, "there is no silver
bullet that will slay all the issues". One has to select which
downsi des can best be lived with. Focusing on the existing
solutions, they can be sunmarized as:

Regul ar UDP: The nethod defined in RFC 2460 has good mi ddl ebox
traversal and | oad bal ancing and nul tiplexing, and requires a
checksumin the outer headers to cover the whol e packet.

IP-in-1P: A lowconplexity encapsulation that has |linted m ddl ebox
traversal, no nultiplexing support, and poor | oad-bal ancing
support that could inprove over tine.

UDP-Lite: A nediumconplexity encapsul ation that has good
mul ti pl exi ng support, linmted mddl ebox traversal that may
possi bly inprove over time, and poor | oad-bal ancing support that
could inprove over tine, and that, in nbst cases, requires
application-level negotiation to select the protocol and
validation to confirmthat the path forwards UDP-Lite.

Delta conputation of a tunnel checksum The delta checksumis an

optim zation in the processing of UDP, and, as such, it exhibits
sonme of the drawbacks of using regular UDP
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The renai ning proposals nay be described in sinilar terns:

Zero Checksum A |l ow conplexity encapsul ation that has good
mul ti pl exi ng support, linited m ddl ebox traversal that could
i nprove over tine, and good | oad-bal anci ng support, and that, in
nost cases, requires application-level negotiation and validation
to confirmthat the path forwards a zero UDP checksum

UDPTT: A medi um conpl exity encapsul ati on that has good nul tipl exing
support, limted niddl ebox traversal that may possibly inprove
over time, and good | oad-bal anci ng support, and that, in nost
cases, requires application-level negotiation to select the
transport and validation to confirmthe path forwards UDPTT
dat agr ans.

| Pv6 Destination Option IP-in-1P Tunneling: A nediumconplexity
encapsul ati on that has no multipl exing support, limted m ddl ebox
traversal, and poor | oad-bal ancing support that could i nprove over
tinme, and that, in nbst cases, requires negotiation to confirm
that the option is supported and validation to confirmthe path
forwards the option.

| Pv6 Destination Option Conbined with Zero UDP Checksum A nedi um
conpl exity encapsul ation that has good mnul ti pl exi ng support,
limted | oad-bal anci ng support that could inprove over tine, and
that, in nobst cases, requires negotiation to confirmthe option is
supported and validation to confirmthe path forwards the option

I gnore the Checksum on Reception: A |low conplexity encapsul ation
that has good nul tipl exing support, mnedi um m ddl ebox traversa
that can never inprove, and good | oad-bal anci ng support, and that,
in nost cases, requires negotiation to confirmthat the option is
supported by the renote endpoint and validation to confirmthe
path forwards a zero UDP checksum

There is no clear single optinumsolution. |f the nobst inportant
need is to traverse m ddl eboxes, the best choice is to stay with
regul ar UDP and consider the optim zations that nmay be required to

performthe checksunming. |If one can live with Iimited niddl ebox
traversal, if low conplexity is necessary, and one does not require
| oad bal ancing, IP-in-1P tunneling is the sinplest. |If one wants

strengt hened error detection, but with the currently linted

m ddl ebox traversal and | oad bal ancing, UDP-Lite is appropriate.
Zer o UDP checksum addresses another set of constraints: |ow
complexity and a need for |oad balancing fromthe current Internet,
provi ded that the usage can accept the currently limted support for
m ddl ebox traversal

Fai rhurst & Westerl und St andards Track [ Page 38]



RFC 6936 Applicability of Zero UDP Checksumw th | Pv6 April 2013

Techni ques for | oad bal anci ng and m ddl ebox traversal do continue to
evolve. Over a long tinme, developnents in |oad bal anci ng have good
potential to inmprove. This time horizon is long, because it requires
both | oad bal ancer and endpoi nt updates to get full benefit. The
chal | enges of m ddl ebox traversal are al so expected to change wth
tinme as device capabilities evolve. M ddleboxes are very prolific,
with a larger proportion of end user ownership, and therefore nmay be
expected to take a long tinme to evol ve.

However, we note that the deploynent of |Pv6-capable ni ddl eboxes is
still inits initial phase, and if a new nmethod becones standardized
qui ckly, fewer boxes will be non-conpliant.

Thus, the question of whether to pernit use of datagranms with a zero
UDP checksum for | Pv6 under reasonable constraints is best viewed as
a trade-of f anong a nunber of nobre subjective questions:

0 |Is there sufficient interest in using a zero UDP checksumwi th the
given constraints (sumuarized bel ow) ?

0 Are there other avenues of change that will resolve the issue in a
better way and sufficiently quickly ?

o0 Do we accept the conplexity cost of having one nore solution in
the future?

The anal ysis concludes that the | ETF should carefully consider
constraints on sanctioning the use of any new transport node. The
6man wor ki ng group of the | ETF has determ ned that the answers to the
above questions are sufficient to update IPv6 to standardi ze use of a
zero UDP checksum for use by tunnel encapsul ations for specific
applications.

Each application should consider the inplications of choosing an | Pv6
transport that uses a zero UDP checksum In nany cases, standard

nmet hods may be nore appropriate and nay sinplify application design
The use of checksum of f-1oading nay help alleviate the checksum
processing cost and pernmt use of a checksum using the nethod defined
in RFC 2460.
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