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Abstract

The EAP Re-aut hentication Protocol (ERP) defines extensions to the
Ext ensi bl e Aut hentication Protocol (EAP) to support efficient
re-authenticati on between the peer and an EAP Re-authentication (ER)
server through a conpatible authenticator. This docunent specifies
D aneter support for ERP. It defines a new Di aneter ERP application
to transport ERP nessages between an ER authenticator and the ER
server, and a set of new Attribute-Value Pairs (AVPs) that can be
used to transport the cryptographic naterial needed by the
re-authentication server.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6942.
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1. Introduction

Cao, et al. [RFC6696] defines the EAP Re-authentication Protoco
(ERP). It consists of the follow ng steps:

Boot st rappi ng

A root key for re-authentication is derived fromthe Extended
Mast er Session Key (EMBK) created during EAP aut hentication

[ RFC5295]. This root key is transported fromthe EAP server to
the ER server.

Re- aut henti cati on

A one-round-trip exchange between the peer and the ER server
resulting in mutual authentication. To support the EAP

re-aut hentication functionality, ERP defines two new EAP codes --
EAP-Initiate and EAP-Fi ni sh

Thi s docunent defines how Di aneter transports the ERP nessages during
the re-authentication process. For this purpose, we define a new
Application ldentifier for ERP and reuse the Di aneter EAP comands

Di anet er - EAP- Request (DER) / Di anet er - EAP- Answer ( DEA)

Thi s docunent al so di scusses the distribution of the root key during
boot strapping, in conjunction with either the initial EAP

aut hentication (inplicit bootstrapping) or the first ERP exchange
(explicit bootstrapping). Security considerations for this key
distribution are detailed in Section 7.4 of Sal owey, et al

[ RFC5295] .

2. Ternmninol ogy

Thi s docunent uses terninology defined in Aboba, et al. [RFC3748],
Sal owey, et al. [RFC5295], Cao, et al. [RFC6696], and Eronen, et al
[ RFC4072] .

Fol l owi ng RFC 5295, the term "donain" herein refers to a key
managenent domain unl ess otherwise qualified. Sinmlarly, the terns
"home domai n" and "l ocal domain" have the same neaning here as in RFC
6696.

The re-aut hentication Donai n-Specific Root Key (rDSRK) is a

re-aut hentication Root Key (rRK) [ RFC6696] derived fromthe Donain-
Specific Root Key (DSRK) instead of the EMSK
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"Root key" (RK) or "bootstrapping nmaterial" refers to the rRK or
r DSRK derived froman EMSK, depending on whether the ER server is
| ocated in the home or a foreign donain.

We use the notation "ERP/DER' and "ERP/DEA" in this docunent to refer
to Di anet er - EAP- Request and Di anet er - EAP- Answer conmands with the
Application Id set to <Di aneter ERP> (Section 10.1); the same
conmmands are denoted "EAP/ DER' and "EAP/ DEA" when the Application Id
in the nessage is set to <Di ameter EAP> [ RFC4072].

2.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

3. Assunptions

Thi s docunent assumes the existence of, at nobst, one |logical ER
server entity in a given domain. |f several physical servers are
depl oyed for robustness, a replication nmechani sm nust be depl oyed to
synchroni ze the ERP state (e.g., root keys) between these servers.
Any such replication nechanismis outside the scope of this document.
If nultiple ER servers are deployed in the domain, we assune that
they can be used interchangeably. If nmultiple ER servers are

depl oyed across multiple domains, we assune that only one ER server
topologically close to the peer, is involved in ERP, with distance
bei ng nmeasured in terns of Dianeter hops.

This docunent al so assunes the existence of, at nobst, one EAP server
entity in the home donmain. 1In case of nultiple physical hone EAP
servers, if the ER server wants to reach the sane hone EAP server
the ER server SHOULD cache the Destination-Host AVP corresponding to
the hone EAP server it requests.

In general, it is assuned that key nmanagenent domai n nanes and
D aneter real mnanes are identical for any given donain/real m
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4.

Pr ot ocol Overvi ew

The following figure illustrates the conponents involved in ERP and
their interactions.

D anet er S +

R R + ERP 4o + (*) | Home |

Peer <->| Authenticator|<=======>| ER server | <--->| EAP |
oo + R + | server |
Fomm e o - +

(*) Dianeter EAP application; explicit bootstrapping scenario only.
Figure 1: Di aneter ERP Overview

The ER server is located either in the home domain (same as the EAP
server) or in the local domain (sanme as the authenticator, when it
differs fromthe hone domain).

When the peer initiates an ERP exchange, the authenticator creates a
DER nessage [ RFC4072]. The Application Id of the message is set to
that of the D aneter ERP application (Section 10.1) in the nessage.

The generation of the ERP/DER nessage is detailed in Section 6.

If there is an ER server in the sanme donmain as the authenticator
(i.e., the local donmin), Dianmeter routing MJST be configured so that
t hi s ERP/ DER nessage reaches that server, even if the Destination-
Real mis not the sanme as the | ocal donain.

If there is no |local ER server, the nessage is routed according to
its Destination-Real mAVP content, extracted fromthe real m conponent
of the keyNane-NAl attribute. As specified in RFC 6696, this realm
is the home domain of the peer in the case of bootstrappi ng exchange
("B flag is set in ERP nessage) or the dommin of the bootstrapped ER
server otherw se.

If no ER server is available in the hone donmain either, the ERP/DER
message cannot be delivered and an error, DI AMETER UNABLE TO DELI VER,
MUST be generated, as specified in RFC 6733, and returned to the

aut henticator. The authenticator MAY cache this information (with
limted duration) to avoid further attenpts to execute ERP with this
realm It MAY also fallback to full EAP authentication to

aut henti cate the peer.

When an ER server receives the ERP/DER nessage, it searches its | ocal
dat abase for a valid, unexpired root key matching the keyName part of
the User-Nane AVP. |f such key is found, the ER server processes the
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ERP nessage, as described in RFC 6696, then creates the ERP/ DEA
answer, as described in Section 6. The re-authentication Mster
Session Key (rMsK) is included in this answer.

Finally, the authenticator extracts the rMsSK fromthe ERP/DEA, as
described in RFC 6696, and forwards the content of the EAP-Payl oad
AVP, the EAP-Finish/Re-auth nessage, to the peer

The ER server may or may not possess the root key in its |oca

dat abase. If the EAP-Initiate/ Re-auth nessage has its 'B flag set
(boot strappi ng exchange) and the ER server possesses the root key,
the ER server SHOULD respond directly to the peer that initiated the
ERP exchange. Oherwi se, the ER server SHOULD act as a proxy and
forward the nessage to the hone EAP server after changing its
Application Id to Dianeter EAP and addi ng the ERP-RK- Request AVP to
request the root key. See Section 5 for nore detail on this process.

5. Bootstrapping the ER Server

The boot st rappi ng process involves the honme EAP server and the ER
server, but also inpacts the peer and the authenticator. In ERP, the
peer nust derive the sane keying material as the ER server. To
achieve this, it nust |learn the donmain nanme of the ER server. How
this information is acquired is outside the scope of this
specification, but the authenticator m ght be configured to advertise
this domain nane, especially in the case of re-authentication after a
handover .

The boot strapping of an ER server with a given root key happens
either during the initial EAP authentication of the peer when the
EMSK -- fromwhich the root key is derived -- is created, during the
first re-authentication, or sonetinme between those events. W only
consider the first two possibilities in this specification, in the
foll owi ng subsecti ons.

5.1. Bootstrapping during the Initial EAP Authentication

Boot strapping the ER server during the initial EAP authentication
(al so known as inplicit bootstrapping) offers the advantage that the
server is imediately available for re-authentication of the peer,
thus minimzing the re-authentication delay. On the other hand, it
is possible that only a small nunber of peers will use
re-authentication in the local domain. Deriving and caching key
material for all the peers (for exanple, for the peers that do not
support ERP) is a waste of resources and shoul d be avoi ded.
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To achieve inplicit bootstrapping, the ER server acts as a D aneter
EAP Proxy, and Dianeter routing MJST be configured so that Dianeter
EAP application nessages are routed through this proxy. The figure
below illustrates this nmechani sm

ER server &
Aut hent i cat or EAP Proxy Honme EAP server

D anet er EAP/ DER
( EAP- Response)

_________________________ >
Di anet er EAP/ DER
( EAP- Response)
( ERP- RK- Request)
< >

Mul ti-round Di aneter EAP exchanges, unnodified

Di anet er EAP/ DEA
( EAP- Success)
( MBK)
(Key AVP (rRK))

Di anet er EAP/ DEA
( EAP- Success)
( MBK)
[ ERP- Real m

Fi gure 2: ERP Bootstrapping during Full EAP Authentication

The aut henticator creates the first DER of the full EAP

aut hentication and sends it to the ER server. The ER server proxies
the first DER of the full EAP authentication and adds the

ERP- RK- Request AVP inside, then forwards the request to the hone EAP
server.

If the honme Di aneter server does not support the Di aneter ERP
extensions, it sinply ignores the ERP-RK-Request AVP and continues as
specified in RFC 4072 [ RFC4072]. If the server supports the ERP
extensions, it saves the value of the ERP-Real m AVP found inside the
ERP- RK- Request AVP, and continues with the EAP authentication. Wen
the authentication conpletes, if it is successful and the EAP net hod
has generated an EMBK, the server MJST derive the rRK as specified in
RFC 6696, using the saved ERP realmnane. |t then includes the rRK
inside a Key AVP (Section 8.3) with the Key-Type AVP set to rRK

bef ore sending the DEA as usual .
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When the ER server proxies a Di aneter-EAP- Answer nessage with a
Session-1d corresponding to a nessage to which it added an
ERP- RK- Request AVP, and the Result-Code is DI AMETER SUCCESS, it MJST
exam ne the nessage and save and renove any Key AVP (Section 8.3)

wi th Key-Type AVP set to rRK. If the nessage does not contain such a
Key AVP, the ER server may cache the infornmation that

re-aut hentication via ERP is not possible for the session in order to
avoi d any subsequent attenpts. |In any case, the information stored
in the ER server concerning a session should not have a lifetine
greater than the EMSK for this session.

If the ER server is successfully bootstrapped, it should also add the
ERP- Real m AVP after renoving the Key AVP with Key-Type of rRK in the
EAP/ DEA nessage. This ERP-Real minformation can be used by the
authenticator to notify the peer that the ER server is bootstrapped,
and for which domain. How this information can be transnitted to the
peer is outside the scope of this docunent. This information needs
to be sent to the peer if both inplicit and explicit bootstrapping
mechani sns are possi bl e, because the ERP nessage and the root key
used for protecting this message are different in bootstrapping
exchanges and non-boot strappi ng exchanges.

5.2. Bootstrapping during the First Re-authentication

Boot strappi ng the ER server during the first re-authentication (also
known as explicit bootstrapping) is only needed when there is no ER
server in the local donmain and there is an ER server in the home
domain. It is less resource intensive, since the EMSK generated
during initial EAP authentication is reused to derive root keys. On
the other hand, the first re-authentication requires a one-round-trip
exchange with the home EAP server, since the EMSK i s generated during
the initial EAP authentication and never |eaves the hone EAP server
which is less efficient than inplicit bootstrapping.

The EAP-Initiate/ Re-auth nmessage is sent to the hone ER server. The
hone ER server receives the ERP/ DER nessage containing the
EAP-Initiate/ Re-auth nessage with the "B flag set. It creates the
new EAP/ DER nessage using the recei ved ERP/ DER nessage and perforns
the foll owi ng processing:

Set the Application Id in the header of the nmessage to
<Di anet er EAP> [ RFC4072].

Extract the ERP-RK-Request AVP from the ERP/DER nessage, which

contains the nane of the domain where the ER server is |ocated
and add it to the newy created ERP/ DER nessage.
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Then, the newWy created EAP/DER is sent and routed to the hone
D aneter EAP application server.

If the home Di ameter EAP server does not support ERP extensions, EAP
packets with an unknown ERP-specific code (EAP-Initiate) will not be
understood. In such a case, the hone D aneter EAP server MJST send
an EAP/DEA with a Result-Code indicating a Pernmanent Failure (for
exanpl e, DI AMETER_ERROR EAP_CODE_UNKNOWN or

DI AVETER_UNABLE_TO COWVPLY). The Fail ed- AYP AVP MUST be included and
contain a copy of the EAP-Payload AVP. Oherwi se, it processes the
DSRK request, as described in RFC 6696. In particular, it includes
t he Domai n-Nane TLV attribute with the content fromthe ERP-Real m
AVP. The server creates the EAP/ DEA reply nessage [ RFC4072],

i ncluding an instance of the Key AVP (Section 8.3) with the Key-Type
AVP set to rRK and an instance of the Domain-Nanme TLV attribute with
the content fromthe ERP-Real m AVP.

The ER server receives this EAP/DEA and proxies it as follows, in
addition to standard proxy operations:

Set the Application Id back to Dianeter ERP Application Id
(Section 10.1).

Extract and cache the content of the Key AVP with Key-Type set to
rRK, as described in Section 5.1).

The ERP/ DEA nessage is then forwarded to the authenticator that can
use the rMsK as described in RFC 6696.
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The figure bel ow captures this proxy behavior:

Aut hent i cat or ER server Home Di aneter server

D anet er ERP/ DER
(EAP-1nitiate)

Di anet er EAP/ DER
( EAP- Response)
( ERP- RK- Request)

D anet er EAP/ DEA
( EAP- Success)
(Key AVP (rRK))
(Key AVP (rMsSK))

Di anet er ERP/ DEA
( EAP- Fi ni sh)
(Key AVP (rMSK))

Figure 3: ERP Explicit Bootstrapping Message Fl ow
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6. Re-authentication

This section describes in detail a re-authentication exchange with an
ER server that was previously bootstrapped. The follow ng figure
sunmmari zes the re-authentication exchange.

ER server
Peer Aut hent i cat or (boot strapped)
[ <-mmmomomommoee oo ]
[optional EAP-Initiate/Re-auth-start,]
[ possibly with ERP donai n nane ]
_______________________ >
EAP-1niti ate/ Re-auth
>

D aneter ERP, cnd code DER
User - Narme: keyNane- NAI
EAP- Payl oad: EAP-Initiate/ Re-auth

<
D aneter ERP, cnd code DEA
EAP- Payl oad: EAP-Fi ni sh/ Re-aut h
Key AVP: r MBK

EAP- Fi ni sh/ Re-aut h
Figure 4: Dianeter ERP Re-authentication Exchange

The peer sends an EAP-Initiate/ Re-auth nessage to the ER server via
the authenticator. Alternatively, the authenticator nay send an
EAP-Initiate/ Re-auth-Start message to the peer to trigger the
mechanism In this case, the peer responds with an

EAP-1 niti ate/ Re-aut h nessage.

If the authenticator does not support ERP (pure Dianeter EAP

[ RFC4072] support), it discards the EAP packets with an unknown ERP-
specific code (EAP-Initiate). The peer should fall back to full EAP
aut hentication in this case.

When the authenticator receives an EAP-Initiate/Re-auth nmessage from
the peer, the nessage is processed as described in RFC 6696, with
regard to the EAP state nmachine. It creates a D aneter ERP/DER
message followi ng the general process of Dianeter EAP [ RFC4072], with
the follow ng differences:
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The Application Id in the header is set to <Di aneter ERP>
(code 13).

The value in the Auth-Application-1d AVP is also set to
<Di aneter ERP>.

The keyNanme-NAl attribute fromthe ERP nessage is used to create
the content of the User-Nane and Destinati on- Real m AVPs.

The Aut h- Request - Type AVP content is set to the appropriate val ue.
The EAP- Payl oad AVP contains the EAP-Initiate/ Re-auth nessage.
Then, this ERP/DER nessage is sent as described in Section 4.

The ER server receives and processes this request as described in
Section 4. 1t then creates an ERP/ DEA nessage foll ow ng the general
process described in Eronen, et al. [RFC4072], with the follow ng

di fferences:

The Application Id in the header is set to <Di ameter ERP>
(code 13).

The val ue of the Auth-Application-Id AVP is also set to
<Di anet er ERP>.

The EAP- Payl oad AVP contai ns the EAP-Fi ni sh/ Re-aut h nessage.

If authentication is successful, an instance of the Key AVP
contai ning the rMsK derived by ERP is included.

When the authenticator receives this ERP/DEA answer, it processes it
as described in the Diameter EAP Application specification [ RFC4072]
and RFC 6696: the content of the EAP-Payload AVP is forwarded to the
peer, and the contents of the Keying-Material AVP [RFC6734] is used
as a shared secret for a secure association protocol specific to the
| ower layer in use.

7. Application Id

We define a new Di aneter application in this docunment, Dianeter ERP,
with an Application Id value of 13. D aneter nodes confornming to
this specification in the role of the ER server MJST adverti se
support by including an Auth-Application-1d AVP with a val ue of

Di aneter ERP in the Capabilities-Exchange- Request and

Capabi | i ti es- Exchange- Answer commands [ RFC6733].
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The primary use of the Diameter ERP Application Id is to ensure
proper routing of the nmessages, and that the nodes that advertise the
support for this application do understand the new AVPs defined in
Section 8, although these AVPs have the 'M flag cleared.

8. AVPs

The followi ng subsections discuss the AVPs used by the Di aneter ERP
application.

8.1. ERP-RK-Request AVP

The ERP- RK- Request AVP (AVP Code 618) is of type Grouped AVP. This

AVP is used by the ER server to indicate its willingness to act as

the ER server for a particular session.

This AVP has the "M and 'V bits cl eared.

ERP- RK- Request ::= < AVP Header: 618 >
{ ERP-Real m}
* [ AVP ]
Fi gure 5: ERP- RK- Request ABNF

8.2. ERP-Real m AVP

The ERP- Real m AVP (AVP Code 619) is of type Dianeterldentity. It
contains the nane of the realmin which the ER server is |ocated.

This AVP has the 'M and 'V bits cleared.
8.3. Key AWP
The Key AVP [RFC6734] is of type Grouped and is used to carry the rRK
or rMsK and associated attributes. The usage of the Key AVP and its
constituent AVPs in this application is specified in the follow ng
subsecti ons.
8.3.1. Key-Type AVP
The val ue of the Key-Type AVP MJST be set to 1 for rRK or 2 for rMSK
8.3.2. Keying-Mterial AVP
The Keying-Material AVP contains the rRK sent by the home EAP server
to the ER server, in answer to a request containing an ERP-RK- Request

AVP, or the rMSK sent by the ER server to the authenticator. How
this material is derived and used is specified in RFC 6696.
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8.3.3. Key-Nane AVP

This AVP contains the EMSKnane that identifies the keying materi al
The derivation of this name is specified in RFC 6696.

8.3.4. Key-Lifetinme AVP

The Key-Lifetime AVP contains the lifetime of the keying material in
seconds. It MJST NOT be greater than the remaining lifetine of the
EVMSK from which the naterial was derived

9. Result-Code AVP Val ues

This section defines new Result-Code [ RFC6733] val ues that MJST be
supported by all D aneter inplenmentations that conformto this
speci fication.

9.1. Permanent Failures

Errors that fall within the Permanent Failures category are used to
informthe peer that the request failed and SHOULD NOT be attenpted
agai n.

DI AVETER_ERROR_EAP_CODE_UNKNOWN ( 5048)

This error code is used by the Dianeter server to informthe
peer that the received EAP-Payl oad AVP contains an EAP packet
with an unknown EAP code.

10. | ANA Consi derati ons
| ANA has registered the followi ng new elenents in the Authentication,
Aut hori zation, and Accounting (AAA) Paraneters registries
[ AAAPARAMNS] .

10.1. Dianeter Application Identifier
| ANA has allocated a new val ue "Di ameter ERP" (code: 13) in the
"Application IDs" registry fromthe "Standards Action" range of

nunbers using the "Specification Required" policy [RFC5226]; see
Section 11.3 of RFC 3588 [RFC3588] for further details.
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10.

10.

11.

2. New AVPs
| ANA has all ocated new val ues fromthe "AVP Codes" registry according
to the policy specified in Section 11.1 of Fajardo, et al. [RFC6733]
for the foll owi ng AVPs:

ERP- RK- Request (code: 618)

ERP- Real m (code: 619)
These AVPs are defined in Section 8.
3. New Permanent Failures Result-Code AVP Val ues
| ANA has allocated a new value fromthe "Result-Code AVP Val ues (code
268) - Permanent Failure" registry according to the policy specified
in Section 11.3.2 of Fajardo, et al. [RFC6733] for the follow ng
Resul t - Code

DI AVETER_ERROR_EAP_CODE_UNKNOWN ( code: 5048)
This Result-Code value is defined in Section 9.

Security Considerations

The security considerations fromthe follow ng docunents apply here:
o Eronen, et al. [RFC4072]
o Salowey, et al. [RFC5295]
o Cao, et al. [RFC6696]
o Fajardo, et al. [RFC6733]
0 Zorn, et al. [RFC6734]
Because this application involves the transm ssion of sensitive data,
i ncl udi ng cryptographic keys, it MJST be protected using Transport
Layer Security (TLS) [RFC5246], Datagram Transport Layer Security
(DTLS) [ RFC6347], or |P Encapsul ating Security Payl oad (ESP)
[ RFC4303]. If TLS or DTILS is used, the bulk encryption algorithm

negoti ated MJST be non-null. |If ESP is used, the encryption
al gorithm MJUST be non-nulI.
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