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Issues in Identifier Conparison for Security Purposes
Abstract

I dentifiers such as hostnanmes, URlIs, |P addresses, and enuil
addresses are often used in security contexts to identify security
principals and resources. In such contexts, an identifier presented
via sone protocol is often conpared using sone policy to make
security decisions such as whether the security principal may access
the resource, what |evel of authentication or encryption is required,
etc. If the parties involved in a security decision use different
algorithms to conpare identifiers, then failure scenarios ranging
fromdenial of service to elevation of privilege can result. This
docunent provides a discussion of these issues that designers should
consi der when defining identifiers and protocols, and when
constructing architectures that use nultiple protocols.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Architecture Board (I|AB)
and represents information that the | AB has deened val uable to
provide for permanent record. It represents the consensus of the
Internet Architecture Board (1 AB). Docunents approved for
publication by the I AB are not a candidate for any |evel of Internet
St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6943
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1

I ntroduction

In conputing and the Internet, various types of "identifiers" are
used to identify humans, devices, content, etc. This docunent

provi des a di scussion of sonme security issues that designers should
consi der when defining identifiers and protocols, and when
constructing architectures that use nultiple protocols. Before

di scussing these security issues, we first give sone background on
some typical processes involving identifiers. Terms such as
"identifier", "identity", and "principal" are used as defined in

[ RFC4949] .

As depicted in Figure 1, there are nultiple processes relevant to our
di scussi on.

1. Anidentifier is first generated. |If the identifier is intended
to be unique, the generation process nust include some nechani sm
such as allocation by a central authority or verification anong
the menbers of a distributed authority, to help ensure
uni queness. However, the notion of "unique" involves determ ning
whet her a putative identifier matches any other identifier that
has al ready been allocated. As we will see, for nany types of
identifiers, this is not sinply an exact binary match

After generating the identifier, it is often stored in two

| ocations: with the requester or "holder" of the identifier, and
with some repository of identifiers (e.g., DNS). For exanple, if
the identifier was allocated by a central authority, the
repository mght be that authority. |If the identifier identifies
a device or content on a device, the repository m ght be that

devi ce.

2. The identifier is distributed, either by the holder of the
identifier or by a repository of identifiers, to others who could
use the identifier. This distribution nmight be electronic, but
sonetines it is via other channels such as voice, business card,
bill board, or other formof advertisenment. The identifier itself
m ght be distributed directly, or it might be used to generate a
portion of another type of identifier that is then distributed.
For exanple, a URI or email address m ght include a server nane,
and hence distributing the URl or enail address also inherently
distributes the server nane.

3. The identifier is used by sonme party. GCenerally, the user
supplies the identifier, which is (directly or indirectly) sent
to the repository of identifiers. The repository of identifiers
must then attenpt to match the user-supplied identifier with an
identifier inits repository.
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For exanple, using an enail address to send enmail to the hol der
of an identifier may result in the email arriving at the holder’s
emai | server, which has access to the nail stores.

S +
| Hol der of | 1. Ceneration
| identifier +<--------- +
oo +
I | Match
| v/
| [ S [ S +
R + Repository of
| | identifiers
| S e S e +
2. Distribution | A
| | Match
v |
Fomm e e o F - + |
| User of | |
| identifier Foeem - +
S R + 3. Use

Figure 1: Typical Identifier Processes

Anot her variation is where a user is given the identifier of a
resource (e.g., a web site) to access securely, sonetines known as a
"reference identifier" [RFC6125], and the server hosting the resource
then presents its identity at the time of use. 1In this case, the
user application attenpts to match the presented identity against the
reference identifier

One key aspect is that the identifier values passed in generation
distribution, and use may all be in different fornms. For exanple, an
identifier mght be exchanged in printed format generation tine,
distributed to a user via voice, and then used electronically. As
such, the match process can be conpli cat ed.

Furtherrmore, in many cases, the relationship between hol der
repositories, and users nmay be nore involved. For exanple, when a
hi erarchy of web caches exists, each cache is itself a repository of
a sort, and the match process is usually intended to be the same as
on the origin server

Anot her aspect to keep in mind is that there can be multiple
identifiers that refer to the sane object (i.e., resource, human
device, etc.). For exanple, a human m ght have a passport nunber and
a drivers license nunber, and an RFC might be available at nultiple

| ocations (rfc-editor.org and ietf.org). |In this docunent, we focus

Thal er I nf or mat i onal [ Page 4]



RFC 6943 I dentifier Conparison May 2013

1

1

1

2.

on conparing two identifiers to see whether they are the sane
identifier, rather than conparing two different identifiers to see
whet her they refer to the sanme entity (although a few issues with the
latter are touched on in several places, such as Sections 3.1.4 and
3.3.6).

Cl asses of ldentifiers

In this docunment, we will refer to the follow ng classes of
identifiers:

0 Absolute: identifiers that can be conpared byte-by-byte for
equality. Two identifiers that have different bytes are defined
to be different. For exanple, binary |IP addresses are in this
cl ass.

o Definite: identifiers that have a single well-defined conparison
algorithm For exanple, URI schene nanes are required to be
US-ASCI| [USASCII] and are defined to match in a case-insensitive
way; the conparison is thus definite, since there is a well-
specified algorithm (Section 9.2.1 of [RFC4790]) on how to do a
case-insensitive match among ASClI | strings.

0 Indefinite: identifiers that have no single well-defined
conparison algorithm For exanple, human names are in this class.
Everyone mni ght want the conparison to be tailored for their
| ocale, for some definition of "locale". |In some cases, there may
be limted subsets of parties that might be able to agree (e.g.
ASCI| users might all agree on a conmon conparison al gorithm
whereas users of other Roman-derived scripts, such as Turkish, may
not), but identifiers often tend to | eak out of such linited
envi ronment s.

Canoni cal i zati on

Per haps the nost common al gorithm for conparison involves first
converting each identifier to a canonical form (a process known as
"canoni cal i zation" or "nornmalization") and then testing the resulting
canoni cal representations for bitw se equality. In so doing, it is
thus critical that all entities involved agree on the same canonica
form and use the sane canonicalization algorithmso that the overal
conpari son process is also the sane.

Note that in some contexts, such as in internationalization, the
terms "canonicalization" and "nornualization" have a preci se neaning.
In this docunment, however, we use these terns synonynously in their
nmore generic form to nmean conversion to sone standard form
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Whil e the nost common nethod of conparison includes canonicalization
conpari son can al so be done by defining an equival ence al gorithm
where no single formis canonical. However, in nost cases, a
canoni cal formis useful for other purposes, such as output, and so
in such cases defining a canonical formsuffices to define a

conpari son net hod

2. ldentifier Use in Security Policies and Deci sions

Identifiers such as hostnanes, URI's, and enmail addresses are used in
security contexts to identify security principals (i.e., entities
that can be authenticated) and resources as well as other security
paraneters such as types and values of clains. Those identifiers are
then used to nmake security deci sions based on an identifier presented
via some protocol. For exanple:

0 Authentication: a protocol m ght match a security principal’s
identifier to |l ook up expected keying material and then match
keyi ng material .

0 Authorization: a protocol mght natch a resource name agai nst sone
policy. For exanmple, it mght ook up an access control Iist
(ACL) and then |l ook up the security principal’s identifier (or a
surrogate for it) in that ACL

0 Accounting: a systemm ght create an accounting record for a
security principal’s identifier or resource nane, and then night
| ater need to match a presented identifier to (for exanple) add
new filtering rules based on the records in order to stop an
at t ack.

If the parties involved in a security decision use different matching
algorithms for the same identifiers, then failure scenarios ranging
fromdenial of service to elevation of privilege can result, as we
will see.

This is especially conplicated in cases involving nultiple parties
and multiple protocols. For exanple, there are many scenarios where
sonme formof "security token service" is used to grant to a requester
permi ssion to access a resource, where the resource is held by a
third party that relies on the security token service (see Figure 2).
The protocol used to request pernission (e.g., Kerberos or QAuth) may
be different fromthe protocol used to access the resource (e.g.
HTTP). Opportunities for security problens arise when two protocols
define different conparison algorithnms for the sane type of
identifier, or when a protocol is anbiguously specified and two
endpoints (e.g., a security token service and a resource hol der)

i npl enent different algorithns within the sane protocol
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Figure 2: Sinple Security Exchange

In many cases, the situation is nore conplex. Wth X 509 Public Key
Infrastructure (PKIX) certificates [RFC6125], for exanple, the nane
in a certificate gets conpared agai nst nanes in ACLs or other things
In the case of web site security, the name in the certificate gets
conpared to a portion of the URI that a user may have typed into a
browser. The fact that many different people are doing the typing,
on many different types of systems, conplicates the problem

Add to this the certificate enrollnent step, and the certificate

i ssuance step, and two nore parties have an opportunity to adjust the
encodi ng, or worse, the software that supports them ni ght nake
changes that the parties are unaware are happeni ng.

2.1. False Positives and Negatives

It is first worth discussing in nore detail the effects of errors in
the conparison algorithm A "false positive" results when two
identifiers conpare as if they were equal but in reality refer to two
different objects (e.g., security principals or resources). When
privilege is granted on a match, a false positive thus results in an
el evation of privilege -- for exanple, allow ng execution of an
operation that should not have been pernitted otherwi se. Wen
privilege is denied on a match (e.g., matching an entry in a

bl ock/deny list or a revocation list), a pernissible operation is
denied. At best, this can cause worse performance (e.g., a cache

m ss or forcing redundant authentication) and at worst can result in
a denial of service
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A "fal se negative" results when two identifiers that in reality refer
to the sanme thing conpare as if they were different, and the effects
are the reverse of those for false positives. That is, when
privilege is granted on a match, the result is at best worse
performance and at worst a denial of service; when privilege is

deni ed on a natch, elevation of privilege results.

Figure 3 sumuarizes these effects.

| "Grant on match" | "Deny on match"
_______________ 5
Fal se positive | Elevation of privilege | Denial of service
_______________ e
Fal se negative | Denial of service | Elevation of privilege
............... e

Figure 3: Wrst Effects of False Positives/Negatives

When designing a conparison algorithm one can typically nodify it to
i ncrease the likelihood of fal se positives and decrease the

i kelihood of false negatives, or vice versa. \Which outcone is
better depends on the context.

El evation of privilege is alnost always seen as far worse than denial
of service. Hence, for URIs, for exanple, Section 6.1 of [RFC3986]
states that "conparison nethods are designed to nmininize fal se
negatives while strictly avoiding fal se positives"

Thus, URIs were defined with a "grant privilege on match" paradigmin
mnd, where it is critical to prevent elevation of privilege while

m ni m zing denial of service. Using URIs in a "deny privil ege on

mat ch" system can t hus be problematic.

2.2. Hypothetical Exanple

In this exanple, both security principals and resources are
identified using URIs. Foo Corp has paid exanple.comfor access to
the Stuff service. Foo Corp allows its enployees to create accounts
on the Stuff service. Alice gets the account
"http://exanpl e. com Stuff/FooCorp/alice" and Bob gets
"http://exanpl e.com Stuff/FooCorp/bob". It turns out, however, that
Foo Corp’s URI canonicalizer includes URH fragnment conponents in
conpari sons whereas exanpl e.conis does not, and Foo Corp does not
disall ow the # character in the account name. So Chuck, who is a
mal i ci ous enpl oyee of Foo Corp, asks to create an account at

exanpl e.comw th the name alice#stuff. Foo Corp’s URI |ogic checks
its records for accounts it has created with stuff and sees that
there is no account with the name alice#stuff. Hence, inits
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records, it associates the account alice#stuff with Chuck and will
only issue tokens good for use with
"http://exanpl e.com St uff/FooCorp/alice#stuff" to Chuck

Chuck, the attacker, goes to a security token service at Foo Corp and
asks for a security token good for

"http://exanple.conf Stuff/FooCorp/alice#stuff". Foo Corp issues the
t oken, since Chuck is the legitimate owner (in Foo Corp’s view) of
the alice#stuff account. Chuck then submits the security token in a
request to "http://exanple.con Stuff/FooCorp/alice"

But exanpl e.comuses a URl canonicalizer that, for the purposes of
checking equality, ignores fragnents. So when exanple.comlooks in
the security token to see if the requester has perm ssion from Foo
Corp to access the given account, it successfully matches the UR in
the security token, "http://exanple.con Stuff/FooCorp/alice#stuff",
with the requested resource nane

"http://exanple.conf Stuff/FooCorp/alice"

Leveragi ng the inconsistencies in the canonicalizers used by Foo Corp
and exanpl e.com Chuck is able to successfully launch an el evati on-
of -privilege attack and access Alice’ s resource.

Furt hernore, consider an attacker using a simlar corporation, such
as "foocorp" (or any variation containing a non-ASCI| character that
sonme hunmans ni ght expect to represent the same corporation). If the
resource holder treats themas different but the security token
service treats themas the sanme, then el evation of privilege can
occur in this scenario as well.

3. Conparison Issues with Common ldentifiers

In this section, we walk through a nunber of conmon types of
identifiers and di scuss various issues related to conparison that may
af fect security whenever they are used to identify security
principals or resources. These exanples illustrate comon patterns
that may arise with other types of identifiers.

3. 1. Host nanes

Host names (conposed of dot-separated | abels) are commonly used either
directly as identifiers, or as conponents in identifiers such as in
URI's and enmi|l addresses. Another exanple is in Sections 7.2 and 7.3
of [RFC5280] (and updated in Section 3 of [RFC6818]), which specify
use in PKIX certificates

In this section, we discuss a nunber of issues in conparing strings
that appear to be sone form of hostnane.

Thal er I nf or mat i onal [ Page 9]



RFC 6943 I dentifier Conparison May 2013

It is first worth pointing out that the term"hostnane" itself is
of ten anbi guous, and hence it is inportant that any use clarify which
definition is intended. Sone exanples of definitions include:

a. AFully Qualified Domai n Name (FQDN),
b. An FQDN that is associated with address records in the DNS
c. The leftnost label in an FQDN, or

d. The leftnost label in an FQDN that is associated with address
records.

The use of different definitions in different places results in
guestions such as whether "exanple" and "exanpl e.coni are consi dered
equal or not, and hence it is inportant when witing new
specifications to be clear about which definition is nmeant.

Section 3 of [RFC6055] discusses the differences between a "host nane"
and a "DNS nanme", where the forner is a subset of the latter by using
a restricted set of characters (letters, digits, and hyphens). |If
one canonicalizer uses the "DNS nane" definition whereas another uses
a "hostnane" definition, a nanme mght be valid in the former but
invalid in the latter. As long as invalid identifiers are denied
privilege, this difference will not result in elevation of privilege.

Section 3.1 of [RFC1034] discusses the difference between a

"conpl ete" domai n nanme, which ends with a dot (such as
"exanple.com"), and a multi-Ilabel relative nane such as
"exanpl e. com' that assunmes the root (".") is in the suffix search
list. In nost contexts, these are considered equal, but there nmay be
issues if different entities in a security architecture have
different interpretations of a relative donain nane.

[1AB1123] briefly discusses issues with the anbiguity around whet her

a label will be "al phabetic" -- including, anong other issues, how
"al phabetic" should be interpreted in an internationalized
envi ronnent -- and whether a hostnane can be interpreted as an IP

address. W explore this last issue in nore detail bel ow
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3.1.1. |IPv4 Literals
Section 2.1 of [RFC1123] states:

Whenever a user inputs the identity of an Internet host, it SHOULD
be possible to enter either (1) a host domain nanme or (2) an IP
address in dotted-decimal ("#. # #.#") form The host SHOULD check
the string syntactically for a dotted-deci mal nunber before
looking it up in the Donmain Name System

and

This last requirenment is not intended to specify the conplete
syntactic formfor entering a dotted-deci nal host number; that is
considered to be a user-interface issue.

In specifying the inet_addr() APlI, the Portable Operating System
Interface (POSI X) standard [| EEE-1003.1] defines "IPv4 dotted deci nal
notation" as allowi ng not only strings of the form"10.0.1.2" but

al so all owi ng octal and hexadeci mal, and addresses with | ess than
four parts. For exanple, "10.0.258", "0xA000102", and "012.0x102"
all represent the same | Pv4 address in standard "1 Pv4 dotted decimal"
notation. We will refer to this as the "l oose" syntax of an |Pv4
address literal

In Section 6.1 of [RFC3493], getaddrinfo() is defined to support the
sane (loose) syntax as inet_addr():

If the specified address famly is AF_INET or AF_UNSPEC, address
strings using Internet standard dot notation as specified in
inet_addr() are valid.

In contrast, Section 6.3 of the same RFC states, specifying
i net_pton():

If the af argunent of inet_pton() is AF_INET, the src string shal
be in the standard | Pv4 dotted-decimal form

ddd. ddd. ddd. ddd
where "ddd” is a one to three digit decimal nunmber between 0 and
255. The inet_pton() function does not accept other formats (such

as the octal nunbers, hexadeci mal nunbers, and fewer than four
nunbers that inet_addr() accepts).
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As shown above, inet _pton() uses what we will refer to as the
"strict" formof an IPv4 address literal. Sonme platforns also use
the strict formw th getaddrinfo() when the Al _NUMERI CHOST flag is
passed to it.

Both the strict and | oose forns are standard forns, and hence a
protocol specification is still anbiguous if it sinply defines a
string to be in the "standard | Pv4 dotted decinmal form'. And, as a
result of these differences, nanes such as "10.11.12" are anbi guous
as to whether they are an I P address or a hostnane, and even
"10. 11. 12. 13" can be anbi guous because of the "SHOULD' in the above
text fromRFC 1123, neking it optional whether to treat it as an
address or a DNS nane.

Protocols and data formats that can use addresses in string formfor
security purposes need to resolve these anbiguities. For exanple,
for the host conponent of URIs, Section 3.2.2 of [RFC3986] resolves
the first anbiguity by only allowing the strict formand resolves the
second anbi guity by specifying that it is considered an | Pv4 address
literal. New protocols and data formats should similarly consider
using the strict formrather than the |l oose formin order to better
mat ch user expectations.

A string mght be valid under the "l oose" definition but invalid
under the "strict" definition. As long as invalid identifiers are
denied privilege, this difference will not result in elevation of
privilege. Some protocols, however, use strings that can be either
an | P address literal or a hostname. Such strings are at best
Definite identifiers, and often turn out to be Indefinite
identifiers. (See Section 4.1 for nore discussion.)

3.1.2. 1Pv6 Literals

| Pv6 addresses simlarly have a wide variety of alternate but
semantically identical string representations, as defined in

Section 2.2 of [RFC4291] and Section 2 of [RFC6874]. As discussed in
Section 3.2.5 of [RFC5952], this fact causes problens in security
contexts if conparison (such as in PKIX certificates) is done between
strings rather than between the binary representati ons of addresses.

[ RFC5952] specified a recommended canonical string format as an
attenpt to solve this problem but it nmay not be ubiquitously
supported at present. And, when strings can contain non-ASCl
characters, the sanme issues (and nore, since hexadeci mal and col ons
are allowed) arise as with IPv4 literals.

Thal er I nf or mat i onal [ Page 12]



RFC 6943 I dentifier Conparison May 2013

Whereas (binary) |1 Pv6 addresses are Absolute identifiers, |Pv6
address literals are Definite identifiers, since string-to-address
conversion for I Pv6 address literals is unanbi guous.

3.1.3. Internationalization

The | ETF policy on character sets and | anguages [ RFC2277] requires
support for UTF-8 in protocols, and as a result nany protocols now do
support non-ASClI| characters. Wen a hostnanme is sent in a UTF-8
field, there are a nunber of ways it may be encoded. For exanpl e,
host nane | abel s m ght be encoded directly in UTF-8, or they m ght
first be Punycode-encoded [ RFC3492] or even percent-encoded from

UTF- 8.

For exanple, in URIs, Section 3.2.2 of [RFC3986] specifically allows
for the use of percent-encoded UTF-8 characters in the hostnane as
well as the use of Internationalized Donmain Nanmes in Applications

(1 DNA) encodi ng [ RFC3490] using the Punycode al gorithm

Per cent - encodi ng i s unanbi guous for hostnanes, since the percent
character cannot appear in the strict definition of a "hostnange"
though it can appear in a DNS nane.

Punycode-encoded | abels (or "A-labels"), on the other hand, can be
anbi guous if hosts are actually allowed to be naned with a nane
starting with "xn--", and fal se positives can result. Wile this my
be extremely unlikely for normal scenarios, it neverthel ess provides
a possible vector for an attacker.

A host nane conparator thus needs to deci de whether a Punycode-encoded
| abel should or should not be considered a valid hostnane |abel, and
if so, then whether it should match a | abel encoded in sone other
form such as a percent-encoded Unicode | abel (U Iabel).

For exanple, Section 3 of "Transport Layer Security (TLS) Extensions:
Ext ensi on Definitions" [ RFC6066] states:

"Host Nane" contains the fully qualified DNS hostname of the
server, as understood by the client. The hostnane is represented
as a byte string using ASCII encoding without a trailing dot.

This allows the support of internationalized domain nanmes through
the use of A-labels defined in [RFC5890]. DNS hostnanes are case-
insensitive. The algorithmto conpare hostnanes is described in

[ RFC5890], Section 2.3.2.4.

For some additional discussion of security issues that arise with
i nternationalization, see Section 4.2 and [ TR36].
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3.1.4. Resolution for Conparison

Some systenms (specifically Java URLs [JAVAURL]) use the rule that if
two hostnanmes resolve to the same | P address(es) then the hostnanes
are considered equal. That is, the canonicalization algorithm

i nvol ves nane resolution with an | P address being the canonical form

For exanple, if resolution was done via DNS, and DNS cont ai ned:

exanple.com IN A 10.0.0.6
exanpl e.net. CNAME exanpl e. com
exanple.org. IN A 10.0.0.6

then the algorithmmght treat all three names as equal, even though
the third name might refer to a different entity.

Wth the introduction of dynam c | P addresses; private |P addresses;
multiple | P addresses per nane; nultiple address fanmlies (e.g., |Pv4d
vs. | Pv6); devices that roamto new |l ocations; comonly depl oyed DNS
tricks that result in the answer dependi ng on factors such as the
requester’s location and the load on the server whose address is
returned; etc., this nmethod of conparison cannot be relied upon
There is no guarantee that two names for the same host will resolve
the nanme to the sanme | P addresses; nor that the addresses resol ved
refer to the sane entity, such as when the nanes resolve to private
| P addresses; nor even that the system has connectivity (and the
willingness to wait for the delay) to resolve nanes at the tinme the
answer is needed. The lifetime of the identifier, and of any cached
state froma previous resolution, also affects security (see

Section 4.4).

In addition, a conparison nmechanismthat relies on the ability to
resolve identifiers such as hostnanes to other identifiers such as IP
addresses | eaks information about security decisions to outsiders if
these queries are publicly observable. (See [PRI VACY-CONS] for a
deeper discussion of information disclosure.)

Finally, it is worth noting that resolving two identifiers to
deternmine if they refer to the sane entity can be thought of as a use
of such identifiers, as opposed to actually conparing the identifiers
t hensel ves, which is the focus of this docunent.

3.2. Port Nunbers and Service Names
Port nunmbers and service nanmes are discussed in depth in [ RFC6335].
Hi storically, there were port nunbers, service nanes used in SRV

records, and mmenonic identifiers for assigned port nunbers (known as
port "keywords" at [I ANA-PORT]). The latter two are now unified, and
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various protocols use one or nore of these types in strings. For
exanpl e, the common syntax used by many URl schenes allows port
nunbers but not service nanes. Sone inplenentations of the
getaddrinfo() APl support strings that can be either port numbers or
port keywords (but not service nanes).

For protocols that use service nanes that nust be resolved, the

i ssues are the same as those for resolution of addresses in

Section 3.1.4. In addition, Section 5.1 of [RFC6335] clarifies that
servi ce names/port keywords must contain at |east one letter. This
prevents confusion with port nunbers in strings where both are

al | oned.

3.3. URIs

This section |ooks at issues related to using URIs for security

pur poses. For exanple, Section 7.4 of [RFC5280] specifies conparison
of URIs in certificates. Exanples of URIs in security-token-based
access control systens include Ws-*, SAML 2.0 [ QASI S- SAMLv2- CORE] ,
and QAut h Wb Resource Authorization Profiles (WRAP) [ QAut h- WRAP] .
In such systens, a variety of participants in the security
infrastructure are identified by URIs. For example, requesters of
security tokens are sonetines identified with URIs. The issuers of
security tokens and the relying parties who are intended to consune
security tokens are frequently identified by URIs. dains in
security tokens often have their types defined using URI's, and the
val ues of the clainms can also be URIs.

URIs are defined with multiple conponents, each of which has its own
rules. W cover each in turn below. However, it is also inportant
to note that there exist nultiple conparison algorithns. Section 6.2
of [ RFC3986] states:

A variety of methods are used in practice to test UR equival ence.
These nethods fall into a range, distinguished by the anount of
processing required and the degree to which the probability of

fal se negatives is reduced. As noted above, fal se negatives
cannot be elimnated. 1In practice, their probability can be
reduced, but this reduction requires nore processing and i s not
cost-effective for all applications.

If this range of conparison practices is considered as a | adder
the follow ng discussion will clinmb the | adder, starting with
practices that are cheap but have a relatively higher chance of
produci ng fal se negatives, and proceeding to those that have

hi gher conputational cost and | ower risk of fal se negatives.
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The | adder approach has both pros and cons. On the pro side, it

all ows sone uses to optimze for security, and other uses to optinze
for cost, thus allowing URIs to be applicable to a wi de range of

uses. A disadvantage is that when different approaches are taken by
different conponents in the sane systemusing the sane identifiers,
the inconsistencies can result in security issues.

3.3.1. Schene Conponent

[ RFC3986] defines URI schenmes as being case-insensitive US-ASCI| and
in Section 6.2.2.1 specifies that schene nanes should be normalized
to | owercase characters.

New schenes can be defined over time. |In general, however, two URIs
wi th an unrecogni zed scheme cannot be safely conpared. This is
because the canonicalization and conparison rules for the other
components may vary by schene. For exanple, a new URI schenme m ght
have a default port of X, and wi thout that know edge, a conparison

al gorithm cannot know whet her "exanpl e.cont and "exanpl e.com X"
shoul d be considered to match in the authority conmponent. Hence, for
security purposes, it is safest for unrecogni zed schenes to be
treated as invalid identifiers. However, if the URIs are only used
with a "grant access on match" paradigm then unrecogni zed schenes
can be supported by doing a generic case-sensitive conparison, at the
expense of sone fal se negatives

3.3.2. Authority Conponent

The authority conponent is schenme-specific, but many schenes follow a
common syntax that allows for userinfo, host, and port.

3.3.2.1. Host

Section 3.1 discusses issues with hostnanes in general. |In addition
Section 3.2.2 of [RFC3986] allows future changes using the | PvFuture
production. As with IPv4 and IPv6 literals, |PvFuture formats nay
have issues with nultiple semantically identical string
representations and nay al so be semantically identical to an | Pv4 or

| Pv6 address. As such, false negatives may be common if | PvFuture is
used.

3.3.2. 2. Port

See di scussion in Section 3.2.
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3.3.2.3. Userinfo

[ RFC3986] defines the userinfo production that allows arbitrary data
about the user of the URI to be placed before '@ signs in URIs. For
exanple, "ftp://alice: bob@xanpl e.com bar” has the value "alice: bob"
as its userinfo. Wen conparing URIs in a security context, one nust
deci de whether to treat the userinfo as being significant or not.
Some URI conpari son services, for exanple, treat
"ftp://alice:ick@xanple.conmt and "ftp://exanple.conl as being equal

When the userinfo is treated as being significant, it has additiona
considerations (e.g., whether or not it is case sensitive), which we
cover in Section 3.4.

3.3.3. Path Conponent

[ RFC3986] supports the use of path segnent values such as "./" or
“..I" for relative URIs. As discussed in Section 6.2.2.3 of

[ RFC3986], they are intended only for use within a reference relative
to some other base URI, but Section 5.2.4 of [RFC3986] neverthel ess
defines an algorithmto renove themas part of URI nornualization

Unl ess a schene states otherw se, the path conponent is defined to be
case sensitive. However, if the resource is stored and accessed
using a filesystemusing case-insensitive paths, there will be many
paths that refer to the same resource. As such, false negatives can
be common in this case

3.3.4. (Query Conponent

There is the question as to whether "http://exanple.conffoo"
"http://exanpl e.com foo?", and "http://exanpl e.com foo?bar" are each
consi dered equal or different.

Simlarly, it is unspecified whether the order of values matters.

For exanpl e, should "http://exanple.con bl ah?i ck=bi ck& oo=bar" be
consi dered equal to "http://exanpl e.coni bl ah?f oo=bar & ck=bi ck"? And
if a domain name is pernitted to appear in a query conmponent (e.qg.

in areference to another URI), the sane issues in Section 3.1 apply.

3.3.5. Fragnent Conponent

Some URI formats include fragment identifiers. These are typically
handles to locations within a resource and are used for |oca
reference. A classic exanple is the use of fragments in HTTP URIs
where a URI of the form"http://exanple.coni bl ah. ht m #i ck"” means
retrieve the resource "http://exanple.com blah.htm " and, once it has
arrived locally, find the HTM. anchor naned "ick" and di splay that.
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So, for exanple, when a user clicks on the link
"http://exanpl e.com bl ah. ht M #baz", a browser will check its cache by
doing a URI conparison for "http://exanple.comblah.htm" and, if the
resource is present in the cache, a match is decl ared.

Hence, conparisons for security purposes typically ignore the
fragment conponent and treat all fragnents as equal to the ful
resource. However, if one were actually trying to conpare the piece
of a resource that was identified by the fragment identifier
ignoring it would result in potential false positives.

3.3.6. Resolution for Conparison

It may be tenpting to define a URI conparison algorithm based on

whet her URI's resolve to the same content, along the lines of

resol ving hostnames as described in Section 3.1.4. However, such an
algorithmwould result in simlar problens, including content that
dynanical ly changes over tine or that is based on factors such as the
requester’s location, potential |ack of external connectivity at the
time or place that conparison is done, introduction of potentially
undesi rabl e del ay, etc.

In addition, as noted in Section 3.1.4, resolution | eaks infornmation
about security decisions to outsiders if the queries are publicly
observabl e.

3.4. Emmil Address-Like ldentifiers

Section 3.4.1 of [RFC5322] defines the syntax of an email address-
like identifier, and Section 3.2 of [RFC6532] updates it to support
internationalization. Section 7.5 of [RFC5280] further discusses the
use of internationalized enail addresses in certificates.

Regardi ng the security inpact of internationalized email headers,
[ RFC6532] points to Section 14 of [RFC6530], which contains a
di scussion of many issues resulting frominternationalization

Emai | address-like identifiers have a local part and a domain part.
The issues with the domain part are essentially the sanme as with
host nanes, as covered earlier in Section 3.1.

The local part is left for each domain to define. People quite
commonly use enai|l addresses as usernanes with web sites such as
banks or shopping sites, but the site doesn’t know whet her
foo@xanpl e.comis the same person as FOO@xanpl e.com Thus, emai
address-like identifiers are typically Indefinite identifiers.
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To avoid fal se positives, sone security nechani sns (such as those
described in [RFC5280]) conpare the | ocal part using an exact match.
Hence, like URIs, email address-like identifiers are designed for use
in grant-on-match security schenmes, not in deny-on-match schenes

Furt hernmore, when such identifiers are actually used as enai
addresses, Section 2.4 of [RFC5321] states that the local part of a
mai | box nmust be treated as case sensitive, but if a mailbox is stored
and accessed using a fil esystem using case-insensitive paths, there
may be many paths that refer to the same mail box. As such, false
negatives can be common in this case.

4., Ceneral |ssues
4.1. Conflation

There are a nunber of exanples (sonme in the preceding sections) of
strings that conflate two types of identifiers, using sone heuristic
to try to deternmine which type of identifier is given. Simlarly,
two ways of encoding the sane type of identifier night be conflated
within the same string

Some exanpl es incl ude:

1. A string that night be an | Pv4 address literal or an | Pv6 address
literal

2. A string that might be an I P address literal or a hostnane
3. A string that might be a port nunber or a service nane
4. A DNS |l abel that mght be literal or be Punycode-encoded

Strings that allow such conflation can only be considered Definite if
there exists a well-defined rule to determ ne which identifier type
is nmeant. One way to do so is to ensure that the valid syntax for
the two is disjoint (e.g., distinguishing IPv4 vs. |Pv6 address
literals by the use of colons in the latter). A second way to do so
is to define a precedence rule that results in sone identifiers being
i naccessible via a conflated string (e.g., a host literally naned
"xn--de-jgd4avhbylnocOd" may be inaccessible due to the "xn--" prefix
denoting the use of Punycode encoding). In sone cases, such

i naccessi bl e space nmay be reserved so that the actual set of
identifiers in use is unanbi guous. For exanple, Section 2.5.5.2 of

[ RFC4291] defines a range of the | Pv6 address space for representing
| Pv4 addresses.
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4.2. Internationalization

In addition to the issues with hostnanes di scussed in Section 3.1.3,
there are a nunber of internationalization issues that apply to many
types of Definite and Indefinite identifiers.

First, there is no DNS nechanismfor identifying whether
non-identical strings would be seen by a human as being equi val ent.
There are problematic exanples even with US-ASCI| (Basic Latin)
strings, including regional spelling variations such as "color" and
"colour", and with many non-English cases, including partially
nuneric strings in Arabic script contexts, Chinese strings in
Simplified and Traditional forns, and so on. Attenpts to produce
such alternate forns algorithmcally could produce fal se positives
and hence have an adverse effect on security.

Second, some strings are visually confusable with others, and hence
if a security decision is nmade by a user based on visual inspection
many opportunities for fal se positives exist. As such, using visua
i nspection for security is unreliable. 1In addition to the security
i ssues, visual confusability also adversely affects the usability of
identifiers distributed via visual media. Simlar issues can arise
wi th audi bl e confusability when using audio (e.g., for radio

di stribution, accessibility to the blind, etc.) in place of a visua
medi um  Furthernore, when strings conflate two types of identifiers
as discussed in Section 4.1, allow ng non-ASCI| characters can cause
one type of identifier to appear to a human as anot her type of
identifier. For exanple, characters that may |l ook like digits and
dots may appear to be an IPv4 literal to a human (especially to one
who might expect digits to appear in his or her native script).
Hence, conflation often increases the chance of confusability.

Det erni ni ng whether a string is a valid identifier should typically
be done after, or as part of, canonicalization. herw se, an
attacker m ght use the canonicalization algorithmto inject (e.g.
via percent encoding, Nornalization Form KC (NFKC), or non-shortest-
formUTF-8) delimters such as '@ in an enmail address-like
identifier, or a’'.’ in a hostnane.

Any case-insensitive conparisons need to define how conparison is
done, since such conparisons may vary by the |ocal e of the endpoint.
As such, using case-insensitive conparisons in general often results
in identifiers being either Indefinite or, if the |l egal character set
is restricted (e.g., to US-ASCII), Definite.

See also [WEBER] for a nore visual discussion of many of these
i ssues.
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Finally, the set of permtted characters and the canonical form of
the characters (and hence the canoni calization algorithn) sonetines
vary by protocol today, even when the intent is to use the sane
identifier, such as when one protocol passes identifiers to the
other. See [RFC6885] for further discussion

4.3. Scope

Anot her issue arises when an identifier (e.g., "local host",
"10.11.12.13", etc.) is not globally unique. Section 1.1 of
[ RFC3986] states:

URI's have a gl obal scope and are interpreted consistently

regardl ess of context, though the result of that interpretation
may be in relation to the end-user’s context. For exanple,
"http://1ocal host/" has the sane interpretation for every user of
that reference, even though the network interface corresponding to
"l ocal host" nay be different for each end-user: interpretation is
i ndependent of access.

Whenever an identifier that is not globally unique is passed to

anot her entity outside of the scope of uniqueness, it will refer to a
different resource and can result in a false positive. This problem
is often addressed by using the identifier together with sone other
unique identifier of the context. For exanple, "alice" may uniquely
identify a user within a system but nust be used with "exanpl e.cont
(as in "alice@xanple.con') to uniquely identify the context outside
of that system

It is also worth noting that |IPv6 addresses that are not globally
scoped can be witten with, or otherw se associated with, a "zone ID'
to identify the context (see [ RFC4007] for nore infornmation).
However, zone IDs are only unique within a host, so they typically
narrow, rather than expand, the scope of uniqueness of the resulting
identifier.

4.4, Tenporality

Oten, identifiers are not unique across all tinme but have sone
lifetime associated with them after which they may be reassigned to
anot her entity. For exanple, bob@xanple.com night be assigned to an
enpl oyee of the Exanple conpany, but if he | eaves and another Bob is
|ater hired, the sane identifier mght be reused. As another
exanpl e, | P address 203.0.113.1 might be assigned to one subscriber
and then | ater reassigned to another subscriber. Security issues can
arise if updates are not nade in all entities that store the
identifier (e.g., in an access control list as discussed in

Section 2, or in a resolution cache as discussed in Section 3.1.4).
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This issue is simlar to the issue of scope discussed in Section 4.3,
except that the scope of uniqueness is tenporal rather than
t opol ogi cal .

5. Security Considerations
This entire docunent is about security considerations.

To mninize issues related to elevation of privilege, any systemthat
requires the ability to use both deny and all ow operations within the
same identifier space should avoid the use of Indefinite identifiers

in security conparisons

To minimze future security risks, any new identifiers being designed
shoul d specify an Absolute or Definite conparison algorithm and if
extensibility is allowed (e.g., as new schenes in URIs allow), then
the conparison al gorithmshould remain invariant so that unrecogni zed
ext ensi ons can be conpared. That is, security risks can be reduced
by specifying the conparison algorithm nmaking sure to resolve any
anmbi guities pointed out in this docunent (e.g., "standard dotted
deci mal ") .

Some issues (such as unrecogni zed extensions) can be mtigated by
treating such identifiers as invalid. Validity checking of
identifiers is further discussed in [ RFC3696].

Per haps the hardest issues arise when multiple protocols are used
together, such as in Figure 2, where the two protocols are defined or
i npl ement ed using different conparison algorithnms. Wen constructing
an architecture that uses nmultiple such protocols, designers should
pay attention to any differences in conparison algorithns anong the
protocols in order to fully understand the security risks. Howto
deal with such security risks in current systens is an area for
future work.
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