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Abstract

Thi s docunent defines a portion of the Managenent |nfornmation Base
(MB) for use with network managenent protocols in the Internet
community. In particular, it describes objects used for nonitoring
the Resource Public Key Infrastructure (RPKI) to Router Protocol.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6945.
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1. Introduction

Thi s docunent defines a portion of the Managenent |nfornmation Base
(MB) for use with network managenent protocols in the Internet
community. In particular, it defines objects used for nonitoring the
RPKI - Rout er Protocol [RFC6810].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

2. The Internet-Standard Managenment Franmewor k
For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of

RFC 3410 [ RFC3410]. Managed objects are accessed via a virtua
information store, ternmed the Managenent Information Base or M B.
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M B objects are generally accessed through the Sinple Network
Managenment Protocol (SNWP). Objects in the MB are defined using the
nmechani sns defined in the Structure of Managenment Information (SM).
This meno specifies a MB nodule that is conpliant to the SMv2,
which is described in STD 58, RFC 2578 [ RFC2578], STD 58, RFC 2579

[ RFC2579], and STD 58, RFC 2580 [ RFC2580].

3. Overview

The objects defined in this docunent are used to nonitor the RPKI -
Rout er Protocol [RFC6810]. The M B nodul e defined here is broken
into these tables: the RPKI-Router Cache Server (Connection) Tabl e,

t he RPKI - Router Cache Server Errors Table, and the RPKI-Router Prefix
Oigin Table.

The RPKI - Rout er Cache Server Table contains information about the
state and current activity of connections with the RPKI-router cache
servers. It also contains counters for the nunber of nessages

recei ved and sent, plus the nunber of announcenents, w thdrawals, and
active records. The RPKI-Router Cache Server Errors Table contains
counters of occurrences of errors on the connections (if any). The
RPKI - Router Prefix Origin Table contains IP prefixes with their

m ni mum and maxi mum prefix lengths and the Origin Autononmous System
(AS). This data is the collective set of information received from
all RPKI cache servers that the router is connected with. The cache
servers are running the RPKI-Router Protocol

Two notifications have been defined to informa Network Managenent
Station (NMS) or operators about changes in the connection state of
the connections listed in the RPKI-Router Cache Server (Connection)
Tabl e.

4. Definitions

The following MB nodul e inports definitions from][RFC2578],
[ RFC2579], [RFC2580], [RFC4001], and [RFC2287]. That neans we have a
normati ve reference to each of those docunents.

The M B nodul e al so has a normative reference to the RPKI-Router
Protocol [RFC6810]. Furthernore, for background and informative
information, the MB nodule refers to [ RFC1982], [RFC4252],

[ RFC5246], and [ RFC5925].
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RPKI - ROUTER-M B DEFI NI TIONS ::= BEA N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
I nt eger 32, Unsi gned32, m b-2, Gauge32, Counter 32

FROM SNWPv2- SM -- RFC 2578

| net Addr essType, | net Address, |netPort Nunber,
I net Addr essPrefi xLengt h, | net Aut ononmousSyst emNunber

FROM | NET- ADDRESS- M B -- RFC 4001
TEXTUAL- CONVENTI ON, Ti nmeSt anp

FROM SNVPv2- TC -- RFC 2579
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP

FROM SNWPv 2- CONF -- RFC 2580
LongUt f8Stri ng FROM SYSAPPL-M B -- RFC 2287

rpki RtrM B MODULE- | DENTI TY
LAST- UPDATED "201305010000Z"
ORGANI ZATI ON "I ETF Secure Inter-Domain Routing (SIDR)

Bush,

Wor ki ng Group

CONTACT- I NFO "Working Group Email: sidr@etf.org

et al.
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USA

Emai | : randy@sg. com

Bert Wj nen
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Schagen 33

3461 G Linschoten

Net her | ands

Enmai | : bertietf@w jnen. net

Keyur Pat el

Ci sco Systens

170 W Tasman Drive
San Jose, CA 95134
USA
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Enmai | : keyupat e@i sco. com

M chael Baer

SPARTA

P. 0. Box 72682

Davis, CA 95617

USA

Enmil ;. baerm@i sl abs. com

DESCRI PTION "This M B nodul e contai ns nanagenent objects to
support nonitoring of the Resource Public Key
Infrastructure (RPKI) protocol on routers.

Copyright (c) 2013 | ETF Trust and the persons
identified as authors of the code. All rights
reserved.

Redi stribution and use in source and binary
forns, with or without nodification, is
permitted pursuant to, and subject to the
license ternms contained in, the Sinplified BSD
Li cense set forth in Section 4.c of the |IETF
Trust’s Legal Provisions Relating to | ETF
Docunent s
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of
RFC 6945; see the RFC itself for full |egal
notices."

REVI SI ON "201305010000Z"
DESCRI PTION "lInitial version, published as RFC 6945."
:={ mb-2 218 }

rpki Rt rNotifications OBJECT IDENTIFIER ::= { rpkiRRrMB 0 }
rpki RtrQbj ects OBJECT IDENTIFIER ::= { rpkiRRrMB 1 }
r pki Rt r Conf or mance OBJECT IDENTIFIER ::= { rpkiRtrMB 2 }

-- Textual Conventions used in this MB nodul e

Rpki Rt r Connecti onType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON "The connection type used between a router (as a
client) and a cache server.

Bush, et al. St andards Track [ Page 5]



RFC 6945 M B Mdul e for the RPKI-Router Protocol May 2013

The follow ng types have been defined in RFC 6810:

ssh(1) - Section 7.1; see also RFC 4252
tls(2) - Section 7.2; see also RFC 5246.
tcpMD5(3) - Section 7.3; see also RFC 2385.
tcpAQ(4) - Section 7.4; see also RFC 5925.
tcp(5) - Section 7.

i psec(6) - Section 7; see also RFC 4301
other(7) - none of the above."

REFERENCE "The RPKI-Router Protocol, RFC 6810, Section 7"
SYNTAX | NTEGER {

ssh(1),

tls(2),

t cpMD5( 3) ,

tcpAQ(4),

tcp(5),

i psec(6),

ot her (7)

-- Scal ar objects

rpki RtrDi scontinuityTi mer OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current

DESCRI PTION "This timer represents the timestanp (val ue
of sysUpTinme) at which tinme any of the
Counter32 objects in this MB nodul e
encountered a discontinuity.

For objects that use rpki RtrDi scontinuityTimer to

i ndi cate discontinuity, only val ues received since
the tine indicated by rpki RirDi scontinuityTi mer are
conparable to each other. A manager should take the
possibility of rollover into account when

cal culating difference val ues.

In principle, that should only happen if the
SNMP agent or the instrumentation for this
M B nodul e starts or restarts.”

={ rpkiRtrbjects 1}

-- RPKI - Rout er Cache Server Connection Tabl e
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i Rt r CacheSer ver Tabl e OBJECT- TYPE

SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "This table lists the RPKI

M B Mbdul e for the RPKI-Router

Pr ot ocol

SEQUENCE OF Rpki RtrCacheServer Tabl eEntry

cache servers

known to this router/system"

= { rpkiRtrObjects 2 }

i Rtr CacheSer ver Tabl eEntry OBJECT- TYPE
SYNTAX
MAX- ACCESS
STATUS

not - accessi bl e
current

Rpki Rt r CacheSer ver Tabl eEntry

DESCRI PTION "An entry in the rpki Rt rCacheServer Tabl e.
It hol ds managenent attributes associated

wi th one connection to a RPKI

| mpl enenters should be aware that
r pki Rt r CacheSer ver Renot eAddr ess obj ect exceeds 114
the index values will

octets,

cache server.
if the

exceed the 128

sub-identifier Iimt and cannot be accessed using

SNWMPv1, SNWPv2c,

I NDEX

or SNWPv3."

{ rpki RtrCacheServer Renot eAddr essType,

r pki Rt r CacheSer ver Renot eAddr ess,
r pki Rt r CacheSer ver Renot ePor t

}
::={ rpki RtrCacheServerTable 1}

Rt r CacheSer ver Tabl eEntry :
r pki Rt r CacheSer ver Renot eAddr essType
r pki Rt r CacheSer ver Renot eAddr ess

r pki Rt r CacheSer ver Renot ePor t

r pki Rt r CacheSer ver Local Addr essType
r pki Rt r CacheSer ver Local Addr ess

r pki Rt r CacheSer ver Local Port

r pki Rt r CacheSer ver Pref erence

r pki Rt r CacheSer ver Connecti onType

r pki Rt r CacheSer ver Connecti onSt at us
r pki Rt r CacheSer ver Descri ption

r pki Rt r CacheSer ver MsgsRecei ved

r pki Rt r CacheSer ver MsgsSent

r pki Rt r CacheSer ver V4Act i veRecor ds

r pki Rt r CacheSer ver V4AAnnouncenent s

r pki Rt r CacheSer ver VAW t hdr awal s

r pki Rt r CacheSer ver V6Act i veRecor ds

r pki Rt r CacheSer ver V6Announcenent s

r pki Rt r CacheSer ver V6W t hdr awal s

r pki Rt r CacheSer ver Lat est Seri al

et al. St andards Track

: = SEQUENCE {

| net Addr essType,
| net Addr ess,

| net Port Nunber,
| net Addr essType,
| net Addr ess,

| net Port Nunber,
Unsi gned32,

Rpki Rt r Connecti onType,
| NTEGER,
LongUt f 8Stri ng,
Count er 32,
Count er 32,
Gauge32,
Count er 32,
Count er 32,
Gauge32,
Count er 32,
Count er 32,

Unsi gned32,

[ Page

May 2013

7]



RFC 6945 M B Mdul e for the RPKI-Router Protocol May 2013

r pki Rt r CacheSer ver Sessi onl D Unsi gned32,
r pki Rt r CacheSer ver Ref r eshTi ner Unsi gned32,
r pki Rt r CacheSer ver Ti neToRef r esh I nt eger 32,
rpki Rt r CacheServerld Unsi gned32
}
r pki Rt r CacheSer ver Renot eAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS  not - accessi bl e
STATUS current

DESCRI PTI ON "The network address type of the connection
to this RPKI cache server.

Note: Only IPv4, |Pv6, and DNS support are required
for read-only conpliance with RFC 6945."
::={ rpki RtrCacheServerTabl eEntry 1 }

r pki Rt r CacheSer ver Renot eAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The renote network address for this connection
to this RPKI cache server.

The format of the address is defined by the
val ue of the correspondi ng instance of
r pki Rt r CacheSer ver Renot eAddr essType.

This object matches the address type used within
the local router configuration. |If the address is
of type dns (fqdn), then the router will resolve it
at the time it connects to the cache server."

::= { rpki RtrCacheServer Tabl eEntry 2 }

r pki Rt r CacheSer ver Renot ePort OBJECT- TYPE

SYNTAX I net Port Nunber (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The renote port nunber for this connection
to this RPKI cache server."
::={ rpki RtrCacheServerTabl eEntry 3 }

r pki Rt r CacheSer ver Local Addr essType OBJECT- TYPE

SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The network address type of the connection
to this RPKI cache server.
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Note: Only IPv4, |Pv6, and DNS support are required
for read-only conpliance with RFC 6945."
::= { rpki RtrCacheServer Tabl eEntry 4 }

r pki Rt r CacheSer ver Local Address OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The | ocal network address for this connection
to this RPKI cache server.

The format of the address is defined by the
val ue of the correspondi ng instance of
r pki Rt r CacheSer ver Local Addr essType.

Thi s object matches the address type used within
the I ocal router configuration. |If the address is
of type dns (fqdn), then the router will resolve it
at the time it connects to the cache server."

::= { rpki RtrCacheServer Tabl eEntry 5 }

r pki Rt r CacheSer ver Local Port OBJECT- TYPE

SYNTAX I net Port Nunber (1..65535)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The |l ocal port nunber for this connection
to this RPKI cache server."
::={ rpki RtrCacheServerTabl eEntry 6 }

r pki Rt r CacheSer ver Pref erence OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The routers’ preference for this RPKI cache server.
A lower value neans nore preferred. If two entries
have the sane preference, then the order is
arbitrary.

In two cases, the maxi mum value for an Unsi gned32
obj ect should be returned for this object:
- If no order is specified in the RPKI-Router
configuration.
- If a preference value is configured that is
| arger than the max value for an Unsigned32
obj ect. "

REFERENCE "The RPKI - Router Protocol, RFC 6810, Section 8."
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DEFVAL { 4294967295 }
::={ rpki RtrCacheServerTabl eEntry 7 }

r pki Rt r CacheSer ver Connecti onType OBJECT- TYPE

SYNTAX Rpki Rt r Connect i onType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The connection type or transport security suite
in use for this RPKI cache server."
::={ rpki RtrCacheServerTabl eEntry 8 }

r pki Rt r CacheSer ver Connecti onSt at us OBJECT- TYPE

SYNTAX I NTEGER { up(1l), down(2) }
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The connection status for this entry
(connection to this RPKI cache server)."
::={ rpki RtrCacheServerTabl eEntry 9 }

r pki Rt r CacheSer ver Descri pti on OBJECT- TYPE

SYNTAX LongUtf8String
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "Free form description/information for this
connection to this RPKI cache server."
::={ rpki RtrCacheServer Tabl eEntry 10 }

r pki Rt r CacheSer ver MsgsRecei ved OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "Nunber of nessages received fromthis
RPKI cache server via this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTiner."
::={ rpki RtrCacheServerTabl eEntry 11 }

r pki Rt r CacheSer ver MsgsSent OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "Nunber of nessages sent to this
RPKI cache server via this connection.

Di scontinuities are indicated by the val ue

of rpki RtrDi scontinuityTinmer."
::={ rpki RtrCacheServerTabl eEntry 12 }
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r pki Rt r CacheSer ver V4Act i veRecords OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "Nunber of active |Pv4 records received from
this RPKI cache server via this connection."
::={ rpki RtrCacheServerTabl eEntry 13 }

r pki Rt r CacheSer ver VAAnnouncenent s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of |Pv4 records announced by the
RPKI cache server via this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."
::={ rpki RtrCacheServerTabl eEntry 14 }

r pki Rt r CacheSer ver VAW t hdr awal s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of |Pv4 records w thdrawn by the
RPKI cache server via this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTiner."
::={ rpki RtrCacheServerTabl eEntry 15 }

r pki Rt r CacheSer ver V6Act i veRecords OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "Nunber of active |Pv6 records received from
this RPKI cache server via this connection."”
::={ rpki RtrCacheServerTabl eEntry 16 }

r pki Rt r CacheSer ver V6Announcenent s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of |Pv6 records announced by the
RPKI cache server via this connection.

Di scontinuities are indicated by the val ue

of rpki RtrDi scontinuityTinmer."
::={ rpki RtrCacheServerTabl eEntry 17 }
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r pki Rt r CacheSer ver V6W t hdrawal s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON " The nunber of |1Pv6 records w thdrawn by the
RPKI cache server via this connection

Di scontinuities are indicated by the val ue
of rpkiRtrDiscontinuityTimer."
::={ rpki RtrCacheServerTabl eEntry 18 }

rpki Rt r CacheSer ver Lat est Seri al OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The | atest serial nunber of data received from
this RPKI server on this connection

Note: this value waps back to zero when it
reaches its maxi num val ue."

REFERENCE "RFC 1982 and RFC 6810, Section 2"

::={ rpki RtrCacheServerTabl eEntry 19 }

r pki Rt r CacheSer ver Sessi onl D OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The Session | D associated with the RPKI cache
server at the other end of this connection."”

REFERENCE "RFC 6810, Section 2"

::={ rpki RtrCacheServerTabl eEntry 20 }

r pki Rt r CacheSer ver Ref reshTi ner OBJECT- TYPE

SYNTAX Unsi gned32 (60..7200)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The nunmber of seconds configured for the refresh
timer for this connection to this RPKI cache
server."

REFERENCE " RFC 6810, Sections 6.1 and 8"

::={ rpki RtrCacheServerTabl eEntry 21 }

r pki Rt r CacheSer ver Ti mneToRef resh OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON "The nunber of seconds renaining before a new
refresh is performed via a Serial Query to
this cache server over this connection

A negative value nmeans that the refresh tine has

passed this many seconds and the refresh has not

yet been conpleted. It will stop decrenenting at
t he maxi mum negati ve val ue.

Upon a conpleted refresh (i.e., a successfu
and conpl ete response to a Serial Query) the
val ue of this attribute will be reinitialized
with the value of the corresponding
rpki Rt r CacheServer Ref reshTi mer attribute."
REFERENCE "RFC 6810, Section 8"
::={ rpki RtrCacheServerTabl eEntry 22 }

r pki Rt r CacheServerld OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The unique ID for this connection

An i npl enentation nust nmake sure this IDis unique
within this table. It is this ID that can be used
to find entries in the rpki RirPrefixCOriginTabl e
that were created by announcenents received on
this connection fromthis cache server."

REFERENCE " RFC 6810, Section 4"

::={ rpki RtrCacheServerTabl eEntry 23 }

-- Errors Table

r pki Rt r CacheSer ver Error sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Rpki Rt r CacheServer ErrorsTabl eEntry
MAX- ACCESS not-accessible
STATUS current

DESCRI PTION "This table provides statistics on errors per
RPKI peer connection. These can be used for
debuggi ng. "

= { rpkiRtrObjects 3}

r pki Rt r CacheSer ver ErrorsTabl eEntry OBJECT- TYPE

SYNTAX Rpki Rt r CacheSer ver Error sTabl eEntry
MAX- ACCESS  not - accessi bl e
STATUS current
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DESCRI PTION "An entry in the rpki CacheServerErrorTable. It
hol ds managenent objects associated with errors
codes that were received on the specified
connection to a specific cache server."

REFERENCE " RFC 6810, Section 10"

AUGMVENTS { rpki RtrCacheServer Tabl eEntry }

::={ rpki RtrCacheServerErrorsTable 1 }

Rpki Rt r CacheServer ErrorsTabl eEntry ::= SEQUENCE {
r pki Rt r CacheSer ver Err or sCor r upt Dat a Count er 32,
r pki Rt r CacheSer ver Error sl nternal Error Count er 32,
r pki Rt r CacheSer ver Err or sNoDat a Count er 32,
r pki Rt r CacheSer ver Error sl nval i dRequest Count er 32,
r pki Rt r CacheSer ver Error sUnsupport edVer si on Count er 32,
r pki Rt r CacheSer ver Err or sUnsupport edPdu Count er 32,
r pki Rt r CacheSer ver Error sWt hdr awal Unknown Count er 32,
r pki Rt r CacheSer ver Error sDupl i cat eAnnounce Count er 32
}

r pki Rt r CacheSer ver Error sCor rupt Dat a OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of ’'Corrupt Data’ errors received
fromthe RPKI cache server at the other end
of this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."
;.= { rpki RtrCacheServerErrorsTabl eEntry 1 }

r pki Rt r CacheServer Errorslnternal Error OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of ’'Internal Error’ errors received
fromthe RPKI cache server at the other end
of this connecti on.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."
;.= { rpki RtrCacheServerErrorsTabl eEntry 2 }

r pki Rt r CacheSer ver Err or sNoDat a OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of 'No Data Avail able’ errors received
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fromthe RPKI cache server at the other end
of this connection.
Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."

::={ rpki RtrCacheServerErrorsTabl eEntry 3 }

r pki Rt r CacheSer ver Error sl nval i dRequest OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of 'Invalid Request’ errors received
fromthe RPKI cache server at the other end
of this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."
::={ rpki RtrCacheServerErrorsTabl eEntry 4 }

r pki Rt r CacheSer ver Err or sUnsupport edVer si on OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of ' Unsupported Protocol Version’
errors received fromthe RPKI cache server at
the other end of this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."
::={ rpki RtrCacheServerErrorsTabl eEntry 5 }

r pki Rt r CacheSer ver Err or sUnsupport edPdu OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of 'Unsupported PDU Type' errors
received fromthe RPKI cache server at the
other end of this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."
::={ rpki RtrCacheServerErrorsTabl eEntry 6 }

r pki Rt r CacheSer ver Err or sW t hdr awal Unknown OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The nunber of ’'Wthdrawal of Unknown Record’
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errors received fromthe RPKI cache server at
the other end of this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."

::={ rpki RtrCacheServerErrorsTabl eEntry 7 }

r pki Rt r CacheSer ver Error sDupl i cat eAnnounce OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON "The nunber of 'Duplicate Announcenent Received

Count er 32

read-only

current

errors received fromthe RPKI cache server at
the other end of this connection.

Di scontinuities are indicated by the val ue
of rpki RtrDi scontinuityTinmer."

::={ rpki RtrCacheServerErrorsTabl eEntry 8 }

-- The rpki RtrPrefixOriginTabl e

rpki RtrPrefixOrigi nTabl e OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS

SEQUENCE OF Rpki Rt rPrefixOriginTabl eEntry
not - accessi bl e
current

DESCRI PTION "This table lists the prefixes that were

announced by RPKI cache servers to this system
That is the prefixes and their Oigin Autononous
System Nunber (ASN) as received by announcenents
via the RPKI-Router Protocol."

i={ rpkiRtrQbjects 4}

rpki RtrPrefixOiginTabl eEntry OBJECT- TYPE

Bush,

SYNTAX

MAX- ACCESS

STATUS

Rpki Rt r Prefi xOrigi nTabl eEntry
not - accessi bl e
current

DESCRI PTION "An entry in the rpki RirPrefixOriginTable. This

et al.

represents one announced prefix. |If a cache server
is renoved fromthe | ocal configuration, any table
rows associated with that server (indicated by

rpki RtrPrefixOigi nCacheServerld) are also renoved
fromthis table.

| mpl enenters should be aware that if the

rpki RtrPrefixOigi nAddress obj ect exceeds 111
octets, the index values will exceed the 128
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sub-identifier Iinit and cannot be accessed using
SNWPv1, SNWPv2c, or SNWPv3."
| NDEX { rpkiRtrPrefixOigi nAddr essType,
rpki RtrPrefixOigi nAddr ess,
rpki RtrPrefixOigi nM nLengt h,
rpki RtrPrefixOri gi nMaxLengt h,
rpki Rt r PrefixOri gi nASN,
rpki RtrPrefixOrigi nCacheServerld
}
= { rpkiRtrPrefixOriginTable 1 }
Rpki Rt rPrefi xOrigi nTabl eEntry ::= SEQUENCE {
rpki RtrPrefixOigi nAddressType | net Addr essType,
rpki RtrPrefixOrigi nAddr ess | net Addr ess,
rpki RtrPrefixOigi nMnLength | net Addr essPrefi xLengt h,
rpki RtrPrefixOigi nMaxLengt h I net Addr essPrefi xLengt h,
rpki RtrPrefixOigi nASN | net Aut ononousSyst emNunber ,
rpki RtrPrefixOiginCacheServerld Unsigned32
}
rpki Rt rPrefixOigi nAddressType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON "The network address type for this prefix.
Note: Only I Pv4 and | Pv6 support are required
for read-only conpliance with RFC 6945."
c:={ rpkiRtrPrefixOriginTabl eEntry 1 }
rpki RtrPrefixOigi nAddress OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON "The network address for this prefix.
The format of the address is defined by the
val ue of the correspondi ng instance of
rpki RtrPrefixOigi nAddressType. "
c:={ rpkiRtrPrefixOiginTabl eEntry 2 }
rpki RtrPrefixOrigi nMnLength OBJECT- TYPE
SYNTAX | net Addr essPrefi xLength
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTION "The mi ninum prefix length allowed for this prefix.”
c:={ rpkiRtrPrefixOriginTabl eEntry 3 }
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rpki RtrPrefixOigi nMaxLength OBJECT- TYPE

SYNTAX | net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The maxi num prefix length allowed for this prefix.

Note, this value nust be greater or equal to the
val ue of rpkiRtrPrefixOigi nMnLength."
o= { rpkiRtrPrefixCOriginTabl eEntry 4 }

rpki RtrPrefixOigi nASN OBJECT- TYPE

SYNTAX | net Aut ononousSyst enNunber (0..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON "The ASN that is authorized to announce the
prefix or sub-prefixes covered by this entry."
c:={ rpkiRtrPrefixOiginTabl eEntry 5 }

rpki RtrPrefixOigi nCacheServerld OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON "The uni que ID of the connection to the cache
server fromwhich this announcement was received.
That connection is identified/found by a matching
value in attribute rpki RtrCacheServerld."

o= { rpkiRtrPrefixCOriginTabl eEntry 6 }

Notifications

r pki Rt r CacheSer ver Connecti onSt at eChange NOTI FI CATI ON- TYPE

Bush,

OBJECTS { rpki RtrCacheServer Connecti onSt at us,
r pki Rt r CacheSer ver Lat est Seri al
r pki Rt r CacheSer ver Sessi onl D

}
STATUS current
DESCRI PTION "This notification signals a change in the status
of an rpki RtrCacheServer Connecti on

The managenent agent MJST throttle the generation of
consecutive rpki Rt rCacheServer Connecti onSt at eChange
notifications such that there is at least a 5 second
gap between t hem

If nore than one notification has occurred |l ocally
during that tine, the nost recent notification is
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sent at the end of the 5 second gap and the others
are di scarded. "
o= { rpkiRtrNotifications 1}

r pki Rt r CacheSer ver Connecti onToGoSt al e NOTI FI CATI ON- TYPE
OBJECTS { rpki RtrCacheServerV4Acti veRecords,
r pki Rt r CacheSer ver V6Act i veRecor ds,
r pki Rt r CacheSer ver Lat est Seri al ,
r pki Rt r CacheSer ver Sessi onl D,
r pki Rt r CacheSer ver Ref r eshTi ner,
r pki Rt r CacheSer ver Ti neToRef r esh

}

STATUS current

DESCRI PTION "This notification signals that an RPKI cache
server connection is about to go stale.
It is suggested that this notification is
gener ated when the val ue of the
rpki Rt r CacheServer Ti neToRefresh attribute
goes bel ow 60 seconds.

The SNWP agent MJST throttle the generation of
consecutive rpki Rt rCacheServer Connecti onToGoSt al e
notifications such that there is at least a

5 second gap between them

o= { rpkiRtrNotifications 2}

-- Modul e Conpliance information

r pki Rt r Conpl i ances OBJECT | DENTI FIER :: =

{rpki Rt r Conf or mance 1}
r pki Rt r G oups OBJECT I DENTIFIER :: =

{rpki Rt r Conf or mance 2}

r pki Rt r RFC6945ReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for the rpkiRtrM B nmodule. There
are only read-only objects in this MB nodule, so the
"ReadOnly’ in the nane of this conpliance statenent is there
only for clarity and truth in adverti sing.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2, but for
whi ch there are conpliance requirenents. Those requirenents
and simlar requirenents for related objects are expressed
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bel ow, in pseudo- OBJECT clause form in this description:

-- OBJECT rpki Rt r CacheSer ver Renot eAddr essType

-- SYNTAX | net AddressType { ipv4(1l), ipv6(2), dns(16) }
-- DESCRI PTI ON

-- The M B requires support for the I Pvd4, |Pv6, and DNS
-- | net AddressTypes for this object.

-- OBJECT rpki Rt rCacheServer Local Addr essType

-- SYNTAX | net AddressType { ipv4(1l), ipv6(2), dns(16) }
-- DESCRI PTI ON

-- The M B requires support for the I Pvd4, |Pv6, and DNS
-- | net AddressTypes for this object.

-- OBJECT rpki RirPrefixOigi nAddressType

-- SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

-- DESCRI PTI ON

-- The M B requires support for the IPv4, and | Pv6
-- | net AddressTypes for this object.

MODULE -- This nodul e
MANDATORY- GROUPS { rpki Rt r CacheSer ver G oup,
rpki RtrPrefixOrigi nGoup,
rpki RtrNotificati onsG oup
}

GROUP r pki Rt r CacheSer ver Error sG oup
DESCRI PTION "I nmpl enentation of this group is optional and
woul d be useful for debugging."”

::={ rpki RtrConpliances 1 }

r pki Rt r CacheSer ver G oup OBJECT- GROUP
OBJECTS {

rpki Rt rDi scontinuityTi ner,
r pki Rt r CacheSer ver Local Addr essType,
r pki Rt r CacheSer ver Local Addr ess,
r pki Rt r CacheSer ver Local Port,
r pki Rt r CacheSer ver Pr ef er ence,
r pki Rt r CacheSer ver Connecti onType,
r pki Rt r CacheSer ver Connecti onSt at us,
r pki Rt r CacheSer ver Descri pti on,
r pki Rt r CacheSer ver MsgsRecei ved,
r pki Rt r CacheSer ver MsgsSent ,
r pki Rt r CacheSer ver V4Act i veRecor ds,
r pki Rt r CacheSer ver VAAnnouncenent s,
r pki Rt r CacheSer ver VAW t hdr awal s,
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r pki Rt r CacheSer ver V6Act i veRecor ds,
r pki Rt r CacheSer ver V6Announcemnent s,
r pki Rt r CacheSer ver V6W t hdr awal s,

r pki Rt r CacheSer ver Lat est Seri al ,

r pki Rt r CacheSer ver Sessi onl D,

r pki Rt r CacheSer ver Ref r eshTi ner,

r pki Rt r CacheSer ver Ti neToRef resh,

r pki Rt r CacheServerld

}
STATUS current
DESCRI PTI ON "The col l ection of objects to nonitor the RPKI peer
connections. "
= { rpkiRtrGoups 1}

r pki Rt r CacheSer ver ErrorsG oup OBJECT- GROUP
OBJECTS {

r pki Rt r CacheSer ver Err or sCor r upt Dat a,
r pki Rt r CacheServerErrorslnternal Error,
r pki Rt r CacheSer ver Err or sNoDat a,
r pki Rt r CacheSer ver Error sl nval i dRequest,
r pki Rt r CacheSer ver Err or sUnsupport edVer si on,
r pki Rt r CacheSer ver Err or sUnsupport edPdu,
r pki Rt r CacheSer ver Err or sWt hdr awal Unknown,
r pki Rt r CacheSer ver Error sDupl i cat eAnnounce

}
STATUS current
DESCRI PTI ON "The col |l ection of objects that may help in
debuggi ng the comuni cati on between RPKI
clients and cache servers."
= { rpkiRtrGoups 2}

rpki RtrPrefixOrigi nGoup OBJECT- GROUP
OBJECTS {
rpki RtrPrefixOigi nCacheServerld

}
STATUS current
DESCRI PTI ON "The col l ection of objects that represent
the prefix(es) and their validated Oigin
ASes. "
= { rpkiRtrGoups 3}
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rpki RtrNotificati onsG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { rpki Rt r CacheSer ver Connect i onSt at eChange,
r pki Rt r CacheSer ver Connecti onToGoSt al e
}
STATUS current
DESCRI PTI ON "The set of notifications to alert an NM5 of change
in connections to RPKI cache servers."
o= { rpkiRtrGoups 4 }

END
5. | ANA Consi der ati ons

| ANA has assigned the MB nodule in this docunent the follow ng
OBJECT I DENTIFIER within the SM Nunbers registry

Descri pt or OBJECT | DENTI FI ER val ue

rpkiRtrM B { mb-2 218 }
6. Security Considerations

There are no managenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplemented correctly, then there is no risk that an

i ntruder can alter or create any nanagenent objects of this MB
nodul e via direct SNWP SET operati ons.

Most of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. They are vulnerable in the
sense that when an intruder sees the information in this M B nodul e,
then it might help himher to set up an attack on the router or cache
server. It is thus inportant to control even GET and/or NOTIFY
access to these objects and possibly to even encrypt the val ues of

t hese obj ects when sending them over the network via SNWP

SNWP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using I Psec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/delete) the objects in this
M B nodul e.

| mpl enent ati ons MUST provide the security features described by the
SNMPv3 franmework (see [RFC3410]), including full support for

aut hentication and privacy via the User-based Security Mdel (USM
[ RFC3414] with the AES cipher algorithm[RFC3826]. Inplenentations
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7.

7.

MAY al so provide support for the Transport Security Mdel (TSM
[ RFC5591] in conbination with a secure transport such as SSH
[ RFC5592] or TLS/ DTLS [ RFC6353].

Furt her, deploynment of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them
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