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Abst r act

Thi s docunent describes two nmethods for producing an integrity check
value froma Diffie-Hellman key pair and one nethod for producing an
integrity check value froman Elliptic Curve key pair. This behavior
i s needed for such operations as creating the signature of a Public-
Key Cryptography Standards (PKCS) #10 Certification Request. These
al gorithns are designed to provide a Proof-of-Possession of the
private key and not to be a general purpose signing algorithm

Thi s docunent obsol etes RFC 2875.
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This docunent is a product of the Internet Engi neering Task Force
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recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6955
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1. Introduction

Anong the responsibilities of a Certification Authority (CA) in
issuing certificates is a requirenent that it verifies the identity
for the entity to which it is issuing a certificate and that the
private key for the public key to be placed in the certificate is in
the possession of that entity. The process of validating that the
private key is held by the requester of the certificate is called

Pr oof - of - Possession (POP). Further details on why POP is inportant
can be found in Appendi x C of RFC 4211 [ CRVF].

This docunent is designed to deal with the problem of how to support
POP for encryption-only keys. PKCS #10 [ RFC2986] and the Certificate
Request Message Format (CRMF) [CRMF] both define syntaxes for
Certification Requests. However, while CRMF supports an alternative
met hod to support POP for encryption-only keys, PKCS #10 does not.
PKCS #10 assunes that the public key being requested for
certification corresponds to an algorithmthat is capable of
producing a POP by a signature operation. Diffie-Hellnman (DH) and
Elliptic Curve Diffie-Hellman (ECDH) are key agreenent al gorithns
and, as such, cannot be directly used for signing or encryption.
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Thi s docunent describes a set of three POP algorithns. Two nethods
use the key agreenent process (one for DH and one for ECDH) to
provide a shared secret as the basis of an integrity check val ue.

For these nethods, the value is constructed for a specific recipient/
verifier by using a public key of that verifier. The third method
uses a nodified signature algorithm (for DH). This nmethod allows for
arbitrary verifiers.

It should be noted that we did not create an algorithmthat parallels
the Elliptical Curve Digital Signature Al gorithm (ECDSA) as was done
for the Digital Signature Algorithm (DSA). When using ECDH, the
conmon practice is to use one of a set of predefined curves; each of
t hese curves has been designed to be paired with one of the commonly
used hash algorithns. This differs in practice fromthe DH case
where the comon practice is to generate a set of group paraneters,
either on a single machine or for a given community, that are aligned
to encryption algorithnms rather than hash al gorithns. The
inplication is that, if a key has the ability to performthe nodified
DSA al gorithm for ECDSA, it should be able to use the correct hash

al gorithm and performthe regul ar ECDSA signhature algorithmwth the
correctly sized hash.

1.1. Changes since RFC 2875
The foll owi ng changes have been nade:

o The Static DH POP al gorithm has been rewitten for
paraneterization of the hash algorithm and the Message
Aut henti cati on Code (MAC) algorithm

0 New instances of the Static DH POP al gorithm have been created
usi ng the Hashed Message Authentication Code (HVAC) paired with
t he SHA-224, SHA-256, SHA-384, and SHA-512 hash al gorithms.
However, the current SHA-1 algorithmremains identical.

0 The Discrete Logarithm Signature algorithm has been rewitten for
paraneterizati on of the hash algorithm

0 New instances of the Discrete Logarithm Signature have been
created for the SHA-224, SHA-256, SHA-384, and SHA-512 hash
functions. However, the current SHA-1 algorithmremains
i denti cal .

0 A new Static ECDH POP al gorithm has been added.
0 New instances of the Static ECDH POP al gorithm have been created

using HVAC paired with the SHA-224, SHA-256, SHA-384, and SHA-512
hash functi ons.
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1.2. Requirenents Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

When the words are in | ower case they have their natural |anguage
neani ng.

2. Term nol ogy
The following definitions will be used in this docunent:

DH certificate = a certificate whose SubjectPublicKey is a DH public
val ue and is signed with any signature algorithm (e.g., RSA or DSA).

ECDH certificate = a certificate whose SubjectPublicKey is an ECDH
public value and is signed with any signature algorithm(e.g., RSA
or ECDSA).

Pr oof - of - Possessi on (POP) = a neans that provides a nethod for a
second party to performan algorithmto establish with some degree of
assurance that the first party does possess and has the ability to
use a private key. The reasoni ng behind doing POP can be found in
Appendi x Cin [ CRVF].

3. Notation

Thi s section describes mathenmatical notations, conventions, and
synbol s used throughout this docunent.

al| b Concatenation of a and b

a”™b a raised to the power of b

a nod b a modulo b

al b a divided by b using integer division

a*b atimes b
Dependi ng on context, nultiplication nay be within
an EC or nornmal rmultiplication

KDF( a) : Key Derivation Function producing a value froma

MAC(a, b) : Message Authentication Code function where

ais the key and b is the text

LEFTMOST(a, b) : Return the b left nost bits of a

FLOOR( a) : Return n where n is the largest integer such that
n <= a
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Details on how to inplenent the HVAC version of a MAC function used
in this docunent can be found in RFC 2104 [ RFC2104], RFC 6234
[ RFC6234], and RFC 4231 [ RFC4231].

4. Static DH Proof-of - Possessi on Process
The Static DH POP algorithmis set up to use a Key Derivation
Function (KDF) and a MAC. This algorithmrequires that a commobn set
of group paraneters be used by both the creator and verifier of the
POP val ue.
The steps for creating a DH POP are:

1. An entity (E) chooses the group paraneters for a DH key
agr eenent .

This is done sinply by selecting the group paraneters froma
certificate for the recipient of the POP process. A certificate
with the correct group paraneters has to be avail abl e.

Let the comon DH paraneters be g and p; and let the DH key pair
fromthe certificate be known as the recipient (R key pair (Rpub
and Rpriv).

Rpub = g*"x nod p (where x=Rpriv, the private DH val ue)

2. The entity generates a DH public/private key pair using the group
paraneters fromstep 1.

For an entity (E):

Epriv = DH private value =y
Epub = DH public value = g*y nod p
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3. The POP conputation process will then consist of the foll ow ng
st eps:

(a) The value to be signed (text) is obtained. (For a PKCS #10
obj ect, the value is the DER-encoded
certificationRequestinfo field represented as an octet
string.)

(b) A shared DH secret is conmputed as foll ows:
shared secret = ZZ = g"(x*y) nod p

[This is done by E as Rpub”y and by the recipient as Epub”x,
where Rpub is retrieved fromthe recipient’s DH certificate
(or is provided in the protocol) and Epub is retrieved from
the Certification Request.]

(c) A tenporary key Kis derived fromthe shared secret ZZ as
fol | ows:

K = KDF(Leadinglnfo | ZZ | Trailinglnfo)

Leadi ngl nfo ::= Subject Distinguished Name from
recipient’s certificate

Trailinglnfo ::= Issuer Distinguished Nane from
recipient’s certificate

(d) Using the defined MAC function, conpute MAC(K, text).

The POP verification process requires the recipient to carry out
steps (a) through (d) and then sinply conpare the result of step (d)
with what it received as the signature conponent. |f they match
then the foll owi ng can be concl uded:

(a) The entity possesses the private key corresponding to the public
key in the Certification Request because it needs the private
key to cal cul ate the shared secret; and

(b) Only the recipient that the entity sent the request to could
actually verify the request because it would require its own

private key to conpute the same shared secret. |n the case
where the recipient is a CA this protects the entity from
rogue CAs.
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4.1. ASN. 1 Encoding
The al gorithm outlined above allows for the use of an arbitrary hash
function in conputing the tenporary key and the MAC algorithm In
this specification, we define object identifiers for the SHA-1,
SHA- 224, SHA- 256, SHA- 384, and SHA-512 hash val ues and use HVAC for
the MAC algorithm The ASN. 1 structures associated with the Static
DH POP al gorithm are:
DhSigStatic ::= SEQUENCE {
i ssuer AndSeri al |ssuer AndSeri al Nunber OPTI ONAL,
hashVal ue MessageDi gest
}
sa- dhPop- st ati c-shal- hmac-shal SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- dhPop- st ati c- shal- hmac- shal
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }
}
i d-dh-si g- hmac-shal OBJECT | DENTI FIER :: = {
i d-pkix id-alg(6) 3
}
i d- dhPop- st ati c-shal-hmac-shal OBJECT | DENTIFIER :: =
i d-dh-si g- hmac- shal
sa- dhPop- st at i c- sha224- hmac- sha224 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- st ati c- sha224- hmac- sha224
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }
}
i d-al g- dhPop- st ati c- sha224- hmac- sha224 OBJECT | DENTI FI ER :: = {
id-pkix id-alg(6) 15
}
sa- dhPop- st at i c- sha256- hmac- sha256 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- st ati c- sha256- hnac- sha256
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }
}
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i d-al g- dhPop-stati c-sha256- hnmac- sha256 OBJECT | DENTI FI ER :: = {
i d-pkix id-alg(6) 16
}
sa- dhPop- st at i c- sha384- hmac- sha384 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- st ati c- sha384- hnac- sha384
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }
}
i d-al g- dhPop-static-sha384-hnac-sha384 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 17
}
sa- dhPop- st ati c- sha512- hmac- sha512 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- st ati c- sha512- hnmac-sha512
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }
}
i d-al g-dhPop-static-sha512- hnac-sha512 OBJECT | DENTIFIER :: = {

i d-pkix id-al g(6) 18
}

In the above ASN. 1, the following itens are defined:

DhSigStatic
This ASN. 1 type structure holds the information describing the
signature. The structure has the follow ng fields:

i ssuer AndSeri al
This field contains the issuer nane and serial nunber of the
certificate fromwhich the public key was obtained. The
i ssuerAndSerial fieldis omtted if the public key did not cone
froma certificate.

hashVal ue
This field contains the result of the MAC operation in
step 3(d) (Section 4).

sa- dhPop- stati c- shal- hnac-shal
An ASN. 1 S| GNATURE- ALGORI THM obj ect that associ ates together the
i nformation describing a signature algorithm The structure
DhSigStatic represents the signature value, and the paraneters
MJUST be absent.
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i d-dhPop- st ati c-shal- hmac-shal
This ODidentifies the Static DH POP algorithmthat uses SHA-1 as
the KDF and HVAC- SHA1 as the MAC function. The new O D was
created for nam ng consistency with the other O Ds defined here.
The value of the ODis the same val ue as id-dh-sig-hnmac-shal
whi ch was defined in the previous version of this docunent
[ RFC2875] .

sa- dhPop- st at i c- sha224- hmac- sha224
An ASN. 1 S| GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSigStatic represents the signature value, and the paraneters
MJUST be absent.

i d- dhPop- st ati c-sha224- hmac- sha224
This ODidentifies the Static DH POP al gorithmthat uses SHA-224
as the KDF and HVAC- SHA224 as the MAC function

sa- dhPop- st ati c- sha256- hmmac- sha256
An ASN. 1 S| GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSigStatic represents the signature value, and the paraneters
MUST be absent.

i d- dhPop- st ati c-sha256- hnmac- sha256
This ODidentifies the Static DH POP al gorithmthat uses SHA-256
as the KDF and HVAC- SHA256 as the MAC function

sa- dhPop- st at i c- sha384- hmac- sha384
An ASN. 1 S| GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSi gStatic represents the signature value, and the paraneters
MJUST be absent.

i d- dhPop- st ati c- sha384- hmac- sha384
This ODidentifies the Static DH POP al gorithmthat uses SHA-384
as the KDF and HVMAC- SHA384 as the MAC function

sa- dhPop- st ati c- sha512- hmac- sha512
An ASN. 1 SI GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSigStatic represents the signature value, and the paraneters
MJUST be absent.

i d- dhPop- st ati c-sha512- hmac- sha512

This ODidentifies the Static DH POP al gorithmthat uses SHA-512
as the KDF and HVAC- SHA512 as the MAC function

Schaad & Praful | chandra St andards Track [ Page 10]



RFC 6955 DH POP Al gorit hms May 2013

5. Discrete Logarithm Signature

When a single set of parameters is used for a |l arge group of keys,
the chance that a collision will occur in the set of keys, either by
acci dent or design, increases as the nunber of keys used increases.
A large nunber of keys froma single paraneter set al so encourages
the use of brute force nmethods of attack, as the entire set of keys
in the paraneters can be attacked in a single operation rather than
having to attack each key paraneter set individually.

For this reason, we need to create a POP for DH keys that does not
require the use of a common set of paraneters.

This POP algorithmis based on DSA, but we have renoved the
restrictions dealing with the hash and key sizes inposed by the

[ FI PS-186- 3] standard. The use of this nmethod does inpose sone
additional restrictions on the set of keys that nmay be used; however,
if the key-generation algorithmdocunented in [ RFC2631] is used, the
required restrictions are nmet. The additional restrictions are the
requirenent for the existence of a q paraneter. Adding the q
paraneter is generally accepted as a good practice, as it allows for
checki ng of small subgroup attacks.

The following definitions are used in the rest of this section

pis alarge prime

g = h"((p-1)/q) nod p,

where h is any integer 1 < h < p-1 such that h*((p-1)/q) nod p > 1
(g has order g nod p)

gis alarge prine

j is alarge integer such that p =qg*j + 1

X is a randomy or pseudo-randomy generated integer with 1 < x < (q
y = g"x nod p

HASH i s a hash function such that

b = the output size of HASH in bits

Not e: These definitions match the ones in [ RFC2631].
5.1. Expanding the Digest Value

Besides the addition of a q paranmeter, [FIPS-186-3] al so inposes size
restrictions on the paraneters. The length of g nust be 160 bits
(matching the output length of the SHA-1 digest algorithn), and the

I ength of p nust be 1024 bits. The size restriction on pis
elimnated in this docunment, but the size restriction on qis
replaced with the requirenent that q nust be at least b bits in
length. (If the hash function is SHA-1, then b=160 bits and the size
restriction on b is identical with that in [FIPS-186-3].) G ven that
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there is not a random | engt h-hashi ng al gorithm a hash val ue of the
nmessage will need to be derived such that the hash is in the range
fromO to g-1. |If the length of q is greater than b, then a nethod
nmust be provided to expand the hash

The nmet hod for expanding the digest value used in this section does
not provide any additional security beyond the b bits provided by the
hash algorithm For this reason, the hash al gorithm should be the

| argest size possible to match q. The value being signed is
increased mainly to enhance the difficulty of reversing the signature
process.

This algorithm produces m the value to be signed.

Let L = the size of q (i.e., 2"L <= q < 2"(L+1)).

Let M be the original nmessage to be signed.

Let b be the | ength of HASH out put.

1. Compute d = HASH(M, the digest of the original nessage
2. If L ==0b, then m= d.

3. If L>Db, then follow steps (a) through (d) bel ow

(a) Set n = FLOOR(L / b)
(b) Set m=d, the initial conputed digest val ue
(c) For i =0ton- 1

m= m| HASH(m
(d) m= LEFTMOST(m L-1)

Thus, the final result of the process neets the criteria that
0 <=m<aq.

5.2. Signature Conputation Al gorithm

The signature al gorithm produces the pair of values (r, s), which is
the signature. The signature is conputed as foll ows:

Gven m the value to be signed, as well as the paraneters defined
earlier in Section 5:

1. Cenerate a random or pseudo-random i nteger k, such that
0 <k-1<aq.

2. Conpute r = (g™"k nmod p) nod q.
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3. If r is zero, repeat fromstep 1.
4. Conmpute s = ((k~-1) * (m+ x*r)) nod q.
5. If s is zero, repeat fromstep 1.
5.3. Signature Verification Al gorithm
The signature verification process is far nore conplicated than is
normal for DSA, as sonme assunptions about the validity of paraneters

cannot be taken for granted.

Gven a value mto be validated, the signature value pair (r, s) and
the paranmeters for the key:

1. Performa strong verification that p is a prinme nunber.

2. Performa strong verification that g is a prinme nunber.

3. Verify that g is a factor of p-1;, if any of the above checks
fail, then the signature cannot be verified and nust be
considered a failure.

4. Verify that r and s are in the range [1, g-1].

5. Conpute w = (s*-1) nod q.

6. Conpute ul = ntfw nod q.

7. Conpute u2 = r*w nod q.

8. Conpute v = ((g”ul * y*u2) nod p) nod g.

9. Conpare v and r; if they are the same, then the signature
verified correctly.
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5.4. ASN. 1 Encoding

The signature algorithmis paraneterized by the hash algorithm The
ASN. 1 structures associated with the Discrete Logarithm Signature
al gorithm are:

sa- dhPop- SHAL SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dh- pop
VALUE DSA- Si g- Val ue
PARAMS TYPE Domai nPar anmet ers ARE pref erredAbsent
HASHES { nda-shal }
PUBLI C- KEYS { pk-dh }

}
i d-al g-dhPop-shal OBJECT | DENTI FI ER :: = id-al g-dh-pop
i d-al g-dh-pop OBJECT IDENTIFIER ::= { id-pkix id-alg(6) 4}

sa- dhPop- sha224 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- al g- dhPop- sha224
VALUE DSA- Si g- Val ue
PARAMS TYPE Dommi nPar anmet ers ARE pref erredAbsent
HASHES { nda-sha224 }
PUBLI C- KEYS { pk-dh }

}

i d- al g- dhPop-sha224 OBJECT | DENTIFIER ::= {
id-pkix id-alg(6) 5
}

sa- dhPop- sha256 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- al g- dhPop- sha256
VALUE DSA- Si g- Val ue
PARAMS TYPE Dommi nPar anmet ers ARE pref erredAbsent
HASHES { nda- sha256 }
PUBLI C- KEYS { pk-dh }

}

i d- al g- dhPop-sha256 OBJECT | DENTI FIER :: = {
id-pkix id-alg(6) 6
}
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sa- dhPop- sha384 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- al g- dhPop- sha384
VALUE DSA- Si g- Val ue
PARAMS TYPE Domai nPar anmet ers ARE pref erredAbsent
HASHES { nda-sha384 }
PUBLI C- KEYS { pk-dh }

}

i d- al g- dhPop-sha384 OBJECT | DENTIFIER ::= {
i d-pkix id-alg(6) 7
}

sa- dhPop-sha512 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- al g- dhPop- sha512
VALUE DSA- Si g- Val ue
PARAMS TYPE Domai nPar anmet ers ARE pref erredAbsent
HASHES { nda-sha512 }
PUBLI C- KEYS { pk-dh }

}

i d-al g- dhPop-sha512 OBJECT | DENTIFIER :: = {
id-pkix id-alg(6) 8
}

In the above ASN. 1, the following itens are defi ned:

sa- dhPop- shal
A SI GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DSA- Si g- Val ue represents the signature value, and the structure
Domai nPar anet ers SHOULD be omitted in the signature but MJST be
present in the associated key request.

i d-al g- dhPop-shal
This ODidentifies the Discrete Logarithm Signature using SHA-1
as the hash algorithm The new O D was created for naning
consistency with the others defined here. The value of the ODis
t he same as id-al g-dh-pop, which was defined in the previous
versi on of this docunment [RFC2875].

sa- dhPop- sha224
A SI GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DSA- Si g- Val ue represents the signature value, and the structure
Domai nPar anet ers SHOULD be omitted in the signature but MJST be
present in the associated key request.
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i d-al g- dhPop- sha224
This ODidentifies the Discrete Logarithm Signature using SHA-224
as the hash al gorithm

sa- dhPop- sha256
A SI GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DSA- Si g- Val ue represents the signature value, and the structure
Domai nPar anet ers SHOULD be omitted in the signature but MJST be
present in the associated key request.

i d-al g- dhPop- sha256
This ODidentifies the Discrete Logarithm Signature using SHA-256
as the hash al gorithm

sa- dhPop- sha384
A SI GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DSA- Si g- Val ue represents the signature value, and the structure
Domai nPar anet ers SHOULD be omitted in the signature but MJST be
present in the associated key request.

i d- al g- dhPop- sha384
This ODidentifies the Discrete Logarithm Signature using SHA-384
as the hash al gorithm

sa- dhPop- sha512
A SI GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DSA- Si g- Val ue represents the signature value, and the structure
Domai nPar anet ers SHOULD be omitted in the signature but MJST be
present in the associated key request.

i d-al g- dhPop-sha512
This ODidentifies the Discrete Logarithm Signature using SHA-512
as the hash al gorithm

6. Static ECDH Proof - of - Possessi on Process

The Static ECDH POP algorithmis set up to use a KDF and a MAC. This
algorithmrequires that a common set of group paraneters be used by
both the creator and the verifier of the POP value. Full details of
how Elliptic Curve Cryptography (ECC) works can be found in RFC 6090
[ RFC6090] .
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The steps for creating an ECDH POP are:

1. An entity (E) chooses the group paraneters for an ECDH key
agr eenent .

This is done sinply by selecting the group paraneters froma
certificate for the recipient of the POP process. A certificate
with the correct group paraneters has to be avail abl e.

The ECDH paraneters can be identified either by a named group or
by a set of curve paraneters. Section 2.3.5 of RFC 3279

[ RFC3279] docunents how the paraneters are encoded for PKIX
certificates. For PKIX-based applications, the paraneters will

al rost al ways be defined by a naned group. Designate G as the
group fromthe ECDH paraneters. Let the ECDH key pair associated
with the certificate be known as the recipient key pair (Rpub

and Rpriv).

Rpub = Rpriv * G

2. The entity generates an ECDH public/private key pair using the
paraneters fromstep 1.

For an entity (E)

Epriv = entity private val ue
Epub = ECDH public point = Epriv * G

3. The POP conputation process will then consist of the follow ng
st eps:

(a) The value to be signed (text) is obtained. (For a PKCS #10
obj ect, the value is the DER-encoded
certificationRequestinfo field represented as an octet
string.)

(b) A shared ECDH secret is conputed as foll ows:
shared secret point (x, y) = Epriv * Ropub = Rpriv * Epub

shared secret value ZZ is the x coordi nate of the computed
poi nt
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(c) A tenporary key Kis derived fromthe shared secret ZZ as
fol | ows:

K = KDF(Leadinglnfo | ZZ | Trailinglnfo)

Leadi ngl nfo ::= Subject D stinguished Nane fromcertificate
Trailinglnfo ::= Issuer Distinguished Nane fromcertificate

(d) Conpute MAC(K, text).

The POP verification process requires the recipient to carry out
steps (a) through (d) and then sinply conpare the result of step (d)
with what it received as the signature conponent. |f they nmatch,
then the foll owi ng can be concl uded:

(a) The entity possesses the private key corresponding to the public
key in the Certification Request because it needed the private
key to cal cul ate the shared secret; and

(b) Only the recipient that the entity sent the request to could
actually verify the request because it would require its own

private key to conmpute the same shared secret. |In the case
where the recipient is a CA this protects the entity from
rogue CAs.

6.1. ASN. 1 Encoding

The al gorithm outlined above allows for the use of an arbitrary hash
function in conputing the tenporary key and the MAC value. 1In this
specification, we define object identifiers for the SHA-1, SHA-224,
SHA- 256, SHA-384, and SHA-512 hash values. The ASN 1 structures
associated with the Static ECDH POP al gorithm are:

i d-al g- ecdhPop- st ati c- sha224- hmac- sha224 OBJECT | DENTI FIER :: = {
i d- pki x id-alg(6) 25
}
sa- ecdhPop- sha224- hmac- sha224 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop- st ati c- sha224- hmac- sha224
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }
}
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i d-al g- ecdhPop-stati c-sha256- hmac-sha256 OBJECT | DENTI FIER :: = {
i d-pkix id-alg(6) 26
}
sa- ecdhPop- sha256- hmac- sha256 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop- st ati c- sha256- hmac- sha256
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }
}
i d-al g- ecdhPop- st ati c-sha384- hnmac-sha384 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 27
}
sa- ecdhPop- sha384- hmac- sha384 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop- st ati c- sha384- hmmac- sha384
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }
}
i d-al g- ecdhPop-static-shab512-hmac-sha512 OBJECT | DENTI FIER :: = {

i d-pki x id-al g(6) 28
}

sa- ecdhPop- sha512- hmac- sha512 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop- st ati c- sha512- hmac-sha512
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }

}

These itens reuse the DhSigStatic structure defined in Section 4.
When used with these algorithns, the value to be placed in the field
hashVal ue is that conputed in step 3(d) (Section 6). In the above
ASN. 1, the following itens are defined

sa- ecdhPop- st ati c- sha224- hrrac- sha224
An ASN. 1 SI GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSigStatic represents the signature value, and the paraneters
MJUST be absent.

i d- ecdhPop-static-sha224- hmac-sha224

This ODidentifies the Static ECDH POP al gorithmthat uses
SHA- 224 as the KDF and HVAC- SHA224 as the MAC function
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sa- ecdhPop- st ati c- sha256- hnmac- sha256
An ASN. 1 S| GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSigStatic represents the signature value, and the paraneters
MUST be absent.

i d- ecdhPop-static-sha256- hnmac- sha256
This ODidentifies the Static ECDH POP al gorithmthat uses
SHA- 256 as the KDF and HVAC- SHA256 as the MAC function

sa- ecdhPop- st ati c- sha384- hmac- sha384
An ASN. 1 S| GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSi gStatic represents the signature value, and the paraneters
MJUST be absent.

i d- ecdhPop-static-sha384- hmac- sha384
This ODidentifies the Static ECDH POP al gorithmthat uses
SHA- 384 as the KDF and HMAC- SHA384 as the MAC function

sa- ecdhPop- st ati c-sha512- hmac- sha512
An ASN. 1 S| GNATURE- ALGORI THM obj ect that associ ates together the
i nformati on describing this signature algorithm The structure
DhSigStatic represents the signature value, and the paraneters
MJUST be absent.

i d- ecdhPop-static-sha512- hmac-sha512
This ODidentifies the Static ECDH POP al gorithmthat uses
SHA-512 as the KDF and HVAC- SHA512 as the MAC function

7. Security Considerations

None of the algorithms defined in this docunent are neant for use in
general purpose situations. These algorithns are designed and

pur posed solely for use in doing POP with PKCS #10 and CRVF
constructs.

In the Static DH POP and Static ECDH POP al gorithns, an appropriate
val ue can be produced by either party. Thus, these algorithms only
provide integrity and not origination service. The Discrete
Logarithm Si gnature al gorithm provides both integrity checking and
ori gi nati on checki ng.

Al'l the security in this systemis provided by the secrecy of the
private keying material. |If either sender or recipient private keys
are disclosed, all nessages sent or received using those keys are
compromi sed. Similarly, the loss of a private key results in an
inability to read nessages sent using that key.
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Sel ection of paraneters can be of paranount inportance. |In the
sel ection of paranmeters, one nust take into account the comunity/
group of entities that one wi shes to be able to comunicate with. In

choosing a set of paraneters, one nust also be sure to avoid small
groups. [ FIPS-186-3] Appendi xes A and B.2 contain information on the
sel ection of paraneters for DH  Section 10 of [RFC6090] contains

i nformati on on the selection of paraneters for ECC. The practices
outlined in these docunents will lead to better selection of

par anet ers.

8. Ref er ences

8.1. Normative References

[ RFC2104] Krawczyk, H., Bellare, M, and R Canetti, "HWVAC
Keyed- Hashi ng for Message Authentication", RFC 2104,
February 1997.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Levels", BCP 14, RFC 2119, March 1997.

[ RFC2631] Rescorla, E., "Diffie-Hellnman Key Agreenent Method",
RFC 2631, June 1999.

[ RFC2986] Nystrom M and B. Kaliski, "PKCS #10: Certification
Request Syntax Specification Version 1.7", RFC 2986,
Novenber 2000.

[ RFC4231] Nystrom M, "ldentifiers and Test Vectors for HVAC
SHA- 224, HMAC- SHA- 256, HMAC- SHA- 384, and HMVAC- SHA- 512",
RFC 4231, Decenber 2005.

[ RFC6234] Eastl ake, D. and T. Hansen, "US Secure Hash Al gorithns
(SHA and SHA- based HVAC and HKDF)", RFC 6234, May 2011.

8.2. Informative References

[ CRWVF] Schaad, J., "lInternet X 509 Public Key Infrastructure
Certificate Request Message Format (CRMF)", RFC 4211,
Sept enber 2005.

[FIPS-186-3] National Institute of Standards and Technol ogy,
"Digital Signature Standard (DSS)", Federal |nformation
Processi ng Standards Publication 186-3, June 2009,
<http://waw. ni st. gov/>.

[ RFC2875] Praful | chandra, H and J. Schaad, "Diffie-Hell man

Pr oof - of - Possessi on Al gorithns", RFC 2875, July 2000.

Schaad & Praful | chandra St andards Track [ Page 21]



RFC 6955 DH POP Al gorit hms May 2013

[ RFC3279] Bassham L., Polk, W, and R Housley, "Al gorithnms and
Identifiers for the Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation
List (CRL) Profile", RFC 3279, April 2002.

[ RFC5912] Hof fman, P. and J. Schaad, "New ASN.1 Modul es for the
Public Key Infrastructure Using X 509 (PKIX)",
RFC 5912, June 2010.

[ RFC6090] MGew, D., lgoe, K, and M Salter, "Fundanental

Elliptic Curve Cryptography Al gorithms", RFC 6090,
February 2011.

Schaad & Praful | chandra St andards Track [ Page 22]



RFC 6955 DH POP Al gorithns

Appendi x A. ASN. 1 Mbdul es

A 1.

Thi s appendi x contains an ASN. 1 nodul e t hat
2008 version of ASN. 1.

2008 ASN. 1 Modul e

defined by [ RFC5912] to nore conpletely describe all of the
associ ati ons between the el enents defined in this docunent.
di fference exists between the nodule in this section and the 1988
nodul e, the 2008 nodule is the definitive nodul e.

DH- Si gn

{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- dhSi gn-2012- 08(80) }

DEFINITIONS | MPLICIT TAGS :: =

BEG N

EXPORTS ALL

May 2013

is conformant with the
This nmodul e references the object classes

Where a

-- The types and val ues defined in this nodule are exported for use

in the other ASN.1 nodules. Oher applications rmay use t

-- for their own purposes.

I MPORTS

S| GNATURE- ALGORI THM
FROM Al gori t hm nf or mat i on- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d-nmod- al gorithm nformation-02(58) }

| ssuer AndSeri al Nunber, MessageD gest

FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) nmenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

DSA- Si g- Val ue, Donmi nPar anet ers, ECDSA- Si g- Val ue,
nda- shal, nda-sha224, nda-sha256, nda-sha384, nda-sha512,
pk-dh, pk-ec
FROM PKI XAl gs- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- nod- pki x1-al gori thns2008-02(56) }

i d- pki x
FROM PKI X1Expl i cit-2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51) };
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DhSigStatic ::= SEQUENCE {
i ssuer AndSeri al | ssuer AndSeri al Nunber OPTI ONAL,
hashVal ue MessageDi gest

}

sa- dhPop- st ati c-shal- hnac-shal SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- dhPop- st ati c- shal- hmac- shal
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }

}

i d-dh-si g- hmac-shal OBJECT | DENTIFIER :: = {
id-pkix id-alg(6) 3
}

i d- dhPop- st ati c-shal-hmac-shal OBJECT | DENTIFIER :: =
i d-dh-si g- hmac-shal

sa- dhPop- st ati c- sha224- hmac- sha224 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- st ati c- sha224- hnmac- sha224
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }

}
i d-al g-dhPop-static-sha224-hnac-sha224 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 15
}
sa- dhPop- st ati c- sha256- hmac- sha256 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- st ati c- sha256- hnmac- sha256
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }
}
i d-al g- dhPop-static-sha256-hnac-sha256 OBJECT | DENTI FIER :: = {

i d-pkix id-al g(6) 16

}

sa- dhPop- st ati c- sha384- hmac- sha384 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- st ati c- sha384- hnac- sha384
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }

}
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i d-al g- dhPop-static-sha384-hnac-sha384 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 17

}

sa- dhPop- st ati c- shab12- hmac- sha512 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- stati c-sha512- hmac-shab512
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-dh }

}

i d-al g-dhPop-static-sha512-hnac-sha512 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 18

}

sa- dhPop- SHA1 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dh- pop
VALUE DSA- Si g- Val ue
PARAMS TYPE Donmi nPar anet ers ARE pref erredAbsent
HASHES { nda-shal }
PUBLI C- KEYS { pk-dh }

}
i d-al g-dhPop-shal OBJECT | DENTIFIER ::= id-al g-dh-pop
i d-al g-dh-pop OBJECT IDENTIFIER ::= { id-pkix id-alg(6) 4}

sa- dhPop- sha224 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- sha224
VALUE DSA- Si g- Val ue
PARAMS TYPE Donmi nPar anet ers ARE pref erredAbsent
HASHES { nda- sha224 }
PUBLI C- KEYS { pk-dh }

}

i d- al g- dhPop-sha224 OBJECT | DENTI FIER :: = {
id-pkix id-alg(6) 5
}

sa- dhPop- sha256 SI GNATURE- ALGORI THM :: = {
| DENTI FI ER i d- al g- dhPop- sha256
VALUE DSA- Si g- Val ue
PARAMS TYPE Donmi nPar anet ers ARE pref erredAbsent
HASHES { nda- sha256 }
PUBLI C- KEYS { pk-dh }
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i d-al g- dhPop-sha256 OBJECT | DENTIFIER :: = {
id-pkix id-alg(6) 6
}

sa- dhPop- sha384 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- sha384
VALUE DSA- Si g- Val ue
PARAMS TYPE Domai nPar anet ers ARE pref erredAbsent
HASHES { nda-sha384 }
PUBLI C- KEYS { pk-dh }

}

i d-al g- dhPop-sha384 OBJECT | DENTIFIER :: = {
id-pkix id-alg(6) 7
}

sa- dhPop-sha512 S| GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- dhPop- sha512
VALUE DSA- Si g- Val ue
PARAMS TYPE Domai nPar anet ers ARE pref erredAbsent
HASHES { nda-sha512 }
PUBLI C- KEYS { pk-dh }

}
i d-al g- dhPop-sha512 OBJECT | DENTIFIER :: = {
id-pkix id-alg(6) 8
}
i d-al g- ecdhPop- st ati c- sha224- hmac- sha224 OBJECT | DENTI FIER :: = {
i d- pki x id-alg(6) 25
}

sa- ecdhPop- sha224- hmac- sha224 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop- st ati c- sha224- hmac- sha224
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }

}

i d-al g- ecdhPop- st ati c- sha256- hmac- sha256 OBJECT | DENTI FIER :: = {
i d- pki x id-alg(6) 26
}
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sa- ecdhPop- sha256- hmac- sha256 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop- st ati c- sha256- hnac- sha256
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }

}

i d-al g- ecdhPop- stati c-sha384-hmac-sha384 OBJECT | DENTI FIER :: = {
i d-pkix id-alg(6) 27

}

sa- ecdhPop- sha384- hmac- sha384 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop- st ati c- sha384- hnmac- sha384
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }

}

i d- al g- ecdhPop- st ati c-sha512- hmac-sha512 OBJECT | DENTI FI ER :: = {
i d-pkix id-alg(6) 28

}

sa- ecdhPop- sha512- hmac- sha512 Sl GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- ecdhPop-stati c-sha512- hnmac-sha512
VALUE DhSigStatic
PARAMS ARE absent
PUBLI C- KEYS { pk-ec }

}

END
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A 2. 1988 ASN. 1 Modul e

Thi s appendi x contains an ASN. 1 nodul e that is conformant with the
1988 version of ASN. 1, which represents an informational version of
the ASN. 1 nodule for this docunent. Were a difference exists
between the nodule in this section and the 2008 nodul e, the 2008
nodul e is the definitive nodul e.

DH Si gn
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani snms(5) pkix(7) id-nmod(0)
i d- nod- dhSi gn-2012-88(79) }
DEFINITIONS | MPLICI T TAGS :: =

BEA N

-- EXPORTS ALL

-- The types and values defined in this nodul e are exported for use
-- in the other ASN. 1 nodules. Qher applications may use them

-- for their own purposes.

| MPORTS
| ssuer AndSeri al Nunber, MessageDi gest
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1l) nmenber-body(2) us(840) rsadsi(113549) pkcs(1)
pkcs-9(9) sninme(16) nodul es(0) cns-2004(24) }

i d- pki x
FROM PKI X1Expl i ci t 88
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- pkix1l-explicit(18) }

Dss- Si g- Val ue, Dorei nPar anet er s
FROM PKI X1Al gorit hns88
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-al gorithns(17) };

i d-dh-si g- hmac-shal OBJECT | DENTI FIER ::= {id-pkix id-alg(6) 3}
DhSigStatic ::= SEQUENCE {

i ssuer AndSeri al | ssuer AndSeri al Nunber OPTI ONAL,
hashVal ue MessageDi gest

}
i d-al g-dh-pop OBJECT IDENTIFIER ::= { id-pkix id-alg(6) 4}
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i d-dhPop- st ati c-shal-hmac-shal OBJECT | DENTIFIER :: =
i d-dh-si g- hmac-shal

i d-al g- dhPop-static-sha224- hnac-sha224 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 15 }

i d-al g- dhPop-static-sha256-hnac-sha256 OBJECT | DENTIFIER :: = {
id-pkix id-alg(6) 16 }

i d-al g- dhPop- stati c-sha384- hnac-sha384 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 17 }

i d-al g- dhPop-static-sha512- hnac-sha512 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 18 }
i d-al g- dhPop-shal OBJECT | DENTI FIER :: = id-al g-dh-pop

i d-al g- dhPop-sha224 OBJECT | DENTIFIER :: = {
i d-pkix id-alg(6) 5}

i d-al g- dhPop-sha256 OBJECT | DENTI FIER :: = {
i d-pkix id-alg(6) 6 }

i d-al g- dhPop-sha384 OBJECT | DENTIFIER :: = {
id-pkix id-alg(6) 7}

i d-al g- dhPop-sha512 OBJECT | DENTI FIER :: = {
id-pkix id-alg(6) 8}

i d-al g- ecdhPop- static-sha224- hmac-sha224 OBJECT | DENTI FIER :: = {
i d-pkix id-alg(6) 25}

i d-al g- ecdhPop- st ati c- sha256- hmac-sha256 OBJECT | DENTI FIER :: = {
i d-pkix id-alg(6) 26 }

i d-al g- ecdhPop- stati c-sha384-hmac-sha384 OBJECT | DENTI FIER :: = {
id-pkix id-alg(6) 27 }

i d-al g- ecdhPop-static-shab512-hmac-sha512 OBJECT | DENTI FIER :: = {
i d-pkix id-alg(6) 28}

END
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App

49
51
53
58

68
70
72

77
86
88

90
95

Sch

endi x B. Exanple of Static DH Proof - of - Possessi on

The follow ng exanple follows the steps described earlier in
Section 4.

Step 1. Establishing common DH paraneters: Assune the paraneters are
as in the DER-encoded certificate. The certificate contains a DH
public key signed by a CA with a DSA signing key.

30 939: SEQUENCE {
30 872: SEQUENCE {

A0 3 [0] {
02 1 | NTEGER 2
: }
02 6 | NTEGER
: 00 DA 39 B6 E2 CB
30 11: SEQUENCE {
06 7: OBJECT | DENTI FI ER dsaWthShal (1 2 840 10040 4 3)
05 O: NULL
: }
30 72: SEQUENCE {
31 11: SET {
30 9 SEQUENCE {
06 3: OBJECT | DENTI FI ER countryNane (2 5 4 6)
13 2: PrintableString ' US
: }
: }
31 17: SET {
30 15: SEQUENCE {
06 3: OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)
13 8: Printabl eString ' XETlI |nc’
: }
: }
31 16: SET {
30 14: SEQUENCE {
06 3: OBJECT | DENTI FI ER or gani zati onal UnitNane (2 5 4
11)
13 7 PrintableString ' Testing’
: }
: }
31 20: SET {
30 18: SEQUENCE {
06 3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
13 11: Printabl eString ' Root DSA CA
: }
}
}
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108 30 30: SEQUENCE {
110 17 13: UTCTi me ' 9909140105577
125 17 13: UTCTi me ' 9911130105577
1 }
140 30 70: SEQUENCE {
142 31 11: SET {
144 30 9: SEQUENCE {
146 06 3: OBJECT | DENTI FI ER countryNanme (2 5 4 6)
151 13 2: PrintableString ' US
' }
1 }
155 31 17: SET {
157 30 15: SEQUENCE {
159 06 3: OBJECT | DENTI FI ER or gani zati onNarme (2 5 4 10)
164 13 8: PrintableString ' XETI |nc’
1 }
1 }
174 31 16: SET {
176 30 14: SEQUENCE {
178 06 3: OBJECT | DENTI FI ER or gani zati onal UnitNane (2 5 4
11)
183 13 7: Printabl eString ' Testing’
' }
: }
192 31 18: SET {
194 30 16: SEQUENCE {
196 06 3: OBJECT | DENTI FI ER conmonNane (2 5 4 3)
201 13 9: PrintableString ' DH Test CA
1 }
} }
212 30 577: SEQUENCE {
216 30 438: SEQUENCE {
220 06 7: OBJECT | DENTI FI ER dhPublicKey (1 2 840 10046 2 1)
229 30 425: SEQUENCE {

233 02 129: I NTEGER

: 00 94 84 EO 45 6C 7F 69 51 62 3E 56 80 7C 68 E7
C5 A9 9E 9E 74 74 94 ED 90 8C 1D C4 E1 4A 14 82
FS D2 94 0C 19 E3 B9 10 BB 11 B9 E5 A5 FB 8E 21
51 63 02 86 AA 06 B8 21 36 B6 7F 36 DF D1 D6 68
5B 79 7C 1D 5A 14 75 1F 6A 93 75 93 CE BB 97 72
8A FO OF 23 9D 47 F6 D4 B3 C7 FO F4 E6 F6 2B C2
32 E1 89 67 BE 7E 06 AE F8 DO 01 6B 8B 2A F5 02
D7 B6 A8 63 94 83 BO 1B 31 7D 52 1A DE E5 03 85
27

Schaad & Praful | chandra St andards Track [ Page 31]



RFC 6955 DH POP Al gorit hms May 2013

365 02 128: | NTEGER
: 26 A6 32 2C 5A 2B D4 33 2B 5C DC 06 87 53 3F 90
06 61 50 38 3E D2 B9 7D 81 1C 12 10 C5 0OC 53 ™4
64 D1 8E 30 07 08 8C DD 3F OA 2F 2C D6 1B 7F 57
86 DO DA BB 6E 36 2A 18 E8 D3 BC 70 31 7A 48 B6
4E 18 6E DD 1F 22 06 EB 3F EA D4 41 69 D9 9B DE
47 95 7A 72 91 D2 09 7F 49 5C 3B 03 33 51 C8 F1
39 9A FF 04 D5 6E 7E 94 3D 03 B8 F6 31 15 26 48
: 95 A8 5C DE 47 88 B4 69 3A 00 A7 86 9E DA D1 CD
496 02 33: | NTEGER
: 00 E8 72 FA 96 FO 11 40 F5 F2 DC FD 3B 5D 78 94
Bl 85 01 E5 69 37 21 F7 25 B9 BA 71 4A FC 60 30
: FB
531 02 97: | NTEGER
: 00 A3 91 01 CO A8 6E A4 4D A0 56 FC 6C FE 1F A7
BO CD OF 94 87 0C 25 BE 97 76 8D EB E5 A4 09 5D
AB 83 CD 80 0B 35 67 7F 0OC 8E A7 31 98 32 85 39
40 9D 11 98 D8 DE B8 7F 86 9B AF 8D 67 3D B6 76
B4 61 2F 21 E1 4B OE 68 FF 53 3E 87 DD D8 71 56
68 47 DC F7 20 63 4B 3C 5F 78 71 83 E6 70 9E E2

: 92
630 30 26: SEQUENCE {
632 03 21: BIT STRING 0 unused bits
: 1C D5 3A 0D 17 82 6D 0OA 81 75 81 46 10 8E 3E DB
: 09 E4 98 34
655 02 1: | NTEGER 55
: }
} }
658 03 132: BIT STRING 0 unused bits

02 81 80 5F CF 39 AD 62 CF 49 8E D1 CE 66 E2 Bl
E6 A7 01 4D 05 C2 77 C8 92 52 42 A9 05 A4 DB EO
46 79 50 A3 FC 99 3D 3D A6 9B A9 AD BC 62 1C 69
B7 11 A1 CO 2A F1 85 28 F7 68 FE D6 8F 31 56 22
4D OA 11 6E 72 3A 02 AF OE 27 AA F9 ED CE 05 EF
D8 59 92 CO 18 D7 69 6E BD 70 B6 21 D1 77 39 21
El AF 7A 3A CF 20 OA B4 2C 69 5F CF 79 67 20 31
4D F2 C6 ED 23 BF C4 BB 1E D1 71 40 2C 07 D6 FO

8F C5 1A
: }
793 A3 85: [3] {
795 30 83: SEQUENCE {
797 30 29: SEQUENCE {
799 06 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)

804 04 22: OCTET STRI NG
: 04 14 80 DF 59 88 BF EB 17 E1 AD 5E C6 40 A3 42
ES AC D3 B4 88 78

}
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828 30 34: SEQUENCE {

830 06 3: OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29
35)

835 01 1: BOOLEAN TRUE

838 04 24: CCTET STRI NG
: 30 16 80 14 6A 23 37 55 B9 FD 81 EA E8 4E D3 9
B7 09 E5 7B 06 E3 68 AA

1 }
864 30 14: SEQUENCE {
866 06  3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
871 01  1: BOOLEAN TRUE
874 04 4 OCTET STRI NG
03 02 03 08
}
}
} }
880 30 11:  SEQUENCE {
882 06 7: OBJECT | DENTI FI ER dsaWt hShal (1 2 840 10040 4 3)

891 05 0: NULL

: }
893 03 48: BIT STRING O unused bits
: 30 2D 02 14 7C 6D D2 CA 1E 32 D1 30 2E 29 66 BC
06 8B 60 C7 61 16 3B CA 02 15 00 8A 18 DD Cl1 83
58 29 A2 8A 67 64 03 92 AB 02 CE 00 B5 94 6A

}

Step 2. End entity/user generates a DH key pair using the paraneters
fromthe CA certificate

End entity DH public key:

Y: 13 63 Al 85 04 8C 46 A8 88 EB F4 5E A8 93 74 AE
FD AE 9E 96 27 12 65 C4 4C 07 06 3E 18 FE 94 B8
A8 79 48 BD 2E 34 B6 47 CA 04 30 Al EC 33 FD 1A
0B 2D 9E 50 C9 78 OF AE 6A EC B5 6B 6A BE B2 5C
DA B2 9F 78 2C B9 77 E2 79 2B 25 BF 2E OB 59 4A
93 4B F8 B3 EC 81 34 AE 97 47 52 EO A8 29 98 EC
D1 BO CA 2B 6F 7A 8B DB 4E 8D A5 15 7E 7E AF 33
62 09 9E OF 11 44 8C Cl1 8D A2 11 9E 53 EF B2 E8

End entity DH private key:

X: 32 CC BD B4 B7 7C 44 26 BB 3C 83 42 6E 7D 1B 00
86 35 09 71 07 AO AA 76 B8 DB 5F EC 00 CE 6F C3
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Step 3. Conpute the shared secret ZZ

56 b6 01 39 42 8e 09 16 30 b0 31 4d 12 90 af 03
c7 92 65 c2 9¢c ba 88 bb 0a d5 94 02 ed 6f 54 cb
22 e5 94 b4 d6 60 72 bc f6 a5 2b 18 8d df 28 72
ac e0 41 dd 3b 03 2a 12 9e 5d bd 72 a0 1e fb 6b
ee ¢c5 b2 16 59 ee 12 00 3b c8 e0 cb c5 08 8e 2d
40 5f 2d 37 62 8c 4f bb 49 76 69 3c 9e fc 2c f7
f9 50 ¢c1 b9 f7 01 32 4c 96 b9 ¢3 56 c0 2c 1b 77
3f 2f 36 €8 22 ¢c8 2e 07 76 dO 4f 7f aa d5 cO 59

Step 4. Conpute K and the signature.

Leadi ngl nfo: DER-encoded Subj ect/ Requester Distingui shed Name (DN)
as in the generated Certificate Signing Request

30 46 31 OB 30 09 06 03 55 04 06 13 02 55 53 31
11 30 OF 06 03 55 04 OA 13 08 58 45 54 49 20 49
6E 63 31 10 30 OE 06 03 55 04 0B 13 07 54 65 73
74 69 6E 67 31 12 30 10 06 03 55 04 03 13 09 44
48 20 54 65 73 74 43 41

Trailinglnfo: DER-encoded |ssuer/recipient DN (fromthe certificate
described in step 1)

30 48 31 0B 30 09 06 03 55 04 06 13 02 55 53 31
11 30 OF 06 03 55 04 OA 13 08 58 45 54 49 20 49
6E 63 31 10 30 OE 06 03 55 04 0B 13 07 54 65 73
74 69 6E 67 31 14 30 12 06 03 55 04 03 13 0B 52
6F 6F 74 20 44 53 41 20 43 41

Bl 91 D7 DB 4F C5 EF EF AC 9A C5 44 5A 6D 42 28
DC 70 7B DA
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TBS:

30
04
08
04
03
6C
07
94
A9
D2
63
79
FO
E1
B6
02
53
oc
1B
7A
D9
51
15
DA
FD
71
4D
97
oc
86
FF
5F
3A
98
04
27
2E
©
2C
EC
6F
11

Schaad &

t he

82
06
58
0B
55
65
2A
84
9E
94
02
7C
OF
89
A8
81
3F
53
7F
48
9B
c8
26
D1
3B
4A
A0
76
8E
9B
53
78
0D
34
8C
12
34
78
B9
81
7A
44

DH POP Al gorithns

"text" for conputing

02
13
45
13
04
20
86
EO
9E
oC
86
1D
23
67
63
80
90
D4
57
B6
DE
F1
48
CD
5D
FC
56
8D
A7
AF
3E
71
17
02
46
65
B6
OF
77
34
8B
8C

98
02
54
07
03
55
48
45
74
19
AA
5A
9D
BE
94
26
06
64
86
4E
47
39
95
02
78
60
FC
EB
31
8D
87
83
82
01
A8
4
47
AE
E2
AE
DB
c1

02
55
49
54
13
73
CE
6C
74
E3
06
14
47
7E
83
A6
61
D1
DO
18
95
9A
A8
21
94
30
6C
ES
98
67
DD
E6
6D
37
88
4C
CA
6A
79
97
4E
8D

01
53
20
65
11
65
3E
7F
94
B9
B8
75
F6
06
BO
32
50
8E
DA
6E
7A
FF
5C
00
B1
FB
FE
A4
32
3D
D8
70
0A
03
EB
07
04
EC
2B
47
8D
A2

Pr af ul | chandr a

00
31
49
73
50
72
02
69
ED
10
21
1F
D4
AE
1B
2C
38
30
BB
DD
72
04
DE
Es
85
02
1F
09
85
B6
71
9E
81
81
F4
06
30
B5
25
52
A5
11

30
11
6E
74
4B
30
01
51
90
BB
36
6A
B3
F8
31
5A
3E
07
6E
1F
91
D5
47
72
01
61
A7
5D
39
76
56
E2
75
84
5E
3E
Al
6B
BF
EO
15
=

4E
30
63
69
49
82
30
62
8C
11
B6
93
(074
DO
7D
2B
D2
08
36
22
D2
6E
88
FA
ES
00
BO
AB
40
B4
68
92
81
00
A8
18
EC
6A
2E
A8
TE
53

the SHA-1 HVAC.

31
OF
31
6E
58
02
82
3E
1D
B9
7F
75
FO
01
52
D4
B9
8C
2A
06
09
7E
B4
96
69
A3
cD
83
9D
61
47
30
46
02
93
FE
33
BE
0B
29
7E
EF

0B
06
10
67
20
41
01
56
c4
E5
36
93
F4
6B
1A
33
7D
DD
18
EB
7F
94
69
FO
37
91
OF
cD
11
2F
DC
1A
10
81
74
94
FD
B2
59
98
AF
B2

St andar ds

30
03
30
31
45
30
A9
80
E1
A5
DF
CE
E6
8B
DE
2B
81
3F
E8
3F
49
3D
3A
11
21
01
94
80
98
21
F7
03
8E
80
AE
B8
1A
5C
4A
EC
33
E8

09
55
OE
1A
78
82
02
7C
4A
FB
D1
BB
F6
2A
E5
5C
1C
0A
D3
EA
5C
03
00
40
F7
@
87
0B
D8
E1
20
15
3E
13
FD
A8
0B
DA
93
D1
62

Tr ack

06
04
06
30
61
01
81
68
14
8E
D6
97
2B
F5
03
DC
12
2F
BC
D4
3B
B8
A7
F5
25
A8
oC
35
DE
4B
63
00
DB
63
AE
79
2D
B2
4B
BO
09

03
0A
03
18
6D
B6
81
E7
82
21
68

02
85
06
10
2C
70
41
03
F6
86
F2
B9
6E
25
67
B8

4B
1C
09

9E
48
9E
9F
F8

9E

55
13
55
06

06
00

F5
51
5B

32
D7
27
87

31
69
33
31
9E

BA
A4
BE
7F
7F

3C

E4

96
BD
50
78
B3
2B
OF

May 2013
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Certification Request:

0
4
8
11
13
15
17
22

26
28
30
35

45
47
49

54

63
65
67
72

91
95
99
108
112

30 793: SEQUENCE {

30
02
30
31
30
06
13

31
30
06
13

31
30
06

13

31
30
06
13

30
30
06
30
02

664:
1:
78:
11:
9:

3:

2:

17:
15:

16:
14:

26:
24:

17:

577:
438:

425:;
129:

SEQUENCE {
| NTEGER 0
SEQUENCE {

SET {

SEQUENCE {

DH POP Al gorithns

OBJECT | DENTI FI ER countryName (2 5 4 6)

PrintableString ' US

}

}
SET {

SEQUENCE {

May 2013

OBJECT | DENTI FI ER or gani zati onNanme (2 5 4 10)
PrintableString ' XETI

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER or gani zati onal UnitNane (2 5 4

}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER cormonNane (2 5 4 3)
PrintableString ' PKI X Exanpl e User’

}
}

}
SEQUENCE {
SEQUENCE

OBJECT | DENTI FI ER dhPubl
SEQUENCE {

{

| NTEGER

00
(03]
F5
51
5B
8A
32
D7
27

Schaad & Praful |l chandra

94
A9
D2
63
79
FO
El
B6

11)
PrintableString ' Testing’

84
9E
94
02
7C
OF
89
A8

EO
9E
oC
86
1D
23
67
63

45
74
19
AA
5A
9D
BE
94

6C
74
E3
06
14
47
7E
83

7F
94
B9
B8
75
F6
06
BO

St andards Track

I nc’

cKey (1 2 840 10046 2 1)

69
ED
10
21
1F
D4
AE
1B

51
90
BB
36
6A
B3
F8
31

62
8C
11
B6
93
(074
DO
7D

3E
1D
B9
7F
75
FO
01
52

56
c4
E5
36
93
F4
6B
1A

80
El
A5
DF
CE
E6
8B
DE

7C
4A
FB
D1
BB
F6
2A
ES

68
14
8E
D6
97
2B
F5
03

E7
82
21
68
72

02
85
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244 02 128:

375

410

509
511

534

537

672
674
684

02

02

30
03

02

03 132:

30
06
05

33:

97:

26:
21:

12:
8:
0:

| NTE
26
06
64
86
4E
47
39
95
| NTE
00
B1
FB
| NTE
00

DH

GER
A6
61
D1
DO
18
95
9A
A8

GER
E8
85

GER
A3

POP Al gorithmns

32
50
8E
DA
6E
7A
FF
5C

72
01

91

BO CD OF

AB

83

CD

40 9D 11

B4
68
92

61
47

2F
DC

SEQUENCE {
BIT STRING O unused bits
1C D5 3A 0D 17 82 6D OA
DB 09 E4 98 34
| NTEGER 55

}
}

2C
38
30
BB
DD
72
04
DE

FA
ES

01
94
80
98
21
F7

5A
3E
07
6E
1F
91
D5
47

96
69

Co
87
0B
D8
El
20

}
BIT STRING 0 unused

02
93
FE
33
BE
0B
29
7E
EF

}

}
SEQUENCE

OBJECT

NULL

}

Schaad & Praful |l chandra

81
74
94
FD
B2
59
98
AF
B2

{

80
AE

B8 A8
1A OB

5C
4A
EC

33 62

E8

13

DA
93
D1

63
FD AE
79

09

B2

4B

BO

Al
9E
48
2D 9E
9F

F8

CA
9E

2B
D2
08
36
22
D2
6E
88

FO
37

A8
oC
35
DE
4B
63

D4
B9
8C
2A
06
09
7E
B4

11
21

6E
25
67
B8
OE
4B

33
7D
DD
18
EB
7F
94
69

40
F7

A4
BE
7F
7F
68
3C

2B
81
3F
E8
3F
49
3D
3A

F5
25

4D
97
oC
86
FF
5F

81

5C

0A

5C
03
00

F2
B9

A0
76
8E
9B
53
78

88

12
2F
BC

3B
B8
A7

BA

56
8D
A7
AF
3E
71

75 8

CAO
6A
79 2
97 4
4E 8
8D

| DENTI FI ER dh-si g-hmac-shal (1 3 6

St andards Track

06

2C
70
41
03
F6
86

FD
71

FC
EB
31
8D
87
83

87

31
69
33
31
9E

3B
4A

6C
ES
98
67

E6

1 46

EB

4 30

EC B5

F4

B 25
7 52
D A5

1

11

10

5E
3E

6B
BF
EO
15
9E

May 2013

53

1B
A

51
15
DA

5D
FC

FE
A4
32
3D

70

3F
53
7F
48
9B

26
D1

78
60

1F
09
85
B6
71
9E

A8

EC
6A
2E
A8
TE
53

90

57
B6

F1
48

94
30

A7
5D
39
76
56
E2

8E 3E

557 6 3)
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686 03 109: BIT STRING 0 unused bits

: 30 6A 30 52 30 48 31 0B 30 09 06 03 55 04 06 13
02 55 53 31 11 30 OF 06 03 55 04 OA 13 08 58 45
54 49 20 49 6E 63 31 10 30 OE 06 03 55 04 0B 13
07 54 65 73 74 69 6E 67 31 14 30 12 06 03 55 04
03 13 0B 52 6F 6F 74 20 44 53 41 20 43 41 02 06
00 DA 39 B6 E2 CB 04 14 2D 05 77 FE 5E 8F 65 F5
AF AD C9 5C 9B 02 CO A8 88 29 61 63

}

Signature verification requires CA's private key, the CA certificate,
and the generated Certification Request.

CA DH private key:

x: 3E 5D AD FD E5 F4 6B 1B 61 5E 18 F9 0B 84 74 a7
52 1E D6 92 BC 34 94 56 F3 0C BE DA 67 7A DD 7D

Appendi x C. Exanple of Discrete Log Signature

Step 1. Cenerate a DH key with length of q being 256 bits.

p
94 84 EO 45 6C 7F 69 51 62 3E 56 80 7C 68 E7 C5
A9 9E 9E 74 74 94 ED 90 8C 1D C4 E1 4A 14 82 F5
D2 94 0C 19 E3 B9 10 BB 11 B9 E5 A5 FB 8E 21 51
63 02 86 AA 06 B8 21 36 B6 7F 36 DF D1 D6 68 5B
79 7C 1D 5A 14 75 1F 6A 93 75 93 CE BB 97 72 8A
FO OF 23 9D 47 F6 D4 B3 C7 FO F4 E6 F6 2B C2 32
El 89 67 BE 7E 06 AE F8 DO 01 6B 8B 2A F5 02 D7
B6 A8 63 94 83 BO 1B 31 7D 52 1A DE E5 03 85 27

E8 72 FA 96 FO 11 40 F5 F2 DC FD 3B 5D 78 94 Bl
85 01 E5 69 37 21 F7 25 B9 BA 71 4A FC 60 30 FB

26 A6 32 2C 5A 2B D4 33 2B 5C DC 06 87 53 3F 90
06 61 50 38 3E D2 B9 7D 81 1C 12 10 C5 0C 53 D4
64 D1 8E 30 07 08 8C DD 3F OA 2F 2C D6 1B 7F 57
86 DO DA BB 6E 36 2A 18 E8 D3 BC 70 31 7A 48 B6
4E 18 6E DD 1F 22 06 EB 3F EA D4 41 69 D9 9B DE
47 95 7TA 72 91 D2 09 7F 49 5C 3B 03 33 51 C8 F1
39 9A FF 04 D5 6E 7E 94 3D 03 B8 F6 31 15 26 48
95 A8 5C DE 47 88 B4 69 3A 00 A7 86 9E DA D1 CD
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A3 91 01 GO A8 6E A4 4D A0 56 FC 6C FE 1F A7 BO
CD OF 94 87 0C 25 BE 97 76 8D EB ES A4 09 5D AB
83 CD 80 0B 35 67 7F OC 8E A7 31 98 32 85 39 40
9D 11 98 D8 DE B8 7F 86 9B AF 8D 67 3D B6 76 B4
61 2F 21 E1 4B OE 68 FF 53 3E 87 DD D8 71 56 68
47 DC F7 20 63 4B 3C 5F 78 71 83 E6 70 9E E2 92

5F CF 39 AD 62 CF 49 8E D1 CE 66 E2 Bl E6 A7 01
4D 05 C2 77 C8 92 52 42 A9 05 A4 DB EO 46 79 50
A3 FC 99 3D 3D A6 9B A9 AD BC 62 1C 69 B7 11 Al
CO 2A F1 85 28 F7 68 FE D6 8F 31 56 22 4D 0OA 11
6E 72 3A 02 AF OE 27 AAF9 ED CE 05 EF D8 59 92
CO 18 D7 69 6E BD 70 B6 21 D1 77 39 21 E1 AF 7A
3A CF 20 OA B4 2C 69 5F CF 79 67 20 31 4D F2 C6
ED 23 BF C4 BB 1E D1 71 40 2C 07 D6 FO 8F C5 1A

seed:
1C D5 3A 0D 17 82 6D OA 81 75 81 46 10 8E 3E DB
09 E4 98 34

C
00000037

X:
3E 5D AD FD E5 F4 6B 1B 61 SE 18 F9 0B 84 74 a7
52 1E D6 92 BC 34 94 56 F3 0C BE DA 67 7A DD 7D

Step 2. Formthe value to be signed and hash with SHAL. The result
of the hash for this exanple is:

5f a2 69 b6 4b 22 91 22 6f 4c fe 68 ec 2b dl1 c6
d4 21 e5 2c

Step 3. The hash val ue needs to be expanded, since |q|] = 256. This
i s done by hashing the hash with SHAl and appending it to the
original hash. The value after this step is:

5f a2 69 b6 4b 22 91 22 6f 4c fe 68 ec 2b dl c6

d4 21 e5 2c 64 92 8b c9 5e 34 59 70 bd 62 40 ad
6f 26 3b f7 1c a3 b2 cb
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Next ,
"hash" val ue.
done,

Not e t hat

since the result

DH POP Al gorithns

2f d1 34 db 25 91 48 91 37 a6 7f 34 76 15 e8 e3
6a 10 f2 96 32 49 45 e4 af la 2c b8 5e bl 20 56

Step 4.
val ues:

r
43 52 D2

S

The signature value is conputed

In this case

.Al BS B4 90 01 34 6B AO 31 6A 73 F5 7D F6 5C 14

10 BF 86 58 87 F7 BC 6E 5A 77 FF C3 4B

.59 40 45 BC 6F OD DC FF 9D 55 40 1E C4 9E 51 3D

66 EF B2 FF 06 40 9A 39 68 75 81 F7 EC 9E BE Al

The encoded signature value is then

30 45 02 21 00 A1 BS B4 90 01 34 6B A0 31 6A 73

F5 7D F6 5C 14 43 52 D2 10 BF 86 58 87 F7 BC 6E
5A 77 FF C3 4B 02 20 59 40 45 BC 6F 0D DC FF 9D

55 40 1E C4 9E 51 3D 66 EF B2 FF 06 40 9A 39 68
75 81 F7 EC 9E BE Al

30 82 02
17 06 03
58 20 53
06 07 2a
00 94 84
c5 a9 9e
f5 d2 94
51 63 02
5b 79 7c
8a f0O Of
32 el 89
d7 b6 a8
27 02 81
87 53 3f
c5 Oc 53
dé 1b 7f
31 7a 48
69 d9 9b
33 51 c8
31 15 26
9e da dl1

Schaad & Praful |l chandra

c2
55
41
86
e0
9e
Oc
86
1d
23
67
63
80
90
d4
57
b6
de
f1
48
cd

30
04
4d
48
45
74
19
aa
ba
9d
be
94
26
06
64
86
4e
47
39
95
02

82
03
50
ce
6¢C
74
e3
06
14
47
7e
83
ab
61
dl
do
18
95
9a
a8
21

02
13
4c
3e

94
b9
b8

f6
06

32
50
8e
da
6e
7a
ff

5c
00

67
10
45
02
69
ed
10
21
1f

d4
ae
1b
2c
38
30

dd
72
04
de
e8

St andards Track

01
45
82
30
62
8c
11
b6
93
c7
do

2b
d2
08

22
d2
6e
88
fa

00
54
02
82
3e
1d
b9
7f

fo
01
52
d4
b9
8c
2a
06
09
7e
b4
96

30
46
41
01
56
c4
eb5
36
93
fa
6b
la
33
7d

18
eb
7f
94
69
fo

1b
20
30
a9
80
el
ab
df

ce
e6
8b
de
2b
81
3f

e8
3f

49
3d
3a
11

31
50
82
02
7c
4a
fb
di

foé
2a
e5
5c
1c
Oa
d3
ea
5c

00
40

19
4b
01
81

14
8e
d6

2b
fb
03
dc
12
2f
bc
d4
3b

a7
fb5

30
49
b6
81
e7
82
21
68
72
c2
02
85
06
10
2C
70
41
03

86
f2

May 2013

the first 255 bits of this value are taken to be the resulting
in this case a shift of one bit
is to be treated as an integer

right is

you get the
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dc fd 3b 5d 78 94 bl 85 01 e5 69 37 21 f7 25 b9
ba 71 4a fc 60 30 fb 02 61 00 a3 91 01 cO a8 6e
a4 4d a0 56 fc 6¢c fe 1f a7 b0 cd Of 94 87 Oc 25
be 97 76 8d eb e5 a4 09 5d ab 83 cd 80 0Ob 35 67
7f Oc 8e a7 31 98 32 85 39 40 9d 11 98 d8 de b8
7f 86 9b af 8d 67 3d b6 76 b4 61 2f 21 el 4b Oe
68 ff 53 3e 87 dd d8 71 56 68 47 dc f7 20 63 4b
3c 5f 78 71 83 e6 70 9e e2 92 30 1a 03 15 00 1c
d5 3a 0d 17 82 6d Oa 81 75 81 46 10 8e 3e db 09
e4 98 34 02 01 37 03 81 84 00 02 81 80 5f cf 39
ad 62 cf 49 8e dl ce 66 e2 bl e6 a7 01 4d 05 c2
77 ¢8 92 52 42 a9 05 a4 db e0 46 79 50 a3 fc 99
3d 3d a6 9b a9 ad bc 62 1c 69 b7 11 al cO0 2a f1
85 28 f7 68 fe d6 8f 31 56 22 4d Oa 11 6e 72 3a
02 af Oe 27 aa f9 ed ce 05 ef d8 59 92 c0O 18 d7
69 6e bd 70 b6 21 d1 77 39 21 el af 7a 3a cf 20
Oa b4 2c 69 5f cf 79 67 20 31 4d f2 c6 ed 23 bf
c4 bb 1e d1 71 40 2c 07 d6 fO 8f c¢5 l1a a0 00 30
Oc 06 08 2b 06 01 05 05 07 06 04 05 00 03 47 00
30 44 02 20 54 d9 43 8d Of 9d 42 03 d6 09 aa al
9a 3c 17 09 ae bd ee b3 d1 a0 00 db 7d 8c b8 e4
56 e6 57 7b 02 20 44 89 bl 04 f5 40 2b 5f e7 9c
f9 a4 97 50 0d ad ¢c3 7a a4 2b b2 2d 5d 79 fb 38
8a b4 df bb 88 bc

Decoded version of result:

0 30 707: SEQUENCE {
4 30 615: SEQUENCE {

8 02 1 | NTEGER 0
11 30  27: SEQUENCE {
13 31 25 SET {
15 30  23: SEQUENCE {
17 06  3: OBJECT | DENTI FI ER commonNane (2 5 4 3)
22 13 16: Printabl eString ' | ETF PKI X SAMPLE

: }

} }

40 30 577: SEQUENCE {
44 30 438: SEQUENCE {
48 06 T OBJECT | DENTI FI ER dhPubl i cNumber (1 2 840 10046 2

1
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57 30 425: SEQUENCE {
61 02 129: | NTEGER
: 00 94 84 EO 45 6C 7F 69 51 62 3E 56 80 7C 68 E7
C5 A9 9E 9E 74 74 94 ED 90 8C 1D C4 E1 4A 14 82
F5 D2 94 0C 19 E3 B9 10 BB 11 B9 E5 A5 FB 8E 21
51 63 02 86 AA 06 B8 21 36 B6 7F 36 DF D1 D6 68
5B 79 7C 1D 5A 14 75 1F 6A 93 75 93 CE BB 97 72
8A FO OF 23 9D 47 F6 D4 B3 C7 FO F4 E6 F6 2B C2
32 E1 89 67 BE 7E 06 AE F8 DO 01 6B 8B 2A F5 02
D7 B6 A8 63 94 83 BO 1B 31 7D 52 1A DE E5 03 85
: 27
193 02 128: | NTEGER
: 26 A6 32 2C 5A 2B D4 33 2B 5C DC 06 87 53 3F 90
06 61 50 38 3E D2 B9 7D 81 1C 12 10 C5 0C 53 ™4
64 D1 8 30 07 08 8C DD 3F OA 2F 2C D6 1B 7F 57
86 DO DA BB 6E 36 2A 18 E8 D3 BC 70 31 7A 48 B6
4E 18 6E DD 1F 22 06 EB 3F EA D4 41 69 D9 9B DE
47 95 7A 72 91 D2 09 7F 49 5C 3B 03 33 51 C8 F1
39 9A FF 04 D5 6E 7E 94 3D 03 B8 F6 31 15 26 48
: 95 A8 5C DE 47 88 B4 69 3A 00 A7 86 9E DA D1 CD
324 02 33: | NTEGER
: 00 E8 72 FA 96 FO 11 40 F5 F2 DC FD 3B 5D 78 94
Bl 85 01 E5 69 37 21 F7 25 B9 BA 71 4A FC 60 30
: FB
359 02 97: | NTEGER
: 00 A3 91 01 CO AB 6E A4 4D A0 56 FC 6C FE 1F A7
BO CD OF 94 87 0C 25 BE 97 76 8D EB E5 A4 09 5D
AB 83 CD 80 0B 35 67 7F 0C 8E A7 31 98 32 85 39
40 9D 11 98 D8 DE B8 7F 86 9B AF 8D 67 3D B6 76
B4 61 2F 21 E1 4B OE 68 FF 53 3E 87 DD D8 71 56
68 47 DC F7 20 63 4B 3C 5F 78 71 83 E6 70 9E E2

: 92
458 30 26: SEQUENCE {
460 03 21: BIT STRING O unused bits
: 1C D5 3A 0D 17 82 6D OA 81 75 81 46 10 8E 3E DB
: 09 E4 98 34
483 02 1: | NTEGER 55
: }
}

}
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486 03 132: BIT STRING 0 unused bits
: 02 81 80 5F CF 39 AD 62 CF 49 8E D1 CE 66 E2 Bl
E6 A7 01 4D 05 C2 77 C8 92 52 42 A9 05 A4 DB EO
46 79 50 A3 FC 99 3D 3D A6 9B A9 AD BC 62 1C 69
B7 11 A1 C0 2A F1 85 28 F7 68 FE D6 8F 31 56 22
4D 0A 11 6E 72 3A 02 AF OE 27 AA F9 ED CE 05 EF
D8 59 92 C0 18 D7 69 6E BD 70 B6 21 D1 77 39 21
El AF 7A 3A CF 20 OA B4 2C 69 5F CF 79 67 20 31
4D F2 C6 ED 23 BF C4 BB 1E D1 71 40 2C 07 D6 FO

8F C5 1A
1 }
621 A0 O: [ 0]
: }
623 30 12  SEQUENCE {
625 06  8: OBJECT IDENTIFIER'1 36 155 7 6 4

635 05 0: NULL

: }
637 03 72: BIT STRING O unused bits
: 30 45 02 21 00 A1 B5 B4 90 01 34 6B A0 31 6A 73
FS 7D F6 5C 14 43 52 D2 10 BF 86 58 87 F7 BC 6E
5A 77 FF C3 4B 02 20 59 40 45 BC 6F 0D DC FF 9D
55 40 1E C4 9E 51 3D 66 EF B2 FF 06 40 9A 39 68
75 81 F7 EC 9E BE Al

}
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