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Triggering DHCPv6 Reconfiguration from Relay Agents
Abst r act

Thi s docunent defines two new DHCPv6 nessages: Reconfi gure- Request
and Reconfigure-Reply. The Reconfigure-Request nessage is sent by a
DHCPv6 relay agent to notify a DHCPv6 server about a configuration
i nformati on change, so that the DHCPv6 server can send a Reconfigure
message accordingly. The Reconfigure-Reply nessage is used by the
server to acknow edge the recei pt of the Reconfigure-Request nessage.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc6977

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent specifies two new DHCPv6 nessages [ RFC3315]:
Reconfi gur e- Request and Reconfi gure-Reply.

Section 3 describes a typical problem scenario encountered that
triggers the DHCPv6 server to issue a Reconfigure nessage when the
configuration data is supplied by the relay agent. This problem rmay
be encountered in other contexts. It is out of scope of this
docunent to list all these cases.

Section 4 describes the proposed solution that relies on the use of
Reconfi gur e- Request and Reconfi gure-Reply nessages. The Reconfi gure-
Request nessage is sent by a DHCPv6 relay agent to notify a DHCPv6
server about a configuration-information change, so that the DHCPv6
server can send a Reconfigure nessage accordingly. The Reconfi gure-
Reply message is used by the server to acknow edge the receipt of
Reconf i gur e- Request .

Section 5 specifies the Link Address Option used by the relay agent
to indicate the link on which the client is located to the server

Section 6 provides the detailed specification of the procedure to
trigger Reconfigure nessages by DHCPv6 rel ay agents.
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2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Probl em St at enent

For cases where the DHCPv6 relay agent possesses sone information
that would be useful to the DHCPv6 client, [RFC6422] specifies a
mechani sm wher eby t he DHCPv6 rel ay agent can provide such information
to the DHCPv6 server, which can, in turn, pass this information on to
the DHCP client. This is achieved by use of RSOO (Rel ay- Supplied
Options option), which carries configuration data to the DHCPv6
server. The data conveyed in an RSOO is then sent back by the DHCPv6
server to the requesting DHCPv6 client.

An exanpl e of RSOO usage is shown in Figure 1; only a subset of
exchanged DHCPv6 and RADI US nessages is represented. Figure 1 shows
a broadband network scenario in which the Network Access Server (NAS)
enbeds a DHCPv6 rel ay agent.

Fomm - + Fomm - + Fomm - +
| DHCPVE | | NAS | | Radi us |
|Cient | | (DHCPVE| | Server |
| | | Relay)| | |
Fom oo e + Fom oo e + Fom oo e +
[---Solicit---------------- >I I
| | ---Access-Request---------- >|

| <--Access-Accept------------ |
| (e.g., DS-Lite-Tunnel-Nane) |

| DHCPv6 |

---Relay-Forward----------- >

|

|

|

|

| S e +
|

| (RSOO( OPTI ON_AFTR_NAME) ) |

|

|

| <--Relay-Reply-------------- |
| <--Advertise--------------- | (e.g., OPTION AFTR _NAME) |
| (e.g., OPTION_AFTR_NAME) |

Figure 1: An Exanple of the RSQO Usage
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A configuration change nmay result in an exchange of CoA (Change- of -
Aut hori zation) [RFC5176] nessages between the NAS/ DHCPv6 rel ay agent
and Dynami ¢ Authorization dient (DAC) server as shown in Figure 2.
In this exanple, the NAS answers with a CoA- Ack message to notify the
DAC that the CoA- Request has been successfully handl ed.

Not e that the change of the configuration in the DHCPv6 rel ay agent
can be triggered by any other out-of-band nechani sm

S + S + S +
| DHCPVG6 | | NAS | | Radi us
|[Cient | | ( DHCPV6| | Server/ |
| | | Relay)] | DAC |
Fommanan + Femmanan + Fommanan +
| | |
| <----- CoA- Request ----------- |
| (e.g., DS-Lite-Tunnel -Nane) |
[------ CoA- Ack-------------- >|

Fi gure 2: Change of Configuration

Whenever the configuration information sent by the DHCPv6 rel ay agent
to the DHCPv6 server changes, the DHCPv6 server has no neans of
detecting the change so that it can send a Reconfigure nessage
accordingly. A solution is sketched in Section 4.

4. Solution Overview

To sol ve the probl emdescribed in Section 3, this docunent proposes a
new DHCP nessage cal |l ed Reconfigure-Request. In the exanple depicted
in Figure 3, a Reconfigure-Request nmessage is sent by the DHCPv6
relay agent to a DHCPv6 server as soon as the configuration data
conveyed in an RSOO has changed. Upon receipt of this nmessage, and
if it is configured to support such a node, the DHCPv6 server nust
buil d Reconfigure-Reply and Reconfigure nessages. Reconfigure-Reply
is used to acknow edge the recei pt of Reconfigure-Request. The
Reconfi gure nessage encapsul ated in Relay-Reply is sent to the DHCPv6
relay, which in turn will forward the nessage to the appropriate
DHCPv6 client.

This setup assunes the relay has a record of the client, so that it
has enough information to send the Reconfigure-Request nessage to the
server. How the state is recorded in the relay is out of scope of
this docunent. For better resilience of the proposed solution, neans
to recover state in the event of failure (e.g., use of stable
storage, DHCPv6 Bul k Leasequery [RFC5460]) need to be support ed.
These state recovery solutions are not discussed in this docunent.
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Fom e e + Fom e e + Fom e e +
| DHCPV6 | | NAS | | Radi us
|dient | | ( DHCPVG6| | Server/|
| | | Relay)] | DAC |
Fomm - + Fomm - + Fomm - +
| | |
| <----- CoA- Request ----------- |
| (e.g., DS-Lite-Tunnel -Nane) |
| |
[------ CoA- Ack-------------- >|
| F - +
| | DHCPV6
| | Server
| | |
| [ S, +
| . |
| - - - Reconfi gure- Request - - - - - >|

| <--Reconfigure-Reply-------- |
| |
| | <--Relay-Reply ------------- |
| <--Reconfigure------------- | (Reconfi gure) |

| | |
Figure 3: Flow Exanple with Reconfigure-Request

The support of Reconfigure-Reply nmessages sinplifies the

retransm ssion procedure of the relay as it provides an explicit

i ndi cation fromthe server (see Section 6.3 for nore details). An
alternative approach is the relay nonitors’ Reconfigure nessages
received fromthe server to conclude whether or not the Reconfigure-
Request was successfully handled. Nevertheless, this inplicit
approach may fail to achieve its goals in some cases: for exanple,
the server accepts the request but it delays generating the
correspondi ng Reconfigure nessages due to its rate-limting policies,
the request was partially failed for sone clients, etc. To avoid
usel ess reconfigure cycles (e.g., due to the loss of Reconfigure-
Reply messages), the approach adopted in this docunent allows the
relay to correct the content of a retransmtted Reconfi gure- Request
based on sonme observed events (e.g., the client has retrieved the
updated configuration). |If the relay has no client to be
reconfigured, it stops sendi ng Reconfigure-Request nessages.

The Reconfigure- Request nessage can al so be used in scenarios other

than those that assunme the use of RSOO It is out of scope of this
docunent to describe all these scenari os.
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5.

6.

6.

Li nk Address Option

Figure 4 shows the format of the Link Address Option.

123
+- 4+

+ onN
+ o +r

0
0 8 6 789 234
+- B o e e -t - - -+
| I | ption-I| |
+- + s o ok NI TR SR R T
| |
| I i nk-address (1 Pv6 address)

| |
| |
+- +

e S i i i i S S i it IR N S S
Fi gure 4: Message Format of Link Address Option
The description of the fields are as foll ows:
option-code: OPTI ON LI NK_ADDRESS (80)
option-len: 16 (octets)

i nk-address: An | Pv6 address used by the server to identify the
link on which the client is |ocated.

The Link Address Option is used by the relay agent to indicate to the
server the link on which the client is located. The relay agent MJST
use a link-address value that is equivalent to the val ue used when
rel ayi ng messages fromthe client to the server. Two |ink-address
val ues are said to be equivalent if both values are | Pv6 addresses
that are on-link for the network link to which the client is

connect ed.

To defend agai nst poor inplenmentations that do not correctly evaluate
equi val ence, the relay agent SHOULD use the sane val ue that was sent
to the DHCPv6 server when relaying nessages fromthe client to the
server, as in Section 20.1.1 of [RFC3315].

Det ai | ed Speci fication
1. Messages For mat
Two new nessage type codes are defined

0 RECONFI GURE- REQUEST (18)

0 RECONFI GURE- REPLY (19)
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6. 2.

6. 2.

6. 2.

6. 3.

Bou

Reconfi gur e- Request and Reconfigure-Reply use the sane format as
defined in Section 6 of [RFC3315].

Messages Validation
1. Reconfigure-Request

Cients MIST silently discard any received Reconfi gure-Request
nessages.

Servers MJST di scard any recei ved Reconfi gure-Request nessages that
nmeet any of the follow ng conditions:

0 the nmessage does not include a dient Identifier Option [RFC3315].

o the nmessage does not include a Link Address Option (Section 5).

o the nmessage includes a Server ldentifier Option [ RFC3315] but the
contents of the Server ldentifier Option do not nmatch the server’s
identifier.

2. Reconfigure-Reply

Cients and servers MJST silently discard any recei ved Reconfi gure-
Reply nmessages.

The relay MUST silently discard any received Reconfigure-Reply
nmessages that neet any of the follow ng conditions:

o the "transaction-id" field in the nessage does not match the val ue
used in the original nmessage.

0 the nmessage does not include a Server ldentifier Option.

o the nmessage does not include a Status Code Option [ RFC3315].
Creation and Transni ssion of a Reconfigure-Request

For any event (e.g., nodification of the configuration infornmation)
that requires the server to issue a Reconfigure nessage, the rel ay
agent determines the client(s) affected by the change and then builds
a Reconfigure-Request nessage: the relay agent sets the "nsg-type"
field to RECONFI GURE- REQUEST, generates a transaction ID, and inserts
it in the "transaction-id" field.

The relay agent MJUST include one or nore Client Identifier Options
[ RFC3315] and a Link Address Option (Section 5) so that the DHCPv6
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server can identify the corresponding client and the |link on which
the client is |ocated.

The relay agent MAY include a Relay ldentifier Option [RFC5460].

The relay agent MAY supply the updated configuration in the RSQO

[ RFC6422]. The relay agent MAY supply a Reconfigure Message Option
to indicate which formof Reconfigure to use. The relay agent MAY
i nclude any option (e.g., Interface ldentifier [RFC3315]) that it

m ght insert when relaying a nmessage received froma client.

When several clients on the same link are affected by a configuration
change, the relay MJST include several Cient Identifier Options;

each of these options identifies a specific client. |[If including the
Client Identifier Options of all inpacted clients exceeds the nmaxi num
nmessage size (see Section 7), the relay MJST generate severa
Reconfi gur e- Request nessages required to carry all Cient ldentifier
Options. Rate-linit considerations are discussed in Section 7.

The relay sets the destination address of the Reconfigure-Request
message to the IP address it would have sent a Rel ay- Forward nessage
(see Section 20 of [RFC3315]).

In case nultiple servers are configured to the relay agent, severa
Reconf i gur e- Request nessages are to be built. The behavior of the
rel ay agent to di sanbi guate responses when nmultiple servers are
configured is inplenmentation specific. For exanple, an

i npl enment ati on nay generate a distinct "transaction-id" per server
whi | e another inplenentation may use the content of the "transaction-
id" field and the Server Identifier Option to disanbiguate the
responses.

The relay transnits Reconfigure-Request nessages according to
Section 14 of [RFC3315], using the follow ng paraneters:

IRT (Initial retransm ssion tine): 1 sec
MRT (Maxi mum retransm ssion tine): 10 secs
MRC ( Maxi mum retransm ssion count): 5

MRD ( Maxi mum retransm ssion duration): O

The relay MAY renove clients fromthe client identifier list in
subsequent retransm ssions, but MJUST NOT add clients to the client
identifier list. This decisionis local tothe relay (e.g., it may
be based on observed events such as one or nore clients were
reconfigured on their own).

The relay may receive Reconfigure encapsulated in Relay-Reply before
Reconfigure-Reply. The relay SHOULD NOT interpret it as if the
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Reconfi gur e- Request was successfully handl ed by the server. The
rel ay SHOULD use Reconfigure-Reply, not the Reconfigure nessage, to
determine if the request was successful (see the discussion in
Section 4).

6.4. Internediate Relay Agents Behavi or

The relay agent MUST be configurable to accept or reject Reconfigure-
Request nessages received fromother relay agents. |If no indication
is explicitly configured to the relay, the default behavior is to
accept Reconfigure- Request nessages.

If the relay is configured not to all ow Reconfigure-Request nessages,
the relay MJUST silently discard any Reconfigure- Request nessage it
receives. |If the relay is configured to accept Reconfi gure- Request
nmessages, these nmessages are relayed as specified in Section 20.1.1
of [ RFC3315].

6.5. Server Behavi or

The server MJST be configurable to accept or reject Reconfigure-

Request nessages. |If no indication is explicitly configured to the
server, the default behavior is to reject Reconfigure-Request
nessages.

Upon recei pt of a valid Reconfigure-Request nessage from a DHCPv6
relay agent (see Section 6.2), the server determines the client(s)
for which a Reconfigure nessage is to be sent.

The server constructs a Reconfigure-Reply nessage by setting the
"nmeg-type" field to RECONFI GURE- REPLY and copying the transaction ID
fromthe Reconfigure-Request nessage into the "transaction-id" field.
The server includes its server identifier in a Server ldentifier
Option. The server MJST include a Status Code Option [ RFC3315]

i ndi cati ng whet her the request has been successfully processed,
failed, or partially failed.

o |If the server fails to process the request, the server MJST set
the Status Code Option to the appropriate status code (e.g.
UnspecFail, NotAllowed, etc.). In particular,

* UnspecFail MJST be returned if the Reconfigure-Request nessage
is mal fornmed.

*  Not All oned MIST be returned if the server is not configured to
al I ow Reconfi gur e- Request.
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*  Not Configured MJUST be returned if the server has no record of
the link [ RFC5007].

o |If the Reconfigure-Request is successfully validated, the server
MUST return a Status Code Option indicating "Success". In
addi tion, the server MJST include a list of all the Qient
Identifier Options of the clients to which Reconfigure nessages
will not be sent (e.g., the server has no record of the client or
the client did not negotiate for Reconfigure support). Note that
this means that "Success" will be returned even if Reconfigure
messages will not be sent to any of the clients.

If RSOO is supplied, the server mght use its content to doubl e check
whet her a Reconfigure is required to be sent to the client. This
assumes the server stored the content of RSOO it used to generate the
configuration data sent to requesting clients.

The server m ght use the content of the Reconfigure Message Option
supplied by the relay agent to deternine which formof Reconfigure to
use.

Then, the server MJST foll ow the procedure defined in Section 19.1 of
[ RFC3315] to construct a Reconfigure nessage.

Rate-limt considerations are discussed in Section 7.
6.6. Receipt of a Reconfigure-Reply

Dependi ng on the status code enclosed in a received Reconfigure-Reply
nmessage, the relay nmay decide to terninate the request (e.g.

Not Al | owed, Not Confi gured, and Success) or try a different corrected
Reconfi gure- Request (e.g., UnspecFail).

When multiple servers are configured, the relay should expect to
recei ve several Reconfigure-Reply nmessages. As nentioned in

Section 6.3, the relay should be able to di sanbi guate these responses
and associate themwith a given server. The relay agent assunes the
request is successfully handled for a client if there is at |east one
Reconfi gure-Reply nessage in which the corresponding Cient
Identifier Option does not appear.

7. Rate-Limting Considerations
The relay MJUST rate-linit Reconfigure-Request nessages to be sent to
the server. The relay MJUST be configured with required rate-limt

paraneters. The maxi mum Reconfi gur e- Request packet size SHOULD be
configurable and the default value MJST be 1280 octets.
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The server MUST rate-linmt Reconfigure nmessages triggered by
Reconfi gur e- Request nessages. The server MJST be configured with
required rate-linit paraneters.

8. | ANA Consi der ations

| ANA has assigned the foll owi ng new DHCPv6 Message types in the
registry maintained in
http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s

RECONFI GURE- REQUEST
RECONFI GURE- REPLY

| ANA has assigned the foll owi ng new DHCPv6 Option Codes in the
registry maintained in
http://ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s

OPTI ON_LI NK_ADDRESS
9. Security Considerations

Security considerations elaborated in [ RFC3315] (in particular
Section 21.1) and [RFC6422] nust be taken into account. |In addition
DHCPv6 servers NMAY be configured to reject relayed Reconfigure-
Request nessages or restrict relay chaining (see [ RFC5007] for nore
di scussi on about the rationale of this recommended behavior).
Section 6.5 specifies the error code to return when the server is
configured to reject Reconfigure-Request nessages

Rel ay agents SHOULD i npl ement appropriate nmeans to prevent using
Reconfi gur e- Request nessages as a deni al -of -service attack on the
DHCPv6 servers.

Because t he Reconfi gure-Request nessage provides a nmechani sm for
triggering the DHCPv6 Reconfigure nessage, and the DHCPv6 Reconfi gure
message can raise security threats (e.g., to control the timng of a
DHCPv6 renewal ), the DHCPv6 server MJST have sone nechani sm for
determining that the relay agent is a trusted entity. DHCPv6 servers
and rel ay agents MJUST inplenent relay nessage authentication as
described in Section 21.1 of [RFC3315]. DHCPv6 servers MAY al so

i npl ement a control policy based on the content of a received Rel ay
Identifier Option [ RFC5460]. Administrators are strongly advised to
configure one of these security mechani smns.

In an environnent where the network connecting the relay agent to the

DHCPv6 server is physically secure and does not contain devices not
controlled by the server administrator, it nay be sufficient to trust
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10.

11.

11.

11.

the Relay Agent Identifier provided by the relay agent. In networks
where the security of the machines with access to the data path is
not under the control of the server administrator, |Psec [RFC4301] is
necessary to prevent spoofing of Reconfigure-Request nessages.

DHCPv6 servers MJST silently discard Reconfigure-Request nessages
originating fromunknown relay agents.
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