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Abst r act

Thi s docunent anal yzes the security inplications of enploying | Pv6
fragmentation wi th Nei ghbor Discovery (ND) messages. |t updates RFC
4861 such that use of the |Pv6 Fragnentati on Header is forbidden in
al |l Nei ghbor Discovery messages, thus allow ng for sinple and

ef fective counterneasures for Neighbor Discovery attacks. Finally,
it discusses the security inplications of using |Pv6 fragnentation

wi th SEcure Nei ghbor Discovery (SEND) and fornally updates RFC 3971
to provide advice regarding how the aforenenti oned security

i mplications can be mtigated.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc6980
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1. Introduction

The Nei ghbor Di scovery Protocol (NDP) is specified in RFC 4861

[ RFC4861]. It is used by both hosts and routers. |Its functions

i ncl ude Nei ghbor Discovery (ND), Router Discovery (RD), address

aut oconfiguration, address resolution, Neighbor Unreachability
Detection (NUD), Duplicate Address Detection (DAD), and redirection

Many of the possible attacks against the Nei ghbor Di scovery Protoco
are discussed in detail in [RFC3756]. |In order to nmitigate the

af orenenti oned possi bl e attacks, SEcure Nei ghbor Discovery (SEND) was
standardi zed. SEND enpl oys a nunber of nechanisns to certify the
origin of Neighbor Discovery packets and the authority of routers,
and to protect Neighbor Discovery packets from bei ng the subject of
nmodi fication or replay attacks.
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However, a nunber of factors, such as the high administrative

over head of depl oying trust anchors and the unavailability of SEND

i mpl enentations for many wi dely depl oyed operating systens, nake SEND
hard to deploy [Gont-DPSC]. Thus, in many general scenarios, it may

be necessary and/or convenient to use other nmitigation techniques for
NDP- based attacks. The following nitigations are currently avail able
for NDP attacks:

o Static Access Control Lists (ACLs) in swtches

o Layer-2 filtering of Neighbor Discovery packets (such as RA-CGuard
[ RFC6105])

0 Neighbor Discovery nonitoring tools (e.g., NDPMon [ NDPMon] and
ranond [ranond])

0 Intrusion Prevention Systens (1PS)

| Pv6 Router Advertisenent Guard (RA-Quard) is a nmitigation technique
for attack vectors based on | CMPv6 Rout er Advertisenment (RA)
messages. It is meant to block attack packets at a | ayer-2 device
before the attack packets actually reach the target nodes. [RFC6104]
descri bes the problem statenent of "Rogue | Pv6 Router
Advertisenents", and [ RFC6105] specifies the "I Pv6 Router
Advertisenment Quard" functionality.

Tool s such as NDPMon [ NDPMbn] and ranond [ranmond] aimto nonitor

Nei ghbor Di scovery traffic in the hopes of detecting possible attacks
when there are discrepancies between the information advertised in
Nei ghbor Di scovery packets and the information stored on a | oca

dat abase

Some I ntrusion Prevention Systenms (IPS) can mitigate Nei ghbor
Di scovery attacks. W recommend that Intrusion Prevention Systens
i npl ement nmitigations for NDP attacks.

| Pv6 fragnentation introduces a key challenge for these nitigation or
nonitoring techniques, since it is trivial for an attacker to concea
his attack by fragmenting his packets into nultiple fragnents. This
may limt or even elimnate the effectiveness of the aforenentioned
mtigation or nonitoring techniques. Recent work [CPN -1 Pv6]

i ndi cates that current inplenentations of the aforenentioned
mtigations for NDP attacks can be trivially evaded. For exanple, as
noted in [ RA-GUARD], current RA-Guard inplenentations can be
trivially evaded by fragnenting the attack packets into multiple
fragments, such that the layer-2 device cannot find all the necessary
informati on to perform packet filtering in the sane packet. Wile
Nei ghbor Di scovery nonitoring tools could (in theory) inplenent |Pv6
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fragment reassenbly, this is usually an arns-race with the attacker
(an attacker can generate lots of forged fragnents to "confuse" the
nmonitoring tools), and therefore the aforenentioned tools are
unreliable for the detection of such attacks.

Section 2 analyzes the use of IPv6 fragnentation in traditiona

Nei ghbor Di scovery. Section 3 analyzes the use of |Pv6 fragnentation
in SEcure Nei ghbor Discovery (SEND). Section 4 provides the
rationale for forbidding the use of I Pv6 fragnentation w th Nei ghbor
Di scovery. Section 5 formally updates RFC 4861 such that the use of
the 1 Pv6 Fragnment Header with traditional Neighbor D scovery is

forbi dden, and also fornally updates RFC 3971 by providi ng advi ce on
the use of IPv6 fragnentation with SEND. Section 6 provides
operational advice about interoperability problens arising fromthe
use of IPv6 fragnentation with Nei ghbor Discovery.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Traditional Neighbor Discovery and | Pv6 Fragnentation

The only potential use case for IPv6 fragmentation with traditiona
(i.e., non-SEND) | Pv6 Nei ghbor Discovery would be that in which a
Rout er Advertisenent nust include a |arge nunber of options (Prefix
Informati on Options, Route Information Options, etc.). However, this

could still be achieved w thout enploying fragnentation, by splitting
the af orenmentioned information into multiple Router Advertisenent
nessages.

Some Nei ghbor Di scovery inplenmentations are known to silently

i gnore Router Advertisenent nessages that enploy fragnentation
Therefore, splitting the necessary information into multiple RA
messages (rather than sending a |large RA nessage that is
fragmented into nultiple I1Pv6 fragments) is probably desirable
even froman interoperability point of view

Thus, avoiding the use of IPv6 fragnentation in traditional Nei ghbor
Di scovery would greatly sinplify and inprove the effectiveness of
moni toring and filtering Neighbor Discovery traffic and would al so
prevent interoperability problenms with those inplenentations that do
not support fragnmentation in Neighbor Discovery nessages.
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3.

SEcur e Nei ghbor Di scovery (SEND) and | Pv6 Fragnentation

SEND packets typically carry nore information than traditiona

Nei ghbor Di scovery packets: for exanple, they include additiona
options such as the Cryptographically Generated Address (CGA) option
and the RSA signature option.

Wien SEND nodes enpl oy any of the Neighbor Discovery nessages
specified in [RFC4861], the situation is roughly the sanme: if nore
informati on than would fit in a non-fragnmented Nei ghbor Di scovery
packet needs to be sent, it should be split into nultiple Neighbor
Di scovery nessages (such that |1 Pv6é fragnentation is avoided).

However, Certification Path Advertisenent (CPA) nessages (specified
in [RFC3971]) pose a different situation, since the Certificate
Option they include typically contains nmuch nore information than any
ot her Nei ghbor Discovery option. For exanple, Appendix C of

[ RFC3971] reports Certification Path Adverti senent nessages from 1050
to 1066 bytes on an Ethernet link layer. Since the size of CPA
messages could potentially exceed the MIU of the local |ink

Section 5 recomends that fragnented CPA nessages be processed

normal Iy, but discourages the use of keys that would result in
fragment ed CPA nessages

It should be noted that relying on fragnentation opens the door to a
variety of IPv6 fragnmentation-based attacks against SEND. 1In
particular, if an attacker is |located on the sane broadcast domain as
the victimhost and Certification Path Adverti senent nessages enpl oy
I Pv6 fragmentation, it would be trivial for the attacker to forge

| Pv6 fragnents such that they result in "Fragnent ID collisions"
causing both the attack fragnents and the legitimte fragnents to be
di scarded by the victimnode. This would eventually cause

Aut hori zati on Del egati on Di scovery (Section 6 of [RFC3971]) to fail
thus | eading the host to (depending on |local configuration) either
fall back to unsecured node or reject the correspondi ng Router
Advertisenent nessages (possibly resulting in a denial of service).
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4.

Rational e for Forbidding | Pv6 Fragnentati on in Nei ghbor Discovery

A nunber of considerations should be nade regarding the use of |Pv6
fragmentation with Nei ghbor Discovery:

o0 A significant nunber of existing inplenmentations already silently
drop fragnented ND nessages, so the use of IPv6 fragnentation nay
hanmper interoperability anmong | Pv6 inpl enentations.

0o Although it is possible to build an ND nessage that needs to be
fragment ed, such packets are unlikely to exist in the real world
because of the | arge nunber of options that would be required for
the resulting packet to exceed the nininmum|Pv6 MIU of
1280 octets.

o If an ND nessage was so |large as to need fragnentation, there is
an option to distribute the sane information anongst nore than one
message, each of which is snmall enough to not need fragnentation

Thus, forbidding the use of IPv6 fragnentati on with Nei ghbor

Di scovery nornalizes existing behavior and sets the expectations of

all inplenentations to the existing | owest comon denomni nat or.

Speci fication

Nodes MUJST NOT enploy | Pv6 fragnentation for sending any of the
foll owi ng Nei ghbor Di scovery and SEcure Nei ghbor Di scovery nessages:

0 Neighbor Solicitation

0 Nei ghbor Adverti senent

0o Router Solicitation

0 Router Advertisenent

0 Redirect

0 Certification Path Solicitation

Nodes SHOULD NOT enpl oy IPv6 fragnentation for sending the foll ow ng
messages (see Section 6.4.2 of [RFC3971]):

o Certification Path Adverti senent
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Nodes MUST silently ignore the follow ng Nei ghbor Di scovery and
SEcur e Nei ghbor Discovery nessages if the packets carrying them
i nclude an | Pv6 Fragnentati on Header

0 Neighbor Solicitation

0 Nei ghbor Adverti senent

0o Router Solicitation

0 Router Advertisenent

0 Redirect

o Certification Path Solicitation

Nodes SHOULD normal Iy process the foll owi ng nessages when the packets
carrying theminclude an I Pv6 Fragnentation Header

o Certification Path Adverti senent

SEND nodes SHOULD NOT enpl oy keys that would result in fragnented CPA
nessages.

6. Operational Advice

An operator detecting that Neighbor Discovery traffic is being
silently dropped should find whether the correspondi ng Nei ghbor

Di scovery nessages are enploying | Pv6 fragnentation. |If they are, it
is likely that the devices receiving such packets are silently
droppi ng them nerely because they enploy |IPv6 fragnentation. |In such

a case, an operator should check whether the sending device has an
option to prevent fragnentation of ND nessages, and/or see whether it
is possible to reduce the options carried on such nessages. W note
that solving this (unlikely) problemm ght require a software upgrade
to a version that does not enploy IPv6 fragmentation w th Nei ghbor

Di scovery.

7. Security Considerations

The 1 Pv6 Fragnentation Header can be | everaged to circumvent network
nonitoring tools and current inplenmentations of mechani sns such as
RA-Guard [RA-GUARD]. By updating the rel evant specifications such
that the | Pv6 Fragnent Header is not allowed in any Nei ghbor

Di scovery messages except Certification Path Adverti sement nessages,
protection of |ocal nodes agai nst Nei ghbor Di scovery attacks, as wel
as the nonitoring of Neighbor Discovery traffic, are greatly
sinplified.
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As noted in Section 3, the use of SEND could potentially result in
fragmented Certification Path Advertisenment nessages, thus allow ng
an attacker to enploy IPv6 fragnmentation-based attacks agai nst such
messages. Therefore, to the extent that is possible, such use of
fragmentati on shoul d be avoi ded.
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Appendi x A.  Message Size When Carrying Certificates

This section ains at estimating the size of normal Certification Path
Advertisenment nessages.

Considering a Certification Path Advertisenment (CPA) such as that of
Appendi x C of [RFC3971] (certification path length of 4, between 1
and 4 address prefix extensions, and a key length of 1024 bits), the
certificate | engths range between 864 and 888 bytes (and the
correspondi ng Et hernet packets from 1050 to 1066 bytes) [RFC3971].

Updating the aforenentioned packet size to account for the |arger
(2048 bits) keys required by [ RFC6494] results in packet sizes
rangi ng from 1127 to 1238 bytes, which are smaller than the nininum
| Pv6 MIU (1280 bytes) and nuch snaller than the ubiquitous Ethernet
MIU (1500 bytes).

However, we note that packet sizes may vary dependi ng on a nunber of
factors, including:

o the nunmber of prefixes included in the certificate

o the length of Fully Qualified Domain Nanmes (FQDNs) in Trust Anchor
(TA) options [RFC3971] (if present)

If larger key sizes (e.g., 4096 bits) are required in the future, a
| arger MIU size might be required to convey such information in
Nei ghbor Di scovery packets w thout the need to enploy fragnentation

Aut hor’ s Addr ess

Fer nando Gont

SI6 Networks / UTN FRH

Evaristo Carriego 2644

Haedo, Provincia de Buenos Aires 1706
Argentina

Phone: +54 11 4650 8472

EMai | : fgont @i 6net wor ks. com
URI : http://ww. si 6net wor ks. com

Gont St andards Track [ Page 10]



