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QAuth 2.0 Token Revocation
Abstr act
Thi s docunent proposes an additional endpoint for QAuth authorization
servers, which allows clients to notify the authorization server that

a previously obtained refresh or access token is no | onger needed.
This allows the authorization server to clean up security

credentials. A revocation request will invalidate the actual token
and, if applicable, other tokens based on the sane authorization
grant.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7009
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Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I ntroduction

The QAuth 2.0 core specification [RFC6749] defines several ways for a
client to obtain refresh and access tokens. This specification

suppl enents the core specification with a mechanismto revoke both
types of tokens. A token is a string representing an authorization
grant issued by the resource owner to the client. A revocation
request will invalidate the actual token and, if applicable, other

t okens based on the sane authorization grant and the authorization
grant itself.

From an end-user’s perspective, QAuth is often used to log into a
certain site or application. This revocation nechanismallows a
client to invalidate its tokens if the end-user |ogs out, changes
identity, or uninstalls the respective application. Notifying the
aut hori zati on server that the token is no | onger needed allows the
aut hori zation server to clean up data associated with that token
(e.g., session data) and the underlying authorization grant. This
behavi or prevents a situation in which there is still a valid

aut hori zation grant for a particular client of which the end-user is
not aware. This way, token revocation prevents abuse of abandoned
tokens and facilitates a better end-user experience since invalidated
aut hori zation grants will no longer turn up in a list of

aut hori zation grants the authorization server night present to the
end- user.

1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Token Revocati on

| mpl enent ati ons MUST support the revocation of refresh tokens and
SHOULD support the revocati on of access tokens (see |nplenentation
Not e) .

The client requests the revocation of a particular token by making an
HTTP POST request to the token revocation endpoint URL. This URL
MUST conformto the rules given in [RFC6749], Section 3.1. dients
MUST verify that the URL is an HTTPS URL.

The means to obtain the |l ocation of the revocation endpoint is out of
the scope of this specification. For exanple, the client devel oper
may consult the server’s docunmentation or automatic di scovery may be
used. As this endpoint is handling security credentials, the
endpoi nt | ocation needs to be obtained froma trustworthy source.
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Since requests to the token revocation endpoint result in the

transm ssion of plaintext credentials in the HTTP request, URLs for

t oken revocati on endpoi nts MJUST be HTTPS URLs. The authorization
server MJST use Transport Layer Security (TLS) [RFC5246] in a version
compliant with [ RFC6749], Section 1.6. Inplenentations MAY al so
support additional transport-layer security mechani sns that neet
their security requirenents.

If the host of the token revocation endpoint can al so be reached over
HTTP, then the server SHOULD al so offer a revocation service at the
corresponding HTTP URI, but it MJST NOT publish this URI as a token
revocation endpoint. This ensures that tokens accidentally sent over
HTTP wil |l be revoked.

2.1. Revocation Request

The client constructs the request by including the foll ow ng
paraneters using the "application/x-ww-formurlencoded" format in
the HTTP request entity-body:

t oken REQUI RED. The token that the client wants to get revoked.

token_type_hint OPTIONAL. A hint about the type of the token
submitted for revocation. dients MAY pass this paraneter in
order to help the authorization server to optinmize the token
| ookup. If the server is unable to |ocate the token using
the given hint, it MJST extend its search across all of its
supported token types. An authorization server MAY ignore
this parameter, particularly if it is able to detect the
token type automatically. This specification defines two
such val ues

* access_t oken: An access token as defined in [RFC6749],
Section 1.4

* refresh_token: A refresh token as defined in [ RFC6749],
Section 1.5

Specific inplenentations, profiles, and extensions of this
speci ficati on MAY define other values for this paraneter
using the registry defined in Section 4.1.2.

The client also includes its authentication credentials as descri bed
in Section 2.3. of [RFC6749].
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For exanple, a client nmay request the revocation of a refresh token
with the foll owi ng request:

POST /revoke HITP/ 1.1

Host: server. exanpl e.com

Cont ent - Type: application/ x-ww-fornmurl encoded
Aut hori zation: Basic czZCaGRSa3FOMzpnWDFnQmFOMRIW

t oken=45ghi ukl dj ahdnhzdauzé&t oken_t ype_hi nt =refresh_t oken

The aut horization server first validates the client credentials (in
case of a confidential client) and then verifies whether the token
was issued to the client making the revocation request. |If this
validation fails, the request is refused and the client is inforned
of the error by the authorization server as described bel ow

In the next step, the authorization server invalidates the token
The invalidation takes place i medi ately, and the token cannot be

used again after the revocation. |In practice, there could be a
propagation delay, for exanple, in which sone servers know about the
i nval idation while others do not. |Inplenentations should minimze

that wi ndow, and clients nmust not try to use the token after receipt
of an HTTP 200 response fromthe server

Dependi ng on the authorization server’s revocation policy, the
revocation of a particular token nmay cause the revocation of related
tokens and the underlying authorization grant. |[If the particular
token is a refresh token and the authorization server supports the
revocati on of access tokens, then the authorization server SHOULD

al so invalidate all access tokens based on the sane authorization
grant (see Inplenmentation Note). |f the token passed to the request
is an access token, the server MAY revoke the respective refresh
token as well.

Note: A client conpliant with [RFC6749] nust be prepared to handl e
unexpected token invalidation at any tinme. |Independent of the
revocation nmechani smspecified in this docunent, resource owners nay
revoke authorization grants, or the authorization server may
invalidate tokens in order to mitigate security threats. Thus,
having different server policies with respect to cascadi ng the
revocati on of tokens should not pose interoperability problens.

2.2. Revocation Response
The aut horization server responds with HTTP status code 200 if the

t oken has been revoked successfully or if the client subnmitted an
invalid token.
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Note: invalid tokens do not cause an error response since the client
cannot handl e such an error in a reasonable way. Moreover, the

pur pose of the revocation request, invalidating the particular token
i s al ready achi eved.

The content of the response body is ignored by the client as al
necessary information is conveyed in the response code.

An invalid token type hint value is ignored by the authorization
server and does not influence the revocation response.

2.2.1. FError Response

The error presentation conforns to the definition in Section 5.2 of
[ RFC6749]. The follow ng additional error code is defined for the
t oken revocati on endpoint:

unsupported token_ type: The authorization server does not support
the revocation of the presented token type. That is, the
client tried to revoke an access token on a server not
supporting this feature.

If the server responds with HITP status code 503, the client nust
assune the token still exists and nmay retry after a reasonabl e del ay.
The server may include a "Retry-After" header in the response to

i ndicate how long the service is expected to be unavailable to the
requesting client.

2.3. Cross-Origin Support

The revocation endpoi nt MAY support Cross-Origin Resource Sharing
(CORS) [WBC. WD-cors-20120403] if it is ained at use in conbination
wi t h user-agent-based applications.

In addition, for interoperability with | egacy user-agents, it MAY
al so offer JSONP (Renpbte JSON - JSONP) [jsonp] by allow ng GET
requests with an additional paraneter:

cal I back OPTIONAL. The qualified name of a JavaScript function

For exanple, a client may request the revocation of an access token
with the follow ng request (line breaks are for display purposes
only):

https://exanpl e. com r evoke?t oken=agabcdef ddddaf dd&
cal | back=package. nyCal | back
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Successful response:
package. myCal | back();
Error response:
package. myCal | back({"error": "unsupported_token_type"});

Cients should be aware that when relying on JSONP, a nali cious
revocati on endpoint may attenpt to inject malicious code into the
client.

3. Inplenentation Note

QAuth 2.0 allows deploynment flexibility with respect to the style of
access tokens. The access tokens may be self-contained so that a
resource server needs no further interaction with an authorization
server issuing these tokens to performan authorization decision of
the client requesting access to a protected resource. A system
design may, however, instead use access tokens that are handl es
referring to authorization data stored at the authorization server
This consequently requires a resource server to issue a request to
the respective authorization server to retrieve the content of the
access token every tine a client presents an access token.

Wil e these are not the only options, they illustrate the
implications for revocation. |In the latter case, the authorization
server is able to revoke an access token previously issued to a
client when the resource server relays a received access token. In

the forner case, sone (currently non-standardi zed) backend

i nteraction between the authorization server and the resource server
may be used when i nmedi ate access token revocation is desired.

Anot her design alternative is to issue short-lived access tokens,
whi ch can be refreshed at any tinme using the corresponding refresh
tokens. This allows the authorization server to inpose a limt on
the time revoked when access tokens are in use.

Whi ch approach of token revocation is chosen will depend on the
overall system design and on the application service provider’s risk
anal ysis. The cost of revocation in terns of required state and
communi cati on overhead is ultimately the result of the desired
security properties.
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4. | ANA Consi derations

This specification registers an error value in the "QAuth Extensions
Error Registry" and establishes the "QAuth Token Type Hints"
registry

4.1. CQAuth Extensions Error Registration

This specification registers the following error value in the "QAuth
Extensions Error Registry" defined in [ RFC6749].

4.1.1. The "unsupported_token type" Error Val ue
Error nane: unsupported_token_type
Error Usage Location: Revocation endpoint error response
Rel ated Protocol Extension: Token Revocation Endpoint
Change controller: |ETF
Speci fication docunment(s): [RFC7009]

4.1.2. CQAuth Token Type H nts Registry

This specification establishes the "QAuth Token Type Hints" registry.
Possi bl e val ues of the parameter "token_type hint" (see Section 2.1)
are registered with a Specification Required ([ RFC5226]) after a two-
week review period on the oauth-ext-review@etf.org mailing list, on
the advice of one or nore Designated Experts. However, to allow for
the allocation of values prior to publication, the Designated

Expert (s) may approve registration once they are satisfied that such
a specification will be published. Registration requests nmust be
sent to the oauth-ext-review@etf.org mailing list for review and
comrent, with an appropriate subject (e.g., "Request for paraneter:
exanple"). Wthin the review period, the Designated Expert(s) will
ei ther approve or deny the registration request, conmunicating this
decision to the review list and | ANA. Denials should include an

expl anation and, if applicable, suggestions as to how to make the
request successful. |1ANA nmust only accept registry updates fromthe
Desi gnat ed Expert(s) and should direct all requests for registration
to the reviewnailing |ist.
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4.1.2.1. Registration Tenplate

Hint Value: The additional value, which can be used to indicate a
certain token type to the authorization server.

Change controller: For Standards Track RFCs, state "IETF'. For
others, give the nane of the responsible party. Oher details
(e.g., postal address, enmil address, and hone page URI) nay al so
be i ncl uded.

Speci fication docunent(s): Reference to the document(s) that
specifies the type, preferably including a URI that can be used to
retrieve a copy of the docunment(s). An indication of the rel evant
sections may al so be included but is not required.

4.1.2.2. Initial Registry Contents

5.

The QAuth Token Type Hint registry’'s initial contents are as foll ows.

R e e e e ek R +
| Hint Value | Change Controller | Reference
Fom e e e e e oo oo o m e e e e e e me o oo S +
| access_token | | ETF | [ RFC7009]
| refresh_token | | ETF | [ RFC7009]
R e e e e S +

Table 1: QAuth Token Type Hints initial registry contents
Security Considerations

If the authorization server does not support access token revocation
access tokens will not be inmmediately invalidated when the
correspondi ng refresh token is revoked. Deploynents nust take this
i nto account when conducting their security risk analysis.

O eani ng up tokens using revocation contributes to overall security
and privacy since it reduces the |ikelihood for abuse of abandoned
tokens. This specification in general does not intend to provide
count er measur es agai nst token theft and abuse. For a discussion of
respective threats and counterneasures, consult the security

consi derations given in Section 10 of the QAuth core specification
[ RFC6749] and the QAuth threat nodel docunent [RFC6819].

Mal i cious clients could attenpt to use the new endpoint to |aunch
deni al - of -service attacks on the authorization server. Appropriate
count er measures, which should be in place for the token endpoint as
wel I, MJST be applied to the revocati on endpoint (see [ RFC6819],
Section 4.4.1.11). Specifically, invalid token type hints may
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7.

7.

1

m sgui de the authorization server and cause additional database
| ookups. Care MUST be taken to prevent nalicious clients from
exploiting this feature to | aunch deni al - of -servi ce attacks.

A malicious client may attenpt to guess valid tokens on this endpoint
by meki ng revocation requests agai nst potential token strings.
According to this specification, a client’s request nust contain a
valid client_id, in the case of a public client, or valid client
credentials, in the case of a confidential client. The token being
revoked must al so belong to the requesting client. |If an attacker is
able to successfully guess a public client’s client_id and one of
their tokens, or a private client’s credentials and one of their
tokens, they could do nuch worse danage by using the token el sewhere
than by revoking it. |If they chose to revoke the token, the
legitimate client will lose its authorization grant and will need to
pronmpt the user again. No further damage is done and the guessed
token i s now worthl ess.

Since the revocation endpoint is handling security credentials,
clients need to obtain its location froma trustworthy source only.
O herwi se, an attacker could capture valid security tokens by
utilizing a counterfeit revocation endpoint. Mreover, in order to
detect counterfeit revocation endpoints, clients MJIST authenticate
the revocation endpoint (certificate validation, etc.).
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