I nt ernet Engi neering Task Force (I ETF) S. D Antonio

Request for Comments: 7014 Uni v. of Napoli "Parthenope"
Cat egory: Standards Track T. Zseby
| SSN: 2070-1721 CAl DA/ FhG FOKUS
C. Henke

Tektroni x Comuni cations Berlin

L. Peluso

Uni versity of Napol
Sept ember 2013

Fl ow Sel ecti on Techni ques

Abstract

The Internedi ate Flow Sel ection Process is the process of selecting a
subset of Flows fromall observed Flows. The Intermediate Fl ow

Sel ection Process may be |located at an I P Flow I nformati on Export

(I PFI X) Exporter or Collector, or within an I PFI X Mediator. It
reduces the effort of post-processing Flow data and transferring Fl ow
Records. This document describes notivations for using the

I nternedi ate Fl ow Sel ection process and presents Internedi ate Fl ow
Sel ection techniques. It provides an infornmation nodel for
configuring Intermedi ate Fl ow Sel ecti on Process techni ques and

di scusses what information about an Intermedi ate Fl ow Sel ection
Process shoul d be exported.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7014.
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1. Introduction

Thi s docunent describes Internediate Fl ow Sel ecti on Process

techni ques for network traffic nmeasurenments. A Flow is defined as
set of packets with common properties, as described in [RFC7011].
Internediate Fl ow Sel ection Process can be executed to limt the
resource denands for capturing, storing, exporting, and post-
processing Flow Records. It also can be used to select a particular
set of Flows that are of interest to a specific application. This
docunent provides a categorization of Internediate Fl ow Sel ection
Process techni ques and descri bes configuration and reporting
paranmeters for them

gm

Thi s docunent al so addresses configuration and reporting paraneters
for Flow state dependent packet selection as described in [ RFC5475],
al t hough this technique is categorized as packet selection. The
reason is that Flow state dependent packet selection techniques often
aimat the reduction of resources for Flow capturing and Fl ow
processing. Furthernore, these techniques were only briefly

di scussed in [RFC5475]. Therefore, configuration and reporting

consi derations for Flow state dependent packet sel ection techniques
have been included in this docunent.

1.1. Requirements Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

This docunent is consistent with the term nology introduced in

[ RFC7011], [RFC5470], [RFC5475], and [RFC3917]. As in [RFC7011] and
[ RFC5476], the first letter of each |IPFI X specific and Packet
Sanmpling (PSAMP) specific termis capitalized, along with the
Internediate Fl ow Sel ection Process specific terns defined here.
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* Packet Classification

Packet Classification is a process by which packets are mapped to
specific Fl ow Records, based on packet properties or externa

properties (e.g., interface). The properties (e.g., header
i nformati on, packet content, Autononous System (AS) nunber) nake
up the Flow Key. If a Flow Record for a specific Flow Key val ue

al ready exists, the Flow Record is updated; otherw se, a new Fl ow
Record is created

*

nt ermedi ate Fl ow Sel ecti on Process

An Intermedi ate Fl ow Sel ection Process is an Internediate Process,
as defined in [ RFC6183] that takes Flow Records as its input and
selects a subset of this set as its output. The Internediate Fl ow
Sel ection Process is a nore general concept than the Internedi ate
Sel ection Process as defined in [RFC6183]. Wiile an Internedi ate
Sel ection Process selects Flow Records from a sequence based upon
criteria-evaluated Fl ow Record val ues and only passes on those

Fl ow Records that match the criteria, an Intermediate Fl ow

Sel ection Process selects Fl ow Records using selection criteria
applicable to a larger set of Flow characteristics and

i nformati on.

* Fl ow Cache
A Fl ow Cache is the set of Flow Records

* Flow Sel ection State
An Intermedi ate Fl ow Sel ection Process nmaintains state information
for use by the Flow Selector. At a given time, the Flow Sel ection
State may depend on Flows and packets observed at and before that
time, as well as other variables. Exanples include:
(i) sequence nunber of packets and Fl ow Records
(ii) nunber of selected Flows;
(iii) nunmber of observed Fl ows;
(iv) current Flow Cache occupancy;

(v) Fl ow specific counters, |ower and upper bounds;

(vi) Internediate Flow Sel ection Process tineout intervals.
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* Fl ow Sel ect or

A Fl ow Sel ector defines the action of an Intermediate Fl ow

Sel ection Process on a single Flow of its input. The Flow

Sel ector can nmake use of the following information in order to
establish whether or not a Flow has to be sel ected:

(i) the content of the Flow Record;

(ii) any state information related to the Metering Process or
Exporting Process;

(iii) any Flow Selection State that nay be naintained by the
I nternediate Fl ow Sel ection Process.

* Conpl ete Fl ow

A Conpl ete Flow consists of all the packets that enter the
Internedi ate Fl ow Sel ecti on Process within the Flow tineout
interval and that belong to the same Flow, per the definition of
"Flow' in [RFC5470]. For this definition, only packets that
arrive at the Internedi ate Fl ow Sel ecti on Process are consi dered.

* Fl ow Position

Fl ow Position is the position of a Flow Record within the Fl ow
Cache.

* Flow Filtering

Flow Filtering selects flows based on a determ nistic function on
the Flow Record content, Flow Selection State, external properties
(e.g., ingress interface), or external events (e.g., violated
Access Control List). |If the relevant parts of the Flow Record
content can already be observed at the packet level (e.g., Flow
Keys from packet header fields), Flow Filtering can be perforned
at the packet |evel by Property Match Filtering, as described in

[ RFC5475] .

* Hash-based Flow Filtering
Hash-based Flow Filtering is a determnistic Flow filter function

that selects flows based on a hash function. The hash function is
cal cul ated over parts of the Flow Record content or external

properties that are called the Hash Domain. |f the hash val ue
falls into a predefined Hash Sel ecti on Range, the Flowis
sel ect ed.
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3.

* Fl owstate Dependent Internediate Fl ow Sel ecti on Process

The Fl ow state dependent Internedi ate Flow Sel ection Process is a
selection function that selects or drops Flows based on the
current Flow Selection State. The selection can be either

determ nistic, random or non-uniformrandom

* Fl ow state Dependent Packet Sel ection

Fl ow st at e dependent packet selection is a selection function that
sel ects or drops packets based on the current Fl ow Sel ection
State. The selection can be either determnistic, random or non-
uni formrandom Fl ow state dependent packet sel ection can be used
to inplement a preference for the selection of packets bel ongi ng
to specific Flows. For exanple, the selection probability of
packets belonging to Flows that are already within the Fl ow Cache
may be hi gher than for packets that have not been recorded yet.

* Fl ow Sanpling

FI ow Sanpling selects flows based on Fl ow Record sequence or
arrival times (e.g., entry in Flow Cache, arrival time at Exporter
or Mediator). The selection can be systematic (e.g., every n-th
Fl ow) or based on a random function (e.g., select each Flow Record
with probability p, or randomy select n out of N Fl ow Records).

D fference between Internediate Fl ow Sel ection Process and Packet
Sel ecti on

The Internedi ate Flow Sel ection Process differs from packet selection
as described in [RFC5475]. Packet sel ection techni ques consi der
packets as the basic elenment, and the parent popul ati on consists of
all packets observed at an Observation Point. 1In contrast to this,
the basic elenments in Flow selection are the Flows. The parent
popul ati on consists of all observed Flows, and the Internedi ate Fl ow
Sel ection Process operates on the Flows. The major characteristics
of the Internediate Flow Sel ecti on Process are the foll ow ng:

- The Intermediate Fl ow Sel ection Process takes Flows as basic
el ements. For packet selection, packets are considered as basic
el ement s.

- The Internediate Flow Sel ecti on Process typically takes place
after Packet C assification, because the classification rules
determine to which Flow a packet belongs. The Internediate Fl ow
Sel ection Process can be performed before Packet C assification
In that case, the Internediate Fl ow Sel ection Process is based on
the Flow Key (and al so on a hash val ue over the Flow Key) but not
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on characteristics that are only avail able after Packet
Classification (e.g., Flow size, Flow duration). Packet selection
can be applied before and after Packet O assification. As an
exanpl e, packet selection before Packet Cassification can be
random packet sel ecti on, whereas packet selection after Packet

O assification can be Fl ow state dependent packet selection (as
described in [ RFC5475]).

The Internedi ate Fl ow Sel ecti on Process operates on Conpl ete
Flows. That neans that after the Internedi ate Fl ow Sel ection
Process, either all packets of the Flow are kept or all packets of
the Flow are discarded. That nmeans that if the Internedi ate Fl ow
Sel ection Process is preceded by a packet sel ection process, the
Conpl ete Fl ow consists only of the packets that were not discarded
during the packet selection.

There are some techniques that are difficult to unanbi guously
categorize into one of the categories. Here, sone guidance is given
on how to categorize such techni ques

Techni ques that can be considered as both packet selection and an
Internedi ate Fl ow Sel ecti on Process: sone packet selection

techni ques result in the selection of Conplete Flows and therefore
can be considered as packet selection or as an Internedi ate Fl ow
Sel ection Process at the sane tinme. An exanple is Property Match
Filtering of all packets to a specific destination address. |If

Fl ows are defined based on destinati on addresses, such a packet
selection also results in an Internedi ate Fl ow Sel ecti on Process
and can be considered as packet selection or as an Internediate

FI ow Sel ection Process.

FI ow st at e Dependent Packet Sel ection: there exist techniques that
sel ect packets based on the Flow state, e.g., based on the nunber
of al ready observed packets belonging to the Flow Exanples of
these techniques fromthe literature include "Sanple and Hol d"

[ EsVa01l], "Fast Filtered Sanpling" [MSZC10], and the "Sticky
Sanmpling" algorithm presented in [ MaMo02]. Such techni ques can be
used to influence which Flows are captured (e.g., increase the

sel ection of packets belonging to |large Flows) and reduce the
nunber of Flows that need to be stored in the Fl ow Cache.
Nevert hel ess, such techni ques do not necessarily select Conplete
Fl ows, because they do not ensure that all packets of a selected
Fl ow are captured. Therefore, Flow state dependent packet

sel ection techniques that do not ensure that either all or no
packets of a Flow are selected, strictly speaking, have to be
consi dered as packet selection techniques and not as Internedi ate
Fl ow Sel ecti on Process techni ques.
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4.

D fference between Internediate Fl ow Sel ecti on Process and
I nternedi ate Sel ection Process

The Internmedi ate Flow Sel ection Process differs fromthe Internediate
Sel ection Process, since the Internedi ate Fl ow Sel ecti on Process uses
selection criteria that apply to a larger set of Flow information and
properties than those used by the Internediate Sel ecti on Process.

The typical function of an Intermedi ate Sel ection Process is Property
Match Filtering, which selects a Flow Record if the value of a
specific field in the Fl ow Record nmatches a configured value or falls
within a configured range. This neans that the selection criteria
used by an Internedi ate Sel ection Process are eval uated only on Fl ow
Record values. An Internediate Fl ow Sel ection Process nmakes its

deci sion on whether a Flow has to be selected or not by taking into
account not only information related to the content of the Flow
Record but also any Flow Selection State information or variable that
can be used to select Flows in order to neet application requirenents
or resource constraints (e.g., Flow Cache occupancy, export |ink
capacity). Exanples include flow counters, Internediate Fl ow

Sel ection Process timeout intervals, and Fl ow Record tine

i nformati on.

Internmedi ate Fl ow Selection Process within the I PFI X Architecture
An Internediate Fl ow Sel ection Process can be depl oyed at any of
three places within the IPFI X architecture. As shown in Figure 1
the Internedi ate Fl ow Sel ecti on Process can occur
1. in the Metering Process at the |PFI X Exporter
2. in the Exporting Process at the Collector

3. wthin a Mediator

D Antoni o, et al. St andards Track [ Page 9]



RFC 7014 Fl ow Sel ecti on Techni ques Sept ember 2013

+ +
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I e e + |
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| b |-+ |
+ | | +
| |
| |
+ | + |
| |  Medi ator | |
| Fo Ve + | |
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| |- +
+ | +
|
|
Y
e +
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Fom e e e oo oo +

Figure 1: Potential Internediate Flow Sel ection Process Locations
In contrast to packet selection, the Internedi ate Flow Sel ection

Process is always applied after the packets are classified into
FI ows.
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5.1. Internediate Flow Selection Process in the Metering Process

An Internediate Fl ow Sel ection Process in the Metering Process uses
packet information to update the Fl ow Records in the Flow Cache. The
I nternedi ate Fl ow Sel ecti on Process, before Packet O assification

can be based on the Flow Key (and al so on a hash val ue over the Fl ow
Key) but not on characteristics that are only avail able after Packet
Cassification (e.g., Flow size, Flow duration). Here, an
Internediate Fl ow Sel ection Process is applied to reduce resources
for all subsequent processes or to select specific Flows of interest
in cases where such Flow characteristics are already observabl e at
the packet level (e.g., Flows to specific IP addresses). In
contrast, Flow state dependent packet selection is a packet sel ection
techni que, because it does not necessarily select Conplete Flows.

5.2. Internediate Flow Sel ection Process in the Exporting Process

An Internediate Fl ow Sel ection Process in the Exporting Process works
on Fl ow Records and can therefore depend on Flow characteristics that
are only visible after the classification of packets, such as Fl ow
size and Fl ow duration. The Exporting Process nay inplenent policies
for exporting only a subset of the Flow Records that have been stored
in the systemis menory, in order to offload Fl ow export and Fl ow

post -processing. An Internediate Flow Sel ection Process in the
Exporting Process may select only the subset of Flow Records that are
of interest to the user’s application or select only as many Fl ow
Records as can be handl ed by the available resources (e.g., limted
export |ink capacity).

5.3. Internediate Flow Sel ection Process as a Function of the |IPFIX
Medi at or

As shown in Figure 1, the Intermediate Fl ow Sel ection Process can be
performed within an | PFl X Medi ator [RFC6183]. The Internedi ate Fl ow
Sel ection Process takes a Flow Record streamas its input and selects
Fl ow Records from a sequence based upon criteria-eval uated record
values. The Internediate Fl ow Sel ection Process can again apply an

I nternedi ate Fl ow Sel ection Process technique to obtain Flows of
interest to the application. Further, the Internediate Fl ow

Sel ection Process can base its selection decision on the correlation
of data fromdifferent | PFI X Exporters, e.g., by only selecting Fl ows
that were recorded on two or nore | PFI X Exporters.
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6. Internediate Fl ow Sel ection Process Techni ques
An Internediate Fl ow Sel ection Process techni que selects either al
or none of the packets of a Flow otherw se, the technique has to be
consi dered as packet selection. A difference between Flow Filtering
and Fl ow sanpling is recognized.

6.1. Flow Filtering

Flow Filtering is a deterministic function on the |IPFI X Fl ow Record

content. |If the relevant Flow characteristics are already observable
at the packet level (e.g., Flow Keys), Flow Filtering can be applied
bef ore aggregation at the packet level. In order to be conpliant

with | PFI X, at |least one of this docunent’s Flow Filtering schenes
MUST be i npl enent ed.

6.1.1. Property Match Filtering

Property Match Filtering is perforned sinmlarly to Property Match
Filtering for packet selection as described in [ RFC5475]. The
difference is that Flow Record fields are used here, instead of

packet fields, to derive the selection decision. Property Match
Filtering is used to select a specific subset of the Flows that are
of interest to a particular application (e.g., all Flows to a
specific destination, all large Flows, etc.). Properties on which
the filtering is based can be Flow Keys, Flow Ti nestanps, or Per-Fl ow
Counters as described in [RFC7012]. Exanples include the Flow size
in bytes, the nunmber of packets in the Flow, the observation time of
the first or |ast packet, and the maxi mum packet |length. An exanple
of Property Match Filtering is to select Flows with nore than a

t hreshol d nunmber of observed octets. The selection criteria can be a
specific value, a set of specific values, or an interval. For
exanple, a Flowis selected if destinationl Pv4dAddress and the total
nunber of packets of the Flow equal two predefined values. An
Internediate Fl ow Sel ection Process using Property Match Filtering in
the Metering Process relies on properties that are observable at the
packet |evel (e.g., Flow Key). For exanple, a Flowis selected if
sour cel Pv4Address and sourcel Pv4Prefi xLength equal, respectively, two
speci fic val ues.

An Internediate Fl ow Sel ection Process using Property Match Filtering
in the Exporting Process is based on properties that are only visible
after Packet O assification, such as Flow size and Fl ow duration. An
exanple is the selection of the largest Flows or a percentage of
Flows with the longest lifetime. Another exanple is to select and
renove fromthe Fl ow Cache the Flow Record with the | owest Fl ow

vol ume per current Flow lifetime if the Flow Cache is full.
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An Internediate Fl ow Sel ection Process using Property Match Filtering
within an | PFl X Medi ator selects a Flow Record if the value of a
specific field in the Fl ow Record equals a configured value or falls
within a configured range [ RFC6183].

6.1.2. Hash-Based Flow Filtering

Hash-based Flow Filtering uses a hash function h to map the Fl ow Key
c onto a Hash Range R A Flow is selected if the hash value h(c) is
within the Hash Sel ection Range S, which is a subset of R Hash-
based Flow Filtering can be used to emulate a random sanpling process
but still enable the correlation between selected Fl ow subsets at

di fferent Qobservation Points. Hash-based Flow Filtering is sinlar
to Hash-based packet selection and is in fact identical when Hash-
based packet selection uses the Flow Key that defines the Flow as the
hash input. Nevertheless, there may be the incentive to apply Hash-
based Flow Filtering, but not at the packet level, in the Metering
Process, for exanple, when the size of the selection range, and
therefore the sanpling probability, are dependent on the nunber of
observed Flows. |If Hash-based Flow Filtering is used to select the
sane subset of flows at different Cbservation Points, the Hash Domain
MUST only include parts of the Flow Record content that are invariant
on the Flow path. Refer also to the Trajectory Sanpling application
exanpl e of coordi nated packet sel ection [ RFC5475], which explains the
hash- based filtering approach at the packet |evel

6.2. Flow Sanpling

Fl ow sanpling operates on Fl ow Record sequence or arrival tines. It
can use either a systematic or a random function for the Internediate
Fl ow Sel ection Process. Flow sanpling usually ains at the selection
of a representative subset of all Flows in order to estimate
characteristics of the whole set (e.g., nmean Flow size in the

net wor k) .

6.2.1. Systenmmtic Sanpling

Systenmatic sanpling is a deterninistic selection function. |t may be
a periodic selection of the Nth Flow Record that arrives at the
Internediate Fl ow Sel ection Process. Systematic sanpling MAY be
applied in the Metering Process. An exanple would be to create,

besi des the Fl ow Cache of selected Flows, an additional data
structure that saves the Flow Key val ues of the Flows that are not

sel ected. The selection of a Flow would then be based on the first
packet of a Flow Every tine a packet belonging to a new Fl ow (which
is not in the data structure of either the selected or non-sel ected
Fl ows) arrives at the Qbservation Point, a counter is increased. If

D Antoni o, et al. St andards Track [ Page 13]



RFC 7014 Fl ow Sel ecti on Techni ques Sept ember 2013

the counter is increased to a nultiple of N, a new Flow Cache entry
is created; if the counter is not a nultiple of N, the Flow Key val ue
is added to the data structure for non-sel ected Fl ows.

Systematic sanpling can also be tinme-based. Tine-based systematic
sanpling is applied by only creating Flows that are observed between
ti me-based start and stop triggers. The tinme interval nay be applied
at the packet level in the Metering Process or after aggregation at
the Flow | evel, e.g., by selecting a Flow arriving at the Exporting
Process every n seconds.

6.2.2. Random Sanpli ng

Random Fl ow sanpling is based on a random process that requires the
cal cul ati on of random nunbers. One can differenti ate between n-out-
of -N and probabilistic Flow sanpling.

6.2.2.1. n-out-of-N Flow Sanpling

In n-out-of-N Sanpling, n elenents are sel ected out of the parent
popul ati on, which consists of N elenents. One exanple would be to
generate n different random nunbers in the range [1, N and sel ect all
Fl ows that have a Fl ow Position equal to one of the random nunbers

6.2.2.2. Probabilistic Flow Sanpling

In probabilistic Sanmpling, the decision of whether or not a Flowis
selected is nade in accordance with a predefined selection
probability. For probabilistic Sampling, the Sanple Size can vary
for different trials. The selection probability does not necessarily
have to be the sanme for each Flow Therefore, a difference between
uni form probabilistic sanpling (with the sane selection probability
for all Flows) and non-uniform probabilistic sanpling (where the

sel ection probability can vary for different Flows) is recognized.

For non-uni form probabilistic Flow sanpling, the sanpling probability
may be adj usted according to the Fl ow Record content. An exanple
woul d be to increase the selection probability of |arge-volune Fl ows
over small-volune Flows, as described in [DuLTO1].

6.3. Flow State Dependent Internmediate Fl ow Sel ection Process

The Fl ow state dependent Internedi ate Fl ow Sel ecti on Process can be a
determnistic or random I nternedi ate Fl ow Sel ection Process, based on
the Flow Record content and the Flow state that nay be kept
additionally for each of the Flows. External processes nay update
counters, bounds, and tiners for each of the Flow Records, and the
Intermedi ate Fl ow Sel ection Process utilizes this information for the
sel ection decision. A review of Flow state dependent Internediate
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Fl ow Sel ecti on Process techniques that aimat the selection of the
nmost frequent itens by keeping additional Flow state information can
be found in [CoHa08]. The Flowstate dependent |nternedi ate Fl ow
Sel ection Process can only be applied after packet aggregation, when
a packet has been assigned to a Flow The Internediate Fl ow

Sel ection Process then decides, based on the Flow state for each

Fl ow, whether it is kept in the Flow Cache or not. Two Flowstate
dependent Internediate Fl ow Sel ection Process Algorithns are

descri bed here:

The Frequent algorithm[KaPS03] is a technique that ainms at the
selection of all flows that at |east exceed a 1/k fraction of the
bserved Packet Stream The algorithmhas only a Fl ow Cache of size
k-1, and each Flow in the Fl ow Cache has an additional counter. The
counter is incremented each tine a packet belonging to the Flow in
the Flow Cache is observed. |If the observed packet does not bel ong
to any Flow, all counters are decrenented; if any of the Fl ow
counters has a value of zero, the Flowis replaced with a Flow forned
fromthe new packet

Lossy counting is a selection technique that identifies all Flows
whose packet count exceeds a certain percentage of the whol e observed
packet stream (e.g., 5% of all packets) with a certain estimation
error e. Lossy counting separates the observed packet streamin

wi ndows of size N=1/e, where N is an anount of consecutive packets.
For each observed Flow, an additional counter will be held in the
Flow state. The counter is increnented each time a packet bel ongi ng
to the Flow is observed, and all counters are decrenented at the end
of each window. Also, all Flows with a counter of zero are renoved
fromthe Fl ow Cache.

6.4. Flow State Dependent Packet Sel ection

Fl ow st at e dependent packet selection is not an Internedi ate Fl ow

Sel ection Process techni que but a packet selection technique.
Nevert hel ess, configuration and reporting paraneters for this
technique will be described in this docunent. An exanple is the
"Sanmpl e and Hol d" al gorithm [EsVa0l], which tries to inplenment a
preference for large-volunme Flows in the selection. Wen a packet
arrives, it is selected when a Flow Record for this packet already
exists. If there is no Flow Record, the packet is selected according
to a certain probability that is dependent on the packet size.
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I nternedi ate Fl ow Sel ection Process Techni ques

This section describes the configuration paraneters of the Fl ow
sel ection techni ques presented above.

nf ormati on node

Internedi ate Fl ow Sel ecti on Process within an | PFl X Devi ce.

nf or mati on nodel

with the Information El enents (IEs) for

It provides the basis for an
to be adopted in order to configure the

The

Internediate Fl ow Sel ection Process configuration is described

together with the reporting IEs in Section 8.
overview of the defined Internediate Fl ow Sel ecti on Process
where they can be applied, and what their input
Dependi ng on where the Fl ow sel ection techniques are

t echni ques,
paraneters are.
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sel ection range, hash
function, hash input
(Fl ow Keys and ot her
Fl ow properties)

Fl ow state paraneters,
random nunber gener ator
or list

Fl ow arri val
state

time, Flow

Fl ow Position, Flow

state

random nunmber gener at or
or list and Fl ow
Position, Flow state
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Fl ow Sel ecti on Process Paraneters

This section defines what parameters are required to describe the

nost common I ntermedi ate Fl ow Sel ection Process techni ques.

Internedi ate Fl ow Sel ecti on Process Paraneters:

For

Property Match Filtering:

Information El ement as specified in [IANA-IPFIX]):

Specifies the Informati on El enent that
the filter expression.

is used as the property in

Section 8 specifies the Information

El ements that MJST be exported by an Internedi ate Fl ow Sel ection
Process using Property Match Filtering.

Sel ection Value or Value Interval:
Specifies the value or interval
and Fl ow Records that have a val ue equal
within the Interval

et al.

will

St andards Track

be sel ect ed.

of the filter expression.

Packet s
to the Sel ection Val ue or
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For Hash-based Flow Filtering:

- Hash Donai n:
Specifies the bits fromthe packet or Flow that are taken as the
hash input to the hash function.

- Hash Function
Specifies the name of the hash function that is used to calcul ate
t he hash value. Possible hash functions are BOB [ RFC5475], IP
Shift-XOR (I PSX) [ RFC5475], and CRC-32 [Bra75].

- Hash Sel ecti on Range:
Fl ows that have a hash value within the Hash Sel ecti on Range are
sel ected. The Hash Sel ecti on Range can be a value interval or
arbitrary hash values within the Hash Range of the hash function

- Random Seed or Initializer Val ue:
Some hash functions require an initializing value. |In order to
nmake the sel ection decision nore secure, one can choose a random
seed that configures the hash function

For Fl owstate Dependent |nternedi ate Fl ow Sel ecti on Process:

- Frequency threshol d:
Specifies the frequency threshold s for Fl ow state dependent Fl ow
Sel ection techniques that try to find the nost frequent itens
within a dataset. Al Flows that exceed the defined threshold
wi Il be selected.

- Accuracy paraneter:
Specifies the accuracy paraneter e for techniques that deal with
the issue of mning frequent itens in a dataset. The accuracy
paraneter defines the maximumerror, i.e., no Flows that have a
true frequency less than (s - e) N are selected, where s is the
frequency threshold and Nis the total nunber of packets.

The above list of paraneters for Flow state dependent Flow Sel ection
techniques is suitable for the presented frequent item and | ossy
counting algorithns. Nevertheless, a variety of techniques exist
with very specific paraneters not defined here.

For Systenmmtic tine-based Fl ow sanpling:
- Interval length (in usec):

Defines the length of the sanpling interval during which Flows are
sel ect ed.
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Spacing (in usec):
Defines the spacing in usec between the end of one sanpling
interval and the start of the next interval

For Systematic count-based Fl ow sanpling:

Interval |ength:
Defines the nunber of Flows that are selected within the sanpling
i nterval .

Spaci ng:
Defi nes the spacing, in nunber of observed Fl ows, between the end
of one sanpling interval and the start of the next interval

For random n-out-of-N Fl ow sanpli ng:

Popul ation Size N
The nunber of all Flows in the Population fromwhich the sanple is
dr awn.

Sampling Size n:
The nunber of Flows that are randomy drawn fromthe popul ation N

For probabilistic Fl ow sanpling:

Sampling probability p
Defines the probability by which each of the observed Flows is
sel ect ed.

Description of Flow State Dependent Packet Sel ection

The configuration of Flow state dependent packet sel ection has not
been described in [RFC5475]; therefore, the paraneters are defined
her e:

For

Fl ow st at e Dependent Packet Sel ection

Packet sel ection probability per possible Flow state interval
Defines nultiple {Flowinterval, packet selection probability}
val ue pairs that configure the sanpling probability, depending on
the current Flow state.

Addi tional paraneters:

For the configuration of Flow state dependent packet sel ection
addi ti onal paranmeters or packet properties nay be required, e.g.
t he packet size [EsVaOl].
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8.

I nformati on Model for Internediate Fl ow Sel ecti on Process
Configuration and Reporting

This section specifies the Information El enents that MJST be exported
by an Internmedi ate Fl ow Sel ection Process in order to support the
interpretation of neasurenent results from Fl ow neasurenents. The
information is nmainly used to report how nany packets and Fl ows have
been observed in total and how nmany of them were selected. This

hel ps, for instance, to calculate the Attai ned Sel ection Fraction
(see al so [RFC5476]), which is an inportant paranmeter for providing
an accuracy statenent. The IEs can provide reporting information
about Fl ow Records, packets, or bytes. The reported netrics are the
total number of elenments and the nunber of selected elenments. The
nunber of dropped el enents can be derived fromthis infornmation.
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Table 2 shows a list of Internediate Fl ow Sel ecti on Process
I nformati on El ements:

301 selectionSequencel D 302 selectorlD

390 flowSel ectorAlgorithm 1 octetDeltaCount
391 fl owSel ect edCct et Del t aCount 2 packet Del t aCount
392 fl owSel ect edPacket Del t aCount 3 original Fl owsPresent
393 flowSel ect edFl owDel t aCount 394 sel ectorl DTot al Fl owsQbser ved
395 sel ectorl Drot al Fl owsSel ect ed 396 sanplingFl ow nt erval
397 sanpl i ngFl owSpaci ng 309 sanplingSize
310 sanplingPopul ation 311 sanplingProbability
398 fl owSanplingTi nel nt erval 399 fl owSanplingTi neSpaci ng
326 di gest HashVal ue 400 hashFl owDonai n
329 hashCut put RangeM n 330 hashCut put RangeMax
331 hashSel ect edRangeM n 332 hashSel ect edRangeMax
333 hashDi gest Qut put 334 hashlnitialiserVal ue
320 absol uteError 321 relativeError

337 lowerClLimt

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
336 upperClLimt |
I
I

338 confidencelLevel

Table 2: Internedi ate Fl ow Sel ecti on Process |Infornmati on El enents
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9. | ANA Consi derations
9.1. Registration of Information El enents

| ANA has registered the following IEs in the "I PFI X Information
El enents" registry at http://ww.iana.org/assignnments/ipfix/.

9.1.1. flowSel ectorAlgorithm
Descri ption:

This Information Elenent identifies the Internediate Flow
Sel ection Process technique (e.g., Filtering, Sanpling) that

2013

is

applied by the Internediate Flow Sel ecti on Process. Mst of these

techni ques have paraneters; configuration parameter(s) MJIST be
clearly specified. Further Information El enents are needed to

fully specify packet selection with these nethods and all their

paraneters. Further nmethod identifiers nay be added to the I|ist
below. It mnmight be necessary to define new Infornmation El enents
to specify their paraneters. The flowSelectorAl gorithmregistry

is maintained by | ANA.  New assignments for the registry wll
adm ni stered by 1 ANA, on a First Cone First Served basis

be

[ RFC5226], subject to Expert Review [ RFC5226]. Pl ease note that

the purpose of the flow selection techni ques described in this

docunent is the inprovenent of measurenent functions as defined in

the Introduction (Section 1). Before adding new fl ow sel ector

al gorithms, their intended purposes should be deternined,

especially if those purposes contradict any policies defined in

[ RFC2804]. The designated expert(s) should consult with the

community if a request that runs counter to [ RFC2804] is received.

The registry can be updated when specifications of the new
met hod(s) and any new Information Elenents are provided. The
group of experts nust doubl e-check the fl owSel ectorAl gorithm
definitions and Information Elements with al ready-defined

fl owSel ector Al gorithm definitions and Information El enents for

conpl et eness, accuracy, and redundancy. Those experts will
initially be drawmn fromthe Wrking Goup Chairs and docunent
editors of the I PFI X and PSAMP Wrking G oups. The follow ng

identifiers for Internmedi ate Fl ow Sel ecti on Process Techni ques are

defi ned here:
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O e e mmeeiieasceiaieaaeaaa +
| ID| Techni que | Par anet er s |
I T s +
| 1 | Systematic count-based | flowSanplinglnterval |
| | Sanpling | flowSanplingSpaci ng |
Fom e e e e e e e oo o e e e e e e e e e e oo +
| 2 | Systematic tinme-based | flowSanplingTi nelnterval

| | Sanpling | flowSanplingTi neSpaci ng
I T e +
| 3 | Random n-out-of-N | sanplingSize |
| | Sanpling | sanplingPopul ation |
Fom e e e e e e e oo o e e e e e e e e e e oo +
| 4 | Uniformprobabilistic | sanplingProbability

| | Sanpling | |
I T s +
| 5 | Property Match | I'nformation El enment |
| | Filtering | Val ue Range

Fom e e e e e e e oo o e e e e e e e e e e oo +
| Hash-based Filtering | hashlnitialiserVal ue |
R + hashFl owDonai n |
| 6 | using BOB | hashSel ect edRangeM n |
e + hashSel ect edRangeMax

| 7 | using IPSX | hashQut put RangeM n |
S L e EE R T + hashQut put RangeMax |
| 8 | using CRC | |
T T +
| 9 | Flowstate Dependent | No agreed Paraneters

| | I'ntermedi ate Fl ow | |
| | Selection Process | |
Table 3: Internediate Flow Sel ecti on Process Techni ques

Abstract Data Type: unsignedl6

El ement I d: 390

Data Type Semantics: identifier

Status: current
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9.1.2. flowSel ectedCct et Del t aCount

Descri pti on:

This Information El ement specifies the volunme in octets of all
Flows that are selected in the Internediate Fl ow Sel ecti on Process
since the previous report.

Abstract Data Type: unsigned64

El enentl d: 391

Units: octets

Status: current

9.1.3. fl owSel ect edPacket Del t aCount

Descri ption:

This Information El ement specifies the volume in packets of al
Flows that were selected in the Internedi ate Fl ow Sel ection
Process since the previous report.

Abstract Data Type: unsigned64

El enent 1 d: 392

Units: packets

Status: current

9.1.4. fl owSel ect edFl owDel t aCount

Descri ption:

This Information El enent specifies the nunber of Flows that were

selected in the Internedi ate Flow Sel ecti on Process since the | ast
report.

Abstract Data Type: unsigned64
El ementld: 393
Units: flows

Status: current
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9.1.5. selectorl DTot al Fl owsCbser ved

Descri pti on:

This Information El ement specifies the total nunber of Flows
observed by a Selector, for a specific value of SelectorID. This
I nformation El enent should be used in an Options Tenpl ate scoped
to the observation to which it refers. See Section 3.4.2.1 of the
| PFI X protocol docunent [RFC7011].

Abstract Data Type: unsigned64

El ementl d: 394

Units: flows

Status: current

9.1.6. selectorlDTot al Fl owsSel ect ed

Descri pti on:

This Information El ement specifies the total nunmber of Flows
sel ected by a Selector, for a specific value of SelectorID. This
I nformation El enent should be used in an Options Tenpl ate scoped
to the observation to which it refers. See Section 3.4.2.1 of the
| PFI X protocol docunent [RFC7011].

Abstract Data Type: unsigned64

El ement 1 d: 395

Units: flows

Status: current
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9.1.7. sanplingFl ow nterva

Descri pti on:

This Information El ement specifies the nunber of Flows that are
consecutively sanpled. A value of 100 neans that 100 consecutive
Fl ows are sanpled. For exanmple, this Information El enent nay be
used to describe the configuration of a systenmatic count-based
Sanpl i ng Sel ector.

Abstract Data Type: unsigned64

El ement 1 d: 396

Units: flows

Status: current

9.1.8. sanplingFl owSpaci ng

Descri pti on:

This Information El ement specifies the nunber of Fl ows between two
"sanplingFlow nterval"s. A value of 100 neans that the next
interval starts 100 Fl ows (which are not sanpled) after the
current "sanplingFlow nterval" is over. For exanple, this
Information El ement may be used to describe the configuration of a
systemati c count-based Sanpling Sel ector.

Abstract Data Type: unsigned64

El enent | d: 397

Units: flows

Status: current
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9.1.9. flowSanplingTinelnterva

Descri pti on:

This Information El ement specifies the time interval in
m cr oseconds during which all arriving Flows are sanpled. For
exanple, this Information El enent nay be used to describe the
configuration of a systematic time-based Sanpling Sel ector.
Abstract Data Type: unsigned64
El ement | d: 398
Units: mcroseconds

Status: current

9.1.10. fl owSanpli ngTi mneSpaci ng

Descri pti on:

This Information El ement specifies the tinme interval in

m cr oseconds between two "fl owSanplingTinmelnterval”s. A value of
100 neans that the next interval starts 100 nicroseconds (during
whi ch no Flows are sanpled) after the current

"fl owsanplingTinelnterval" is over. For exanple, this Information
El enrent nay be used to describe the configuration of a systenmatic
ti me-based Sanpling Sel ector.

Abstract Data Type: unsigned64
El enent | d: 399
Units: m croseconds

Status: current
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1.11. hashFl owDonai n
Descri pti on:

This Information El ement specifies the Information El ements that
are used by the Hash-based Fl ow Sel ector as the Hash Domai n.

Abstract Data Type: unsignedl6

El ement 1 d: 400

Data Type Senantics: identifier

Status: Current
2. Registration of Object Identifier

| ANA has registered the following OD in the |IPFIX-SELECTOR-M B

Functions subregistry at http://ww.iana. org/assi gnnents/sni-nunbers
according to the procedures set forth in [ RFC6615].

[ S B i TS +
| Decimal | Name | Description | Reference
[ SR —-— oo e e e e e e oo oo - e [ S +
8 flowSel ectorAl gorithm | This Object [ RFC7014]
I dentifier

|
| |
| identifies the |
| Intermediate Flow |
| Selection Process

| technique (e.g., |
| Filtering, |
| Sanmpling) that is

| applied by the |
| Intermediate Flow |
| Selection Process

Table 4: (bject lIdentifiers to Be Registered
Security and Privacy Considerations
Fl ow data exported by Exporting Processes, and collected by
Col l ecting Processes, can be sensitive for privacy reasons and need
to be protected. Privacy considerations for collected data are
provided in [ RFC7011].

Some of the described Internediate Fl ow Sel ecti on Process techni ques
(e.g., Flow sanpling, hash-based Flow Filtering) aimat the selection
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of a representative subset of flows in order to estinate paraneters
of the popul ation. An adversary may have incentives to influence the
selection of flows, for exanple, to circunmvent accounting or to avoid
the detection of packets that are part of an attack

Security considerations concerning the choice of a hash function for
Hash- based packet sel ection have been di scussed in Section 6.2.3 of
[ RFC5475] and are al so appropriate for Hash-based Fl ow Sel ection

[ RFC5475] discusses the possibility of crafting Packet Streans that
are di sproportionately selected or can be used to discover hash
function paraneters. It also describes vulnerabilities of different
hash functions to these attacks and di scusses practices to mninze
t hese vul nerabilities.

For ot her sanpling approaches, an adversary can gain know edge about
the start and stop triggers in tinme-based systematic Sanpling, e.g.
by sending test packets. This know edge night allow adversaries to
nodi fy their send schedule in such a way that their packets are

di sproportionately selected or not selected. For random Sanpling, an
input to the encryption process, like the Initialization Vector of
the CBC (G pher Bl ock Chaining) node, should be used to prevent an
adversary from predicting the sel ection decision [Dwn01].

Furt her security threats can occur when Internedi ate Fl ow Sel ection

Process paraneters are configured or comruni cated to other entities.

The protocol (s) for the configuration and reporting of Internediate

Fl ow Sel ecti on Process paranmeters are out of scope for this docunent.
Neverthel ess, a set of initial requirenments for future configuration
and reporting protocols are stated bel ow

1. Protection against disclosure of configuration information:
I nternmediate Fl ow Sel ection Process configuration information
describes the Internmediate Flow Selection Process and its
paranmeters. This information can be useful to attackers.
Attackers may craft packets that never fit the selection criteria
in order to prevent Flows from being seen by the Internediate
Fl ow Sel ection Process. They can also craft a | ot of packets
that fit the selection criteria and overload or bias subsequent
processes. Therefore, any transnission of configuration data
(e.g., to configure a process or to report its actual status)
shoul d be protected by encryption

2. Protection against nodification of configuration information:
Sendi ng incorrect configuration information to the Internediate
FIl ow Sel ection Process can lead to a mal function of the
Internediate Fl ow Sel ection Process. Additionally, reporting
incorrect configuration information fromthe Internedi ate Fl ow
Sel ection Process to other processes can lead to incorrect
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11.

12.

12.

estinmations at subsequent processes. Therefore, any protoco
that transnmits configuration information should prevent an
attacker from nodi fying configuration information. Data
integrity can be achi eved by authenticating the data.

3. Protection against malicious nodes sending configuration
i nformation:
The renote configuration of Internediate Fl ow Sel ecti on Process
techni ques shoul d be protected agai nst access by unauthorized
nodes. This can be achieved by access control lists at the
device that hosts the Internediate Fl ow Sel ection Process (e.g.
| PFI X Exporter, |PFIX Mediator, or IPFIX Collector) and by source
aut hentication. The reporting of configuration data from an
Internediate Fl ow Sel ection Process has to be protected in the
same way. That means that protocols that report configuration
data fromthe Internediate Fl ow Sel ecti on Process to ot her
processes al so need to protect against unauthorized nodes
reporting configuration information

The security threats that originate from conmmunicating configuration
information to and from Intermnmedi ate Fl ow Sel ecti on Processes cannot
be assessed solely with the information given in this docunment. A
further and nore detail ed assessnent of security threats is necessary
when a specific protocol for the configuration or reporting
configuration data is proposed.
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