I nt ernet Engi neering Task Force (I ETF) R Housl ey
Request for Comments: 7036 Vigil Security
Cat egory: | nformational Cct ober 2013
| SSN: 2070-1721

oj ect ldentifier Registry for the
Long- Term Archive and Notary Services (LTANS) Working G oup

Abst r act

When the Long- Term Archive and Notary Services (LTANS) working group
was chartered, an object identifier arc was set aside for use by that
wor ki ng group. This docunment describes the object identifiers that
were assigned, and it establishes | ANA allocation policies for any
future assignnents within that arc.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7036

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

When the Long- Term Archive and Notary Services (LTANS) working group
was chartered, an object identifier arc was set aside for use by that
wor ki ng group. These object identifiers are prinmarily used with
Abstract Syntax Notation One (ASN. 1) [ ASN1-88] [ASNL-97].

The LTANS object identifier arc is:

id-1tans OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(1) security(b)
mechani sns(5) Itans(11) }

Thi s docunent describes the object identifiers that were assigned,
and it establishes | ANA allocation policies for any future
assignnents within that arc.

2. Subordinate bject ldentifier Arcs

Three subordi nate object identifier arcs were used. The first arc,

i d-nmod, was used to assign ASN. 1 nodule identifiers. The second arc,
id-ct, was used to assign Cryptographic Message Syntax (CV5) content
types. The third arc, id-em was set aside for Evidence Record
Syntax (ERS) encryption nethods.

i d-nmod  OBJECT | DENTI FI ER :
i d-ct OBJECT | DENTI FI ER ::
id-em OBJECT | DENTIFIER ::

{ id-Itans 0 }
{ id-Itans 1}
{ id-Itans 2 }
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3.

Modul e I dentifiers

The Evidence Record Syntax (ERS) [RFC4998] includes two ASN. 1
nmodul es. Both nodul es define the sane syntax, but one nodul e uses
the 1997 ASN. 1 syntax, and the other nodul e uses the 1988 ASN. 1
syntax. These nodule identifiers are:

i d-nod-ers OBJECT IDENTIFIER ::= { id-nmod 1}
i d-nod-ers-vl OBJECT IDENTIFIER ::= { id-nod 1 1}
i d- mod- er s88 OBJECT IDENTIFIER ::= { id-nod 2 }
i d- nod- ers88-vl OBJECT IDENTIFIER ::= { id-mod 2 1 }

The Long-term Archive Protocol (LTAP) [LTAP] includes two ASN. 1
nmodul es. While this protocol was never published as an RFC, the
nodul e identifiers were assigned to facilitate inplenmentation. Both
nmodul es define the same syntax, but one nodul e uses the 1997 ASN. 1
syntax, and the other nodul e uses the 1988 ASN. 1 syntax. These
nodul e identifiers are:

i d-nod-1tap88 OBJECT IDENTIFIER ::= { id-nod 3 }
i d-nod-1tap88-v0 OBJECT IDENTIFIER ::= { id-nod 3 0 }
i d-nmod-1tap88-vl OBJECT IDENTIFIER ::= { id-npd 3 1}
id-nod-Itap OBJECT IDENTIFIER ::= { id-nod 4 }
i d-nod- | tap-v0 OBJECT IDENTIFIER ::={ id-nbd 4 0 }
i d-nod-ltap-vl OBJECT IDENTIFIER ::= { id-nbod 4 1}

The docunent that describes the conventions for using the Server-
Based Certificate Validation Protocol (SCVP) to convey Long-Term
Evi dence Records [RFC5276] includes one ASN.1 nodule. The nodul e
identifier is:

i d- nod- ers-scvp OBJECT | DENTI FI ER ::
i d-nmod- ers-scvp-vl OBJECT | DENTI FI ER ::

{ id-mod 5 }
{ id-mod 51}

The Data Structure for the Security Suitability of Cryptographic

Al gorithns (DSSC) [ RFC5698] includes two ASN. 1 nodul es. Both nodul es
define the sane syntax, but one nodul e uses the 1997 ASN. 1 syntax,
and the other nodul e uses the 1988 ASN. 1 syntax. These nodul e
identifiers are:

i d- nod- dssc88 OBJECT IDENTIFIER ::= { id-nod 6 }
i d- nod- dssc88-vl OBJECT IDENTIFIER ::= { id-nod 6 1 }
i d- nod- dssc OBJECT IDENTIFIER ::={ id-nod 7 }
i d- nod-dssc-v1l OBJECT IDENTIFIER ::= { id-nod 7 1}
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4.

CMs Content Types

A CMS content type for an Evidence Record was reserved, but no
specification points to this value. It remains reserved

i d-ct-evidence-record OBJECT IDENTIFIER ::={ id-ct 1}
The Data Structure for the Security Suitability of Cryptographic

Al gorithms (DSSC) [ RFC5698] specifies three CM5 content types. These
CMS content types are:

i d-ct-dssc-asnl OBJECT IDENTIFIER ::={ id-ct 2}
i d-ct-dssc-xnl OBJECT IDENTIFIER ::={ id-ct 3}
i d-ct-dssc-tbsPolicy OBJECT IDENTIFIER ::={ id-ct 6 }

The Long-term Archive Protocol (LTAP) [LTAP] defines two CVS content
types. VWhile this protocol was never published as an RFC, the CMS
content types were assigned to facilitate inplenentation. These CMS
content types are:

i d- ct - LTAPRequest OBJECT | DENTI FI ER : :
i d-ct-LTAPResponse OBJECT | DENTI FI ER ::

{ id-ct 4}
{ id-ct 51}

ERS Encrypti on Met hods

An arc was set up for Evidence Record Syntax (ERS) encryption
nmet hods, and one object identifier was assigned. However, that
object identifier is obsolete, and it should not be used.

i d-em envel oped-data OBJECT IDENTIFIER ::={ id-em1 } -- obsolete
Security Considerations

Thi s docunment popul ates an | ANA registry, and it raises no new
security considerations. The protocols that specify these val ues
i nclude the security considerations associated with their usage.

| ANA Consi der ati ons

| ANA has updated one registry table and created four additiona
t abl es.

Updates to the four new tabl es require Expert Review, as defined in
[ RFC5226]. The Designated Expert is expected to ensure that any new
val ues are strongly related to the work that was done by the LTANS
WG (Object identifiers for other purposes should not be assigned in
this arc.
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7. 1.

SM Security for

Mechani sm Codes Registry

LTANS O D Registry

Cct ober 2013

The reference in the Long-Term Archive and Notary Services entry

(deci nmal
docunent .

7.2.

Wthin the SM Security Codes registry,
LTANS (1.3.6.1.5.5.11)" table with three col ums:

Security for

Deci nmal Description Ref er ences
0 nmodul e-i dentifiers [ RFC7036]
1 chs-cont ent -t ypes [ RFC7036]
2 ers-encryption-nethods [RFC7036]

SM Security for

val ue 11) has been updated so that

LTANS Regi stry

it points to this

| ANA has added an " SM

Future updates to this table require Expert Review, as defined in

[ RFC5226] .

7.3.

Wthin the SM Security Codes registry,
LTANS Modul e Identifier (1.3.6.1.5.5.11.0)" table with

Security for
t hree col ums:

SM Security for

LTANS Modul e | dentifier
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Fut ure updat es
[ RFC5226] .
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Descri ption

i d-nod-ers

i d-nod-ers-vl

i d- nod- er s88

i d-nod- ers88-vl
i d-nmod-1tap88

i d-mod-1tap88-v0
i d-nmod-1tap88-vl
id-nod-1tap

i d-nod- | tap-vO0

i d-nod-1tap-vl

i d- nod- ers-scvp
i d-mod- ers-scvp-vl
i d- nod- dssc88

i d- nod- dssc88-vl
i d- nod- dssc

i d- nod-dssc-v1l

Regi stry

| ANA has added an

Ref er ences

[ RFC4998]
[ RFC4998]
[ RFC4998]
[ RFC4998]
Reserved
Reser ved
Reser ved
Reser ved
Reser ved
Reser ved
[ RFC5276]
[ RFC5276]
[ RFC5698]
[ RFC5698]
[ RFC5698]
[ RFC5698]

"SM

this table require Expert Review, as defined in
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7.4. SM Security for LTANS CVS Content Type Registry

Wthin the SM Security Codes registry, |IANA has added an "SM
Security for LTANS CV5S Content Type (1.3.6.1.5.5.11.1)" table with
t hree col umms:

Deci mal Description Ref er ences
1 i d-ct-evidence-record Reserved
2 i d-ct-dssc-asnl [ RFC5698]
3 i d-ct-dssc-xmn [ RFC5698]
4 i d-ct-LTAPRequest Reserved
5 i d-ct-LTAPResponse Reser ved
6 i d-ct-dssc-tbsPolicy [ RFC5698]

Future updates to this table require Expert Review, as defined in
[ RFC5226] .

7.5. SM Security for LTANS ERS Encryption Met hod Registry

Wthin the SM Security Codes registry, add an "SM Security for
LTANS ERS Encryption Method (1.3.6.1.5.5.11.2)" table with three

col umms:
Deci mal Description Ref er ences
1 i d-em envel oped-dat a Reserved and (bsol ete

Future updates to this table require Expert Review, as defined in
[ RFC5226] .
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