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Nei ghbor Unreachability Detection Is Too |Inpatient
Abstr act

| Pv6 Nei ghbor Discovery includes Neighbor Unreachability Detection
That function is very useful when a host has an alternative nei ghbor
-- for instance, when there are nultiple default routers -- since it
all ows the host to switch to the alternative neighbor in a short
tinme. By default, this tinme is 3 seconds after the node starts
probing. However, if there are no alternative neighbors, this

ti meout behavior is far too inpatient. This docunent specifies

rel axed rul es for Neighbor Discovery retransnissions that all ow an

i npl ementation to choose different tinmeout behavior based on whet her
or not there are alternative neighbors. This docunment updates RFC
4861.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7048
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1. Introduction

| Pv6 Nei ghbor Discovery [ RFC4861] includes Nei ghbor Unreachability
Detection (NUD), which detects when a nei ghbor is no |onger
reachable. The tineouts specified for NUD are very short (by
default, three transni ssions spaced one second apart). These short
ti meouts can be appropriate when there are alternative neighbors to
whi ch the packets can be sent -- for exanple, if a host has nultiple
default routers in its Default Router List or if the host has a

Nei ghbor Cache Entry (NCE) created by a Redirect nessage. |n those
cases, when NUD fails, the host will try the alternative nei ghbor by
redoi ng the next-hop selection. That inplies picking the next router
in the Default Router List or discarding the NCE created by a

Redi rect nessage, respectively.

The tineouts specified in [ RFC4861] were chosen to be short in order
to optimize scenarios where alternative nei ghbors are avail abl e.

However, when there is no alternative neighbor, there are severa

benefits to making NUD probe for a longer tine. One benefit is to
make NUD nore robust against transient failures, such as spanning
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tree reconvergence and other |ayer 2 issues that can take nany
seconds to resolve. Marking the NCE as unreachable, in that case,
causes additional nulticast on the network. Assuming there are |IP
packets to send, the lack of an NCE will result in nulticast Neighbor
Solicitations being sent (to the solicited-node nulticast address)
every second instead of the unicast Neighbor Solicitations that NUD
sends.

As a result, I Pv6 Neighbor Discovery is operationally nmore brittle
than the |1 Pv4 Address Resol ution Protocol (ARP). For IPv4, there is
no mandatory tine [imt on the retransm ssion behavior for ARP

[ RFC0826], which allows inplenmentors to pick nore robust schenes.

The follow ng constant values in [RFC4861] seemto have been nade
part of |1Pv6 conformance testing: MAX MJULTI CAST_SOLICIT,

MAX _UNI CAST _SOLICIT, and RETRANS TIMER. While such strict
conformance testing seens consistent with [RFC4861], it neans that
the standard needs to be updated to allow I Pv6 Nei ghbor Discovery to
be as robust as ARP.

Thi s docunent updates RFC 4861 to relax the retransm ssion rules.

Addi tional notivations for making | Pv6 Nei ghbor Di scovery nore robust
in the face of degenerate conditions are covered in [ RFC6583].

2. Definition of Terns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Protocol Updates

Di scarding the NCE after three packets spaced one second apart is
only needed when an alternative neighbor is available, such as an
additional default router or discarding an NCE created by a Redirect.

If an inplenmentation transmts nore than MAX UNI CAST_SCLI Cl T/
MAX_MULTI CAST_SCLICI T packets, then it SHOULD use the exponenti al
backoff of the retransmit tiner. This is to avoid any significant
| oad due to a steady background | evel of retransm ssions from

i npl enentations that retransmt a | arge nunber of Nei ghbor
Solicitations (NS) before discarding the NCE

Even if there is no alternative neighbor, the protocol needs to be
able to handle the case when the |ink-layer address of the nei ghbor/
target has changed by switching to nmulticast Neighbor Solicitations
at sone point in tine.
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In order to capture all the cases above, this docunent introduces a
new UNREACHABLE state in the conceptual nodel described in [ RFC4861].
An NCE in the UNREACHABLE state retains the link-1ayer address, and

| Pv6 packets continue to be sent to that link-layer address. But in
t he UNREACHABLE state, the NUD Nei ghbor Solicitations are nulticast
(to the solicited-node nulticast address), using a tineout that

foll ows an exponential backoff.

In the places where [ RFC4861] says to discard/delete the NCE after N
probes (Sections 7.3 and 7.3.3, and Appendix C), this docunent
i nstead specifies a transition to the UNREACHABLE st at e.

If the Neighbor Cache Entry was created by a Redirect nessage, a node
MAY del ete the NCE instead of changing its state to UNREACHABLE. In
any case, the node SHOULD NOT use an NCE created by a Redirect to
send packets if that NCE is in the UNREACHABLE state. Packets should
be sent follow ng the next-hop selection algorithmin [ RFC4861],
Section 5.2, which disregards NCEs that are not reachable.

Section 6.3.6 of [RFC4861] indicates that default routers that are
"known to be reachable" are preferred. For the purposes of that
section, if the NCE for the router is in the UNREACHABLE state, it is
not known to be reachable. Thus, the particular text in

Section 6.3.6 that says "in any state other than | NCOWPLETE" needs to
be extended to say "in any state other than | NCOWLETE or
UNREACHABLE"

Apart fromthe use of nmulticast NS instead of unicast NS, and the
exponential backoff of the timer, the UNREACHABLE state works the
sanme as the current PROBE state.

A node MAY garbage collect a Neighbor Cache Entry at any tinme as
specified in [RFC4861]. This freedomto garbage coll ect does not
change with the introduction of the UNREACHABLE state in the
conceptual nodel. An inplenentation MAY prefer garbage collecting
UNREACHABLE NCEs over ot her NCEs.

There is a non-obvious extension to the state-nachine description in
Appendi x C of [RFC4861] in the case for "NA, Solicited=1, Override=0.
Different |ink-layer address than cached". There we need to add
"UNREACHABLE" to the current list of "STALE, PROBE, O DELAY". That
is, the NCE woul d be unchanged. Note that there is no corresponding
change necessary to the text in [ RFC4861], Section 7.2.5, since it is
phrased using "Qtherw se" instead of explicitly listing the three

st at es.

Nor drmar k & Gashi nsky St andards Track [ Page 4]



RFC 7048 NUD |'s Too I npatient January 2014

The other state transitions described in Appendi x C handle the
i ntroduction of the UNREACHABLE state without any change, since they
are described using "not | NCOWLETE"

There is also the nore obvi ous change al ready descri bed above.
[ RFC4861] has this:

State Event Action New st at e
PROBE Retransmit tineout, Di scard entry -
N or nore

retransni ssi ons.

That needs to be repl aced by:

State Event Acti on New st at e

PROBE Retransmit tineout, I ncrease tinmeout UNREACHABLE
N retransni ssi ons. Send nul ticast NS

UNREACHABLE Retransmt tineout I ncrease tineout UNREACHABLE

Send nul ticast NS

The exponential backoff SHOULD be cl anped at sone reasonabl e nmaxi num
retransmt tinmeout, such as 60 seconds (see MAX RETRANS TI MER bel ow) .
If there is no | Pv6 packet sent using the UNREACHABLE NCE, then it is
RECOMVENDED to stop the retransmits of the multicast NS until either
the NCE is garbage collected or there are | Pv6 packets sent using the
NCE. The nulticast NS and associ ated exponential backoff can be
applied on the condition of continued use of the NCE to send | Pv6
packets to the recorded |ink-Iayer address.

A node can unicast the first few Neighbor Solicitation nmessages even
while in the UNREACHABLE state, but it MJST switch to nulticast

Nei ghbor Solicitations within 60 seconds of the initia

retransm ssion to be able to handle a link-1layer address change for
the target. The exanpl e bel ow shows such behavi or
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4.

Exanpl e Al gorithm

This section is NOT normative but specifies a sinple inplenentation
that conforns with this docunment. The inplenentation is described
usi ng operator-configurable values that allowit to be configured to
be conpatible with the retransm ssion behavior in [RFC4861]. The
operator can configure the values for MAX UNI CAST SOLICIT,

MAX_MULTI CAST_SOLI CI' T, RETRANS Tl MER, and t he new BACKOFF_MJULTI PLE
MAX_RETRANS_TI MER, and MARK_UNREACHABLE. This allows the

i npl ementation to be as sinple as:

next _retrans = ($BACKOFF_MULTIPLE ~ $solicit_retrans_num *
$RetransTiner * $JitterFactor where solicit_retrans_numis zero for
the first transmission, and JitterFactor is a random val ue between
M N_RANDOM FACTOR and MAX_ RANDOM FACTOR [ RFC4861] to avoid any
synchroni zati on of transm ssions fromdifferent hosts.

After MARK UNREACHABLE transni ssions, the inplenmentation would nmark
the NCE UNREACHABLE and as a result explore alternate next hops.
After MAX_UNI CAST_SOLICIT, the inplementation would switch to
mul ti cast NUD probes.

The behavior of this exanple algorithmis to have 5 attenpts, with
tinme spacing of O (initial request), 1 second |later, 3 seconds after
the first retransmi ssion, then 9, then 27, and switch to UNREACHABLE
after the first three transm ssions. Thus, relative to the tinme of
the first transm ssions, the retransm ssions would occur at 1 second,
4 seconds, 13 seconds, and finally 40 seconds. At 4 seconds fromthe
first transm ssion, the NCE would be marked UNREACHABLE. That
behavi or corresponds to:

MAX_UNI CAST_SOLI CI T=5

RETRANS Tl MER=1 (defaul t)

MAX_RETRANS_TI MER=60

BACKOFF_MULTI PLE=3

MARK _UNREACHABLE=3
After 3 retransnissions, the inplenentation would mark the NCE
UNREACHABLE. That results in trying an alternative nei ghbor, such as
anot her default router, or ignoring an NCE created by a Redirect as

specified in [RFC4861]. Wth the above val ues, that would occur
after 4 seconds following the first transm ssion conpared to the
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2 seconds using the fixed schene in [RFC4861]. That additiona
delay is small conpared to the default Reachabl eTi ne of
30,000 milliseconds.

After 5 transmissions, i.e., 40 seconds after the initia

transm ssion, the exanple behavior is to switch to nulticast NUD
probes. |In the | anguage of the state machine in [ RFC4861], that
corresponds to the action "Discard entry". Thus, any attenpts to
send future packets would result in sending nmulticast NS packets. An
i npl enment ati on MAY retain the backoff value as it switches to
mul ti cast NUD probes. The potential downside of deferring swtching
to nulticast is that it would take Ionger for NUD to handl e a change
in alink-layer address, i.e., the case when a host or a router
changes its link-layer address while keeping the sane | Pv6 address.
However, [RFC4861] says that a node MAY send unsolicited NS to handl e
that case, which is rather infrequent in operational networks. In
any case, the inplenmentation needs to follow the "SHOULD" in

Section 3 to switch to nulticast solutions within 60 seconds after
the initial transm ssion

| f BACKOFF_MULTI PLE=1, MARK_UNREACHABLE=3, and MAX_UNI CAST_SOLI Cl T=3
you woul d get the same behavior as in [ RFC4861].

If the request was not answered at first -- due, for exanple, to a
transitory condition -- an inplenentation following this algorithm
woul d retry inmediately and then back off for progressively |onger
periods. This would allow for a reasonably fast resolution tine when
the transitory condition clears.

Note that RetransTi mer and Reachabl eTine are by default set fromthe
protocol constants RETRANS TI MER and REACHABLE Tl ME but are
overridden by values advertised in Router Advertisenents as specified
in [RFC4861]. That renmins the case even with the protocol updates
specified in this docunent. The key values that the operator would
configure are BACKOFF_MULTI PLE, MAX_RETRANS_TI MER,

MAX_UNI CAST_SOLICI' T, and MAX_MJULTI CAST_SCLICI T.

It is useful to have a maxi mum val ue for
($BACKOFF_MULTI PLE"$sol icit _attenpt _num *$RetransTi mer so that the
retransm ssions are not too far apart. The above val ue of 60 seconds
for this MAX RETRANS TIMER i s consistent with DHCPv6.
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6. Security Considerations

Rel axi ng the retransni ssion behavior for NUD is believed to have no
i mpact on security. In particular, it doesn't inpact the application
of Secure Nei ghbor Discovery [RFC3971].
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