I nt ernet Engi neering Task Force (I ETF) S. Hartman

Request for Comments: 7056 Pai nl ess Security
Cat egory: Standards Track J. How ett
| SSN: 2070-1721 JANET( UK)

Decenber 2013

Name Attributes for the GSS-API
Ext ensi bl e Aut henticati on Protocol (EAP) Mechani sm

Abst r act

The naning extensions to the Generic Security Service Application
Programming Interface (GSS-APlI) provide a nechani smfor applications
to di scover authorization and personalization information associ ated
with GSS-API nanmes. The Extensible Authentication Protocol GSS-AP|
mechani sm al | ows an Aut hentication, Authorization, and Accounting
(AAA) peer to provide authorization attributes al ongside an

aut hentication response. It also supplies nechanisns to process
Security Assertion Markup Language (SAM.) nessages provided in the
AAA response. This docunent describes how to use the Nanmi ng

Ext ensi ons APl to access that information.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/infol/rfc7056.
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1.

I ntroduction

The nani ng extensions [ RFC6680] to the Generic Security Service
Application Programmi ng Interface (GSS-APlI) [RFC2743] provide a
mechani sm for applications to discover authorization and

personal i zation informati on associated with GSS-API nanes. The

Ext ensi bl e Aut hentication Protocol GSS-API nechani sm[RFC7055] all ows
an Aut hentication, Authorization, and Accounting (AAA) peer to

provi de authorization attributes al ongsi de an aut hentication
response. It also supplies nechanisns to process Security Assertion
Mar kup Language (SAM.) nessages provided in the AAA response. O her
mechani sms such as SAML Enhanced dient (EC) [ SASL-SAM.] al so support
SAML assertions and attributes carried in the GSS-API. This docunent
descri bes how to use the Nam ng Extensions APl to access that

i nformati on.

The semantics of setting attributes defined in this specification are
undefined and left to future work.

Requi rements Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Nam ng Ext ensions and SAML

SAM_ assertions can carry attributes describing properties of the
subject of the assertion. For exanple, an assertion mght carry an
attribute describing the organizational affiliation or enmail address
of a subject. According to Sections 8.2 and 2.7.3.1 of [OASIS], the
nane of an attribute has two parts. The first is a Universal
Resource ldentifier (URI) describing the format of the name. The
second part, whose form depends on the format URI, is the actual

nane. GSS-APlI nane attributes may take a formstarting with a URI
describing the formof the name; the rest of the nane is specified by
that URI.

SAML attributes carried in GSS-API nanmes are named with three parts.
The first is a Universal Resource Nanme (URN) indicating that the name
is a SAML attribute and describing the context (Section 4). This URN
is followed by a space, the URl indicating the format of the SAML
nane, a space, and the SAM. attribute name. The URI indicating the
format of the SAML attribute name is not optional and MJST be
present.
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SAML attribute nanes may not be globally unique. Many nanes that are
naned by URNs or URIs are likely to have semantics i ndependent of the
i ssuer. However, other nanme formats, including unspecified nane
formats, make it easy for two issuers to choose the sane nane for
attributes with different semantics. Attributes using the federated
context (Section 4) are issued by the sane party performng the

aut hentication. So, based on who is the subject of the nane, the
semantics of the attribute can be determ ned.

4, Feder at ed Cont ext

GSS- APl nami ng extensions have the concept of an authenticated name
attribute. The nmechani sm guarantees that the contents of an

aut henticated nane attribute are an authenticated statenent fromthe
trusted source of the peer credential. The fact that an attribute is
aut henti cated does not inply that the trusted source of the peer
credential is authorized to assert the attribute.

In the federated context, the trusted source of the peer credentia

is typically sone identity provider. In the GSS EAP nechani sm

i nformation i s conbi ned from AAA and SAML sources. The SAML ldentity
Provider (1dP) and hone AAA server are assunmed to be in the sane
trust domain. However, this trust domain is not typically the sane
as the trust domain of the service. Wth other SAM. nechani sns using
this specification, the SAM. assertion also cones fromthe party
perform ng authentication. Typically, the IdP is run by another
organi zation in the sane federation. The IdP is trusted to nmake sone
statements, particularly related to the context of a federation. For
exanpl e, an acadenic federation's participants would typically trust
an |dP' s assertions about whether soneone was a student or a

prof essor. However, that sane IdP would not typically be trusted to
make assertions about |ocal entitlenents such as group nenbershi p.
Thus, a service MJST nake a policy decision about whether the IdP is
permitted to assert a particular attribute and about whether the
asserted value is acceptable. This policy can be inplenented as

| ocal configuration on the service, as rules in AAA proxies, or

t hrough ot her depl oynent - speci fi ¢ nechani sns.

In contrast, attributes in an enterprise context are often verified
by a central authentication infrastructure that is trusted to assert
nmost or all attributes. For exanple, in a Kerberos infrastructure,
the Key Distribution Center (KDC) typically indicates group
menbership information for clients to a server using KDC

aut henti cated authorizati on dat a.

The context of an attribute is an inportant property of that

attribute; trust context is an inportant part of this overal
context. In order for applications to distinguish the context of

Hart man & How ett St andards Track [ Page 4]



RFC 7056 GSS EAP Nane Attributes Decenber 2013

attributes, attributes with different contexts need different nanes.
This specification defines attribute names for SAML and AAA
attributes in the federated context.

These nanes MJST NOT be used for attributes issued by a party other
than one closely associated with the source of credentials unless the
source of credentials is re-asserting the attributes. For exanple, a
source of credentials can consult whatever sources of attributes it
chooses, but acceptors can assune attributes in the federated context
are fromthe source of credentials. This requirenent is typically
enforced in nmechani sm specifications. For exanple, [AAA-SAM]

provi des enough information that we know the attributes it carries
today are in the federated context. Simlarly, we know that the
requi renents of this paragraph are nmet by SAML nmechani sns where the
assertion is the nmeans of authentication.

5. Name Attributes for GSS-EAP

Thi s section describes how RADI US attri butes received in an access-
accept nessage by the GSS-EAP [ RFC7055] nechani sm are naned. The use
of attributes defined in this section for other RAD US nessages or
prior to the access-accept nessage is undefined at this tinme. Future
speci fications can explore these areas giving adequate weight to
backward conpatibility. In particular, this specification defines
the nmeani ng of these attributes for the src_nanme output of

GSS Accept _sec_context after that function returns GSS S COWPLETE.
Attributes MAY be absent or val ues MAY change in other circunstances
future specifications MAY define this behavior.

The first portion of the nane is urn:ietf:parans: gss:radius-attribute
(a URN indicating that this is a GSS-EAP RADIUS AVP). This is

foll owed by a space and a numeric RADI US name as described by

Section 2.7 of [RFC6929]. For exanple, the nane of the User- Nanme
attribute is "urn:ietf:parans:gss:radius-attribute 1". The name of
extended type 1 within type 241 woul d be
"urn:ietf:parans:gss:radius-attribute 241.1".

Consi der a case where the RADI US access-accept response includes the
RADI US User-Name attribute. An application wishing to retrieve the
value of this attribute would first wait unti

GSS- _Accept _sec_context returned GSS_ S COWLETE. Then, the
application would take the src_name out put from

GSS Accept _sec_context and call GSS Get name_attribute passing this
nane and an attribute of "urn:ietf:parans:gss:radius-attribute 1" as
i nputs. After confirm ng that the authenticated bool ean output is
true, the application can find the usernanme in the val ues output.
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The value of RADIUS attributes is the raw octets of the packet.
Integers are in network byte order. The display value SHOULD be a
human-readabl e string; an inplenentation can only produce this string
if it knows the type of a given RADIUS attribute. If nultiple
attributes are present with a given nane in the RADI US nessage, then
a nulti-valued GSS-APlI attribute SHOULD be returned. As an
exception, inplenmentations SHOULD concatenate RADI US attributes such
as EAP nessage or large attributes defined in [ RFC6929] that use
multiple attributes to carry nore than 253 octets of information

6. Nanmes of SAML Attributes in the Federated Context
6.1. Assertions

An assertion generated by the credential source is naned by
"urn:ietf:parans: gss: federated-san -assertion”. The value of this
attribute is the assertion carried in the AAA protocol or used for
authentication in a SAML nmechanism This attribute is absent froma
gi ven acceptor nane if no such assertion is present or if the
assertion fails local policy checks.

When GSS Get _nane_attribute is called, this attribute will be
returned with the authenticated output set to true only if the
mechani sm can successfully authenticate the SAML statenent. For the
GSS- EAP nechanism this is true if the AAA exchange has successfully
aut henticated. However, uses of the GSS-API MJST confirmthat the
attribute is marked authenticated as other mechani sms MAY permit an
initiator to provide an unauthenticated SAM. statenent.

Mechani sns MAY perform additional |ocal policy checks and MAY renove
the attribute corresponding to assertions that fail these checks.

6.2. SAM. Attributes

Each attribute carried in the assertion SHOULD al so be a GSS nane
attribute. The nane of this attribute has three parts, all separated
by an ASCI| space character. The first part is
urn:ietf:parans: gss: federated-sanl -attribute. The second part is the
URI for the <saml:Attribute> elenent’s NameFormat XM attribute. The
final part is the <sam :Attribute> element’s Name XM. attribute. The
SAML attribute nane may itself contain spaces. As required by the
URI specification [ RFC3986], spaces within a URI are encoded as
"0R20". Spaces within a URI, including either the first or second
part of the name, encoded as "% 0" do not separate parts of the

GSS- APl attribute name; they are sinply part of the URI
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As an exanple, if the eduPersonEntitlenent attribute is present in an
assertion, then an attribute with the nane

"urn:ietf:parans: gss:federated-sanl -attribute

urn:oasi s: nanes:tc: SAM_: 2. 0: attrnanme-format: uri
urn:oid:1.3.6.1.4.1.5923.1.1.1.7" could be returned from

GSS Inquire Nane. |If an application calls GSS Get _nane_attribute
with this attribute in the attr paraneter, then the val ues out put
woul d i nclude one or nore URIs of entitlenents that were associ at ed
with the authenticated user.

If the content of each <sanml:AttributeValue> element is a sinple text
node (or nodes), then the raw and "di splay" val ues of the GSS nane
attribute MJUST be the text content of the elenent(s). The raw val ue
MJUST be encoded as UTF-8.

If the value is not sinple or is enpty, then the raw val ue(s) of the
GSS nane attribute MIST be a namespace well-fornmed serialization

[ XMLNS] of the <sanl: AttributeVal ue> el enent(s) encoded as UTF-8.
The "display" values are inplenentation defined.

These attributes SHOULD be marked authenticated if they are contained
in SAML assertions that have been successfully validated back to the
trusted source of the peer credential. In the GSS-EAP nechanism a
SAML assertion carried in an integrity-protected and authenticated
AAA protocol SHALL be successfully validated; attributes fromthat
assertion SHALL be returned from GSS Get _nane_attribute with the

aut henticated output set to true. An inplenentation MAY apply |oca
policy checks to each attribute in this assertion and discard the
attribute if it is unacceptable according to these checks.

6.3. SAM. Nane ldentifiers

The <sam : Namel D> carried in the subject of the asserti on SHOULD al so
be a GSS nane attribute. The nanme of this attribute has two parts
separated by an ASCI| space character. The first part is

urn:ietf: parans: gss: federated-san -naneid. The second part is the
URI for the <sam :NanelD> elenent’s Format XM. attribute

The raw val ue of the GSS nane attribute MJST be the well-forned
serialization of the <saml : Nanel D> el enent encoded as UTF-8. The

"di splay” value is inplenmentation defined. For formats defined by
Section 8.3 of [QASIS], mssing values of the NaneQualifier or
SPNaneQual i fier XM. attributes MJST be populated in accordance with
the definition of the format prior to serialization. |In other words,
the defaulting rules specified for the "persistent” and "transient"
formats MUST be applied prior to serialization
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This attribute SHOULD be marked aut henticated if the name identifier
is contained in a SAML assertion that has been successfully validated
back to the trusted source of the peer credential. In the GSS-EAP
mechani sm a SAM. assertion carried in an integrity-protected and

aut henti cated AAA protocol SHALL be sufficiently validated. An

i npl enentati on MAY apply local policy checks to this assertion and
discard it if it is unacceptable according to these checks.

7. Security Considerations

Thi s docunment describes how to access RADI US attributes, SAM.
attributes, and SAM. assertions from sone GSS- APl nechani sns. These
attributes are typically used for one of two purposes. The |east
sensitive is personalization: a central service MAY provide

i nformati on about an authenticated user so they need not enter it

wi th each acceptor they access. A nore sensitive use is

aut hori zati on.

The mechanismis responsible for authentication and integrity
protection of the attributes. However, the acceptor application is
responsi bl e for making a deci si on about whether the credential source
is trusted to assert the attribute and validating the asserted val ue.

Mechani sns are permitted to performlocal policy checks on SAML
assertions, attributes, and nane identifiers exposed through nane
attributes defined in this docunent. |If there is another way to get
access to the SAML assertion, for exanple, the mechani smdescribed in
[ AAA- SAML], then an application MAY get different results dependi ng
on how the SAML is accessed. This is intended behavior; applications
who choose to bypass local policy checks SHOULD performtheir own
eval uation before relying on information.

8. | ANA Consi derations

A new top-level registry has been created titled "CGeneric Security
Service Application ProgramInterface Paraneters"

In this top-level registry, a subregistry titled "GSS-API URN
Par anet ers" has been created. Registration in this registry is by
the |1 ETF Revi ew or Expert Revi ew procedures [RFC5226].

Thi s paragraph gives guidance to Designated Experts. Registrations
inthis registry are generally only expected as part of protocols
published as RFCs on the | ETF stream other URIs are expected to be
better choices for non-1ETF work. Expert Reviewis pernmtted mainly
to pernit early registration related to specifications under

devel opnment when the community believes they have reach sufficient
maturity. The expert SHOULD evaluate the maturity and stability of
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such an | ETF-stream specification. Experts SHOULD revi ew anyt hi ng
not fromthe I ETF stream for consistency and consensus with current
practice. Today, such requests would not typically be approved.

If the "paramane” paraneter is registered in this registry, then its

URN wi Il be "urn:ietf:parans: gss: parammane”. The initial
registrations are as follows:

| radius-attribute | Section 5

| federated-sanl-assertion | Section 6.1

| federated-sam -attribute | Section 6.2

| federated-sam -naneid | Section 6.3
8.1. Registration of the GSS URN Nanespace

| ANA has registered the "gss" URN sub-nanmespace in the | ETF URN sub-
nanespace for protocol paraneters defined in [ RFC3553].

Regi stry Nanme: gss
Speci fication: RFC 7056
Repository: GSS-API URN Paraneters (Section 8)

I ndex Val ue: Sub-paraneters MJST be specified in UTF-8 using standard
URI encodi ng where necessary.
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