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Abst ract

Thi s docunent specifies the syntax and semantics of the Uniform
Resource ldentifier (URI) scheme for the Session Traversal Uilities
for NAT (STUN) protocol
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recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
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and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/infol/rfc7064.
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(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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3.

3.

I ntroduction

Thi s docunent specifies the syntax and senmantics of the Uniform
Resource ldentifier (URI) scheme for the Session Traversal Uilities
for NAT (STUN) protocol

STUN is a protocol that serves as a tool for other protocols in
dealing with Network Address Translator (NAT) traversal. |t can be
used by an endpoint to determine the I P address and port allocated to
it by a NAT, to performconnectivity checks between two endpoints,
and as a keepalive protocol to maintain NAT bindings. RFC 5389

[ RFC5389] defines the specifics of the STUN protocol

The "stun" and "stuns" URI schenes are used to designate a stand-

al one STUN server or any Internet host perform ng the operations of a
STUN server in the context of STUN usages (Section 14 of RFC 5389
[RFC5389]). Wth the advent of standards such as WDbRTC [ WEBRTC], we
anticipate a plethora of endpoints and web applications to be able to
identify and communicate with such a STUN server to carry out the
STUN protocol. This inplies that endpoints and/or applications nust
be provisioned with the appropriate configuration to identify the
STUN server. Having an inconsistent syntax adds anbiguity and can
result in non-interoperable solutions and inplenmentation |imtations.
The "stun" and "stuns" URI schenes help alleviate nost of these

i ssues by providing a consistent way to describe, configure, and
exchange the information identifying a STUN server

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "MAY", and " OPTI ONAL"
in this docunent are to be interpreted as described in [RFC2119] when
they appear in ALL CAPS. When these words are not in ALL CAPS (such
as "shoul d" or "Should"), they have their usual English meani ngs and
are not to be interpreted as RFC 2119 key words.

Definition of the "stun" or "stuns" URl

1. URI Schene Syntax

"stun" and "stuns" URIs have the followi ng formal ABNF syntax
[ RFC5234] :

st unURI = schene ":" host [ ":" port ]

schene = "stun" / "stuns"

<host > and <port> are specified in [ RFC3986]. Wile these two ABNF
productions are defined in [ RFC3986] as conmponents of the generic
hierarchical URI, this does not inply that the "stun" and "stuns" URI
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schenes are hierarchical URIs. Devel opers MJIST NOT use a generic
hi erarchical URl parser to parse a "stun" or "stuns" URI.

3. 2. URI Schene Semantics

The "stun" and "stuns" URI schenes are used to designate a stand-

al one STUN server or any Internet host performng the operations of a
STUN server in the context of STUN usages (Section 14 of RFC 5389

[ RFC5389]). The STUN protocol supports sending nessages over UDP
TCP, or TLS-over-TCP. The "stuns" URI schene MJUST be used when STUN
is run over TLS-over-TCP (or in the future DILS-over-UDP), and the
"stun" scheme MJUST be used ot herw se.

The required <host> part of the "stun" URI denotes the STUN server
host .

For the optional DNS di scovery procedure nmentioned in Section 9 of
RFC 5389, the "stun" URI schene inplies UDP as the transport protoco
for SRV | ookup, and the "stuns" URI schene indicates TCP as the
transport protocol

As specified in [ RFC5389], the <port> part, if present, denotes the
port on which the STUN server is awaiting connection requests. If it
is absent, the default port is 3478 for both UDP and TCP. The
default port for STUN over TLS is 5349 as per Section 9 of [RFC5389].

4. Security Considerations

The "stun" and "stuns" URI schenes do not introduce any specific
security issues beyond the security considerations discussed in

[ RFC3986]. These URI schenes are intended for use in specific

envi ronnents that involve NAT traversal. Users of the schene need to
carefully consider the security properties of the context in which
they are using them

Al t hough a "stun" or "stuns" URI does not itself include the usernanme
or password that will be used to authenticate the STUN client, in
certain environnents, such as WbRTC, the username and password wil |
al nrost certainly be provisioned renotely by an external agent at the
same tinme as a "stuns" URl is sent to that client. Thus, in such
situations, if the usernane and password were received in the clear
there would be little or no benefit to using a "stuns" URI. For this
reason, a STUN client MJUST ensure that the usernane, password,

"stuns" URI, and any other security-relevant paraneters are received
wi th equival ent security before using the "stuns" URI. Receiving
those paraneters over another TLS session can provide the appropriate
| evel of security if both TLS sessions are simlarly paraneterized,
e.g., wWith commensurate strength ci phersuites

Nandakumar, et al. St andards Track [ Page 4]



RFC 7064 STUN URI Novenber 2013

5.

5.

| ANA Consi derations
This section contains the registration information for the "stun" and
"stuns" URlI schenes (in accordance with [RFC4395]). Note that these
URI schenes are intended for use in very specific NAT traversa
environnents and shoul d not be used otherw se on the open Wb or

I nternet.

"stun" URI Registration

URI schene nane: stun
St at us: permanent

URI schene syntax: See Section 3.1

URI schene senmantics: See Section 3.2

Encodi ng consi derations: There are no encodi ng consi derati ons beyond
t hose in [ RFC3986] .

Appli cations/protocols that use this URl schene nane:

The "stun" URI schene is intended to be used by applications wth
a need to identify a STUN server to be used for NAT traversal

Interoperability considerations: NA

Security considerations: See Section 4
Contact: Suhas Nandakumar <snandaku@i sco. conp
Aut hor/ Change control ler: The | ESG

Ref erences: RFC 7064
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5.2. "stuns" URl Registration
URI schene nanme: stuns
St at us: per manent
URI schene syntax: See Section 3.1
URI schene semantics: See Section 3.2

Encodi ng consi derations: There are no encodi ng consi derati ons beyond
those in [ RFC3986].

Appl i cations/protocols that use this URl schene nane:

The "stuns" URI schenme is intended to be used by applications with
a need to identify a STUN server to be used for NAT traversal over
a secure connecti on.

Interoperability considerations: NA
Security considerations: See Section 4
Contact: Suhas Nandakumar <snandaku@i sco. conp
Aut hor/ Change controller: The | ESG
Ref erences: RFC 7064

6. Acknow edgenents

The authors would Iike to extend a very special thanks to Cullen
Jennings for bringing to our attention to WbRTC s need for this
docunent, as well as his detailed review and thoughtful comrents on
this docunent.

Thi s docunent has benefited from extensive discussion and review of
many of the nenbers of the RTCWEB and BEHAVE wor ki ng groups. The
authors would also Iike to acknow edge Ted Hardi e, Bjoern Hoehrmann,
Russ Housl ey, Subramani an Moonesany, Hadriel Kaplan, G aham Klyne,
Peter Saint-Andre, Ted Lenon, Barry Leiba, Pete Resnick, Spencer
Dawki ns, Stephen Farrell, and Harald Alvestrand for their inval uable
i nput, reviews, feedback comments, and suggestions that hel ped to

i mprove this docunent.

The authors would also like to express their gratitude to Dan W ng

for his assistance in shepherding this docunment. W also want to
thank Gonzalo Canmarillo, the Real -tine Applications and

Nandakumar, et al. St andards Track [ Page 6]



RFC 7064 STUN URI Novenber 2013

Infrastructure Area Director, for sponsoring this docunent as well as
his careful reviews.

7. Ref er ences
7.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66, RFC
3986, January 2005.

[ RFC5234] Crocker, D. and P. Overell, "Augnented BNF for Syntax
Speci fications: ABNF', STD 68, RFC 5234, January 2008.

7.2. Informative References

[ RFC2629] Rose, M, "Witing |-Ds and RFCs using XM.", RFC 2629,
June 1999.

[ RFC4395] Hansen, T., Hardie, T., and L. Masinter, "Cuidelines and
Regi stration Procedures for New URI Schenes", BCP 35, RFC
4395, February 2006.

[ RFC5389] Rosenberg, J., Mahy, R, Matthews, P., and D. W ng,
"Session Traversal Utilities for NAT (STUN)", RFC 5389,
COct ober 2008.

[ VEBRTC] Bergkvist, A, Burnett, D., Jennings, C., and A
Nar ayanan, "WebRTC 1.0: Real -tinme Communi cati on Between
Browsers", Wrld Wde Web Consortium W WD
webrtc-20120821, August 2012,
<htt p: //ww. W3. or g/ TR/ 2012/ WD- webr t c- 20120821>.

Nandakumar, et al. St andards Track [ Page 7]



RFC 7064

Appendi x A

STUN URI Novenber 2013

Exanpl es

Table 1 shows exanples for the "stun" and "stuns" URl schenes. For
all these exanples, the <host> conponent is populated wth
"exanpl e. org".

Appendi x B

Desi gn

0o One recurring

scheme and to
";proto=tls").
", proto=

for

supporting it
woul d also result in lost symetry between the TURN and STUN URI s.

| stun:exanple.org |
| stuns:exanple.org |
| stun:exanple. org: 8000

Table 1
Not es

comrent was to stop using the suffix "s" on the UR
nove the secure option to a paraneter (e.g.

We deci ded against this idea because the need for
the STUN URI cannot be sufficiently explained, and
woul d render an inconplete specification. This

o Followi ng the advice of Section 2.2 of [RFC4395], and because the
STUN URI does
are opaque.

Nandakumar ,

et al.

not describe a hierarchical structure, the STUN URl s
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