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Abstract

As the deploynment of third and fourth generation cellular networks
progresses, a |large nunber of cellular hosts are being connected to
the Internet. Standardization organi zati ons have nade the Internet
Protocol version 6 (IPv6) mandatory in their specifications.

However, the concept of |Pv6 covers many aspects and nunerous
specifications. In addition, the characteristics of cellular |inks
in terns of bandw dth, cost, and delay put special requirenents on
how I Pv6 is used. This docunment considers |IPv6 for cellular hosts
that attach to the General Packet Radio Service (GPRS), Universa
Mobi | e Tel econmuni cati ons System (UMIS), or Evol ved Packet System
(EPS) networks (hereafter collectively referred to as Third
Ceneration Partnership Project (3GPP) networks). This docunent also
lists specific IPv6 functionalities that need to be inplenented in
addition to what is already prescribed in the | Pv6 Node Requirenents
docunent (RFC 6434). It also discusses sone issues related to the
use of these conponents when operating in these networks. This
docunent obsol etes RFC 3316.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://www. rfc-editor.org/info/rfc7066
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Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I ntroduction

Technol ogi es such as GPRS (General Packet Radio Service), UMIS

(Uni versal Mobile Tel ecommunications System), Evolved Packet System
(EPS), CDMA2000 (Code Division Multiple Access 2000), and eHRPD
(Enhanced Hi gh Rate Packet Data) are naking it possible for cellular
hosts to have an al ways-on connection to the Internet. |Pv6

[ RFC2460] has become essential to such networks as the nunber of
cellular hosts is increasing rapidly. Standardization organizations
working with cellular technol ogi es have recogni zed this and nade | Pv6
mandatory in their specifications.

Support for I1Pv6 and the introduction of UMIS started with 3GPP
Rel ease-99 networks and hosts. For a detailed description of IPv6 in
3CGPP networks, including the Evol ved Packet System see [RFC6459].

1. Scope of This Docunent

For the purpose of this docunment, a cellular interface is considered
to be the interface to a cellular access network based on the

foll owi ng standards: 3GPP GPRS and UMIS Rel ease-99 and Rel ease-4 to
Rel ease-11; EPS Rel ease-8 to Rel ease-11; and future UMIS or EPS

rel eases. A cellular host is considered to be a host with such a
cellular interface.

Thi s docunent conplenents the | Pv6 Node Requirenents [ RFC6434] in

pl aces where clarifications are needed with discussion on the use of
these sel ected | Pv6 specifications when operating over a cellular
interface. Such a specification is necessary in order to enable the
optinal use of IPv6 in a cellular network environnment. The
description is made fromthe point of view of a cellular host.

Conpl enentary access technol ogi es nmay be supported by the cellular
host, but those are not discussed in detail. |nportant

consi derations are given in order to elimnate unnecessary user
confusi on over configuration options, ensure interoperability, and
provi de an easy reference for those who are inplenenting IPv6 in a
cellular host. It is necessary to ensure that cellular hosts are
good citizens of the Internet.

This docunent is informational in its nature, and it is not intended
to replace, update, or contradict any |IPv6 standards docunents or the
| Pv6 Node Requirenents [ RFC6434].

This docunent is primarily targeted to the inplenenters of cellular
hosts that will be used with the cellular networks listed in this
docunent. This docunent provides gui dance on which | Pv6-rel ated
specifications are to be inplenented in such cellular hosts. Parts
of this docunent nay al so apply to other cellular link types, but
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this docunent does not provide any detailed anal ysis on other |ink
types. This docunent should not be used as a definitive list of |Pv6
functionalities for cellular links other than those |isted above.
Future changes in 3GPP networks that inmpact host inplenmentations may
result in updates to this docunent.

There are different ways to inplenment cellular hosts:

0 The host can be a "closed" device with optim zed built-in
applications, with no possibility to add or downl oad applications
that can have I P conmunications. An exanple of such a host is a
very sinple formof a nobile phone.

0 The host can be an open device, e.g., a "smart phone" where it is
possi bl e to downl oad applications to expand the functionality of
t he device

o0 The cellular radio nodempart can be separated fromthe host IP
stack with an interface. One exanple of such a host is a |aptop
computer that uses a USB cel lul ar nodem for cellular access.

If a cellular host has additional |IP-capable interfaces (such as

Et hernet, W.AN, Bluetooth, etc.), then there may be additiona
requirenents for the device, beyond what is discussed in this
docunent. Additionally, this docunent does not nake any
recomendati ons on the functionality required on | aptop conputers
having a cellular interface such as an enbedded nodem or a USB nodem
stick, other than recomendi ng |ink-specific behavior on the cellular
l'ink.

Thi s docunent di scusses |IPv6 functionality as of the tine when this
docunent was witten. Ongoing work on |Pv6 may affect what is
requi red of future hosts.

Transition nechani sns used by cellular hosts are not in the scope of
this docunent and are left for further study. The prinmary transition
mechani sm supported by 3GPP is dual -stack [RFC4213]. Dual -stack-
capabl e bearer support has been added to GPRS starting from 3GPP

Rel ease-9 and to EPS starting from Rel ease-8 [ RFC6459], whereas the
earlier 3GPP releases required multiple single I P version bearers to
support dual - st ack.
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1.2. Abbreviations

2G

3G

4G

3GPP

EPS

GGSN

GPRS

LTE

MIuU
PDN
PDP

PGW

SGW

TE

UMT'S

W.AN

Kor honen,

Second Generation Mbile Tel ecommuni cati ons, such as d oba
System for Mbobil e Conmuni cati ons (GSM and GPRS technol ogi es.

Third Generation Mbil e Tel econmuni cati ons, such as UMIS
t echnol ogy.

Fourth Generation Mbile Tel ecommuni cations, such as LTE
t echnol ogy.

Third Generation Partnership Project. Throughout the docunent,
the term"3GPP networks" refers to architectures standardi zed

by 3GPP, in Second, Third, and Fourth Generation rel eases: 99,

4, and 5, as well as future rel eases.

Evol ved Packet System

Gat eway GPRS Support Node (a default router for 3GPP | Pv6
cellular hosts in GPRS).

Ceneral Packet Radi o Service.

Long Term Evol ution

Mobil e Terminal, for exanple, a nobile phone handset.
Maxi mum Transm ssion Unit.

Packet Data Network.

Packet Data Protocol

Packet Data Network Gateway (the default router for 3GPP | Pv6
cellular hosts in EPS).

Serving Gateway (the user plane equivalent of a Serving GPRS
Support Node (SGSN) in EPS (and the default router for 3GPP
| Pv6 cellular hosts when using Proxy Mobile | Pv6 (PM Pv6))).

Term nal Equi pnrent, for exanple, a | aptop attached through a
3GPP handset.

Uni versal Mbbil e Tel ecomuni cati ons System

Wrel ess Local Area Network
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1.3. Cellular Host |Pv6 Features

This docunent lists |IPv6 features for cellular hosts; these features
are split into three groups and are di scussed bel ow.

Basic IP

In this group, the basic I Pv6 features essential for cellular
hosts are listed and descri bed.

| P Security
In this group, the parts related to |P Security are descri bed.
Mobi lity
In this group, IP-layer nobility issues are descri bed.
2. Basic IP

For nost parts, refer to the | Pv6 Node Requirenments docunent
[ RFC6434] .

2.1. Internet Protocol Version 6
The Internet Protocol version 6 (IPv6) is specified in [ RFC2460].
This specification is a nandatory part of IPv6. A cellular host nust
conformto the generic I Pv6 host requirenents [ RFC6434], unless
specifically pointed out otherwise in this docunent.

2.2. Neighbor Discovery in 3GPP Networks

A cel lul ar host nust support Neighbor Solicitation and Nei ghbor

Advertisenment nessages [RFC4861]. Sone further notes on how Nei ghbor
Di scovery is applied in the particular type of an interface can be
useful .

In 3GPP networks, some Nei ghbor Discovery nessages can be unnecessary
in certain cases. GPRS, UMIS, and EPS |links resenble a point-to-
poi nt link; hence, the cellular host’s only neighbor on the cellul ar
link is the default router that is already known through Router

Di scovery. The cellular host always solicits for routers when the
cellular interface is brought up (as described in [ RFC4861],

Section 6.3.7).

There are no link-layer addresses on the 3GPP cellular |ink

technol ogy. Therefore, address resolution and next-hop determ nation
are not needed. If the cellular host still attenpts to do address
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resolution, e.g., for the default router, it nust be understood that
t he GGSN PGW nmay not even answer the address resol ution Nei ghbor
Solicitations. And even if it does, the Neighbor Advertisenent is
unlikely to contain the Target |ink-layer address option as there are
no |ink-layer addresses on the 3GPP cellular link technol ogy.

The cel lul ar host nust support Nei ghbor Unreachability Detection
(NUD) as specified in [RFC4861]. Note that the link-1ayer address
consi derations above also apply to NUD. The NUD-triggered Nei ghbor
Advertisenment is also unlikely to contain the Target |ink-Iayer
address option as there are no |link-layer addresses. The cellular
host should al so be prepared for NUD initiated by a router (i.e.
GGSN PGN . However, it is unlikely a router-to-host NUD woul d ever
take place on GPRS, UMIS, or EPS |links. See Appendix A for nore

di scussion on the router-to-host NUD

In 3GPP networks, it is desirable to reduce any additional periodic
signaling. Therefore, the cellular host should include a nechanism
in upper-layer protocols to provide reachability confirmati ons when
two-way | P-1ayer reachability can be confirmed (see [ RFC4861],
Section 7.3.1). These confirmati ons would all ow the suppression of
NUD-rel at ed nmessages in nost cases.

Host TCP inpl enentation should provide reachability confirmation in
the manner explained in [ RFC4861], Section 7.3.1.

The wi despread use of UDP in 3GPP networks poses a problemfor
providing reachability confirmation. As UDP itself is unable to
provi de such confirmation, applications running on top of UDP shoul d
provi de the confirmati on where possible. In particular, when UDP is
used for transporting DNS, the DNS response should be used as a basis
for reachability confirmation. Similarly, when UDP is used to
transport RTP [ RFC3550], the RTP Control Protocol (RTCP) [RFC3550]

f eedback shoul d be used as a basis for the reachability confirmation
If an RTCP packet is received with a reception report block

i ndi cati ng sone packets have gone through, then packets are reaching
the peer. |If they have reached the peer, they have al so reached the
nei ghbor .

When UDP is used for transporting SIP [ RFC3261], responses to SIP
requests should be used as the confirmation that packets sent to the
peer are reaching it. Wen the cellular host is acting as the
server-side SIP node, no such confirmation is generally avail abl e.
However, a host nmay interpret the receipt of a SIP ACK request as
confirmation that the previously sent response to a SIP INVITE
request has reached the peer.
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2.3. Statel ess Address Autoconfiguration

| Pv6 Statel ess Address Autoconfiguration is defined in [ RFC4862].
This specification is a nandatory part of IPv6 and also the only
mandat ory nethod to configure an I Pv6 address in a 3GPP cellul ar
host .

A cellular host in a 3GPP network nust process a Router Advertisenent
as stated in [RFC4862]. The Router Advertisenent contains a nmaxinmum
of one prefix information option with I[ifetinmes set to infinite (both
valid and preferred lifetimes). The advertised prefix cannot ever be
used for on-link determ nation (see [ RFC6459], Section 5.2), and the
lifetinme of the advertised prefix is tied to the PDP Cont ext/PDN
Connection lifetime. Keeping the forward conpatibility in mnind,
there is no reason for the 3GPP cellular host to have 3GPP-specific
handl i ng of the prefix information option(s) although 3GPP
specifications state that the Router Advertisenent nmay contain a

maxi mum of one prefix information option and the lifetines are set to
infinite.

Hosts in 3GPP networks can set DupAddrDetectTransnits equal to zero,
as each assigned prefix is unique within its scope when adverti sed
using 3GPP | Pv6 Statel ess Address Autoconfiguration. In addition

the default router (GGSNPGN w Il not configure any addresses on its
i nterfaces based on prefixes advertised to | Pv6 cellular hosts on
those interfaces. Thus, the host is not required to perform
Duplicate Address Detection on the cellular interface.

Furt hernmore, the GGSN PGNw || provide the cellular host with an
interface identifier that nmust be used for |ink-l1ocal address
configuration. The link-local address configured fromthis interface
identifier is guaranteed not to collide with the Iink-1ocal address
that the GGSN PGW uses. Thus, the cellular host is not required to
perform Duplicate Address Detection for the |link-local address on the
cellular interface.

See Appendi x A for nore details on 3GPP | Pv6 Statel ess Address
Aut oconfi gurati on

2. 4. I P Version 6 over PPP

A cellular host in a 3GPP network that supports PPP [ RFC1661] on the
interface between the MI and the TE nust support the | Pv6 Contro
Protocol (IPV6CP) [RFC5072] interface identifier option. This option
is needed to be able to connect other devices to the Internet using a
PPP |ink between the cellular device (MI, e.g., a USB dongle) and
other devices (TE, e.g., a laptop). The MI performs the PDP Context
activation based on a request fromthe TE. This results in an
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interface identifier being suggested by the MI to the TE, using the
| PV6CP option. To avoid any duplication in link-Iocal addresses
between the TE and the GGSN PGWN the MI nust al ways reject other
suggested interface identifiers by the TE. This results in the TE
al ways using the interface identifier suggested by the GGSN PGW f or
its link-1ocal address.

The rejection of interface identifiers suggested by the TE is only
done for creation of link-1ocal addresses, according to 3GPP
specifications. The use of privacy addresses [ RFC4941] or simlar
technol ogi es for unique |ocal |IPv6 unicast addresses [ RFC4193] and
gl obal addresses is not affected by the above procedure.

2.5. Milticast Listener Discovery (M.D) for |IPv6

Wthin 3GPP networks, hosts connect to their default routers

(GGSN PGN via point-to-point links. Mreover, there are exactly two
| P devices connected to the point-to-point link, and no attenpt is
made (at the link layer) to suppress the forwardi ng of nulticast
traffic. Consequently, sending M.D reports for |ink-Ilocal addresses
in a 3CGPP environnment is not necessary, although sending them causes
no harmor interoperability issues. Refer to Section 5.10 of

[ RFC6434] for M.D usage for nulticast group know edge that is not
link-1ocal.

2.6. Privacy Extensions for Address Configuration in |Pv6

Privacy Extensions for Statel ess Address Autoconfiguration [ RFC4941]
or other simlar technol ogies may be supported by a cellular host.
Privacy, in general, is inportant for the Internet. |In 3GPP
networks, the lifetine of an address assi gnment depends on nany
factors such as radi o coverage, device status, and user preferences.
As a result, the prefix the cellular host uses is also subject to
frequent changes.

Refer to Section 6 for a discussion of the benefits of Privacy
Ext ensions in a 3GPP networKk.

2.7. Dynanic Host Configuration Protocol for |Pv6e (DHCPv6)

As of 3GPP Rel ease-11, the Dynamic Host Configuration Protocol for

| Pv6 (DHCPv6) [RFC3315] is neither required nor supported for address
aut oconfiguration. |1Pv6 Statel ess Address Autoconfiguration stil
remai ns the only mandatory address configuration nethod. However,
DHCPv6 may be useful for other configuration needs on a cellul ar
host, e.g., Stateless DHCPv6 [ RFC3736] may be used to configure DNS
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and SI P server addresses, and DHCPv6 Prefix Del egation [ RFC3633] nmay
be used to delegate a prefix to the cellular host for use on its
downstream non-cel l ul ar 1inks.

2.8. DHCPv6 Prefix Del egation

Starting from Rel ease-10, DHCPv6 Prefix Del egati on was added as an
optional feature to the 3GPP systemarchitecture [ RFC3633]. The
Prefix Del egati on nodel defined for Release-10 requires that the /64
| Pv6 prefix assigned to the cellular host on the 3GPP |ink mnust
aggregate with the shorter delegated I Pv6 prefix. The cellular host
shoul d i npl enent the Prefix Exclude Option for DHCPv6 Prefix

Del egati on [ RFC6603] (see [ RFC6459], Section 5.3 for further

di scussi on).

2.9. Router Preferences and More-Specific Routes

The cellul ar host should inplement the Default Router Preferences and
Mor e- Speci fi ¢ Routes extension to Router Advertisenment nessages

[ RFC4191]. These options may be useful for cellular hosts that also
have additional interfaces on which IPv6 is used.

2.10. Nei ghbor Discovery and Additional Host Configuration

The DNS server configuration is |earned fromthe 3GPP |ink-Iayer
signaling. However, the cellular host should also inplement the |Pv6
Rout er Advertisenent Options for DNS Configuration [ RFC6106]. DHCPv6
is still optional for cellular hosts, and | earning the DNS server
addresses fromthe |ink-layer signaling can be cunbersone when the Mr
and the TE are separated using techni ques other than the PPP

i nterface.

The cel lul ar host should al so honor the MIU option in the Router
Advertisenment (see [ RFC4861], Section 4.6.4). The 3GPP system
architecture uses extensive tunneling in its packet core network

bel ow the 3GPP |ink, and this may | ead to packet fragnentation

i ssues. Therefore, the GGSN PGW nmay propose to the cellular host an
MIU that takes the additional tunneling overhead into account.
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3. |IP Security

| Psec [ RFC4301] is a fundanental, but not nandatory, part of |Pv6.
Refer to the I Pv6 Node Requirenments (Section 11 of [RFC6434]) for the
security requirenents that also apply to cellular hosts.

3.1. Extension Header Considerations

Support for the Routing Header Type 0 (RHO) has been deprecated
[ RFC5095]. Therefore, the cellular host should by default follow the
RHO processing described in Section 3 of [RFC5095].

| Pv6 packet fragnentation has known security concerns. The cellular
host nust foll ow the handling of overlapping fragnents as described
in [RFC5722], and the cellular host nust not fragnent any Nei ghbor
Di scovery nessages as described in [ RFC6980].

4. Mobility

For the purposes of this docunent, IP nobility is not relevant. The
novenent of cellular hosts within 3GPP networks is handl ed by |ink-

| ayer mechanisnms in the mgjority of cases. 3GPP Rel ease-8 introduced
Dual - Stack Mobile I Pv6 (DSM Pv6) for client-based nobility [RFC5555].
Cient-based IP nmobility is optional in the 3GPP architecture.
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6. Security Considerations

Thi s docunent does not specify any new protocols or functionalities,
and as such, it does not introduce any new security vulnerabilities.
However, specific profiles of I1Pv6 functionality are proposed for
different situations, and vulnerabilities may open or cl ose dependi ng
on which functionality is included and what is not. There are also
aspects of the cellular environnent that nake certain types of

vul nerabilities nore severe. The follow ng issues are discussed:

0 The suggested limtations (Section 3.1) in the processing of
ext ensi on headers also linits exposure to Denial -of -Service (DoS)
attacks through cellular hosts.

o | Pv6 addressing privacy [ RFC4941] or similar technol ogy nay be
used in cellular hosts. However, it should be noted that in the
3GPP nodel, the network would assign a new prefix, in nost cases,
to hosts in roamng situations; the network would also typically
assign a new prefix when the cellular hosts activate a PDP Cont ext
or a PDN Connection. 3GPP devices nust not use interface
identifiers that are unique to the device, so the only difference
i n address between 3GPP devices using Statel ess Address
Aut oconfiguration is in the prefix. This neans that 3GPP networks
will already provide a limted form of addressing privacy, and no
gl obal tracking of a single host is possible through its address.
On the other hand, since a GGSN PGW s coverage area i s expected to
be very | arge when conpared to currently deployed default routers
(no handovers between GGSN PGW are possible), a cellular host can
keep a prefix for a long time. Hence, |Pv6 addressing privacy can
be used for additional privacy during the tine the host is on and
in the same area. The privacy features can al so be used to, e.g.
make di fferent transport sessions appear to cone fromdifferent IP
addresses. However, it is not clear that these additional efforts
confuse potential observers any further, as they could nonitor
only the network prefix part.

0 The use and recommendati ons of various security services such as
| Psec or Transport Layer Security (TLS) [RFC5246] in the
connection of typical applications that also apply to cellular
hosts are discussed in Section 11 of [RFC6434].
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o0 The airtinme used by cellular hosts is expensive. In sone cases,
users are billed according to the anount of data they transfer to
and fromtheir host. It is crucial for both the network and the

users that the airtine is used correctly and no extra charges are
applied to users due to misbehaving third parties. The cellular
links also have a limted capacity, which neans that they may not
necessarily be able to accommpdate nore traffic than what the user
sel ected, such as a multinmedia call. Additional traffic might
interfere with the service |l evel experienced by the user. Wile
Qual ity-of - Servi ce mechanisns nmtigate these problens to an
extent, it is still apparent that DoS aspects may be highlighted
in the cellular environnent. It is possible for existing DoS
attacks that use, for instance, packet anplification, to be
substantially nore danmaging in this environnent. How these
attacks can be protected against is still an area for further
study. It is also often easy to fill the cellular Iink and queues
on both sides with additional or |arge packets.

o0 Wthin sone service provider networks, it is possible to buy a
prepai d cellular subscription wthout presenting persona
identification. Attackers that wish to remain unidentified could
| everage this. Note that while the user hasn’'t been identified,
the equi pment still is; the operators can follow the identity of
the device and block it fromfurther use. The operators nust have
procedures in place to take notice of third party conplaints
regarding the use of their custoners’ devices. It may al so be
necessary for the operators to have attack detection tools that
enable themto efficiently detect attacks |aunched fromthe
cel lular hosts.

0 Cellular devices that have |ocal network interfaces (such as W.AN
or Bluetooth) may be used to launch attacks through them unless
the local interfaces are secured in an appropriate manner
Therefore, local network interfaces should have access control to
prevent others fromusing the cellular host as an internediary.

o0 The 3CGPP link nodel nmitigates nost of the known |IPv6 on-link and
nei ghbor cache targeted attacks (see Section 2.2 and Appendix A).

0 Advice for inplenmentations in the face of Nei ghbor D scovery DoS
attacks may be useful in sone environnents [ RFC6583].

0 Section 9 of [RFC6459] further discusses sone recent concerns
related to the security of cellular hosts.
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Appendi x A.  Cellular Host |IPv6 Addressing in the 3GPP Mde

This appendix ains to very briefly describe the 3GPP | Pv6 addressing
nmodel for 2G (GPRS), 3G (UMIS), and 4G (EPS) cellular networks from
Rel ease-99 onwards. Mre information for 2G and 3G can be found in
3GPP Techni cal Specifications [TS.23060] and [TS.29061]. The

equi val ent docunentation for 4G can be found in 3GPP Technica

Speci fications [TS.23401], [TS.23402], and [TS. 29061].

There are two possibilities to allocate the address for an | Pv6 node:
statel ess and stateful autoconfiguration. The stateful address

al | ocati on nmechani sm needs a DHCP server to allocate the address for
the | Pv6 node. On the other hand, the Statel ess Address

Aut oconfi guration procedure does not need any external entity

i nvol ved in the address autoconfiguration (apart fromthe GGSN PGW .
At the time of witing this docunent, the IPv6 Statel ess Address

Aut oconfi guration mechanismis still the only mandatory and supported
address configuration nethod for the cellular 3GPP I|ink.

In order to support the standard | Pv6 Statel ess Address

Aut oconfi gurati on nmechani smas recommended by the | ETF, the GGSN PGW
shal |l assign a single /64 IPv6 prefix that is unique within its scope
to each primary PDP Context or PDN Connection that uses |IPv6

St at el ess Address Autoconfiguration. This avoids the necessity to
perform Duplicate Address Detection (DAD) at the network |evel for
any address built by the nobile host. The GGSN PGW al ways provi des
an interface identifier to the nobile host. The nobile host uses the
interface identifier provided by the GGSN PGNto generate its |ink-

| ocal address. The GGSN PGW provi des the cellular host with the
interface identifier, usually in a random nmanner. It nust ensure the
uni queness of such an identifier on the link (i.e., no collisions
between its own link-1ocal address and the cellular host’s).

In addition, the GGSNN PGNw || not use any of the prefixes assigned
to cellular hosts to generate any of its own addresses. This use of
the interface identifier, conbined with the fact that each PDP
Context or PDN Connection is allocated a unique prefix, wll
elimnate the need for DAD nessages over the air interface and
consequently reduces inefficient use of radio resources.

Furt hermore, the allocation of a prefix to each PDP Context or PDN
Connection will allow hosts to inplenment the Privacy Extensions in

[ RFC4941] without the need for further DAD nessages.

In practice, the GGSN PGNonly needs to route all traffic destined to
the cellular host that falls under the prefix assigned to it. This

i nplies the GGSN PGW may i npl ement a mni mal Nei ghbor Di scovery

prot ocol subset since, due to the point-to-point Iink nodel and the
absence of link-layer addressing, the address resol ution can be
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entirely statically configured per PDP Context or PDN Connection, and
there is no need to defend any addresses other than the Iink-loca
addresses for very unlikely duplicates. This also has an additiona
effect on a router-to-host NUD. There is really no need for the NUD
since fromthe point of view of GGSN PGWN GGSN PGV does not need to
care for a single address but just routes the whole prefix to the
cellular host. However, the cellular host nust be prepared for the
unli kely event of receiving a NUD against its link-local address. It
shoul d be noted that the 3GPP specifications at the tine of witing
this docunent are silent about what should happen if the router-to-
host NUD fails.

See Section 5 of [RFC6459] for further discussion on 3GPP address
al l ocation and the 3GPP |ink nodel.

Appendi x B. Changes from RFC 3316

o Cdarified that [RFC4941] or sinilar technol ogi es may be used for
privacy purposes (as stated in [ RFC6459]).

o Carified that M.D for link-1ocal addresses is not necessary, but
doing it causes no harm (instead of saying it nmay not be needed in
some cases).

o Carified that a cellular host should not do any changes in its
stack to meet the 3GPP link restriction on the Router
Advertisenent Prefix Information Options (PlGs).

o Carified that a cellular host should not do any changes in its
stack to neet the infinite prefix lifetine requirenment the 3GPP
link has.

o Carified that the prefix lifetine is tied to the PDP Cont ext/ PDN
Connection lifetinme.

0 Carified explicitly that a NUD fromthe gateway side to the User
Equi pnent’s link-1ocal address is possible.

0 Added references to 3GPP specifications.
o Provided additional clarification on NUD on 3GPP cel lular |inks.
0 Added an explicit note that the prefix on the link is /64.

o Carified that DHCPv6 ([RFC3315]) is not used at all for address
aut oconfi gurati on.

0 Renoved all sections that can be directly found in [ RFC6434].
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wor ks
0 Added
0o Added
o Added
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0o Added
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clarifications to 3GPP |ink nodel and how Nei ghbor Di scovery
on it.

[ RFC4191] recommendati ons.

DHCPv6- based Prefix Del egati on reconmendati ons.

[ RFC6106] recomendati ons.

reference to [ RFC5555] regarding client-based nobility.

text regarding Router Advertisement MIU option handling.
Evol ved Packet Systemtext.

clarification on the primary 3GPP | Pv6 transition mechani sm
reference to [ RFC5095], which deprecates the RHO.

references to [ RFC5722] and [ RFC6980] regarding | Pv6e

fragment ati on handl i ng.

o Added

reference to [ RFC6583] for Nei ghbor D scovery denial -of -

servi ce attack consi derations.

0 Made the PPP | PV6CP [ RFC5072] support text conditional
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