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Abst r act

This docunent is the H P-Based Overlay Networking Environment (H P
BONE) instance specification for the REsource LCcation And Di scovery
(RELQAD) protocol. The docunent provides the details needed to build
a RELOAD- based overlay that uses H P.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
conmmunity. This document is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering G oup (IESG. Not
al |l docunents approved by the | ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww.rfc-editor.org/info/rfc7086.
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(http://trustee.ietf.org/license-info) in effect on the date of
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1. Introduction

The H P-Based Overlay Networking Environnment (H P BONE) specification
[ RFC6079] provides a high-level framework for building H P-based

[ RFC5201] overlays. The H P BONE franmework does not address the
specification of the details on how to conbine a particul ar peer
protocol with HPto build an overlay. It leaves this up to
docunments referred to as H P BONE i nstance specifications. As

di scussed in [RFC6079], a HI P BONE i nstance specification needs to
define, mnimlly:
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o the peer protocol to be used.

o what kind of Node IDs are used and how they are derived.
o which peer protocol primtives trigger H P nessages.

o how the overlay identifier is generated.

Thi s docunent addresses all the previous itens and provides

addi tional details needed to build RELOAD- based H P BONEs, referred
to here as RELOAD HI P BONEs. The details on how di fferent RELOAD
nodul es would be integrated to a H P inplenentation and what kind of
APls are used between themare left as inplenentation details or to
be defined by other docunents.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119]. In
addition, this docunment uses the terns defined in [ RFC5201],

[ RFC6079], [RFC6028], and [ RFC6940].

3. Peer Protoco

The peer protocol to be used is REsource LCcation And Di scovery
(RELOAD) [RFC6940]. When used with RELOAD, HI P replaces the RELOAD s
Forwar di ng and Li nk Managenent Layer (described in Section 6.5 of

[ RFC6940]) .

4., Node I D Generation

Thi s docunent specifies two nodes for generating Node and Resource
IDs. Wiich node is used in an actual overlay is defined by the
overlay configuration. Both of the nodes are based on 16-byte ID
node of RELOAD; hence, only 16-byte RELOAD Node and Resource | Ds MJST
be used in a RELOAD H P BONE.

H P uses 128-bit Overlay Routabl e Cryptographic Hash ldentifiers
(ORCHI Ds) [RFCA4843] as identifiers. |In a RELOAD H P BONE, a peer’s
ORCHI D can be used as a RELOAD Node ID (the "ORCH D' node). In this
node, all the RELOAD IDs, including Resource IDs, are prefixed with
the ORCHI D prefix, and the lower 100 bits of the | Ds defined by
RELOAD usage docunents are used after the prefix.
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In the other Node ID node, nanely "RELOAD', all 128 bits are
generated as defined in [RFC6940]. This results in a larger usable
address space than using the ORCHI D node, but the resulting Node |Ds
cannot be used with | egacy applications and APls, as discussed in
Section 5.1 of [RFC6079].

5. Mapping between Protocol Primtives and H P Messages

RELOAD HI P BONE repl aces the RELOAD protocol prinmitives taking care
of connection establishment with the H P base exchange, whereas the
rest of the RELOAD nessages are conveyed within H P nessages. The
Forwar di ng and Li nk Managenent Layer functionality of RELQAD,
including all the NAT traversal functionality, is replaced by H P
exi sting extensions of H P, and the extensions defined in this
docunent .

The standard RELOAD nmessages consist of three parts: the forwarding
header, the nessage contents, and the security block. Wen RELOAD
messages are sent in a RELOAD H P BONE overlay, the RELOAD nessage
contents are used as such within H P DATA [ RFC6078] messages, but the
functionality of the forwardi ng header and security block are
replaced with the H P header, H P Destination and Via lists

[ RFC6028], CERT [ RFC6253], TRANSACTION_I D [ RFC6078], and the
OVERLAY | D and OVERLAY_TTL [ RFC6079] paraneters, as defined in the
foll owi ng secti ons.

5.1. Forwardi ng Header

The RELQAD forwardi ng header is used for forwarding nessages between
peers and to their final destination. The forwarding header’s
overlay field value MJUST be used as such in an OVERLAY | D paraneter
and the transaction_id field in a TRANSACTION I D paraneter. That is,
all RELOAD H P BONE nessages MJST contain these paranmeters; and, the
I ength of the OVERLAY ID paraneter’s identifier field is 4, and the
I ength of the TRANSACTION I D paraneter is 8 octets. H P Destination
and Via lists are used for the same purpose as the destination_list
and via_ list in the forwardi ng header, with the exception that al
Resource | Ds MUST be of the sanme |length as Node | Ds, and conpressed
I Ds MUST NOT be used. The Tine to Live (TTL) value in the
OVERLAY_TTL paraneter is used like the ttl field in the forwarding
header .

The functionality of the fragnent and length fields are provided by
the H P headers. The relo_token, version, and max_response_| ength
are not needed with HHP. The forwarding header’s options field, if
needed eventually for sonme extensions, can be substituted with
addi ti onal H P paraneters
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5.2. Security Bl ock

The RELOAD security block contains certificates and digita
signatures of the nmessage. All the H P DATA nessages are digitally
signed by the originator of the message and contain the HOST_ID
paraneter with the identifier that can be used for verifying the
signature. Certificates are delivered in a H P CERT paraneter as
defined in [ RFC6253] or stored to the overlay using the RELOAD
Certificate Storage Usage.

Not e that when the RELQOAD node for Node ID generation is used, the
certificate certifying that a host is allowed to use a certain Node
I D MUST contain the host’s Node ID instead of the Host ldentity Tag
(H'T) in the "subjectAl tName" field of the certificate as described
in Section 11.3 of [RFC6940], while the "Subject" field contains the
H T calculated fromthe Host ldentity.

5.3. Replaced RELOAD Messages

The Attach procedure in RELOAD establishes a connection between two
peers. This procedure is performed using the AttachReq and AttachAns
messages. Wien H P is used, the Attach procedure is performed by
using a H P base exchange. That is, peers send H P first Initiator
(1'1) nmessages instead of RELOAD AttachReq nessages. This behavi or
repl aces the one described in Section 6.5 of [RFC6940].

The AppAttach procedure in RELOAD is used for creating a connection
for other applications than RELOAD. Al so, the AppAttach procedure is
replaced with the H P base exchange, and after the base exchange,
peers can exchange any application |layer data using the norma
transport layer ports over the NAT traversing | Psec connection

This specification does not support flooding of configuration files,
so ConfigUpdate requests and responses (Section 6.5.4 of [RFC6940])
MUST NOT be sent in the overlay. RELOAD Ping nessages (Section 6.5.3
of [ RFC6940]) MAY be used

For all other RELOAD nessages, the nessage contents are used as such
wi thin H P DATA nessages.

6. Securing Conmuni cation
RELOAD uses Transport Layer Security (TLS) [RFC5246] connections for
securing the hop-by-hop nmessaging and certificates and signatures for

providing integrity protection for the overlay nessages and for the
data stored in the overlay.
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Wth a RELOAD HI P BONE, instead of using TLS connections as defined
in [RFC6940], all H P overlay nessages MJST be sent using encrypted
connections [ RFC6261].

The data objects stored in the RELOAD H P BONE overl ay are signed,
and the signatures are stored as defined in [RFC6940] with the
exception that Signerldentity is carried in the H P DATA nessage’s
HOST I D paraneter instead of using the RELOAD security block. Were
certificates are needed, they are sent using the H P CERT paraneter

7. Routing H P Messages via the Overl ay

If a host has no valid locator for the receiver of a new H P packet,
and the receiver is part of a RELOAD H P BONE overlay the host is
participating in, the host can send the H P packet to the receiver
usi ng the overlay routing.

When sending a H P packet via the overlay, the host MJIST add an enpty
ROUTE_VI A paraneter [RFC6028] to the packet with the SYMMETRI C and
MUST FOLLOW fl ags set and an OVERLAY_ I D paraneter containing the
identifier of the right overlay network. The host consults the
RELOAD Topol ogy Plugin for the next hop and sends the H P packet to

t hat host.

An internediate host receiving a H P packet with the OVERLAY_ ID
paraneter checks if it is participating in that overlay and SHOULD
drop packets sent to unknown overlays. |If the host is not the fina
destination of the packet (i.e., the Receiver HT in the H P header
does not match to any of its H Ts), it checks if the packet contains
a ROUTE DST paraneter. Such packets are forwarded to the next hop as
specified in [RFC6028]. |If the packet does not contain a ROUTE DST
paraneter, the host finds the next hop fromthe RELOAD Topol ogy
Plugin and forwards the packet there. As specified in [ RFC6028], the
host adds the HI T it uses on the H P association with the next-hop
host to the end of the ROUTE_VI A paraneter, if present.

When the final destination host receives the H P packet, the host
processes it as specified in [RFC5201]; and, if the packet is a HP
DATA packet, the contents are processed as specified in [ RFC6940].
If the H P packet generates a response, the response is routed back
on the sane path using the ROUTE _DST paraneter as specified in

[ RFC6028] .
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8.

10.

Enrol | ment and Boot strappi ng

The RELOAD HI P BONE i nstance uses the enroll nment and bootstrap
procedure defined by RELOAD [ RFC6940] with the exceptions listed
bel ow

0 |In RELOAD, a node wishing to enroll in an overlay starts with
obtai ning a configuration docunent as explained in [ RFC6940] .
This specification extends the RELOAD overlay configuration
docunent as defined in Section 10.

0 The X. 509 certificates used by the RELOAD H P BONE i nstance are
simlar to those of RELOAD except that they contain H Ts instead
of RELOAD URIs. The HI Ts are included in the SubjectAltNanme field
of the certificate as described in [ RFC6253].

o \Wen contacting a bootstrap node, instead of form ng a Datagram
Transport Layer Security (DTLS) or TLS connection, the host MJST
performa H P base exchange with the bootstrap node. The base
exchange MAY be perforned using a H P rendezvous or relay server

NAT Traver sa

RELOAD relies on the Forwardi ng and Li nk Managenent Layer providing
NAT traversal capabilities. Thus, the RELOAD H P BONE i nstance

i mpl erent ati ons MUST i npl ement sone reliable NAT traversal nechani sm
To maxinize interoperability, all inplenmentations SHOULD i npl enrent at
| east [RFC5770].

H P relay servers are not necessarily needed with this H P BONE

i nstance since the overlay network can be used for relaying the base
exchange, and further H P signaling can be done directly between the
peers. However, if it is possible that a bootstrap peer is behind a
NAT, it MJST register with a HHP relay so that there is a reliable
way to connect to it.

RELOAD Overlay Configuration Docurment Extension
Thi s docunent nodifies the bootstrap-node el enent of the RELOAD
overlay configuration docunent. The nodified bootstrap-node el enent
contains the follow ng attri butes:
address: The locator of the bootstrap node.

port: The HI P port of the bootstrap node.

hit: The H T of the bootstrap node.

Keranen, et al. Experi ment al [ Page 7]



RFC 7086 H P BONE | nstance Spec for RELQAD January 2014

11.

12.

13.

I f the bootstrap-node el enent does not contain a H T, the

opportuni stic node (as specified in [ RFC5201]) SHOULD be used for
contacting the bootstrap node. |If the elenment does not contain a
port nunber, the bootstrap node SHOULD be contacted by starting the
base exchange as defined in [ RFC5201]. Oherw se, the base exchange
MUST be started with UDP encapsul ation, as defined in [ RFC5770],
using the given port as the destination port nunber.

A RELOAD HI P BONE overlay MJUST use the Overlay Link Protocol type
"HI P" in the configuration docunment’s overlay-I|ink-protocol elenment.
The enrolling node MIUST check the overl ay-1link-protocol elenment and
proceed with procedures defined in this docunent only if the "H P"
link type is found.

Thi s docunent al so adds a new el enent inside the configuration

el ement that defines which node (see Section 4) is used for
generating the Node and Resource IDs. The nane of the elenent is

"hi pbone-i d-node" and the content is the identifier of the node:
"ORCHI D' for the ORCHI D prefixed I Ds and "RELOAD' for the |IDs that
use the whole 128 bits as defined by the RELOAD specification. The
Nodel dLength MUST be set to 16 in the configurati on docunent, and the
16 bytes are used, depending on the generation node, as defined in
Section 4.

Security Considerations
The security considerations of RELOAD (Section 13 of [RFC6940]), with

the exception of TLS-specific features, also apply to RELOAD H P BONE
i nst ances.

Limting the Node I D and Resource ID space into 128 bits (or 100 bits
with ORCH D prefixes) results in a higher probability for ID
collisions, both unintentional and intentional, than using |arger
addr ess spaces.

| ANA Consi derations
This section is to be interpreted according to [ RFC5226].
| ANA has updated the "RELCAD Overlay Link Protocol Registry"
[ RFC6940] by assigning the new Overlay Link Protocol type "H P" (see
Section 10).
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