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Abstr act

In many SIP deploynments, SIP entities exist in the SIP signaling path
between the originating and final term nating endpoints, which go
beyond the definition of a SIP proxy, perfornmng functions not
defined in Standards Track RFCs. The only termfor such devices
provided in RFC 3261 is for a Back-to-Back User Agent (B2BUA), which
is defined as the logical concatenation of a SIP User Agent Server
(UAS) and User Agent Cdient (UAC).

There are nunerous types of SIP B2BUAs performng different roles in
different ways; for exanmple, IP Private Branch Exchanges (| PBXs),
Session Border Controllers (SBCs), and Application Servers (ASs).
Thi s docunent identifies several common B2BUA roles in order to
provi de taxonomny ot her docunments can use and reference.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7092
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(http://trustee.ietf.org/license-info) in effect on the date of
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1

I ntroduction

In current SIP deploynents, there are nunerous forms of Back-to-Back
User Agents (B2BUAs), operating at various |evels of transparency and
for various purposes, with widely varying behavior froma SIP
perspective. Sonme act as pure SIP proxies and only change to the
role of B2BUA in order to generate BYEs to term nate dead sessions.
Sone are full User Agent stacks with only high-Ievel event and
application logic binding the User Agent Server (UAS) and User Agent
Cient (UAC) sides. Some B2BUAs operate only in the SIP signaling

pl ane, while others participate in the nedia plane as well.

As nore SIP donains are deployed and interconnected, the probability
of a single SIP session crossing nultiple B2BUAs at both the
signaling and nedia planes increases significantly.
Thi s docunent provides a taxonony of several common B2BUA rol es so
that ot her docunents may refer to themusing their given nanes

wi t hout redefining themin each docunent.

Ter i nol ogy

The following ternms are defined in [ RFC3261], Section 6.

B2BUA: a S| P Back-to-Back User Agent, which is the | ogica
conbi nati on of a User Agent Server (UAS) and User Agent

Cient (UAC.
UAS: a SIP User Agent Server.
UAC. a SIP User Agent dient.

B2BUA Rol e Types

Wthin the context of this docunment, the classification refers to a
B2BUA role, not a particular systemtype. A given systemtype nay
change its role in the mddle of a SIP session, for exanple, when a
stateful proxy tears down a session by generating BYEs or when an SBC
[ RFC5853] perfornms transcoding or REFER ternination

Furt hernmore, this docunment defines "B2BUA" follow ng the definition
provided in [ RFC3261], which is the |ogical concatenation of a UAS
and UAC. A typical centralized conference server, for exanple, is
not a B2BUA because it is the target UAS of nultiple UACs, whereby
the UACs individually and independently initiate separate SIP
sessions to the central conference server. Likewise, a third-party
call control transcoder, as described in Section 3.1 of [ RFC5369], is
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not a B2BUA, whereas an inline (conference bridge) transcoder based
on [ RFC5370] is a B2BUA.

3.1. Signaling Plane B2BUA Rol es

A signaling plane B2BUA is one that operates only on the SIP nessage
protocol layer and only with SIP nessages and headers but not with
the media itself in any way. This inplies that it does not nodify

t he Session Description Protocol (SDP) bodies, although it may save
t hem and/ or operate on other MME body types. This category is
further subdivided into specific roles as described in this section

It should be noted that there is a large variety of nodifications
made by "signaling plane B2BUAs".

3.1.1. Proxy-B2BUA

A Proxy-B2BUA is one that appears, froma SIP perspective, to be a
SI P proxy based on [ RFC3261] and its extensions, except that it

mai ntains a sufficient dialog state to generate in-dialog SIP
nmessages on its own and does so in specific cases. The nost comon
exanple of this is a SIP proxy that can generate BYE requests to tear
down a dead session.

A Proxy-B2BUA does not nodify the received header fields such as To,
From or Contact, and it only nodifies the Via and Record-Route
header fields following the rules in [RFC3261] and its extensions.
If a Proxy-B2BUA can generate in-dial og nmessages, then it will also
need to nodify the CSeq header after it has generated its own. A
Pr oxy- B2BUA nei ther nodifies nor inspects M ME bodies (including
SDP), does not have any awareness of nedia, will forward any nethod
type, etc.

3.1.2. Signaling-only

A Signaling-only B2BUA is one that operates at the SIP layer but in
ways beyond those of [RFC3261] proxies, even for normally forwarded
requests. For exanple, such a B2BUA ni ght replace the Contact URI,
nodi fy or renove all Via and Record-Route headers, nodify the To and
From header fields, nodify or inspect specific MM bodies, etc. No
SIP header field is guaranteed to be copied fromthe received request
on the UAS side to the generated request on the UAC side.

An exanpl e of such a B2BUA woul d be some form of an Application
Server and a PBX, such as a server that locally processes REFER
requests and generates new | NVI TEs on behal f of the REFER s target.
Anot her exanpl e would be a privacy service proxy [RFC3323] performng
the ' header’ privacy function
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3.1.3. SDP-Mdifying Signaling-only

An SDP- Modi fying Signaling-only B2BUA is one that operates in the
signaling plane only and is not in the nmedia path, but it does nodify
SDP bodies and is thus aware of and understands SDP syntax and
semantics. In sone cases, sone Application Servers and PBXs act in
this role, for exanple, to renove certain codec choices or nmerge two
medi a endpoints into one SDP offer.

These B2BUAs don’t do anything that changes the path that the nedia
takes (in particular, they don’t insert thenselves on the nedia
path), but they nmay nake SDP changes that affect what is sent on the
medi a pl ane.

3.2. Signaling/Media Plane B2BUA Rol es

A signaling/ media plane B2BUA is one that operates at both the SIP
and nedi a planes and not only on SIP nessages but also on SDP and
potentially the Real-tine Transport Protocol (RTP) / the Real -Tine
Control Protocol (RTCP) [RFC3550] or other nedia. Such a B2BUA nay
or may not replace the Contact URI, nodify or renove all Via and
Record- Route headers, nodify the To and From header fields, etc. No
SIP header field is guaranteed to be copied fromthe received request
on the UAS side to the generated request on the UAC side, and SDP
will also be nodified.

An exanpl e of such a B2BUA woul d be a Session Border Controller (SBC
performng the functions defined in [ RFC5853], a B2BUA transcoder as
defined in [RFC5370], a rich-ringtone Application Server, or a
recordi ng system Another exanple would be a privacy service proxy

[ RFC3323] performing the 'session’ privacy function

Note that a signaling/nmedia plane B2BUA need not be instantiated in a
singl e physical system but it nmay be deconposed into separate
signaling and nedia functions.

The signaling/ nedia plane B2BUA category is further subdivided into
specific roles as described in this section

3.2.1. Media Relay

A B2BUA that perforns a nedia-relay role is one that term nates the
medi a plane at the IP and transport (UDP/ TCP) |ayers on its UAS and
UAC si des, but neither nodifies nor restricts which forns of payl oad
are carried within the packets. Rather, the payload is transparently
copied fromone side to the other. Such a role may or may not
support only UDP, only TCP, both UDP and TCP, as well as other
transport types. It may also involve policing the I P packets to fit
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within a bandwidth Iimt or converting fromlPv4 to | Pv6, or vice
versa. This is typically simlar to NAT behavior, except a NAT
operating in both directions on both the source and destination
information; it is often found as the default behavior in SBCs.

3.2.2. Media Anare

A B2BUA that perfornms a nedia-aware role is sinlar to a nedia relay
except that it inspects and potentially nodifies the payload carried
in UDP or TCP (as it could be RTP or RTCP [ RFC3550]), but it does not
at a codec or higher layer. An exanple of such a role is a Secure
Real -time Transport Protocol (SRTP) [RFC3711] term nator, which does
not need to care about the RTP payl oad but does care about the RTP
header; or, a device that nonitors RTCP for QS information; or, a
device that nultiplexes/demultiplexes RTP and RTCP packets on the
same 5-tuple.

3.2.3. Media Term nation

A B2BUA that perfornms a nmedia-ternmination role is one that operates
at the nedia payl oad | ayer, such as RTP/ RTCP codec or the Message
Session Relay Protocol (MSRP) nessage | ayer and higher. Such a role
may only term nate/generate specific RTP nedia, such as dual -tone
mul ti-frequency (DTMF) packets [RFC4733], or it may convert between
medi a codecs or act as a Back-to-Back MBRP [ RFC4975] agent. This is
the role performed by transcoders, conference servers based on

[ RFC5366], etc.

4. Mapping SIP Device Types to B2BUA Rol es

Al t hough the B2BUA rol es defined previously do not define system
types, as discussed in Section 3, sone discussion of what comon
system types performwhich defined roles may be appropriate. This
section provides such a 'mapping’ for general cases to aid in
under st andi ng of the roles.

4.1. SIP PBXs and Softsw tches

SI P-enabl ed Private Branch Exchanges (SIP PBXs) and softswi tches are
mar ket category terns and are not specified in any standard. In
general, they can performevery role described in this docunent at
any given tine based on their architecture or local policy. Sone are
based on architectures that nake themthe equivalent of a SIP UAS and
UAC connected with a logical Prinmary Rate Interface (PRI) | oopback
others are built as a SIP proxy core with optional nodules to "do
nore".
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4.2. Application Servers

Application Servers are a broad marketing termand are not specified
in any standard in general, although the Third Generation Partnership
Project (3GPP) and ot her organizations specify some specific
Application Server functions and behavi ors. Comobn exanpl es of
Application Server functions are nessage-waiting indicators (MNs),
Find Me/ Foll ow Me services, privacy services, call center Automatic
Call Distributor (ACD) services, call screening, and Voice Cal
Continuity (VCC) services. Sone only operate in the signaling plane
in either Proxy-B2BUA or Signaling-only B2BUA rol es; others operate
as full Media-term nation B2BUAs, such as when providing Interactive
Voi ce Recognition (IVR), rich ringtones, or integrated voicemail
servi ces

4.3. Session Border Controllers

Session Border Controllers (SBCs) are a market category termand are
not specified in any standard. Some of the comon functions
performed by SBCs are described in [ RFC5853], but in general, they
can performevery role described in this docunent at any given tine
based on local policy. By default, nbost SBCs are either Mdia-relay
or Medi a- aware B2BUAs and repl ace the Contact URI; renove the Via and
Record- Route headers; nodify Call-ID, To, From and various other
headers; and nodify SDP. Sone SBCs renove all headers, all bodies,
and reject all method types unless explicitly allowed by |oca
policy; other SBCs pass all such elenents through unless explicitly
forbi dden by | ocal policy.

4.4, Transcoders

Transcoders performthe function of transcodi ng one audi o or video
medi a codec type to another, such as G 711 to G 729. As such, they
performthe Media-term nation role, although they may only terninate
medi a in specific cases of codec m smatch between the two ends.

Al t hough [ RFC5369] and [ RFC5370] define two types of SIP transcoders,
in practice, a popular variant of the inline conference bridge nodel

[ RFC5370] is to behave as a SIP B2BUA without using the resource-list
nmechani sm but rather sinply routing a normal | NVITE request through a
B2BUA with a built-in transcoder. SIP transcoder architectures are
based on everything from SIP nmedia servers and SBCs to | ooped- back
Tinme Division Multiplexing (TDM gateways, and thus run the ganut
fromreplacing only specific headers/bodi es and SDP content needed to
performtheir function to replacing alnost all SIP headers and SDP
content. Some transcoders save and renove SDP offers in I NVITES from
the UAC, and wait for an offer in the response fromthe UAS, simlar
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to a Third Party Call Control (3PCC) nobdel; others just insert
addi ti onal codecs in SDP offers and only transcode if the inserted
codec(s) is selected in the answer.

4.5. Conference Servers

In general, conference servers do not fall under the term "B2BUA" as
defined by this docunment, since typically they involve multiple SIP
UACs initiating independent SIP sessions to the single conference
UAS. However, a conference server supporting [ RFC5366], whereby the
received INVITE triggers the conference focus UAS to initiate
multiple INVITEsS as a UAC, would be in a Media-terninati on B2BUA rol e
when perform ng that function.

4.6. P-CSCF and | BCF Functi ons

The Proxy-Call Session Control Function (P-CSCF) and the

I nt erconnection Border Control Function (IBCF) are defined by 3GPP
[ MB] standards, and when coupled with the P Miltinedia Subsystens
(I M5) nedi a plane gateways (I M5 Access Gateway (AGW, Transition
Gateway (TrGW, etc.), they typically forma |ogical Media-relay or
Medi a- awar e B2BUA rol e.

4.7. S-CSCF Function

The Serving-Call Session Control Function (S-CSCF) is defined by 3GPP
[ MB] standards and typically follows a Proxy-B2BUA rol e.

5. Security Considerations

Security risks are specific to each type of B2BUA, so little can be
said in general. O course, adding extra systems in the

communi cati on path creates extra points of attack, reduces or
elimnates the ability to performend-to-end encryption, decreases
the privacy of SIP conmmuni cations, and conplicates trust nodels.
Thus, every B2BUA design requires particular attention to security
anal ysi s.

A few general points can be nade:

1. The B2BUA processing of SDP and nedia packets is an inpedinent to
t he depl oynent of end-to-end SRTP and reduces the ability to
depl oy new, stronger forns of SRTP key exchange.

2. The ability for B2BUAs to nodify any SIP header field value and

body inpacts the ability to deploy SIP identity and nessage
integrity.
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3. The managenent and configuration nmechani sms of B2BUAs are a
tenpting point of attack and nust be strongly defended.

Furt her security considerations related to the functionality
described in this docunent are addressed in the rel evant references.
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