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Abst r act

Thi s docunent describes use cases and docunents call flows that
require the History-Info header field to capture the Request-URI s as
a Session Initiation Protocol (SIP) Request is retargeted. The use
cases are described along with the corresponding call flow di agrans
and nessagi ng details.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7131
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Overvi ew

Many services that use SIP require the ability to deternine why and
how the call arrived at a specific application. The use cases
provided in this docunment illustrate the use of the History-Info
header [ RFC7044], for exanple, applications and common scenari 0s.

The optional "rc" and "np" header field paraneters defined in

[ RFC7044] are required for several of the use cases. Descriptions of
t he exanpl e use cases, call flow diagrams, and nessaging details are
provi ded.
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2.

3.

Conventi ons and Ter m nol ogy

The term"retarget” is used as defined in [ RFC7044]. The terns
"l ocation service", "redirect", and "address-of-record (AOR)" are
used consistent with the term nology in [RFC3261].

Detailed Call Flows

The scenarios in this section provide sanple use cases for the

H story-1nfo header for informational purposes only. They are not
intended to be normative. |In many cases, only the rel evant nessagi ng
details are included in the body of the call flow

1. Sequentially Forking (Hi story-Info in Response)

This scenario highlights an exanple where the History-Info in the
response is useful to an application or user that originated the
request.

Alice sends a call to Bob via sip:exanple.com The proxy

si p: exanpl e. com sequentially tries Bob on a SIP User Agent (UA) that
has bound a contact with the sip:bob@xanpl e.com AOR, and then
several alternate addresses (O fice and Hone) unsuccessfully before
sending a response to Alice. The hi-entry containing the initia
contact is the hi-entry just prior to the first hi-entry tagged with
an "rc" header field parameter. |In this exanple, the Ofice and Hone
are not the sane AOR as sip: bob@xanpl e.com but rather different
AORs that have been configured as alternate addresses for Bob in the
proxy. In other words, Ofice and Home are not bound through SIP
Regi stration with Bob’s ACR  This type of arrangenent is conmon, for
exanpl e, when a "routing" rule to a Public Sw tched Tel ephone Network
(PSTN) nunmber is manually configured in a proxy. These hi-entries
are identified by the index contained in the hi-target-param"np"
header field paraneter in the hi-entries.

This scenario illustrates that by providing the H story-Info to
Alice, the end-user, or an application at Alice could nake a deci sion
on how best to attenpt finding Bob without sending nultiple requests
to the sane destination. Upon receipt of the response containing the
Hi story-Info entries, the Request-URIs for the H story-Info entries
tagged with an "np" header field paraneter are extracted. Those
Request-URI's can be conpared to other URIs (if any) that m ght be
attenpted in order to establish the session with Bob. This results
in avoiding the sending of another INVITE to Bob’s honme phone.

Wthout this mechanism Alice might well attenpt to reach Bob at his
of fice phone, which would then retarget the request to Bob’s hone
phone. Wen that attenpt failed, then Alice mght attenpt to reach
Bob directly at his hone phone, unknowingly for a third tine.
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Alice exanpl e. com Bob Ofice Horre
| | | | |
| INVITE F1 | | | |
[----------- >| I NVI TE F2 | | |
| B R > | |
| 100 Trying F3 | |
[<----------- | 302 Move Tenporarily F4 |

| LR EEEE R | | |
| |  ACK F5 | | |
| |- > | |
| | I N\VI TE F6 |

| R R EERE RS > |
| | 180 Ri ngi ng F7 | |
| BT S EEEEEEEE T EEEEEEEE | |
| 180 Ringing F8 | |
| <----------- | retransmt | NVITE |

| R R SICEEEEEEEE > |
| | ( timeout ) |

| | | N\VI TE F9 |
| R AL EEEEEEEEEE >
| | 100 Trying F10 |
| | < |
| | 486 Busy Here F11

| | o |
| 486 Busy Here F12

[<----------- | ACK F13

| e >
| ACK F14 | |
R > |

Figure 1: Exanple with Sequential Forking
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Message Detail s
F1 INVITE Alice -> exanpl e.com

I NVI TE si p: bob@xanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9ht4bK4321
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=sr3dds
To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanple.conp;index=1
Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F2 INVITE exanple.com-> Bob

I NVI TE si p: bob@92.0.2.4 SIP/2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx3st
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bK4321
Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conp

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Recor d- Rout e: <si p: proxy. exanpl e.com|r>

Hi story-Info: <sip:bob@xanpl e. conpr; i ndex=1

H story-Info: <sip:bob@?92.0.2.4>;index=1.1;rc=1
Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F3 100 Tryi ng exanple.com-> Alice

SIP/2.0 100 Trying

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK4321
From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conr

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Content-Length: O

F4 302 Moved Tenporarily Bob -> exanpl e.com

SIP/ 2.0 302 Moved Tenporarily

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx3st
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321
From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conp; t ag=es43sd
Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanpl e. conp; i ndex=1

H story-Info: <sip:bob@92.0.2.4>;index=1.1;rc=1
Contact: <sip: office@xanpl e. conp; np=1
Content-Length: O

F5 ACK exanpl e.com -> Bob

ACK si p: bob@xanpl e.com SI P/ 2.0

Via: SIP/ 2.0/ TCP proxy.exanpl e.com 5060; br anch=z9hG4bKx3st
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conp; t ag=es43sd

Call-1D: 12345600@xanpl e. com

CSeq: 1 ACK

Content-Length: O
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F6 I NVI TE exanpl e.com -> office

INVITE sip:office@92.0.2.5 SIP/2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx4st

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321

Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

H story-Info: <sip:bob@xanpl e.conp;index=1

H story-Info: <sip:bob@?92.0.2. 4?Reason=S| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1

Hi story-Info: <sip:office@xanple.conp;index=1.2; nm=1

H story-Info: <sip:office@92.0.2.5> index=1.2.1;rc=1.2

CSeq: 1 INVITE

Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F7 180 Ringing office -> exanpl e.com

SIP/2.0 180 Ri nging

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx4st

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conP; t ag=53r dds

Supported: histinfo

Call-1D: 12345600@xanpl e. com

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

H story-Info: <sip:bob@xanple. conp;index=1

Hi story-Info: <sip:bob@92.0.2. 4?Reason=S| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1

Hi story-Info: <sip:office@xanple.conp;index=1.2; nm=1

H story-Info: <sip:office@92.0.2.5>;index=1.2.1;rc=1.2

CSeq: 1 INVITE

Contact: O fice <sip:office@92.0.2.5>

Content-Length: O
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F8 180 Ri ngi ng exanple.com-> Alice

SIP/2.0 180 Ri nging

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bk4321

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conP; t ag=53r dds

Supported: histinfo

Call-1D: 12345600@xanpl e. com

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

H story-Info: <sip:bob@xanpl e. conp; i ndex=1

H story-Info: <sip:bob@?92.0.2. 4?Reason=Sl| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1

H story-I1nfo: <sip:office@xanple.conp;index=1.2; np=1

H story-Info: <sip:office@92.0.2.5>;index=1.2.1;rc=1.2

CSeq: 1 INVITE

Contact: O fice <sip:office@92.0.2.5>

Content-Length: O

F9 I NVI TE exanpl e.com -> hone

I NVI TE si p: home@92.0.2.6 SIP/ 2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx5st

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321

Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

H story-Info: <sip:bob@xanple.conp;index=1

H story-Info: <sip:bob@?92.0.2. 4?Reason=S| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1

H story-Info: <sip:office@xanpl e. conPReason=S| P¥8Bcause¥3D408>; \
i ndex=1. 2; np=1

H story-Info: <sip:office@92.0.2. 5?Reason=S| P¥8Bcause¥%3D408>; \
i ndex=1.2.1;rc=1.2

Hi story-Info: <sip:honme@xanpl e. conp; i ndex=1. 3; np=1

H story-Info: <sip:hone@92.0.2.6>;index=1.3.1;rc=1.3

CSeq: 1 INVITE

Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F10 100 Tryi ng hone -> exanpl e.com

SIP/2.0 100 Trying

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx5st
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conr

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Content-Length: O

F11 486 Busy Here hone -> exanpl e.com

SIP/2.0 486 Busy Here

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx5st

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bkK4321

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conP; t ag=55r dds

Call-1D: 12345600@xanpl e. com

Hi story-Info: <sip:bob@xanpl e. conpr;index=1

H story-Info: <sip:bob@?92.0. 2. 4?Reason=SI| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1

H story-Info: <sip:office@xanpl e. conPReason=S| P¥8Bcause¥3D408>; \
i ndex=1. 2; np=1

History-Info: <sip:office@92.0.2. 5?Reason=SI P¥8Bcause%3D408>; \
index=1.2.1;rc=1.2

H story-Info: <sip:hone@xanpl e. conp; i ndex=1. 3; np=1

H story-Info: <sip:honme@92.0.2.6>;index=1.3.1;rc=1.3

CSeq: 1 INVITE

Content-Length: O
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F12 486 Busy Here exanple.com-> Alice

SIP/2.0 486 Busy Here

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK4321

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conP; t ag=55r dds

Call-1D: 12345600@xanpl e. com

Hi story-Info: <sip:bob@xanpl e. conr; i ndex=1

H story-Info: <sip:bob@?92.0.2. 4?Reason=S| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1

H story-Info: <sip:office@xanpl e. conPReason=S| P¥8Bcause%3D408>; \
i ndex=1. 2; np=1

H story-Info: <sip:office@92.0.2. 5?Reason=S| P¥8Bcause¥3D408>; \
i ndex=1.2.1;rc=1.2

Hi story-Info: <sip:home@xanpl e. conp; i ndex=1. 3; np=1

H story-Info: <sip:honme@92.0.2.6>;index=1.3.1;rc=1.3

CSeq: 1 INVITE

Content-Length: O

F13 ACK exanpl e.com -> hone

ACK si p: home@92.0.2.6 SIP/ 2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKx5st
Max- Forwar ds: 70

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conp; t ag=55r dds

Call-1D: 12345600@xanpl e. com

CSeq: 1 ACK

Content-Length: O

F14 ACK Alice -> exanpl e.com

ACK si p: bob@xanpl e.com SI P/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=sr3dds

To: Bob <sip: bob@xanpl e. conp; t ag=55r dds

Call-1D: 12345600@xanpl e. com

Rout e: <si p: proxy. exanpl e. com | r>

CSeq: 1 ACK

Content-Length: O
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3.2. History-Info with Privacy Header Field

This is an exanple of the use of the Privacy header field with a

val ue of "history" added by an intermediary. The internediary
responsi ble for the bil oxi.exanple.comdomain adds a Privacy header
field with a value of "history" indicating that all the Hi story-Info
header field information is anonym zed outside the biloxi.exanple.com
donai n.

Alice atlanta.exanple.com biloxi.exanmple.com Bob Wrk Bob Home

| |
| INVITE F1 |

| | |

| | |

[----mmmmm - >| | | |
| | | | |
| | I N\VI TE F2 | | |
| |- - - >| | |
| | | | |
| | | INVITE F3 | |
| | | == >| |
| | | 302 Move Tenporarily F4 |
| | | <----mmmmmmmmee - | |
| | | ACK F5 | |
| | [-mmmmmm - >| |
| | | |
| | | INVITE F6 | |
| | [=-mmmmmm e >|
| | | 200 F7 | |
| | | <--mmmmmmm e |
| | | |
| | 200 F8 | | |
| | <----mmmmem--- | | |
| | | | |
| 200 F9 | | | |
| <------------ | | | |
| | | | |
| | ACK | | |
R >|
|

Figure 2: Exanple with Privacy Header Fields
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Message Detail s
F1 INVITE Alice -> atl anta. exanpl e. com

I NVI TE si p: bob@i | oxi . exanpl e. com p=x SIP/ 2.0

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9ht4bK4321
Max- Forwards: 70

From Alice <sip:alice@tlanta.exanple.conp;tag=22
To: Bob <si p: bob@i | oxi . exanpl e. con>

Supported: histinfo

Privacy: history

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1
Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F2 INVITE atl anta.exanple.com-> bil oxi.exanple.com

I NVI TE si p: bob@i | oxi . exanpl e. com p=x SIP/2.0

Via: SIP/2.0/ TCP proxy. atl anta. exanpl e. com 5060; branch=z9hG4bKbst 2
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; branch=z9hG4bK4321

Max- Forwar ds: 69

From Alice <sip:alice@tlanta. exanpl e. conp; tag=22

To: Bob <sip: bob@i | oxi . exanpl e. con

Supported: histinfo

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1
Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F3 INVITE biloxi.exanple.com-> Bob Wrk

I NVI TE si p: bob@92.0.1.11 SIP/2.0

Via: SIP/2.0/ TCP proxy. bil oxi.exanple.com 5060; branch=z9h&4bKgs33

Via: SIP/2.0/ TCP proxy. atl anta. exanpl e. com 5060; branch=z9hG4bKbst 2; \
recei ved=192.0.2.3

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK4321

Max- Forwar ds: 68

From Alice <sip:alice@tlanta.exanple.conp;tag=22

To: Bob <sip: bob@i | oxi.exanpl e. con

Privacy: history

Supported: histinfo

Cal |l -1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1

H story-Info: <sip:bob@92.0.1.11>;index=1.1.1;rc=1.1

Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F4 302 Moved Tenporarily Bob Wrk -> bil oxi.exanpl e.com

SIP/ 2.0 302 Moved Tenporarily
Via: SIP/2.0/ TCP proxy. bil oxi.exanpl e.com 5060; branch=z9h&bKgs33; \
recei ved=192. 0. 2. 102

Via: SIP/2. 0/ TCP proxy. atl anta. exanpl e. com 5060; branch=z9hG4bKbst 2; \
recei ved=192.0.2.3

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bK4321

From Alice <sip:alice@tlanta.exanple.conp;tag=22

To: Bob <sip: bob@il oxi.exanpl e. conp; t ag=11

Privacy: history

Supported: histinfo

Cal |l -1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1

H story-Info: <sip:bob@92.0.1.11>;index=1.1.1;rc=1.1

Cont act: Bob Home <si p: bob@92.0. 1. 15>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F5 ACK bil oxi.exanpl e.com -> Bob Wrk

ACK si p: bob@92.0.1.11 SIP/2.0

Via: SIP/2.0/ TCP proxy. bil oxi.exanple.com 5060; branch=z9h&4bKgs33

Via: SIP/2.0/ TCP proxy. atl anta. exanpl e. com 5060; branch=z9hG4bKbst 2; \
recei ved=192.0.2.3

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK4321

Max- Forwar ds: 68

From Alice <sip:alice@tlanta.exanple.conp;tag=22

To: Bob <sip: bob@il oxi.exanpl e. conp; t ag=11

Cal |l -1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 ACK

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F6 INVITE bil oxi.exanple.com-> Bob Hone

I NVI TE si p: bob@92.0.1.15 SIP/2.0
Via: SIP/2.0/ TCP proxy. bil oxi.exanpl e.com 5060; branch=z9hG4bKgs32
Via: SIP/2.0/ TCP proxy. atl anta. exanpl e. com 5060; branch=z9hG4bKbst 2; \
received=192.0.2. 3
Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK4321
Max- Forwar ds: 68
From Alice <sip:alice@tlanta.exanple.conp;tag=22
To: Bob <si p: bob@i | oxi . exanpl e. con>
Privacy: history
Supported: histinfo
Call-1D: 12345600@at | ant a. exanpl e. com
CSeq: 1 INVITE
Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1
Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1
H story-Info: <sip:bob@92.0.1. 11?Reason=SI P¥3Bcause¥3D302>; \
i ndex=1.1.1;rc=1
Hi story-Info: <sip:bob@92.0.1.15>;index=1.1.2
Contact: Alice <sip:alice@92.0.2.3>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F7 200 OK Bob -> bil oxi.exanpl e. com

SIP/2.0 200 &K

Via: SIP/2.0/ TCP proxy. bil oxi.exanpl e.com 5060; branch=z9h&bKgs32; \
recei ved=192. 0. 2. 101

Via: SIP/2. 0/ TCP proxy. atl anta. exanpl e. com 5060; branch=z9hG4bKbst 2; \
recei ved=192.0.2.3

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bK4321

From Alice <sip:alice@tlanta.exanple.conp;tag=22

To: Bob <sip: bob@il oxi.exanpl e. conp; t ag=33

Privacy: history

Supported: histinfo

Cal |l -1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1

H story-Info: <sip:bob@92.0.1. 11?Reason=SI P¥3Bcause¥3D302>; \

index=1.1.1;rc=1

H story-Info: <sip:bob@92.0.1.15>;index=1.1.2;rc=1.1

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F8 200 OK bil oxi.exanple.com-> atl anta. exanpl e. com

SIP/2.0 200 &K

Via: SIP/2.0/ TCP proxy. atl anta. exanpl e. com 5060; br anch=z9hG4bKbst 2; \
recei ved=192.0.2.3

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK4321

From Alice <sip:alice@tlanta.exanple.conp;tag=22

To: Bob <sip: bob@il oxi.exanpl e. conp; t ag=33

Privacy: history

Supported: histinfo

Call -1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:anonynous@nonynous.invalid>;index=1

Hi story-Info: <sip:anonynous@nonynous.invalid>;index=1.1

H story-Info: <sip:anonynmous@nonynous.invalid>;index=1.1.1;rc=1

H story-1nfo: <sip:anonynmous@nonynous.invalid>;index=1.1.2;rc=1.1

Contact: Bob <sip:bob@92.0.1.11>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F9 200 K atl anta.exanple.com-> Alice

SIP/2.0 200 &K

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK4321

From Alice <sip:alice@tl anta. exanpl e. conp; t ag=22

To: Bob <sip: bob@i |l oxi.exanpl e. conp; t ag=33

Privacy: history

Supported: histinfo

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:anonynmous@nonynous.invalid>;index=1

H story-Info: <sip:anonynous@nonynous.invalid>;index=1.1

H story-I1nfo: <sip:anonynous@nonynous.invalid>;index=1.1.1;rc=1
Hi story-Info: <sip:anonynous@nonynous.invalid>;index=1.1.2;rc=1.1
Cont act: Bob <sip: bob@92.0.1. 11>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]
3.3. Privacy for a Specific History-Info Entry

This exanpl e provides a basic call scenario simlar to Section 3.2;
however, due to local policy at sip:biloxi.exanple.com only the
final hi-entry in the History-Info, which is Bob’s local URI
contains a privacy header field with a priv-value of "history", thus
providing Alice with sone informati on about the history of the
request, but anonyni zing Bob’s local URI.
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Alice atl ant a. exanpl e.com bil oxi.exanple.com Bob

| |
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| |
| |
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| | | |
| |  INVITE F2 |
| [EREEEREEEEEREEE > |
| | | |
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|

Figure 3: Exanple with Privacy Header Field for Specific URI

Message Detail s
F1 INVITE Alice -> atl anta. exanpl e. com

I NVI TE si p: bob@i | oxi . exanpl e. com p=x SIP/2.0

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bkK4321
Max- Forwar ds: 70

From Alice <sip:alice@tl anta. exanpl e. conp; t ag=22
To: Bob <sip: bob@i | oxi . exanpl e. conr

Supported: histinfo

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1
Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F2 INVITE atlanta.exanple.com-> bil oxi.exanple.com

I NVI TE si p: bob@i | oxi . exanpl e. com p=x SIP/ 2.0

Via: SIP/2.0/ TCP proxy. atl ant a. exanpl e. com 5060; br anch=z9hG4bKbst 2
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321

Max- Forwar ds: 69

From Alice <sip:alice@tlanta. exanpl e.conp;tag=22

To: Bob <si p: bob@i | oxi . exanpl e. con>

Supported: histinfo

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

H story-I1nfo: <sip:bob@il oxi.exanple.com p=x>;index=1

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1; np=1
Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F3 INVITE bil oxi.exanple.com-> Bob

I NVI TE si p: bob@92.0.1.11 SIP/ 2.0

Via: SIP/2.0/ TCP proxy. bil oxi.exanpl e.com 5060; branch=z9h&X4bKeset

Via: SIP/2.0/ TCP proxy. atlanta. exanpl e. com 5060; branch=z9hG4bKbst 2; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bkK4321

Max- Forwar ds: 68

From Alice <sip:alice@tl anta. exanpl e. conp; t ag=22

To: Bob <sip: bob@i | oxi . exanpl e. conr

Supported: histinfo

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1; np=1

H story-Info: <sip:bob@92.0.1.117?Privacy=history>;index=1.1.1;rc=1.1

Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F4 200 OK Bob -> bil oxi.exanpl e. com

SIP/2.0 200 XK

Via: SIP/2.0/ TCP proxy. bil oxi.exanpl e.com 5060; branch=z9h&bKeset ; \
received=192.0.2.5

Via: SIP/2. 0/ TCP proxy. atl anta. exanpl e. com 5060; branch=z9hG4bKbst 2; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bK4321

From Alice <sip:alice@tlanta.exanple.conp;tag=22

To: Bob <sip: bob@il oxi.exanpl e. conp; t ag=33

Supported: histinfo

Call -1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

Hi story-Info: <sip:bob@il oxi.exanpl e.com p=x>;index=1.1; np=1

H story-Info: <sip:bob@92.0.1.117?Privacy=history>;index=1.1.1;rc=1.1

Cont act: Bob <sip:bob@92.0.1. 11>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F5 200 OK bil oxi.exanpl e.com-> atl anta. exanpl e. com

SIP/2.0 200 &K

Via: SIP/ 2.0/ TCP proxy. atlanta. exanpl e. com 5060; br anch=z9hG4bKbst 2; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bk4321

From Alice <sip:alice@tlanta. exanpl e. conp; tag=22

To: Bob <sip: bob@i |l oxi.exanpl e. conp; t ag=33

Supported: histinfo

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

Hi story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1; np=1

H story-1nfo: <sip:anonynous@nonynous. invalid>;index=1.1.1;rc=1.1

Contact: Bob <sip: bob@92.0.1. 11>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F6 200 OK atl anta.exanple.com-> Alice

SIP/2.0 200 &K

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bk4321

From Alice <sip:alice@tl anta. exanpl e. conp; t ag=22

To: Bob <sip: bob@i |l oxi.exanpl e. conp; t ag=33

Supported: histinfo

Call-1D: 12345600@at | ant a. exanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1

H story-Info: <sip:bob@il oxi.exanple.com p=x>;index=1.1; np=1
H story-1nfo: <sip:anonynous@nonynous. invalid>;index=1.1.1;rc=1.1
Contact: Bob <sip:bob@92.0.1.11>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
3.4, Automatic Call Distribution

This scenario highlights an exanple of an Automatic Call Distribution
service, where the agents are divided into groups based upon the type
of custoners they handle. In this exanple, the Gold custoners are

gi ven higher priority than Silver custoners, so a Gold call would get
serviced even if all the agents servicing the Gold group were busy,
by retargeting the request to the Silver Goup for delivery to an
agent. Upon receipt of the call at the agent assigned to handle the
i ncom ng call, based upon the History-Info header in the nessage, the
application at the agent can provide an indication that this is a
Gold call by extracting the hi-entry associated with the incom ng
request, which is deternined by locating the hi-entry whose index is
reflected in the first hi-entry with a hi-target of "mp". |In the
exanple, this would be the hi-entry referenced by the value of the
first "mp" header field paraneter, i.e., the hi-entry containing an

i ndex of "1". An application can also detern ne how rmany groups from
which the call may have overfl owed before reaching the agent, etc.
and present the information to the agent so that the call can be
handl ed appropriately, i.e., "I'mso sorry for the delay, blah, blah,
bl ah..."

For scenarios whereby calls might overflow fromthe Silver to the
Gold, clearly the alternate group identification, internal routing,
or actual agent that handles the call should not be sent to UAL.
Thus, for this scenario, one would expect that the proxy would not
support the sending of the History-Info in the response, even if
requested by Alice or the proxy could anonym ze the Silver rel ated
hi-entries by adding privacy in the Silver hi-entries.
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As with the other exanples, this is not a conplete prescription of
how one would do this type of service but an exanple of a subset of
processing that might be associated with such a service. In
addition, this exanple does not address any aspects of agent
availability resulting in the call being sent to an agent in another
group, which nmight also be done via a SIP interface.

Alice exanpl e. com ol d Silver Agent

I
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I

I

I

I
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| ACK F9 |
| oo >|

Figure 4: Exanple for Automatic Call Distribution
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Message Detail s
F1 INVITE Alice -> exanpl e.com

I NVI TE si p: Gol d@xanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK42t 2
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=1235

To: Cold Menber Assistance <sip: GCol d@xanpl e. cons
Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip: Gol d@xanpl e. conp; i ndex=1
Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F2 I NVI TE exanpl e.com -> Gol d. exanpl e. com

I NVI TE si p: Gol d@yol d. exanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK12s4
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=1235

To: CGold Menber Assistance <sip: Gol d@xanpl e. conr
Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:Col d@xanpl e. conp; i ndex=1

H story-Info: <sip: Gold@ol d. exanpl e. conp; rc=1;index=1.1
Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Cont ent -Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F3 302 Moved Tenporarily Col d. exanpl e. com -> exanpl e. com

SIP/ 2.0 302 Moved Tenporarily

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK12s4; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=1235

To: Cold Menber Assistance <sip: Col d@xanpl e. con; t ag=kkaz-

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip: Gol d@xanpl e. conP; i ndex=1

H story-Info: <sip: Gol d@ol d. exanpl e. conP; rc=1;index=1.1

Cont act: <sip: Silver @xanpl e. conr; np=1

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F4 I NVI TE exanpl e.com -> Silver. exanpl e. com

I NVI TE sip: Sil ver @xanple.com SIP/2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK45q2

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=1235

To: CGold Menber Assistance <sip: Gol d@xanpl e. conr

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:Col d@xanpl e. conp; i ndex=1

Hi story-Info: <sip: Col d@ol d. exanpl e. con?Reason=SI P¥8Bcause%3D302>; \
rc=1;index=1.1

H story-Info: <sip:Silver@xanpl e. conp; i ndex=1. 2; np=1

H story-Info: <sip:Silver@ilver.exanple.conp;index=1.2.1;rc=1.2

Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

Barnes, et al. I nf or mat i onal [ Page 23]



RFC 7131 Hi story-Info Call Flows March 2014

F5 INVITE Silver.exanple.com-> Agent

INVITE sip:Silver@92.0.2.7 SIP/2.0

Via: SIP/2.0/TCP sil ver. exanpl e. com 5060; br anch=z9hG4bKer xs

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK45qg2; \

recei ved=192. 0. 2. 101

Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK42t 2

Max- Forwar ds: 68

From Alice <sip:alice@xanple.conp;tag=1235

To: CGold Menber Assistance <sip: Gol d@xanpl e. conr

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip: Col d@xanpl e. conp; i ndex=1

Hi story-Info: <sip: Col d@ol d. exanpl e. con?Reason=SI P¥8Bcause%3D302>; \
rc=1;index=1.1

H story-Info: <sip:Silver@xanpl e. conp; i ndex=1. 2; np=1

H story-Info: <sip:Silver@ilver.exanple.conp;index=1.2.1;rc=1.2

H story-Info: <sip:Silver@92.0.2.7>index=1.2.1.1;rc=1.2.1

Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F6 200 OK Agent -> Silver. exanpl e.com

SIP/2.0 200 &K

Via: SIP/2.0/TCP sil ver. exanpl e. com 5060; br anch=z9hG4bKer xs; \
recei ved=192.0.2.5

Via: SIP/2. 0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK45q2; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=1235

To: Gold Menber Assistance <sip: Gol d@xanpl e. conp; t ag=2325

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip: Col d@xanpl e. conp; i ndex=1

Hi story-Info: <sip: Col d@ol d. exanpl e. con?Reason=SI P¥8Bcause%3D302>; \
rc=1;index=1.1

H story-Info: <sip:Silver@xanpl e. conp; i ndex=1. 2; np=1

H story-Info: <sip:Silver@ilver.exanple.conp;index=1.2.1;rc=1.2

H story-Info: <sip:Silver@92.0.2.7>index=1.2.1.1;rc=1.2.1

Contact: Agent <sip:Silver@92.0.2.7>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F7 200 CK Sil ver. exanpl e.com -> exanpl e. com

SIP/2.0 200 K

Via: SIP/2. 0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK45q2; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192. 0. 2. 3: 5060; branch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=1235

To: Gold Menber Assistance <sip: Gol d@xanpl e. conp; t ag=2325

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:Col d@xanpl e. conp; i ndex=1

Hi story-Info: <sip: Col d@ol d. exanpl e. con?Reason=SI P¥8Bcause%3D302>; \
rc=1;index=1.1

H story-Info: <sip:Silver@xanpl e. conp; i ndex=1. 2; np=1

H story-Info: <sip:Silver@ilver.exanple.conp;index=1.2.1;rc=1.2

Hi story-Info: <sip:Silver@92.0.2.7>index=1.2.1.1;rc=1.2.1

Contact: Agent <sip:Silver@92.0.2. 7>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F8 200 K exanple.com-> Alice

SIP/2.0 200 XK

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=1235

To: Gold Menber Assistance <sip: Gol d@xanpl e. conp; t ag=2325

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:Gol d@xanpl e. conp; i ndex=1

H story-Info: <sip:Gol d@ol d. exanpl e. conPReason=SI P¥8Bcause¥3D302>; \
rc=1;index=1.1

H story-Info: <sip:Silver@xanpl e. conp;index=1. 2; np=1

H story-Info: <sip:Silver@ilver.exanple.conp;index=1.2.1;rc=1.2

H story-Info: <sip:Silver@92.0.2.7> index=1.2.1.1;rc=1.2.1

Cont act: Agent <sip:Silver@92.0.2.7>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F9 ACK Alice -> Agent

ACK sip:Silver@92.0.2.7 SIP/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9h&4bK42t 3
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=1235

To: Gold Menber Assistance <sip: Gol d@xanpl e. conp; t ag=2325
Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 ACK

Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

[ SDP Not Shown]
The first hi-entry with the "np" header field parameter contains an
"np" header field paraneter value of 1, which points to the original-

target, which allows the operator to identify that the call was from
the Gol d custoner.
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3.5. Determining the Alias Used

SIP UAs are associated with an AOR It is possible for a single UA
to actually have multiple AORs associated with it. One conmon usage
for this is aliases. For exanple, a user m ght have an ACR of

si p: j ohn@xanpl e. com but al so have the AORs

si p:john. snmt h@xanpl e.com and si p:jsmth@xanple.com Rather than
regi stering agai nst each of these AORs individually, the user would
regi ster against just one of them and the honme proxy would
automatically accept inconming calls for any of the aliases, treating
themidentically and ultimately forwarding themtowards the UA. This
is common practice in the IP Miultinmedia Subsystem (I MS), where it is
called "inplicit registration" and each alias is called a "public
user identity (PUD)".

It is a common requirement for a User Agent Server (UAS), on receipt
of a call, to know which of its aliases was used to reach it. This
know edge can be used to choose ringtones to play, determ ne call
treatment, and so on. For exanple, a user might give out one alias
to friends and famly only, resulting in a special ring that alerts
the user to the inportance of the call.

The following call flow and exanpl e nessages show how Hi story-Info
can be used to find out the alias used to reach the callee. The
alias for the call is determined by hi-entry with the index that
mat ches the value of the last hi-entry with an "rc" header field
paraneter in the Request received.

Alice exanpl e. com John
| | REG STER F1 |
| | <o |
| | 200 K F2 |
| | >|
| INVITE F3 | |
R RREEEREE >| |
| | INVITE F4 |
| | o >|

* Rest of flow not shown *

Figure 5: Alias Exanple
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Message Detail s
F1 REAQ STER John -> exanpl e.com

REAQ STER si p: exanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP 192.0. 2. 1; branch=z9hG4bKnashds?7
Max- Forwards: 70

From John <si p:john@xanpl e. conp; t ag=a73kszl f
To: John <sip:john@xanpl e. conr

Supported: histinfo

Cal |l -1 D: 1j 9FpLxk3uxt nBt n@92.0.2.1

CSeq: 1 REG STER

Contact: <sip:john@92.0.2.1>

Content-Length: O

F2 200 K exanpl e. com -> John

SIP/2.0 200 &K

Via: SIP/2.0/ TCP 192.0. 2. 1; branch=z9h&4bKnashds7
From John <si p:john@xanpl e. conp; t ag=a73kszl f |
To: John <sip:john@xanpl e. conp; t ag=d2dst ee2

Cal |l -1 D: 1j 9FpLxk3uxt nBt n@92.0.2.1

CSeq: 1 REG STER

Contact: <sip:john@?92.0. 2. 1>; expi res=3600
Content-Length: O

F3 INVITE Alice -> exanple.com

I NVI TE si p:john.smith@xanpl e.com SIP/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=a73kszl fl
To: John <sip:john.smth@xanpl e. conr

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:john.snith@xanple.conp;index=1
Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content -Lengt h: <appropri ate val ue>

[ SDP Not Shown]

Barnes, et al. I nf or mat i onal [ Page 28]



RFC 7131 Hi story-Info Call Flows March 2014

F4 1 NVI TE exanpl e. com -> John

I NVI TE sip:john@92.0.2.1 SIP/2.0

Via: SIP/2.0/ TCP proxy.exanpl e. com 5060; branch=z9hG4bK12s4
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2
Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=a73kszl fl
To: John <sip:john. snith@xanpl e. conk

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

H story-Info: <sip:john.snith@xanpl e.conk;index=1
H story-Info: <sip:john@92.0.2.1>;index=1.1;rc=1
Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

The last hi-entry with the "rc" header field paraneter references the
source of retargeting pointing at the alias AOR which in the exanple
is "john.smth@xanpl e. cont.

3.6. PBX Voicenail Exanple

A typical use case for voicemail is one whereby the original called
party is not reachable and the call arrives at a voicemail system

In sone cases, multiple alternate destinations nay be tried w thout
success. The voicemail systemtypically requires the original called
party infornmation to determ ne the appropriate mail box so an
appropriate greeting can be provided and the appropriate party
notified of the message.

In this exanple, Alice calls Bob, whose SIP client is forwarded to

Carol. Carol does not answer the call; thus, it is forwarded to a VM
(voicenmil) server (VMS). |n order to deternine the appropriate
mai | box to use for this call, the VM5 needs the original target for

the request. The original target is determ ned by finding the first
hi-entry tagged with "rc" or "np" and using the hi-entry referenced
by the index of "rc" or "np" header field paraneter as the target for
determning the appropriate mailbox. This hi-entry is used to
popul ate the "target" URI paraneter as defined in [RFC4458]. The
reason associated with the first hi-entry tagged with "rc" or "np
(i.e., 302) could be used to provide a custonized voicemail greeting
and is used to populate the "cause" UR paranmeter as defined in

[ RFC4458]. Note that some VMss nmay al so (or instead) use the
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infornmation available in the H story-I1nfo headers for custom handling
of the VM based on how and why the call arrived at the VM5

Furthermore, it is the proxy forwarding the call to the VM5 that
determ nes the target of the voicenmail; it is the proxy that sets the
target of voicenmil, which is also the entity that utilizes [RFC7044]
to find the target that is usually based on local policy installed by
the user or an administrator

Alice exanpl e. com Bob Car ol VM
| INVITE F1 | | |
|- >| | |
| INVITE F2 | |
[EEEEEEEEEEEES > |
o | |
100 Trying | |
S R | 302 Moved Tenporarily F3
SRRREEE TR | |
| | |
| ACK | |
EEEEEEEEEEEES * |
| INVITE F4 |
[ oo >|
| |
| |
| < |
o | | |
180 Ringing | | |
SSREETEEEREREE | | |
| , | |
| (timeout) |
| | |
| TNVITE F6 |
I >
| | |
| 200 K F7
R P EEEEEEEEES |
200 K | | | |
SRR R | | | |
| | | |
ACK |
| >

Figure 6: Enterprise Voicemail Exanple
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Message Detail s
F1 INVITE Alice -> exanple.com

I NVI TE si p: bob@xanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP 192.0. 2. 3:5060; branch=z9hAbK42t 2
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=kkaz-
To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanple.conp;index=1
Contact: Alice <sip:alice@?92.0.2. 3>
Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F2 | NVI TE exanpl e.com -> Bob

I NVI TE si p: bob@92.0.2.5 SIP/2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK12s4
Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9ht4bK42t 2
Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanple.conp;index=1

H story-Info: <sip:bob@?92.0.2.5>;index=1.1;rc=1
Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

[ SDP Not Shown]
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F3 302 Moved Tenporarily Bob -> exanpl e. com

SIP/ 2.0 302 Moved Tenporarily

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK12s4; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: Bob <sip: bob@xanpl e. conP; t ag=2g22d- | nf

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanpl e.conp;index=1

H story-Info: <sip:bob@92.0.2.5>;index=1.1;rc=1

Cont act: <si p: carol @xanpl e. conp; np=1

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F4 I NVI TE exanpl e.com -> Car ol

I NVI TE sip:carol @92.0.2.4 SIP/ 2.0
Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK4522
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2
Max- Forwar ds: 69
From Alice <sip:alice@xanple.conp;tag=kkaz-
To: Bob <sip: bob@xanpl e. conp
Supported: histinfo
Call-1D: 12345600@xanpl e. com
CSeq: 1 INVITE
Hi story-Info: <sip:bob@xanpl e. conr; i ndex=1
H story-Info: <sip:bob@?92.0.2. 5?Reason=S| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1
H story-Info: <sip:carol @xanpl e. com cause=480>; i ndex=1. 2; np=1
H story-Info: <sip:carol @92.0. 2. 4; cause=480>; i ndex=1.2.1;rc=1.2
Contact: Alice <sip:alice@92.0.2.3>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F5 180 Ringing Carol -> exanple.com

SIP/2.0 180 Ri nging
Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK4522; \
recei ved=192. 0. 2. 101
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2
From Alice <sip:alice@xanple.conp;tag=kkaz-
To: Bob <sip: bob@xanpl e. conP; t ag=set ss3x
Supported: histinfo
Call-1D: 12345600@xanpl e. com
CSeq: 1 INVITE
H story-Info: <sip:bob@xanpl e.conp;index=1
H story-Info: <sip:bob@?92.0.2. 5?Reason=S| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1
H story-Info: <sip:carol @xanpl e. com cause=480>; i ndex=1. 2; np=1
H story-Info: <sip:carol @92.0. 2. 4; cause=480>; i ndex=1.2.1;rc=1.2
Cont act: <sip:carol @92.0. 2. 4>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F6 I NVI TE exanpl e. com -> VM

I NVI TE si p: vm@l92. 0. 2. 6; t ar get =si p: bob%l0exanpl e. com cause=480\
SIP/2.0
Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK4523
Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK42t 2
Max- Forwar ds: 69
From Alice <sip:alice@xanple.conp;tag=kkaz-
To: Bob <si p: bob@xanpl e. con»
Supported: histinfo
Call-1D: 12345600@xanpl e. com
CSeq: 1 INVITE
H story-Info: <sip:bob@xanple.conp;index=1
Hi story-Info: <sip:bob@92.0.2. 5?Reason=SI P¥8Bcause%3D302>; \
i ndex=1.1;rc=1
H story-Info: <sip:carol @xanpl e. com cause=480?Reason=S| P¥3Bcause¥%3D\
408>; i ndex=1. 2; np=1
Hi story-Info: <sip:carol @92.0. 2. 4; cause=480?Reason=S| P¥8Bcause¥%3D\
408>; i ndex=1.2.1;rc=1. 2
Hi story-Info: <sip:vma@xanple.con\
t ar get =si p: bob%l0exanpl e. com cause=480>; \
i ndex=1. 3; np=1
H story-Info: <sip:vma92.0.2.6;\
t ar get =si p: bob%l0exanpl e. com cause=480>; \
i ndex=1.3.1;rc=1.3
Contact: Alice <sip:alice@?92.0.2. 3>
Cont ent - Type: application/sdp
Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F7 200 OK VM -> exanpl e. com

SIP/2.0 200 &K
Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK4523; \
recei ved=192. 0. 2. 101
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2
From Alice <sip:alice@xanple.conp;tag=kkaz-
To: Bob <sip: bob@xanpl e. conr; t ag=3dweggs
Supported: histinfo
Call-1D: 12345600@xanpl e. com
CSeq: 1 INVITE
H story-Info: <sip:bob@xanpl e.conp;index=1
H story-Info: <sip:bob@?92.0.2. 5?Reason=S| P¥8Bcause¥3D302>; \
i ndex=1.1;rc=1
Hi story-Info: <sip:carol @xanpl e. com cause=480?Reason=S| P¥38Bcause¥%3D\
408>; i ndex=1. 2; np=1
H story-Info: <sip:carol @92.0. 2. 4; cause=480?Reason=S| P¥38Bcause¥%3D\
408>; i ndex=1.2.1;rc=1.2
H story-Info: <sip:vm@xanple.com\
t ar get =si p: bob%l0exanpl e. com cause=480>; \
i ndex=1. 3; np=1
H story-Info: <sip:vma92.0.2.6;\
t ar get =si p: bob%l0exanpl e. com cause=480>; \
i ndex=1.3.1;rc=1.3
Contact: <sip:vma92.0.2. 6>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

The VM5 can | ook at the last hi-entry and find the target of the
mai | box by | ooking at the URI entry in the "target" URl paranmeter in
the hi-entry.

3.7. Consuner Voicemail Exanple

In the case of a consuner, when the call is retargeted, it is usually
to anot her admi nistrative donmain. The voicemail systemin these
environnents typically requires the last-called-party information to
determ ne the appropriate mail box so an appropriate greeting can be
provi ded and the appropriate party notified of the nessage.

In this exanple, Alice calls Bob, but Bob has tenporarily forwarded
his phone to Carol (she is his wife). Carol does not answer the
call; thus, it is forwarded to a VM5. In order to determ ne the
appropriate mail box to use for this call, the VM5 needs the
appropriate target for the request. The last target is determ ned by
finding the hi-entry referenced by the index of last hi-entry tagged
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with "np" for deternining the appropriate nmailbox. This hi-entry is
used to populate the "target" URI paraneter as defined in [ RFC4458].
Note that sonme VMSs may al so (or instead) use the infornmation
available in the H story-Info headers for custom handling of the VM
internms of how and why the called arrived at the VM5

Alice exanpl e. com Bob Car ol VM

| INVITE F1 | | |

|- > | |
| INVITE F2 |

EEREEEEEEEEES > |

] | |

100 Trying | |

S R | 302 Moved Tenporarily F3

| <o | |

I I I

I ACK I I

[EEEEEEETEEEES g |
| INVITE F4 |

|- >

I

I

I I
180 Ri ngi ng | |
DERRREEEEEEREE | | |
| o |
| (tineout) |
I I I
| ITNVITE F6 |
I >
I I I
| 200 K F7
| <-mmmmm e I
200 & I I I I
SSRERTEEERERES | | | |
I I I I
ACK |
| >

Fi gure 7: Consuner Voicenail Exanple
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Message Detail s
F1 INVITE Alice -> exanpl e.com

I NVI TE si p: bob@xanpl e.com SIP/ 2.0

Via: SIP/2.0/TCP 192.0. 2. 3:5060; branch=z9hAbK42t 2
Max- Forwards: 70

From Alice <sip:alice@xanple.conp;tag=kkaz-
To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanple.conp;index=1
Contact: Alice <sip:alice@?92.0.2. 3>
Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

F2 | NVI TE exanpl e.com -> Bob

I NVI TE si p: bob@92.0.2.5 SIP/2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK12s4
Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9ht4bK42t 2
Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanple.conp;index=1

H story-Info: <sip:bob@?92.0.2.5>;index=1.1;rc=1
Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropri ate val ue>

[ SDP Not Shown]
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F3 302 Moved Tenporarily Bob -> exanpl e. com

SIP/ 2.0 302 Moved Tenporarily

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK12s4; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: Bob <si p: bob@xanpl e. conp; t ag=224l s3s-t

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanpl e.conp;index=1

H story-Info: <sip:bob@92.0.2.5>;index=1.1;rc=1

Cont act: <si p: carol @xanpl e. conp; np=1

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F4 I NVI TE exanpl e.com -> Car ol

I NVI TE sip:carol @92.0.2.4 SIP/ 2.0

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK24s5

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: Bob <sip: bob@xanpl e. conp

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story-Info: <sip:bob@xanpl e. conr; i ndex=1

Hi story-Info: <sip:bob@92.0.2. 5?Reason=SI P¥3Bcause%3D302\
¥3Bt ext ¥8DYR2Moved¥20Tenpor ari | yy@2>\
;index=1.1;rc=1

H story-1nfo: <sip:carol @xanpl e. conp; i ndex=1. 2; np=1

H story-Info: <sip:carol @92.0.2.4>;index=1.2.1;rc=1.2

Contact: Alice <sip:alice@?92.0.2. 3>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F5 180 Ringing Carol -> exanple.com

SIP/2.0 180 Ri nging
Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bK24s5; \
recei ved=192. 0. 2. 101

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: Bob <sip: bob@xanpl e. conP; t ag=set ss3x

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanpl e.conp;index=1

H story-Info: <sip:bob@92.0.2. 5?Reason=SI| P¥8Bcause%3D302\
98Bt ext ¥8DYR2Moved%20Tenpor ari | yy22>; \
i ndex=1.1;rc=1

H story-1nfo: <sip:carol @xanpl e. conp; i ndex=1. 2; np=1

H story-Info: <sip:carol @92.0.2.4>;index=1.2.1;rc=1.2

Cont act: <sip:carol @92.0. 2. 4>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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I NVI TE si p: vm@l92. 0. 2. 6; t ar get =si p: car ol %0exanpl e.com SIP/ 2.0
Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKbbg4
Via: SIP/2.0/TCP 192.0. 2. 3: 5060; br anch=z9h4bK42t 2

Max- For war ds:

69

From Alice <sip:alice@xanple.conp;tag=kkaz-
To: Bob <si p: bob@xanpl e. con»

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Hi story- I nfo:
Hi story- I nfo:
H story- I nfo:
Hi story- I nfo:
Hi story-Info:

H story- I nfo:

<si p: bob@xanpl e. con®; i ndex=1

<si p: bob@92. 0. 2. 5?Reason=SI| P¥8Bcause%3D302\
98Bt ext ¥8DYR2Moved%20Tenpor ari | yy22>; \

i ndex=1.1;rc=1

<si p: car ol @xanpl e. conp; \

i ndex=1. 2; np=1

<si p: carol @92. 0. 2. 4?Reason=S| P¥8Bcause¥3D408>; \

i ndex=1.2.1;rc=1.2

<si p: vm@xanpl e. com t ar get =si p: car ol %l0exanpl e. con \

cause=408>; i ndex=1. 2. 2; np=1. 2

<si p:vmal92. 0. 2. 5; t ar get =si p: car ol %0exanpl e. com \

cause=408>;index=1.2.2.1;rc=1.2.2

Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type:

application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F7 200 OK VM -> exanpl e. com

SIP/2.0 200 &K

Via: SIP/2.0/ TCP proxy.exanpl e.com 5060; branch=z9hG4bKbbg4

Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: Bob <sip: bob@xanpl e. conP; t ag=3dweggs

Supported: histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: <sip:bob@xanpl e. conp; i ndex=1

Hi story-Info: <sip:bob@92.0.2. 5?Reason=SI| P¥8Bcause%3D302\
¥38Bt ext ¥8DYR2Moved¥R0Tenpor ari | yo@2>;\
i ndex=1.1;rc=1

Hi story-Info: <sip:carol @xanpl e. conp;\
i ndex=1. 2; np=1

H story-Info: <sip:carol @92. 0. 2. 4?Reason=S| P¥8Bcause%3D408>; \
i ndex=1.2.1;rc=1.2

H story-Info: <sip:vm@@xanpl e.comtarget=sip:carol %0exanpl e. com \
cause=408>; i ndex=1. 2. 2; np=1. 2

Hi story-Info: <sip:vm@92.0.2.5;target=sip:carol %0exanpl e. cony\
cause=408>;index=1.2.2.1;rc=1.2.2

Cont act: <sip:carol @92.0. 2. 5>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

The VM5 can | ook at the last hi-entry and find the target of the
mai | box by | ooking for the "target” URI paraneter in the hi-entry and
the reason by the "cause" URI paraneter in the sane hi-entry.

3.8. GRW

A variation on the problemin Section 3.5 occurs with 3 obally

Rout abl e User Agent URI (CRUU) [RFC5627]. A GRUU is a URI assigned
to a UA instance that has nmany of the sane properties as the ACR but
causes requests to be routed only to that specific instance. It is
desirable for a UA to know whether it was reached because a
correspondent sent a request to its GRUU or to its AOR  This can be
used to drive differing authorization policies on whether the request
shoul d be accepted or rejected, for exanple. However, like the AOR
itself, the GRUUis lost in translation at the hone proxy. Thus, the
UAS cannot know whether it was contacted via the GRUU or its AOR
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The following call flow and exanpl e nessages show how Hi story-Info
can be used to find out the GRUU used to reach the call ee.

While a GRUU is conprised of an AORwith a URl paraneter, as defined
in [RFC5627], the GRUU construct itself is not an AOCR  Thus, the
retargeting of a request based on a GRUU does not result in the
addition of an "rc" header field paraneter to the hi-entry containing
the CRUU. The lack of an "rc" header field paraneter in the hi-
entries can be a hint that the source of retargeting is a GRUU.
However, to ensure this is the case, the UAS needs to search for a
"gr" paraneter in the hi-entry prior to the last hi-entry. |If there
is a GRUJ the URI will always be prior to the last hi-entry as the
CGRUU does not allow nultiple instance to be nmapped to a contact

addr ess.
Alice exanpl e. com John
| | REG STER F1 |
| | <o |
| | 200 OK F2 |
| R R RREEEEE >
| INVITE F3 | |
|- > |
| | INVITE F4 |
| oo >

* Rest of flow not shown *

Fi gure 8: GRUU Exanpl e

Message Details
F1 REQ STER John -> exanpl e.com

REAQ STER si p: exanpl e.com SIP/ 2.0

Via: SIP/2.0/UDP 192.0. 2. 1; branch=z9hG4bKnashds7

Max- Forwards: 70

From John <sip: John@xanpl e. conp; t ag=a73kszl fl

Supported: gruu

To: John <sip:john@xanpl e. conr

Call-1D: 1j 9FpLxk3uxt nBt n@92.0.2.1

CSeq: 1 REd STER

Contact: <sip:john@?92.0.2.1>; +sip.instance=\
<ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>

Content-Length: O

[ SDP Not Shown]
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F2 200 K exanpl e. com -> John

SIP/2.0 200 &K
Via: SIP/2.0/ TCP 192.0. 2. 1; branch=z9hGibKnashds7
From John <sip:john@xanpl e. conp; t ag=a73kszl fl
To: John <si p:john@xanpl e. con®t ;tag=b88sn
Call-1D: 1j 9FpLxk3uxt mBt n@92.0.2.1
CSeq: 1 REQ STER
Contact: <sip:john@92.0.2.1>;\
pub- gruu="si p: j ohn@xanpl e. conm \
gr =ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6" ; \
t enp- gr uu=\
"sip:tgruu. 7Ths==j d7vnzga5wrf aj sc7- aj d6f abz0f 8g5@xanpl e. com \
gr"; +sip.instance=\
"<urn: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>"; \
expi res=3600
Content-Length: O

[ SDP Not Shown]

Assum ng Alice has know edge of a GRUU either through
prior communi cation or through other means such as presence
pl aces a call to John's GRUW

F3 INVITE Alice -> exanpl e.com

I NVI TE si p: j ohn@xanpl e. cong \
gr =ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6 SI P/ 2.0
Via: SIP/2.0/TCP 192.0.2.3:5060; branch=z9h4bK42t 2
Max- Forwards: 70
From Alice <sip:alice@xanple.conp;tag=kkaz-
To: <sip:john@xanpl e.com\
gr =ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>
Supported: gruu, histinfo
Call-1D: 12345600@xanpl e. com
CSeq: 1 INVITE
H story-1nfo: <sip:john@xanple.com\
gr=ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>; i ndex=1
Contact: Alice <sip:alice@?92.0.2. 3>
Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F4 1 NVI TE exanpl e. com -> John

I N\VI TE sip:john@92.0.2.1 SIP/2.0
Via: SIP/2.0/ TCP proxy.exanpl e. com 5060; branch=z9hG4bK12s4
Via: SIP/2.0/ TCP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2
Max- Forwar ds: 69
From Alice <sip:alice@xanple.conp;tag=kkaz-
To: <sip:john@xanpl e.com\
gr =ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>
Supported: gruu, histinfo
Call-1D: 12345600@xanpl e. com
CSeq: 1 INVITE
Recor d- Rout e: <si p: proxy. exanpl e.com | r>
Hi story-Info: <sip:john@xanple.com\
gr =ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>; i ndex=1
H story-Info: <sip:john@92.0.2.1>;index=1.1;rc=1
Contact: Alice <sip:alice@92.0.2.3>
Cont ent - Type: application/sdp
Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]

By analyzing the entry referenced by the entry with the last "rc"
one can realize that the URI used to reach the device was GRUU by
finding the "gr" paraneter.

3.9. Linmted-Use Address

A limted-use address is a SIP URI that is mnted on-denmand, and
passed out to a small nunber (usually one) of renote correspondents.
Inconming calls targeted to that |inmted-use address are accepted as
long as the UA still desires comunications fromthe renote target.
Shoul d they no | onger wi sh to be bothered by that renote
correspondent, the URI is invalidated so that future requests
targeted to it are rejected.

Li m ted-use addresses are used in battling voice spam[RFC5039]. The
easiest way to provide themwould be for a UAto be able to take its
AOR and "nmint" a limted-use address by appendi ng additiona
paraneters to the URI. It could then give out the URI to a
particul ar correspondent and renenber that URI locally. Wen an
incoming call arrives, the UAS woul d exanine the paraneter in the UR
and determ ne whether or not the call should be accepted.
Alternatively, the UA could push authorization rules into the
network, so that it need not even see inconming requests that are to
be rejected.
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Thi s approach, especially when executed on the UA, requires that
paraneters attached to the AOR, but not used by the hone proxy in
processing the request, survive the translation at the hone proxy and
be presented to the UA. This will not be the case with the logic in
RFC 3261, since the Request-URl is replaced by the registered
contact, and any such paraneters are |ost.

Using the History-Info, John’'s UA can easily see if the call was
addressed to its AOR, GRUU, or a tenp-GRUU and treat the call
accordingly by looking for a "gr" tag in the hi-entry prior to the
| ast hi-entry.

Alice exanpl e. com John
| | REGQ STER F1 |
| | <o |
| | 200 K F2 |
| |- >
| INVITE F3 | |
R R REETEE > |
| | INVITE F4 |
| oo >

* Rest of flow not shown *

Figure 9: Limted-Use Address Exanpl e

Message Detail s
F1 REQ STER John -> exanpl e.com

REQ STER si p: exanpl e.com SIP/ 2.0
Via: SIP/2.0/UDP 192.0. 2. 1; branch=z9h&4bKnashds?7
Max- Forwards: 70
From John <sip: John@xanpl e. conp; t ag=a73kszl fl
Supported: gruu
To: John <si p:john@xanpl e. conp
Call-1D: 1j 9FpLxk3uxt mBt n@92.0.2.1
CSeq: 1 REQ STER
Contact: <sip:john@92.0.2.1>;\
+si p. i nstance="<ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>"
Content-Length: O
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F2 200 K exanpl e. com -> John

SIP/2.0 200 &K

Via: SIP/2.0/UDP 192.0. 2. 1; branch=z9hG4bKnashds7

From John <sip:john@xanpl e. conp; t ag=a73kszl fl

To: John <si p:john@xanpl e. con®t ;tag=b88sn

Call-1D: 1j 9FpLxk3uxt mBt n@92.0.2.1

CSeq: 1 REQ STER

Contact: <sip:john@92.0.2.1>;\
pub- gruu="si p: j ohn@xanpl e. conm \
gr =ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6" ; \
t enp- gr uu=\
"si p:tgruu. 7hs==j d7vnzga5wrf aj sc7- aj déf abz0f 8g5@xanpl e. com gr"; \
+si p. i nstance="<urn: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6>"; \
expi res=3600

Content-Length: O

Assum ng Alice has know edge of a tenp-CGRUU, she places a
call to the tenp- GRUU.

F3 INVITE Alice -> exanpl e.com

I NVI TE si p:tgruu. 7Ths==j d7vnzgabw/f aj sc7- aj d6f abz0f 8g5@xanpl e. com \
gr SIP/2.0

Via: SIP/2.0/UDP 192.0. 2. 3: 5060; branch=z9hG4bK42t 2

Max- Forwar ds: 70

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: <sip:tgruu. 7Ths==j d7vnzga5w/f aj sc7- aj d6f abz0f 8g5@xanpl e. com
» gr>

Supported: gruu, histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

H story-Info: \

<si p:tgruu. 7hs==j d7vnzga5wrf aj sc7- aj déf abz0f 8g5@xanpl e. com gr >\
;i ndex=1

Contact: Alice <sip:alice@92.0.2.3>

Content-Lengt h: <appropriate val ue>
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F4 1 NVI TE exanpl e. com -> John

I NVI TE sip:john@92.0.2.1 SIP/2.0

Via: SIP/2.0/UDP proxy.exanpl e.com 5060; branch=z9hG4bK12s4

Via: SIP/2.0/UDP 192.0. 2. 3: 5060; br anch=z9hG4bK42t 2

Max- Forwar ds: 69

From Alice <sip:alice@xanple.conp;tag=kkaz-

To: <sip:tgruu. 7Ths==j d7vnzgabwrf aj sc7- aj d6f abz0f 8g5@xanpl e. com
;gr>

Supported: gruu, histinfo

Call-1D: 12345600@xanpl e. com

CSeq: 1 INVITE

Recor d- Rout e: <si p: proxy. exanpl e.com | r>

Hi story-Info: \
<si p:tgruu. 7hs==j d7vnzga5wrf aj sc7- aj d6f abz0f 8g5@xanpl e. com gr >\
;1 ndex=1

H story-Info: <sip:john@92.0.2.1>;index=1.1;rc=1

Contact: Alice <sip:alice@92.0.2.3>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

By analyzing the entry referenced by the entry with the last "rc"
one can realize that the URI used to reach the device was GRUU by
finding the "gr" paraneter.

3.10. Service |Invocation

Several SIP specifications have been devel oped that make use of
complex URIs to address services within the network rather than
subscribers. The URIs are conpl ex because they contai n numerous
paraneters that control the behavior of the service. Exanples of
this include the specification that first introduced the concept,
[ RFC3087], control of network announcenents and Interactive Voice
Response (IVR) with SIP URI [RFC4240], and control of voicemail
access with SIP URI [RFC4458].

A common problemwi th all of these nmechanisns is that once a proxy
has decided to rewite the Request-URl to point to the service, it
cannot be sure that the Request-URl will not be destroyed by a
downstream proxy that decides to forward the request in sone way, and
does so by rewiting the Request-URl.

Section 3.6 shows how History-Info can be used to i nvoke a service.
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3.11. Toll-Free Nunber

Tol | -free nunmbers, also known in the United States as 800 or 8xx
nunbers, are tel ephone nunbers that are free for users to call.

In the tel ephone network, toll-free nunbers are just aliases to
actual nunbers that are used for routing of the call. |In order to
process the call in the PSTN, a switch will performa query (using a
protocol called Transaction Capabilities Application Part (TCAP)),
which will return either a phone nunber or the identity of a carrier
whi ch can handl e the call.

There has been recent work on allowi ng such PSTN transl ation services
to be accessed by SIP proxy servers through | P querying mechani sns.
For exanple, ENUM [ RFC6117] has al ready been proposed as a mechani sm
for performng Nunber Portability (NP) queries [RFC4769]. Using it
for 8xx nunber translations is a |ogical next step

The new target fromtranslating the 8xx nunber may be in the PSTN or
inthe SIP network. |If the newtarget is an entity in the PSTN, the
proper treatnment in the PSTN (and in particular, correct
reconciliation of billing records) requires that the call be marked
with both the originating nunber (8xx number) and the new target
nunber, H story-info would cone in play here to assure original 8xx
nunmber is not |ost.

Al t hough not required to have both the originating nunber (8xx
nunber) and the new target in the SIP network, an enterprise or user
who utilize the 8xx service can benefit by know ng whether the cal
came in via an 8xx nunber in order to treat the call differently (for
exanple, to play a special announcenent), but if the origina
Request-URI is lost through translation, there is no way to tell if
the call came in via 8xx nunber. History-Info again would cone in

pl ay here.

Simlar problens arise with other "special" nunbers and services used
in the PSTN, such as operator services, pay/premnm um nunbers (9xx
nunbers in the United States), and short service codes such as 311

To find the service nunber, the UAS can extract the hi-entry whose

i ndex matches the value of the first hi-entry with an "nmp" tag.
Technically, the call can be forwarded to these "special" nunbers
from non-speci al nunbers; however, that is uncomobn based on the way
t hese services authorize translations.

This exanple call flow shows a UAC t hat does not support History-
I nfo.
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Alice Tol | - Free Service Atl anta.com John
| | |
| I NVI TE F1 | |
[--------------- >| INVITE F2 |

* Rest of flow not shown *

Fi gure 10: Service Nunber Exanple

Message Detail s
F1 INVITE 192.0.2.1 -> Toll-Free Service

I NVI TE si p: +18005551002@xanpl e. cony user =phone SIP/ 2.0

Via: SIP/2.0/ TCP 192.0. 2. 1: 5060; br anch=z9hG4bK74bf

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76sl
To: <sip: +18005551002@xanpl e. com user =phone>

Cal |l -1 D c3x842276298220188511

CSeq: 1 INVITE

Max- Forwards: 70

Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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F2 INVITE Tol | -Free Service -> Atl anta.com

I NVI TE si p: +15555551002@t | anta. com SI P/ 2.0

Via: SIP/2.0/ TCP 192. 0. 2. 4: 5060; branch=z9hG4bK- i k8

Via: SIP/2.0/ TCP 192.0. 2. 1: 5060; br anch=z9hG4bK74bf

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76s
To: <si p: +18005551002@xanpl e. com user =phone>

Call -1 D c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 69

Supported: histinfo

Hi story-Info: <sip:+18005551002@xanpl e. cony user =phone>; i ndex=1
H story-Info: <sip:+15555551002@at | ant a. con®; i ndex=1. 1; np=1
Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Cont ent - Lengt h: <appropriate val ue>

[ SDP Not Shown]

F3 INVITE Atl anta.com -> John

I NVI TE si p:john@98.51.100.2 SIP/2.0

Via: SIP/2.0/ TCP 198.51. 100. 1: 5060; br anch=z9hG4bKpxk7g

Via: SIP/2.0/ TCP 192.0. 2. 4:5060; br anch=z9h&4bK- i k8

Via: SIP/2.0/TCP 192. 0. 2. 1: 5060; br anch=z9hG4bK74bf

From Alice <sip:+15551001@xanpl e. com user =phone>; t ag=9f xced76s
To: <sip: +18005551002@xanpl e. com user =phone>

Call -1 D: ¢c3x842276298220188511

CSeq: 1 INVITE

Max- Forwar ds: 68

Supported: histinfo

H story-Info: <sip:+18005551002@xanpl e. cony user =phone>; i ndex=1
H story-Info: <sip:+15555551002@at | ant a. con®; i ndex=1. 1; np=1

H story-Info: <sip:john@tl anta.conp;index=1.1.1;rc=1.1

Hi story-Info: <sip:john@98.51.100.2>;index=1.1.1.1;rc=1.1.1
Contact: <sip:alice@92.0.2.1>

Cont ent - Type: application/sdp

Content-Lengt h: <appropriate val ue>

[ SDP Not Shown]
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4.

Security Considerations

The security considerations for the History-Info header field are
specified in [ RFC7044].
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