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Abstr act

Thi s docunent describes a threat nodel for the context in which

Ext ernal Border Gateway Protocol (EBGP) path security nechanisns will
be devel oped. The threat nodel includes an analysis of the Resource
Public Key Infrastructure (RPKI) and focuses on the ability of an

Aut ononbus System (AS) to verify the authenticity of the AS path info
received in a BGP update. W use the term "PATHSEC' to refer to any
BGP path security technol ogy that nakes use of the RPKI. PATHSEC
will secure BGP, consistent with the inter-AS security focus of the
RPKI .

The docunent characterizes classes of potential adversaries that are
considered to be threats and exam nes cl asses of attacks that night

be | aunched agai nst PATHSEC. It does not revisit attacks agai nst
unprotected BGP, as that topic has already been addressed in the
BGP-4 standard. It concludes with a brief discussion of residua

vul nerabilities.
Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7132
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1. Introduction

Thi s docunent describes the security context in which PATHSEC is
intended to operate. The term "PATHSEC' (for path security) refers
to any design used to preserve the integrity and authenticity of the
AS PATH attribute carried in a BGP update nessage [ RFC4271]. The
security context used throughout this docunent is established by the
Secure Inter-Domain Routing (SIDR) working group charter [SIDR-CH|
The charter requires that solutions that afford PATHSEC nake use of
the Resource Public Key Infrastructure (RPKI) [RFC6480]. It also
calls for protecting only the information required to verify that a
received route traversed the Autononous Systems (ASes) in question
and that the Network Layer Reachability Information (NLRI) in the
route i s what was advertised.
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Thus, the goal of PATHSEC is to enable a BGP speaker to verify that
the ASes enunerated in this path attribute represent the sequence of
ASes that the NLRI traversed. The term "PATHSEC' is thus consistent
with the goal described above. (Qher SIDR docunments use the term
"BGPSEC' to refer to a specific design; we avoid use of that term
here.)

Thi s docunent di scusses classes of potential adversaries that are
considered to be threats, and classes of attacks that m ght be

| aunched agai nst PATHSEC. Because PATHSEC will rely on the RPKI
threats and attacks against the RPKI are included. This nodel also
takes into consideration classes of attacks that are enabled by the
use of PATHSEC (e.g., based on use of the RPKI).

The notivation for devel opi ng PATHSEC, i.e., residual security
concerns for BGP, is well described in several docunents, including
"BGP Security Vulnerabilities Analysis" [RFC4272] and "Design and
Anal ysis of the Secure Border Gateway Protocol (S-BGP)" [Kent2000].
Al'l of these docunents note that BGP does not include nechani sns that
allow an AS to verify the legitinmcy and authenticity of BGP route
advertisenents. (BGP now nmandates support for mechanisnms to secure
peer-to-peer conmunication, i.e., for the links that connect BGP
routers. There are several secure protocol options to address this
security concern, e.g., |Psec [ RFC4301] and TCP Aut hentication Option
(TCP- AO [RFC5925]. This docunent briefly notes the need to address
this aspect of BGP security, but focuses on application | ayer BGP
security issues that nust be addressed by PATHSEC. )

RFC 4272 [RFC4272] succinctly notes:

BGP speakers thensel ves can inject bogus routing information,

ei ther by masqueradi ng as any other legitinmate BGP speaker, or by
di stributing unauthorized routing information as thensel ves.

Hi storically, msconfigured and faulty routers have been
responsi ble for w despread disruptions in the Internet. The
legitimate BGP peers have the context and information to produce
bel i evabl e, yet bogus, routing information, and therefore have the
opportunity to cause great damage. The cryptographic protections
of [TCPMD5] and operational protections cannot exclude the bogus
information arising froma legitimte peer. The risk of

di sruptions caused by legitimte BGP speakers is real and cannot
be i gnored.

PATHSEC is intended to address the concerns cited above, to provide
significantly inproved path security, which builds upon the route
origination validation capability offered by use of the RPK

[ RFC6810]. Specifically, the RPKI enables relying parties (RPs) to
determne if the origin AS for a path was authorized to advertise the
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prefix contained in a BGP update nessage. This security feature is
enabl ed by the use of two types of digitally signed data: a PKl

[ RFC6487] that associates one or nore prefixes with the public key(s)
of an address space hol der, and Route Origin Authorizations (ROAs)

[ RFC6482] that allow a prefix holder to specify one or nore ASes that
are authorized to originate routes for a prefix.

The security nodel adopted for PATHSEC does not assume an "oracle"
that can see all of the BGP inputs and outputs associated with every
AS or every BGP router. Instead, the nodel is based on a |loca

noti on of what constitutes legitimte, authorized behavior by the BGP
routers associated with an AS. This is an AS-centric nodel of secure
operation, consistent with the AS-centric nodel that BGP enpl oys for
routing. This nodel fornms the basis for the discussion that foll ows.

Thi s docunent begins with a brief set of definitions relevant to the
subsequent sections. It then discusses classes of adversaries that
are perceived as viable threats against routing in the public
Internet. It continues to explore a range of attacks that m ght be
ef fected by these adversaries agai nst both path security and the

i nfrastructure upon which PATHSEC relies. It concludes with a brief
review of residual vulnerabilities, i.e., vulnerabilities that are
not addressed by use of the RPKI and that appear likely to be outside
t he scope of PATHSEC nechani sns.

2. Ternmninol ogy

The follow ng security and routing term nol ogy definitions are
enpl oyed in this docunent.

Adversary: An adversary is an entity (e.g., a person or an
organi zation) that is perceived as malicious, relative to the
security policy of a system The decision to characterize an
entity as an adversary is nmade by those responsible for the
security of a system Oten, one describes classes of adversaries
with simlar capabilities or notivations rather than specific
i ndi vidual s or organi zations.

Attack: An attack is an action that attenpts to violate the security
policy of a system e.g., by exploiting a vulnerability. There is
often a many-to-one mappi ng of attacks to vulnerabilities because
many di fferent attacks nay be used to exploit a vulnerability.

Aut ononpbus System (AS): An AS is a set of one or nore |P networks
operated by a single adm nistrative entity.

AS Number (ASN): An ASNis a 2- or 4-byte nunber issued by a
registry to identify an AS in BGP
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Certification Authority (CA): An entity that issues digita
certificates (e.g., X. 509 certificates) and vouches for the
bi ndi ng between the data itens in a certificate.

Count ermeasure: A countermeasure is a procedure or technique that
thwarts an attack, preventing it from being successful. Oten
counternmeasures are specific to attacks or classes of attacks.

Border Gateway Protocol (BGP): A path vector protocol used to convey
"reachability" information anong ASes in support of inter-domain
routing.

Fal se (Route) Origination: |f a network operator originates a route
for a prefix that the operator does not hold (and that has not
been authorized to originate by the prefix holder), this is terned
fal se route origination.

Internet Service Provider (1SP): An organization nanagi ng (and
typically selling) Internet services to other organi zations or
i ndi vi dual s.

I nternet Nunmber Resources (INRs): |Pv4 or |Pv6 address space and
ASNs.

Internet Registry: An organization that manages the allocation or
distribution of INRs. This enconpasses the Internet Assigned
Nunber Authority (1ANA), Regional Internet Registries (RIRs),
National Internet Registries (NIRs), and Local Internet Registries
(LIRs) (network operators).

Man in the Mddle (MTM: A MTMis an entity that is able to
exam ne and nodify traffic between two (or nore) parties on a
conmuni cati on pat h.

Net work Operator: An entity that nanages an AS and thus enmits (E)BGP
updates, e.g., an ISP

Net wor k Operations Center (NOC): A network operator enploys a set of
equi prent and a staff to nanage a network, typically on a 24/7
basis. The equiprment and staff are often referred to as the NOC
for the network.

Prefix: A prefix is an |IP address and a mask used to specify a set
of addresses that are grouped together for purposes of routing.

Public Key Infrastructure (PKI): A PKlI is a collection of hardware,

sof tware, people, policies, and procedures used to create, nanage,
distribute, store, and revoke digital certificates.
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Relying Parties (RPs): An RP is an entity that nmakes use of signed
products froma PKI, i.e., it relies on signed data that is
verified using certificates and Certificate Revocation Lists
(CRLs) froma PKI

RPKI Repository System The RPKI repository systemconsists of a
di stributed set of |oosely synchronized dat abases.

Resource PKI (RPKI): A PKI operated by the entities that manage | NRs
and that issue X 509 certificates (and CRLs) that attest to the
hol di ngs of I NRs.

RPKI Signed bject: An RPKI signed object is a data object
encapsul ated with Cryptographi c Message Syntax (CMS) that conplies
with the format and semantics defined in [ RFC6488].

Route: In the Internet, a route is a prefix and an associ at ed
sequence of ASNs that indicates a path via which traffic destined
for the prefix can be directed. (The route includes the origin
AS.)

Route Leak: A route leak is said to occur when AS-A adverti ses
routes that it has received fromAS-B to the nei ghbors of AS-A
but ASS-Ais not viewed as a transit provider for the prefixes in
the route.

Threat: A threat is a notivated, capable adversary. An adversary
that is not notivated to |launch an attack is not a threat. An
adversary that is notivated but not capable of |aunching an attack
also is not a threat.

Vul nerability: A vulnerability is a flaw or weakness in a systems
design, inplenentation, or operation and nmanagenent that could be
exploited to violate the security policy of a system

3. Threat Characterization

As noted in Section 2 above, a threat is defined as a notivated,
capabl e adversary. The follow ng classes of threats represent
cl asses of adversaries viewed as relevant to this environnent.

Net work Operators: A network operator may be a threat. An
operator nmay be notivated to cause BGP routers it controls to enit
update nessages with inaccurate routing info, e.g., to cause
traffic to flow via paths that are econom cally advant ageous for
the operator. Such updates might cause traffic to flow via paths
that woul d otherw se be rejected as | ess advant ageous by ot her
network operators. Because an operator controls the BGP routers
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inits network, it is in a position to nodify their operation in
arbitrary ways. Routers nanaged by a network operator are
vehicl es for nounting M TM attacks on both control and data pl ane

traffic. |If an operator participates in the RPKI, it will have at
| east one CA resource certificate and may be able to generate an
arbitrary nunber of subordinate CA certificates and ROAs. It wll

be aut horized to populate (and nay even host) its own repository
publication point. |If it inplenments PATHSEC, and if PATHSEC makes
use of certificates associated with routers or ASes, it will have
the ability to issue such certificates for itself. |[If PATHSEC
digitally signs updates, it will be able to do so in a fashion
that will be accepted by PATHSEC- enabl ed nei ghbors.

Hackers: Hackers are considered a threat. A hacker m ght assune
control of network managenent conputers and routers controlled by
operators, including operators that inplenment PATHSEC. In such
cases, hackers would be able to act as rogue network operators
(see above). It is assuned that hackers generally do not have the
capability to effect MTM attacks on nost |inks between networks
(links used to transnit BGP and subscriber traffic). A hacker

m ght be recruited, w thout his/her know edge, by crinminals or by
nations, to act on their behalf. Hackers may be notivated by a
desire for "bragging rights", for profit, or to express support
for a cause ("hacktivists" [SanD4]). W view hackers as possibly
distinct fromcrimnals in that the fornmer are presuned to effect
attacks only renmpotely (not via a physical presence associated wth
a target) and not necessarily for nonetary gain. Some hackers may
commit crimnal acts (depending on the jurisdiction), and thus
there is a potential for overlap between this adversary group and
crimnals.

Criminals: CGimnals may be a threat. Criminals nmight persuade
(via threats or extortion) a network operator to act as a rogue
operator (see above) and thus be able to effect a wi de range of
attacks. Crimnals mght persuade the staff of a

t el econmuni cations provider to enable M TM attacks on |inks
between routers. Mdtivations for crimnals nay include the
ability to extort noney from network operators or network operator
clients, e.g., by adversely affecting routing for these network
operators or their clients. Cimnals also may w sh to nmanipul ate
routing to conceal the sources of spam DoS attacks, or other
crimnal activities.

Registries: Any registry in the RPKI could be a threat. Staff at
the registry are capable of manipul ating repository content or

m smanagi ng the RPKI certificates that they issue. These actions
could adversely affect a network operator or a client of a network
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4.

4.

operator. The staff could be notivated to do this based on
political pressure fromthe nation in which the registry operates
(see below) or due to crininal influence (see above).

Nations: A nation may be a threat. A nation may control one or
nore network operators that operate in the nation, and thus can
cause themto act as rogue network operators. A nation nay have a
techni cal active wiretapping capability (e.g., within its
territory) that enables it to effect MTM attacks on inter-network
traffic. (This capability may be facilitated by control or

i nfl uence over a tel econmuni cations provider operating within the
nation.) It may have an ability to attack and take control of
routers or nmanagenent network conputers of network operators in
other countries. A nation may control a registry (e.g., an RIR
that operates within its territory and mght force that registry
to act in a rogue capacity. National threat notivations include
the desire to control the flow of traffic to/fromthe nation or to
divert traffic destined for other nations (for passive or active
Wi ret appi ng, including DoS)

Attack Characterization

This section describes classes of attacks that may be effected
against Internet routing (relative to the context described in
Section 1). Attacks are classified based on the target of the
attack, an elenent of the routing system or the routing security
i nfrastructure on which PATHSEC relies. In general, attacks of
interest are ones that attenpt to violate the integrity or
authenticity of BG traffic or that violate the authorizations
associated with entities participating in the RPKI. Attacks that
violate the inplied confidentiality of routing traffic, e.g., passive
wiretappi ng attacks, are not considered a requirenent for BGP
security (see [RFC4272]).

1. Active Wretapping of Sessions between Routers

An adversary may attack the BGP (TCP) session that connects a pair of
BGP speakers. An active attack against a BGP (TCP) session can be
effected by directing traffic to a BGP speaker from sone renote
point, or by being positioned as a MTMon the link that carries BGP
session traffic. Renote attacks can be effected by any adversary. A
M TM attack requires access to the link. Mdern transport networks
may be as conplex as the packet networks that utilize themfor inter-
AS links. Thus, these transport networks may present significant
attack surfaces. Nonetheless, only sone classes of adversaries are
assuned to be capable of M TM attacks agai nst a BGP session. MTM
attacks may be directed agai nst BGP and PATHSEC- protected BGP, or
against TCP or IP. Such attacks include replay of selected BGP
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nmessages, selective nodification of BGP nessages, and DoS attacks
agai nst BGP routers. |[RFC4272] describes several counterneasures for
such attacks, and thus this document does not further address such

at t acks.

4.2. Attacks on a BGP Router

An adversary may attack a BGP router, whether or not it inplenents
PATHSEC. Any adversary that controls routers legitimtely, or that
can assune control of a router, is assunmed to be able to effect the
types of attacks described below Note that any router behavior that
can be ascribed to a local routing policy decision is not considered
to be an attack. This is because such behavior could be explai ned as
a result of local policy settings and thus is beyond the scope of
what PATHSEC can detect as unauthorized behavior. Thus, for exanple,
a router may fail to propagate sone or all route wthdrawals or
effect "route | eaks". (These behaviors are not precluded by the
specification for BG and nmight be the result of a local policy that
is not publicly disclosed. As a result, they are not considered
attacks. See Section 5 for additional discussion.)

Attacks on a router are equivalent to active w retapping attacks (in
the nost general sense) that manipulate (forge, tanper with, or
suppress) data contained in BGP updates. The list belowillustrates
attacks of this type.

AS Insertion: Arouter mght insert one or nore ASNs, other than
its own ASN, into an update nessage. This violates the BGP spec
and thus is considered an attack.

Fal se (Route) Origination: Arouter mght originate a route for a
prefix when the AS that the router represents is not authorized to
originate routes for that prefix. This is an attack, but it is
addressed by the use of the RPKI [RFC6480].

Secure Path Downgrade: A router mght renove AS PATH data froma
PATHSEC- prot ected update that it receives when forwarding this
update to a PATHSEC- enabl ed nei ghbor. This behavior violates the
PATHSEC security goals and thus is considered an attack

Invalid AS PATH Data Insertion: A router mght emt a PATHSEC
protected update with "bad" data (such as a signature), i.e.
PATHSEC data that cannot be validated by other PATHSEC routers.
Such behavior is assuned to violate the PATHSEC goals and thus is
consi dered an attack.
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Stal e Path Announcenent: |f PATHSEC-secured announcements can
expire, such an announcenent nay be propagated w th PATHSEC dat a
that is "expired". This behavior would violate the PATHSEC goal s
and is considered a type of replay attack.

Premature Path Announcenent Expiration: |If a PATHSEC secured
announcenent has an associated expiration tinme, a router night
emt a PATHSEC secured announcenent with an expiry time that is
very short. Unless the PATHSEC protocol specification mandates a
mnimumexpiry time, this is not an attack. However, if such a
time is mandated, this behavi or becones an attack. BGP speakers
along a path generally cannot determine if an expiry tinme is
"suspi ciously short" since they cannot know how | ong a route nmay
have been held by an earlier AS, prior to being rel eased.

M TM At t ack: A cryptographic key used for point-to-point security
(e.g., TCP-AQ, TLS, or |Psec) between two BGP routers m ght be
conpromi sed (e.g., by extraction froma router). This would
enabl e an adversary to effect M TM attacks on the link(s) where
the key is used. Use of specific security mechanisnms to protect
inter-router |links between ASes is outside the scope of PATHSEC

Conmprom sed Router Private Key: |f PATHSEC nechani sns enpl oy
public key cryptography, e.g., to digitally sign data in an
update, then a private key associated with a router or an AS m ght
be conpromi sed by an attack against the router. An adversary with
access to this key would be able to generate updates that appear
to have passed through the AS that this router represents. Such
updates mght be injected on a |ink between the conprom sed router
and its neighbors if that link is accessible to the adversary. |If
the adversary controls another network, it could use this key to
forge signatures that appear to cone fromthe AS or router(s) in
question, with some constraints. So, for exanple, an adversary
that controls another AS could use a conprom sed router/AS key to
i ssue PATHSEC-si gned data that includes the targeted router/AS.
(Nei ghbors of the adversary’s AS ought not accept a route that
purports to enmanate directly fromthe targeted AS. So, an
adversary could take a legitimte, protected route that passes

t hrough the conpronised AS, add itself as the next hop, and then
forward the resulting route to neighbors.)

Wt hdrawal Suppression Attack: A PATHSEC protected update nay be
si gned and announced, and later withdrawmn. An adversary
controlling internediate routers could fail to propagate the
withdrawal . BGP is already vul nerable to behavior of this sort,
so withdrawal suppression is not characterized as an attack under
the assunptions upon which this node is based (i.e., no oracle).
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4.3. Attacks on Network QOperator Managenent Conputers (Non-CA
Conput er s)

An adversary may choose to attack conputers used by a network
operator to manage its network, especially its routers. Such attacks
m ght be effected by an adversary who has conpromi sed the security of
these conputers. This might be effected via renpte attacks
extortion of network operations staff, etc. |If an adversary

conprom ses NOC conmputers, he can execute any nanagenent function
that aut horized network operations the staff would have perforned.
Thus, the adversary could nodify the |local routing policy to change
preferences, to black-hole certain routes, etc. This type of
behavi or cannot be externally detected as an attack. Externally,
this appears as a formof rogue operator behavior. (Such behavior

m ght be perceived as accidental or nalicious by other operators.)

If a network operator participates in the RPKI, an adversary could
mani pul ate the RP tools that extract data fromthe RPKI, causing the
out put of these tools to be corrupted in various ways. For exanple,
an attack of this sort could cause the operator to view valid routes
as not validated, which could alter its routing behavior.

If an adversary invoked the tool used to manage the repository
publication point for this operator, it could delete any objects
stored there (certificates, CRLs, nmanifests, ROAs, or subordinate CA
certificates). This could affect the routing status of entities that
have all ocati ons/assignnents fromthis network operator (e.g., by
deleting their CA certificates).

An adversary could invoke the tool used to request certificate
revocation, causing router certificates, ROAs, or subordinate CA
certificates to be revoked. An attack of this sort could affect not
only this operator but also any operators that receive allocations/
assignnents fromit, e.g., because their CA certificates were
revoked.

If an operator is PATHSEC-enabl ed, an attack of this sort could cause
the affected operator to be viewed as not PATHSEC- enabl ed, possibly
maki ng routes it enits less preferable to other operators.

If an adversary invoked a tool used to request ROAs, it could
effectively reallocate sone of the prefixes allocated/assigned to the
network operator (e.g., by nodifying the origin ASin ROAs). This

m ght cause ot her PATHSEC- enabl ed networks to view the affected
network as no longer originating routes for these prefixes. Milti-
honed subscribers of this operator who received an allocation from
the operator might find that their traffic was routed via other
connecti ons.
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If the network operator is PATHSEC enabl ed, and nakes use of
certificates associated with routers/ASes, an adversary could invoke
a tool used to request such certificates. The adversary could then
replace valid certificates for routers/ASes with ones that m ght be
rej ected by PATHSEC- enabl ed nei ghbors.

4.4, Attacks on a Repository Publication Point

A critical elenent of the RPKI is the repository system An
adversary mght attack a repository, or a publication point within a
repository, to adversely affect routing.

This section considers only those attacks that can be | aunched by any
adversary who controls a conputer hosting one or nore repository
publication points, w thout access to the cryptographi c keys needed
to generate valid RPKI-signed products. Such attacks m ght be
effected by an insider or an external threat. Because all repository
objects are digitally signed, attacks of this sort translate into DoS
attacks against the RPKI RPs. There are a few distinct forns of such
attacks, as described bel ow

Note first that the RPKI calls for RPs to cache the data they acquire
and verify fromthe repository system [ RFC6480] [ RFC6481]. Attacks
that del ete signed products, insert products with "bad" signatures,
tanper with object signatures, or replace newer objects with ol der
(valid) ones, can be detected by RPs (with a few exceptions). RPs
are expected to nmake use of l|ocal caches. |If repository publication
points are unavailable or the retrieved data is corrupted, an RP can
revert to using the cached data. This behavior helps insulate RPs
fromthe i Mmediate effects of DoS attacks on publication points.

Each RPKI data object has an associ ated date on which it expires or
is considered stale (certificates expire and CRLs becone stale).
When an RP uses cached data, how to deal with stale or expired data
is alocal decision. It is comon in PKIs to nake use of stale
certificate revocation status data when fresher data is not

avail able. Use of expired certificates is | ess comon, although not
unknown. Each RP will decide, locally, whether to continue to nake
use of or ignore cached RPKI objects that are stale or expired.

If an adversary inserts an object into a publication point, and the
obj ect has a "bad" signature, the object will not be accepted and
used by RPs.

If an adversary nodifies any signed product at a publication point,

the signature on the product will fail, causing RPs to not accept it.
This is equivalent to deleting the object, in many respects.
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If an adversary del etes one or nore CA certificates, ROAs, or the CRL
for a publication point, the nmanifest for that publication point wll
allow an RP to detect this attack. An RP can continue to use the

| ast valid instance of the deleted object (as a local policy option),
thus mnimzing the inpact of such an attack

If an adversary del etes a nanifest (and does not replace it with an
ol der instance), RPs are able to detect this action. Such behavior
should result in the CA (or publication point naintainer) being
notified of the problem An RP can continue to use the last valid
i nstance of the deleted manifest (a |ocal policy option), thus

m ni m zing the inpact of such an attack.

If an adversary deletes newWy added CA certificates or ROAs, and
replaces the current manifest with the previous nmanifest, the

mani fest (and the CRL that it matches) will be "stale" (see

[ RFC6486]). This alerts an RP that there may be a problem The RP
shoul d use the information froma CGhostbuster Record [ RFC6493] to
contact the entity responsible for the publication point and request
a remedy to the problem (e.g., republish the missing CA certificates
and/or ROAs). An RP cannot know the content of the new certificates
or ROAs that are not present, but it can continue to use what it has
cached. An attack of this sort will, at least tenmporarily, cause RPs
to be unaware of the newy published objects. [INRs associated with
these objects will be treated as unaut henti cat ed.

If a CArevokes a CA certificate or a ROA (via deleting the
corresponding End Entity (EE) certificate), and the adversary tries
to reinstate that CA certificate or ROA, the adversary would have to
roll back the CRL and the manifest to undo this action by the CA As
above, this would nake the CRL and nanifest stale, and this is
detectable by RPs. An RP cannot know which CA certificates or ROAs
were del eted. Depending on local policy, the RP might use the cached
i nstances of the affected objects and thus be tricked into maki ng
deci si ons based on these revoked objects. Here too, the goal is that
the CAwll be notified of the problem (by RPs) and will renedy the
error.

In the attack scenarios above, when a CRL or manifest is described as
stale, this neans that the next issue date for the CRL or nanifest
has passed. Until the next issue date, an RP will not detect the
attack. Thus, it behooves CAs to select CRL/manifest lifetinmes (the
two are linked) that represent an acceptable trade-off between risk
and operational burdens.

Attacks effected by adversaries that are legiti mate managers of

publication points can have nuch greater effects and are di scussed
bel ow under attacks on or by CAs.
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4.5, Attacks on an RPKI CA

Every entity to which I NRs have been allocated/ assigned is a CAin
the RPKI. Each CA is nom nally responsible for managing the
repository publication point for the set of signed products that it
generates. (An INR holder may choose to outsource the operation of
the RPKI CA function and the associated publication point. In such
cases, the organization operating on behalf of the INR hol der becones
the CA from an operational and security perspective. The follow ng
di scussi on does not distinguish such outsourced CA operations.)

Note that attacks attributable to a CA may be the result of malice by
the CA (i.e., the CAis the adversary), or they nay result froma
conprom se of the CA

Al'l of the adversaries listed in Section 2 are presuned to be capabl e
of launching attacks against the conputers used to perform CA
functions. Sone adversaries mght effect an attack on a CA by

viol ati ng personnel or physical security controls as well. The

di stinction between the CA as an adversary versus the CA as an attack
victimis inportant. Only in the latter case should one expect the
CA to renmedy problenms caused by an attack once the attack has been
detected. (If a CA does not take such action, the effects are the
same as if the CAis an adversary.)

Note that nost of the attacks described bel ow do not require

di scl osure of a CA's private key to an adversary. |If the adversary
can gain control of the conputer used to issue certificates, it can
ef fect these attacks, even though the private key for the CA remains
"secure" (i.e., not disclosed to unauthorized parties). However, if
the CAis not the adversary, and if the CA's private key is not
conpromi sed, then recovery fromthese attacks is nmuch easier. This
noti vates use of hardware security nmodul es to protect CA keys, at

| east for higher tiers in the RPKI

An attack by a CA can result in revocation or replacenent of any of
the certificates that the CA has issued. Revocation of a certificate
shoul d cause RPs to delete the (fornerly) valid certificate (and
associ ated signed object, in the case of a revoked EE certificate)
that they have cached. This would cause repository objects (e.g., CA
certificates and ROAs) that are verified under that certificate to be
considered invalid, transitively. As a result, RPs would not

consi der any ROAs or PATHSEC- protected updates to be valid based on
these certificates, which would nake routes dependent on them | ess
preferred. Because a CA that revokes a certificate is authorized to
do so, this sort of attack cannot be detected, intrinsically, by nost
RPs. However, the entities affected by the revocation or repl acenent
of CA certificates can be expected to detect the attack and contact
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the CAto effect renediation. |f the CA was not the adversary, it
shoul d be able to issue new certificates and restore the publication
poi nt .

An adversary that controls the CA for a publication point can publish
signed products that create nore subtle types of DoS attacks agai nst
RPs. For exanple, such an attacker could create subordi nate CA
certificates with Subject Information Access (SIA) pointers that |ead
RPs on a "wild goose chase" |ooking for additional publication points
and signed products. An attacker could publish certificates with
very brief validity intervals or CRLs and mani fests that becone
"stale" very quickly. This sort of attack would cause RPs to access
repositories nore frequently, and that mght interfere with
legitimate accesses by ot her RPs.

An attacker with this capability could create very | arge nunbers of
ROAs to be processed (with prefixes that are consistent with the
all ocation for the CA) and correspondingly |arge manifests. An
attacker could create very deep subtrees with nany ROAs per
publication point, etc. Al of these types of DoS attacks agai nst
RPs are feasible within the syntactic and semantic constraints
established for RPKI certificates, CRLs, and signed objects.

An attack that results in revocation and replacenent (e.g., key
rollover or certificate renewal) of a CA certificate would cause RPs
to replace the old, valid certificate with the new one. This new
certificate nmight contain a public key that does not correspond to
the private key held by the certificate subject. That would cause
obj ects signed by that subject to be rejected as invalid, and prevent
the affected subject frombeing able to sign new objects. As above,
RPs woul d not consider any ROAs issued under the affected CA
certificate to be valid, and updates based on router certificates

i ssued by the affected CA would be rejected. This would nake routes
dependent on these signed products |less preferred. However, the
constraints inposed by the use of extensions detailed in [ RFC3779]
prevent a conpronised CA fromissuing (valid) certificates with INRs
outside the scope of the CA thus linmting the inpact of the attack

An adversary that controls a CA could issue CA certificates with
overlapping INRs to different entities when no transfer of INRs is
i ntended. This could cause confusion for RPs as conflicting ROAs
could be issued by the distinct (subordinate) CAs.

An adversary could replace a CA certificate, use the correspondi ng
private key to issue new signed products, and then publish themat a
publication point controlled by the attacker. This would effectively
transfer the affected INRs to the adversary or to a third party of
his choosing. The result would be to cause RPs to view the entity
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that controls the private key in question as the legitimte INR

hol der. Again, the constraints inposed by the use of the extensions
in RFC 3779 prevent a conprom sed CA fromissuing (valid)
certificates with I NRs outside the scope of the CA, thus linmting the
i npact of the attack.

Finally, an entity that nanages a repository publication point can

i nadvertently act as an attacker (an exanple of Walt Kelly's nost
fanmous "Pogo" quote [Kelly70]). For exanple, a CA might fail to
replace its own certificate in a tinely fashion (well before it
expires). It mght fail to issue its CRL and manifest prior to
expiration, creating stale instances of these products that cause
concern for RPs. A CA with many subordinate CAs (e.g., an RIR or
NIR) might fail to distribute the expiration times for the CA
certificates that it issues. A network with many ROAs night do the
same for the EE certificates associated with the ROAs it generates.
A CA could rollover its key but fail to reissue subordi nate CA
certificates under its new key. Poor planning with regard to rekey
intervals for managed CAs coul d i npose undue burdens for RPs, despite
a lack of malicious intent. Al of these exanples of m smanagenent
could adversely affect RPs, despite the absence of nalicious intent.

5. Resi dual Vul nerabilities

The RPKI, upon whi ch PATHSEC relies, has several residua
vul nerabilities that were discussed in the preceding text (Sections
4.4 and 4.5). These vulnerabilities are of two principle forns:

o The RPKI repository systemmay be attacked in ways that make its
contents unavail able, not current, or inconsistent. The principle
def ense agai nst nost fornms of DoS attacks is the use of a loca
cache by each RP. The local cache ensures availability of
previously acquired RPKI data in the event that a repository is
i naccessible or if the repository contents are del eted
(rmaliciously). Nonetheless, the system cannot ensure that every
RP will always have access to up-to-date RPKI data. An RP, when
it detects a problemw th acquired repository data, has two
options:

1. The RP may choose to nmake use of its |ocal cache, enploying
| ocal configuration settings that tolerate expired or stale
objects. (Such behavior is, nonmnally, always within the
purview of an RP in PKI.) Using cached, expired, or stale
data subjects the RP to attacks that take advantage of the
RP s ignorance of changes to this data.
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2. The RP may chose to purge expired objects. Purging expired
obj ects renmoves the security information associated with the
real-world INRs to which the objects refer. This is
equi valent to the affected INRs not having been afforded
protection via the RPKI. Since use of the RPKI (and PATHSEC)
is voluntary, there may al ways be a set of INRs that are not
protected by these nechani sms. Thus, purging noves the
affected INRs to the set of non-participating | NR hol ders.
This nmore conservative response enables an attacker to nove
INRs fromthe protected set to the unprotected set.

0 Any CAin the RPKI may nisbehave within the bounds of the INRs
allocated to it, e.g., it may issue certificates with duplicate
resource allocations or revoke certificates inappropriately. This
vul nerability is intrinsic in any PKI, but its inpact is limted
in the RPKI because of the use of extensions in RFC 3779. It is
anticipated that RPs will deal with such m sbehavior through
admi ni strative nmeans once it is detected.

PATHSEC has a separate set of residual vulnerabilities:

o0 It has been stated that "route | eaks" are viewed as a routing
security problem by many operators. However, BGP itself does not
i nclude senantics that preclude what nany perceive as route | eaks,
and there is no definition of the termin any RFC. This nakes it
i nappropriate to address route leaks in this docunent.
Additionally, route | eaks are outside the scope of PATHSEC
consistent with the security context noted in Section 1 of this
docunent. If, at a later time, the SIDR security context is
revised to include route | eaks, and an appropriate definition
exists, this docunment should be revised.

0 PATHSEC is not required to protect all attributes associated with
an AS_PATH, even though sone of these attributes may be enpl oyed
as inputs to routing decisions. Thus, attacks that nodify (or
strip) these other attributes are not prevented/ detected by
PATHSEC. As noted in Section 1, the SIDR security context calls
for protecting only the information needed to verify that a
received route traversed the ASes in question, and that the NLR
inthe route is what was advertised. (The AS _PATH data al so may
have traversed ASes within a confederation that are not
represented. However, these ASes are not externally visible and
thus do not influence route selection, so their omssion in this
context is not a security concern.) Thus, protection of other
attributes is outside the scope of this document, as described in
Section 1. If, at a later time, the SIDR security context is
revised to include protection of additional BGP attributes, this
docunment shoul d be revised.
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6.

0 PATHSEC cannot ensure that an AS will withdraw a route when the AS
no longer has a route for a prefix, as noted in Section 4. 2.
PATHSEC may incorporate features to linmt the lifetine of an
advertisenent. Such lifetine limts provide an upper bound on the
time that the failure to withdraw a route will remain effective

Security Considerations

A threat nodel is, by definition, a security-centric docunent.
Unl i ke a protocol description, a threat nodel does not create
security problenms nor does it purport to address security problens.
This nodel postulates a set of threats (i.e., notivated, capable
adversari es) and exani nes classes of attacks that these threats are
capabl e of effecting, based on the notivations ascribed to the
threats. It describes the inpact of these types of attacks on
PATHSEC, including the RPKI on which PATHSEC relies. It describes
how t he design of the RPKI (and the PATHSEC desi gn goal s) address
cl asses of attacks, where applicable. It also notes residua

vul nerabilities.
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