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1. Introduction

Thi s docunent specifies PT-EAP, a Posture Transport (PT) protocol
protected by a TLS-protected EAP tunnel nmethod. The PT protocol in
t he Networ k Endpoi nt Assessnent (NEA) architecture is responsible for
transporting Posture Broker (PB-TNC [ RFC5793]) batches, often

contai ning Posture Attributes (PA-TNC [ RFC5792]), across the network
between the NEA Cient and NEA Server. The PT-EAP protocol nust be
protected by an outer TLS-based EAP tunnel nethod to ensure the
exchanged nmessages are protected froma variety of threats from
hostil e internediaries.
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NEA protocols are intended to be used both for pre-adm ssion
assessnent of endpoints joining the network and assessnent of

endpoi nts al ready present on the network. 1In order to support both
usage nodels, two types of PT protocols are needed. One type of PT,
PT-TLS [ RFC6876], operates after the endpoint has an assigned IP
address, layering on top of the IP protocol to carry a NEA exchange.
The ot her type of PT operates before the endpoint gains any access to
the I P network. This specification defines PT-EAP, the PT protoco
used to assess endpoints before they gain access to the network.

PT-EAP is an inner EAP [RFC3748] nethod designed to be used inside a
protected tunnel such as Tunnel EAP (TEAP) [RFC7170], EAP Flexible
Aut henti cation via Secure Tunneling (EAP-FAST) [ RFC4851], or EAP
Tunnel ed Transport Layer Security (EAP-TTLS) [RFC5281]. That is, an
outer EAP nmethod is typically a TLS-based EAP nethod that first
establishes a protected tunnel by which other conversations, such as
ot her EAP nethods (e.g., "inner" EAP nmethods) can ensue under the
tunnel protection.

1.1. Prerequisites

Thi s docunent does not define an architecture or reference nodel
Instead, it defines a protocol that works within the reference nodel
described in the NEA Requirenments specification [ RFC5209]. The
reader is assunmed to be thoroughly famliar with that docunent.

1.2. Message Di agram Conventi ons

This specification defines the syntax of PT-EAP nmessages using

di agrans. Each diagram depicts the fornmat and size of each field in
bits. Inplenentations MJUST send the bits in each diagramas they are
shown, traversing the diagramfromtop to bottomand then fromleft
to right within each line (which represents a 32-bit quantity).
Multi-byte fields representing nuneric values MJST be sent in network
(bi g-endi an) byte order.

Descriptions of bit field (e.g., flag) values are described referring
to the position of the bit within the field. These bit positions are
nunmbered fromthe nost significant bit through the | east significant
bit so a one octet field with only bit 0 set has the val ue 0x80.

1.3. Term nol ogy
Thi s docunent reuses nmany terns defined in the NEA Requirenents
docunent [ RFC5209], such as "Posture Transport Cient" and "Posture

Transport Server". The reader is assunmed to have read that docunent
and understood it.
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When defining the PT-EAP nmet hod, this specification does not use the
terns "EAP peer" and "EAP authenticator". Instead, it uses the terns
"NEA Cient" and "NEA Server" since those are considered to be nore
famliar to NEA W5 participants. However, these terns are equival ent
for the purposes of this specification. The part of the NEA dient
that term nates PT-EAP (generally in the Posture Transport Cient) is
the EAP peer for PT-EAP. The part of the NEA Server that term nates
PT-EAP (generally in the Posture Transport Server) is the EAP

aut henti cator for PT-EAP.

1.4. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

1.5. Compatibility with G her Specifications

One of the goals of the NEA effort is to deliver a single set of
endpoi nt assessnent standards, agreed upon by all parties. For this
reason, the authors understand that the Trusted Conmputing G oup (TCG
will be replacing its existing posture transport protocols with new
versions that are equivalent to and interoperable with the NEA

speci fications.

2. Use of PT-EAP

PT-EAP is designed to encapsul ate PB-TNC batches in a sinple EAP

met hod that can be carried within EAP tunnel methods. The EAP tunnel
nmet hods provide confidentiality and nessage integrity, so PT-EAP does
not have to do so. Therefore, PT-EAP MJUST be used inside a TLS-based
EAP tunnel nmethod that provides strong cryptographic authentication
(possibly server only), nmessage integrity, and confidentiality

servi ces.

3. Definition of PT-EAP

The PT-EAP protocol operates between a Posture Transport Cient and a
Posture Transport Server, allowing themto send PB-TNC batches to
each other over an EAP tunnel nethod. Wen PT-EAP is used, the
Posture Transport Cient in the NEA reference nodel acts as an EAP
peer (termnating the PT-EAP nethod on the endpoint), and the Posture
Transport Server acts as an EAP authenticator (terminating the PT-EAP
nmet hod on the NEA Server).

Thi s section describes and defines the PT-EAP net hod. First, it

provi des a protocol overview Second, it describes specific features
Iike version negotiation. Third, it gives a detail ed packet
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description. Finally, it describes how the tls-uni que channe

bi ndi ng [ RFC5929] may be used to bind PA-TNC exchanges to the EAP
tunnel rmethod, defeating man-in-the-niddle (MTM attacks such as the
Asokan attack [Asokan].

3.1. Protocol Overview

PT- EAP has two phases that follow each other in strict sequence
negoti ati on and data transport.

The PT-EAP nethod begins with the negotiation phase. The NEA Server
starts this phase by sending a PT-EAP Start nessage: an EAP Request
message of type PT-EAP with the S (Start) flag set. The NEA Server

al so sets the Version field as described in Section 3.2. This is the
only nmessage in the negotiation phase.

The data transport phase is the only phase of PT-EAP where PB-TNC
batches are allowed to be exchanged. This phase always starts with
the NEA dient sending a PB-TNC batch to the NEA Server. The NEA
Client and NEA Server then take turns sending a PB-TNC batch. The
data transport phase always ends with an EAP Response nessage from
the NEA dient to the NEA Server. The Data field of this nessage may
have zero length if the NEA Server has just sent the last PB-TNC
batch in the PB-TNC exchange

Note that the success of PT-EAP does not nean the overal

aut hentication (using the outer EAP tunnel nethod) will succeed.
Nei t her does the failure of PT-EAP nean that the overal
authentication will fail. Success of the overall authentication
depends on the policy configured by the adm nistrator

At the end of the PT-EAP nethod, the NEA Server will indicate success
or failure to the EAP tunnel nethod. Sone EAP tunnel nethods may
provide explicit confirmation of inner nethod success; others may
not. This is out of scope for the PT-EAP nethod specification
Successful conpletion of PT-EAP does not inply successful conpletion
of the overall authentication nor does PT-EAP failure inply overal
failure. This depends on the adm nistrative policy in place.

The NEA Server and NEA Cient may engage in an abnormal term nation
of the PT-EAP exchange at any tine by sinply stopping the exchange.
This may al so require ternminating the EAP tunnel nethod, depending on
the capabilities of the EAP tunnel nethod.
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3.2. Version Negotiation

PT- EAP version negotiation takes place in the first PT-EAP nessage
sent by the NEA Server (the Start nmessage) and the first PT-EAP
message sent by the NEA Client (the response to the Start nessage).
The NEA Server MJST set the Version field in the Start nessage to the
maxi mum PT- EAP version that the NEA Server supports and is willing to
accept.

The NEA dient chooses the PT-EAP version to be used for the exchange
and places this value in the Version field in its response to the
Start nessage. The NEA dient SHOULD choose the val ue sent by the
NEA Server if the NEA Cient supports it. However, the NEA dient
MAY set the Version field to a value | ess than the value sent by the
NEA Server (for exanple, if the NEA dient only supports |esser

PT- EAP versions). |If the NEA Cient only supports PT-EAP versions
greater than the value sent by the NEA Server, the NEA Oient MJST
abnornmal ly term nate the EAP negotiation

If the version sent by the NEA Client is not acceptable to the NEA
Server, the NEA Server MJST terninate the PT-EAP session inmediately.
O herwi se, the version sent by the NEA Client is the version of

PT- EAP that MJUST be used. Both the NEA Client and the NEA Server
MJUST set the Version field to the chosen version nunber in al
subsequent PT- EAP nessages in this exchange.

This specification defines version 1 of PT-EAP. Version O is
reserved and MJST never be sent. New versions of PT-EAP (val ues 2-7)
may be defined by Standards Action, as defined in [ RFC5226].

3.3. PT-EAP Message For nmat

This section provides a detailed description of the fields in a

PT- EAP nmessage. For a description of the diagram conventi ons used
here, see Section 1.2. Since PT-EAP is an EAP nethod, the first four
fields (e.g., Code, ldentifier, Length, and Type as shown in

Figure 1) in each nessage are nandated by and defined in EAP. The
other fields, e.g., Flags, Version, and Data are specific to PT-EAP

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Code | Identifier | Length
L o
| Type | Flags | Ver | Data ...

T S S T = S L T R i S S S S S S

Fi gure 1: PT- EAP Message For nat
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Code

The Code field is one octet and identifies the type of the EAP
message. The only val ues used for PT-EAP are:

1 Request
2 Response
Identifier

The ldentifier field is one octet and aids in nmatching Responses
wi th Requests.

Length

The Length field is two octets and indicates the length in octets
of this PT-EAP nessage, starting fromthe Code field.

Type
54 (EAP Met hod Type [ RFC3748] assignnent for PT-EAP).
Fl ags
S S
[SRRRR
+o e e e -+
S: Start
I ndi cates the begi nning of a PT-EAP exchange. This flag MJST be
set only for the first nmessage fromthe NEA Server. |f the S flag
is set, the EAP nmessage MJUST NOT contai n Dat a.
R Reserved
This flag MJST be set to 0 and ignored upon receipt.

Ver si on

This field is used for version negotiation, as described in
Section 3. 2.

Cam W nget & Sangst er St andards Track [ Page 7]



RFC 7171 NEA PT- EAP May 2014

3. 4.

Dat a

Variable I ength data. This field is processed by the PB |ayer and
MUST i ncl ude PB-TNC nessages. For nore information see PB-TNC
[ RFC5793] .

The length of the Data field in a particular PT-EAP nessage may be
determ ned by subtracting the | ength of the PT-EAP header fields
fromthe value of the two-octet Length field.

Preventing M TM Attacks w th Channel Bi ndi ngs

As described in the NEA Asokan Attack Analysis [RFC6813], a
sophisticated MTM attack can be nounted agai nst NEA systems. The
attacker forwards PA-TNC nessages from a heal thy machi ne through an
unheal thy one so that the unhealthy nachi ne can gain network access.
Because there are easier attacks on NEA systens, |ike having the
unheal thy nachine lie about its configuration, this attack is
generally only nounted agai nst nachines with an External Measurenent
Agent (EMA). The EMA is a separate entity, difficult to conprom se
that neasures and attests to the configuration of the endpoint.

To protect against NEA Asokan attacks, it is necessary for the

Post ure Broker on an EMA-equi pped endpoint to pass the tls-unique
channel binding [ RFC5929] from PT-EAP' s tunnel nethod to the EMA
This value can then be included in the EMA's attestation so that the
Posture Validator responsible rmay then confirmthat the val ue matches
the tls-uni que channel binding for its end of the tunnel. |If the
tls-uni que values of the NEA dient and NEA Server match and this is
confirnmed by the EMA, then the posture sent by a trustworthy EMA (and
thus the NEA dient) is fromthe sanme endpoint as the client side of
the TLS connection (since the endpoint knows the tls-uni que value) so
no MTMis forwarding posture. |If they differ, an attack has been
detected, and the Posture Validator SHOULD fail its verification.

Note that tls-unique, as opposed to invoking a nutual cryptographic
binding, is used as there is no keying material being generated by
PT-EAP (the nethod is defined to facilitate the transport of posture
data and is not an authentication nmethod). However, the NEA dient
may host an EMA that can be used as the nmeans to cryptographically
bind the tls-unique content that may be validated by the Posture
Validator interfacing with the EAP Server. The binding of the
tls-unique to the client authentication prevents the client’s nessage
from being used in another context. This prevents a poorly
configured client fromunintentionally conprom sing the NEA system
Strong nutual authentication of the NEA Server and dient is stil
REQUI RED to prevent the disclosure of possibly sensitive NEA Cient
information to an attacker
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4.

4.

4.

Security Considerations

This section discusses the major threats and counterneasures provided
by PT-EAP. As discussed throughout the docunent, the PT-EAP met hod
is designed to run inside an EAP tunnel nethod that is capable of
protecting the PT-EAP protocol fromnany threats. Since the EAP
tunnel nethod will be specified separately, this section describes

t he considerations on the EAP tunnel nethod but does not evaluate its
ability to meet those requirements. The security considerations and
requirenents for NEA can be found in [RFC5209].

1. Trust Relationships

In order to understand where security counterneasures are necessary,
this section starts with a discussion of where the NEA architecture
envi sions sone trust rel ationshi ps between the processing el enents of
the PT-EAP protocol. The follow ng sub-sections discuss the trust
properties associated with each portion of the NEA reference nodel
directly involved with the processing of the PT-EAP protocol flow ng
i nsi de an EAP tunnel

1.1. Posture Transport Cient

The Posture Transport Client is trusted by the Posture Broker dient
to:

0 Not disclose to unauthorized parties, fabricate, or alter the
contents of the PB-TNC batches received fromthe network.

0 Not observe, fabricate, or alter the PB-TNC bat ches passed down
fromthe Posture Broker Client for transm ssion on the network.

o0 Transnmit on the network any PB-TNC batches passed down fromthe
Posture Broker dient.

o Provide configured security protections (e.g., authentication
integrity, and confidentiality) for the Posture Broker Client’'s
PB- TNC bat ches sent on the network.

0 Expose the authenticated identity of the Posture Transport Server
to the Posture Broker Cient.

o Verify the security protections placed upon nessages received from
the network to ensure the nessages are authentic and protected
fromattacks on the network.

0 Deliver to the Posture Broker Cient the PB-TNC batches received
fromthe network so long as they are properly security protected.
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o Provide a secure, reliable, "in-order delivery", full-duplex
transport for the Posture Broker dient’s messages.

Since the Posture Transport Server can not validate the
trustworthi ness of the Posture Transport Cient, the Posture
Transport Server should protect itself appropriately.

4.1.2. Posture Transport Server

The Posture Transport Server is trusted by the Posture Broker Server
to:

o Not observe, fabricate, or alter the contents of the PB-TNC
bat ches recei ved fromthe network.

0 Not observe, fabricate, or alter the PB-TNC bat ches passed down
fromthe Posture Broker Server for transm ssion on the network

o0 Transnmit on the network any PB-TNC batches passed down fromthe
Post ure Broker Server.

0 Ensure PB-TNC batches received fromthe network are properly
protected froma security perspective

o Provide configured security protections (e.g., authentication
integrity, and confidentiality) for the Posture Broker Server’s
nessages sent on the network.

0 Expose the authenticated identity of the Posture Transport Cient
to the Posture Broker Server

o Verify the security protections placed upon nessages received from
the network to ensure the nessages are authentic and protected
from attacks on the network

Since the Posture Transport Client can not validate the
trustworthiness of the Posture Transport Server, the Posture
Transport Client should protect itself appropriately.

4.2. Threats and Count er neasures
Beyond the trusted rel ationships assuned in Section 4.1, the PT-EAP
EAP net hod faces a nunber of potential security attacks that could
require security counterneasures
Ceneral ly, the PT protocol is responsible for providing strong

security protections for all of the NEA protocols so any threats to
PT's ability to protect NEA protocol nessages could be very damagi ng
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to deploynments. For the PT-EAP nethod, nobst of the cryptographic
security is provided by the outer EAP tunnel nethod, and PT-EAP is
encapsul ated within the protected tunnel. Therefore, this section
hi ghli ghts the cryptographic requirenents that need to be net by the
EAP tunnel nmethod carrying PT-EAP in order to neet the NEA PT
requirenents.

Once the nessage is delivered to the Posture Broker Cient or Posture
Br oker Server, the Posture Brokers are trusted to properly and safely
process the nessages.

4.2.1. Message Confidentiality

When PT- EAP nessages are sent over unprotected network |inks or span
| ocal software stacks that are not trusted, the contents of the
nmessages may be subject to information theft by an intermediary
party. This theft could result in information being recorded for
future use or analysis by an adversary. Messages observed by
eavesdroppers could contain informati on that exposes potentia
weaknesses in the security of the endpoint or systemfingerprinting

i nformati on easing the ability of the attacker to enploy attacks nore
likely to be successful against the endpoint. The eavesdropper m ght
al so learn informati on about the endpoint or network policies that
either singularly or collectively is considered sensitive
information. For exanple, if PT-EAP is carried by an EAP tunne

met hod that does not provide confidentiality protection, an adversary
coul d observe the PA-TNC attributes included in the PB-TNC batch and
determ ne that the endpoint is |acking patches or that particul ar
sub- net wor ks have nore | enient policies.

In order to protect agai nst NEA assessment nessage theft, the EAP
tunnel method carrying PT-EAP nust provide strong cryptographic

aut hentication, integrity, and confidentiality protection. The use
of bidirectional authentication in the EAP tunnel nethod carrying
PT- EAP ensures that only properly authenticated and authori zed
parties may be involved in an assessnent nessage exchange. Wen
PT-EAP is carried within a cryptographically protected EAP tunne
nmet hod |i ke EAP-FAST or EAP-TTLS, all of the contents of PB-TNC and
PA- TNC protocol nessages are hidden from potential theft by
internmedi aries lurking on the network

4.2.2. Message Fabrication

Attackers on the network or present within the NEA system coul d

i ntroduce fabricated PT-EAP nessages intending to trick or create a
deni al of service against aspects of an assessnent. For exanple, an
adversary could attenpt to insert a PT-EAP nessage to tell a NEA
Server that the endpoint is totally infected. This could cause the
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device to be bl ocked fromaccessing a critical resource, which would
be a denial of service

The EAP tunnel nethod carrying a PT-EAP nethod needs to provide
strong security protections for the conpl ete nessage exchange over
the network. These security protections prevent an internediary from
being able to insert fake nessages into the assessnent. See

Section 5 for nore details on the EAP tunnel requirements.

4.2.3. Message Modification

This attack could allow an active attacker capable of intercepting a
message to nodify a PT-EAP nessage or transported PA-TNC attribute to
a desired value to ease the conpronise of an endpoint. Wthout the
ability for nessage recipients to detect whether a received nessage
contains the same content as what was originally sent, active
attackers can stealthily nodify the attribute exchange

PT- EAP | everages the EAP tunnel nethod (e.g., TEAP, EAP-FAST, or EAP-
TTLS) to provide strong authentication and integrity protections as a
counternmeasure to this threat. The bidirectional authentication
prevents the attacker fromacting as an active MTMto the protoco
that could be used to nodify the nessage exchange. The strong
integrity protections offered by the TLS-based EAP tunnel nethod
al | ow the PT-EAP nessage recipients to detect nessage alterations by
ot her types of network-based adversaries. Because PT-EAP does not
itself provide explicit integrity protection for the PT-EAP payl oad,
an EAP tunnel nethod that offers strong integrity protection is
needed to nmitigate this threat.

4.2.4. Denial of Service

A variety of types of denial-of-service attacks are possi bl e agai nst
PT-EAP if the message exchange is left unprotected while traveling
over the network. The Posture Transport Client and Posture Transport
Server are trusted not to participate in the denial of service of the
assessnent session, leaving the threats to come fromthe network.

The PT-EAP nethod prinmarily relies on the outer EAP tunnel nethod to
provi de strong authentication (at |east of one party), and depl oyers
are expected to | everage other EAP nethods to authenticate the other
party (typically the client) within the protected tunnel. The use of
a protected bidirectional authentication will prevent unauthorized
parties fromparticipating in a PT-EAP exchange.

After the cryptographic authentication by the EAP tunnel nethod, the

session can be protected cryptographically to provide confidentiality
and source authenticity. Such protection prevents undetected
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nodi fication that could create a denial -of-service situation

However, it is possible for an adversary to alter the nessage fl ows,
causi ng each nessage to be rejected by the recipient because it fails
the integrity checking.

4,2.5. NEA Asokan Attacks

As described in Section 3.4 and in the NEA Asokan Attack Analysis
[ RFC6813], a sophisticated M TM attack can be mounted agai nst NEA
systems. The attacker forwards PA-TNC nessages from a healt hy
machi ne through an unheal thy one so that the unhealthy machine can
gain network access. Section 3.4 and [ RFC6813] provide a detailed
description of this attack and of the counterneasures that can be
enpl oyed agai nst it.

Because |ying endpoint attacks are much easier than Asokan attacks
and an effective counterneasure against |ying endpoint attacks is the
use of an External Measurenent Agent (EMA), counterneasures agai nst
an Asokan attack are not necessary unless an EMA is in use. However,
PT- EAP i npl enenters may not know whether an EMA will be used with
their inplenentation. Therefore, PT-EAP inplenmenters SHOULD support
t hese count ernmeasures by providing the value of the tls-unique
channel binding to higher layers in the NEA reference nodel: Posture
Broker dients, Posture Broker Servers, Posture Collectors, and

Posture Validators. |If the tls-unique channel binding is
i mpl emented, it nust be verified before any other attestations are
eval uat ed.

4.3. Candi date EAP Tunnel Method Protections

This section discusses how PT-EAP is used within vari ous EAP tunne
met hods to neet the PT requirenments in Section 5.

TEAP [ RFC7170], EAP-FAST [ RFC4851], and EAP-TTLS [ RFC5281] mmke use
of TLS [RFC5246] to protect the transport of information between the
NEA dient and NEA Server. Each of these EAP tunnel nethods has two
phases. In the first phase, a TLS tunnel is established between the
NEA dient and NEA Server. |In the second phase, the tunnel is used
to pass other information. PT-EAP requires that establishing this
tunnel include at |east an authentication of the NEA Server by the
NEA Cient.

The phase two dial og may include authentication of the user by doing
ot her EAP nethods or, in the case of EAP-TTLS, by using EAP or non-
EAP aut hentication dialogs. PT-EAP is also carried by the phase two
tunnel, allow ng the NEA assessnment to be within an encrypted and
integrity-protected transport.
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Wth all these nethods (e.g., TEAP [ RFC7170], EAP-FAST [ RFC4851], and
EAP- TTLS [ RFC5281]), a cryptographic key is derived fromthe

aut hentication that may be used to secure later transm ssions. Each
of these nethods enploys at | east a NEA Server authentication using
an X. 509 certificate. Wthin each EAP tunnel nmethod will exist a set
of inner EAP nethods. These inner nethods may perform additiona
security handshakes i ncludi ng nore granul ar authentications or
exchanges of integrity information (such as PT-EAP). At sone point
after the conclusion of each inner EAP nethod, sone of the nethods
wi |l export the established secret keys to the outer tunnel nethod.
It’s expected that the outer nethod will cryptographically mx these
keys into any keys it is currently using to protect the session and
performa final operation to determ ne whether both parties have
arrived at the sane ni xed key. This cryptographic binding of the
inner method results to the outer nmethod’ s keys is essential for
detection of conventional (non-NEA) Asokan attacks.

TEAP [ RFC7170] is the mandatory-to-inpl enent EAP tunnel nethod.
4.4. Security Clainms for PT-EAP as per RFC 3748

This section summarizes the security clainms for this specification
as required by [RFC3748], Section 7.2:

Aut h. mechani sm None
Ci phersuite negotiation: No
Mut ual aut henti cati on: No
Integrity protection: No
Repl ay protection: No
Confidentiality: No
Key derivation: No
Key strength: N A
Dictionary attack resistant: N A
Fast reconnect: No
Crypt. binding: N A
Sessi on i ndependence: N A
Fragnent ati on: No
Channel bi ndi ng: No

5. Requirenents for EAP Tunnel Methods

Because the PT-EAP inner nethod described in this specification
relies on the outer EAP tunnel nethod for a najority of its security
protections, this section reiterates the PT requirenents that MJST be
met by the | ETF standard EAP tunnel nethod for use with PT-EAP
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TEAP [ RFC7170] is a Standards Track EAP tunnel nethod that satisfies
NEA' s requirenents and is the nmandatory-to-inpl enment EAP tunne
nmet hod.

The security requirenments described in this specification MIST be

i mpl emented in any product clainng to be PT-EAP conpliant. The
deci si on of whether a particul ar depl oynent chooses to use these
protections is a deploynent issue. A custoner may choose to avoid
potential depl oynment issues or performance penalties associated with
the use of cryptography when the required protection has been

achi eved through other mechanisnms (e.g., physical isolation). |If
security nechani sns may be deactivated by policy, an inplenentation
SHOULD of fer an interface to query how a nessage will be (or was)

protected by PT so higher-layer NEA protocols can factor this into
t hei r deci si ons.

RFC 5209 [ RFC5209] includes the following requirenent that is to be
applied during the selection of the EAP tunnel nethod(s) used in
conjunction with PT-EAP

PT-2: The PT protocol MJST be capabl e of supporting nutua

aut hentication, integrity, confidentiality, and replay protection
of the PB nmessages between the Posture Transport Cient and the
Posture Transport Server.

Not e that nutual authentication could be achieved by a conbi nation of
a strong authentication of one party (e.g., server authentication
whil e establishing the TLS-based tunnel) by the EAP tunnel nethod in
conjunction with a second authentication of the other party (e.g.
client authentication inside the protected tunnel) by another EAP
met hod running prior to PT-EAP

Havi ng the Posture Transport Cient always authenticate the Posture
Transport Server provides assurance to the NEA Cient that the NEA
Server is authentic (not a rogue or MTM prior to disclosing secret
or potentially privacy-sensitive information about what is running or
configured on the endpoint. However, the NEA Server’'s policy nmay
allow for the delay of the authentication of the NEA Client until a
suitabl e protected channel has been established allow ng for non-
cryptographic NEA Client credentials (e.g., usernane/passwrd) to be
used. \Wether the communication channel is established with nutua

or server-side-only authentication, the resulting channel needs to
provide strong integrity and confidentiality protection to its
contents. These protections are to be bound to at |east the

aut hentication of the NEA Server by the NEA Client, so the session is
cryptographically bound to a particul ar authentication event.
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The EAP tunnel nethod carrying PT- EAP MJUST provi de strong
cryptographi c authentication, integrity, and confidentiality
protection to protect agai nst NEA assessnment nessage theft as
described in Section 4.2.1. The cryptographically protected EAP
tunnel ensures that all of the PA-TNC and PB- TNC protocol nessages
are hidden frominternedi aries wanting to steal NEA data.

To support counternmeasures agai nst NEA Asokan attacks as described in
Section 3.4, the EAP tunnel nethod used with PT-EAP will need to
support generation of the tls-unique value to be used with the higher
| ayers of the NEA reference nodel. This should not be a high bar
since all EAP tunnel nethods currently support this, but not al

i mpl enent ati ons of those nethods may do so.

6. Privacy Considerations

The role of PT-EAP is to act as a secure transport for PB-TNC over a
networ k before the endpoint has been adnitted to the network. As a
transport protocol, PT-EAP does not directly utilize or require
direct know edge of any personally identifiable information (PlIl).
PT-EAP will typically be used in conjunction with other EAP nethods
that provide for the user authentication (if bidirectiona

aut hentication is used), so the user’s credentials are not directly
seen by the PT-EAP inner nethod.

Whi | e PT- EAP does not provide cryptographic protection for the PB-TNC
batches, it is designed to operate within an EAP tunnel nethod that
provi des strong authentication, integrity, and confidentiality
services. Therefore, it is inportant for deployers to | everage these
protections in order to prevent disclosure of PIl potentially

contai ned within PA-TNC or PB-TNC within the PT-EAP payl oad.

7. | ANA Considerations
This section provides guidance to the Internet Assigned Nunbers
Authority (I ANA) regarding registration of values related to the
PT- EAP protocol, in accordance with BCP 26 [ RFC5226].

The EAP Met hod type for PT-EAP has been assigned value 54, i.e., the
assignnent for Type in Section 3.3.

F - o e e e e e e e e e oo - o S +
| Val ue | Description | Reference
Fomeoo o e oo oo +
| 54 | EAP Method Type for PT-EAP | [RFC7171]
S Fom e e e e e e e e e m o S +
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Thi s docunent al so defines one new | ANA top-level registry: "PT-EAP
Versions". This section explains howthis registry works. Because
only eight (8) values are available in this registry, a high bar is
set for new assignments. The only way to register new values in this

registry is through Standards Action (via an approved Standards Track
RFC) .

7.1. Registry for PT-EAP Versions

The nane for this registry is "PT-EAP Versions". Each entry in this
registry includes a decinmal integer value between 1 and 7 identifying
the version and al so includes a reference to the RFC where the
version is defined.

The following entries are defined in this document and are the
initial entries in the registry. Additional entries to this registry
are added by Standards Action, as defined in RFC 5226 [ RFC5226].

S oo +
| Value | Defining Specification

S e e +
| 0 | Reserved |
| 1 | [ RFC7171] |
Fomm oo o m e e e e e oo +
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