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Abst r act

The | ETF Transparent |nterconnection of Lots of Links (TRILL)
protocol provides |east-cost pair-wi se data forwarding w thout
configuration in nulti-hop networks with arbitrary topol ogy and |ink
technol ogy, safe forwarding even during periods of tenporary |oops,
and support for multipathing of both unicast and nulticast traffic.
TRILL acconplishes this by using Internmediate Systemto Internediate
System (1S-1S) link-state routing and by encapsulating traffic using
a header that includes a hop count. Since publication of the TRILL
base protocol in July 2011, active devel opment of TRILL has reveal ed
errata in RFC 6325 and sone cases that could use clarifications or
updat es.

RFCs 6327 and 6439 provide clarifications and updates with respect to
adj acency and Appoi nted Forwarders. This docunent provides other
known cl arifications, corrections, and updates to RFCs 6325, 6327,
and 6439.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7180
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1. Introduction

The | ETF Transparent |nterconnection of Lots of Links (TRILL)

prot ocol [RFC6325] provides optinmal pair-wi se data frane forwarding
wi t hout configuration in nmulti-hop networks with arbitrary topol ogy
and |ink technol ogy, safe forwardi ng even during periods of tenporary
| oops, and support for nultipathing of both unicast and nulticast
traffic. TRILL acconplishes this by using Internediate Systemto
Internediate System (1S-1S) [IS1S] [RFC1195] [RFC7176] link-state
routi ng and encapsul ating traffic using a header that includes a hop
count. The design supports VLANs (Virtual Local Area Networks) and
optinmization of the distribution of nulti-destination franes based on
VLANs and | P derived nulticast groups.

In the years since the TRILL base protocol [RFC6325] was publi shed,
active devel opnent of TRILL has revealed five errors in the
specification [ RFC6325] and cases that could use clarifications or
updat es.

[ RFC6327] and [ RFC6439] provide clarifications with respect to
Adj acency and Appoi nted Forwarders. This docunment provides other
known cl arifications, corrections, and updates to [RFC6325],

[ RFC6327], and [ RFC6439].

1.1. Precedence

In case of conflict between this docunent and any of [RFC6325],

[ RFC6327], or [RFC6439], this document takes precedence. In
addition, Section 1.2 (Normative Content and Precedence) of [RFC6325]
is updated to provide a nore conpl ete precedence ordering of the
sections of [RFC6325] as followi ng, where sections to the left take
precedence over sections to their right:

4 >3 >7>5>2>6>1
1.2. Changes That Are Not Backward Conpati bl e
The change nade by Section 3.4 below is not backward conpatible wth
[ RFC6325] but has neverthel ess been adopted to reduce distribution
tree changes resulting fromtopol ogy changes.
The several other changes herein that are fixes to errata for
[ RFC6325] -- [Err3002] [Err3003] [Err3004] [Err3052] [Err3053]

[Err3508] -- may not be backward conpatible with previous
i mpl ementations that conforned to errors in the specification
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1.3. Termnology and Acronyns

Thi s docunent uses the acronyns defined in [ RFC6325] and the
foll owi ng acronyns and terns:

CFl - Canonical Format |ndicator [802]

DEI - Drop Eligibility Indicator [802.1Q 2011]

El SS - Enhanced I nternal Subl ayer Service

OOMF - Overload Originated Multi-destination Frane
TRILL Switch - An alternative nane for an RBridge

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

2. Overloaded and/or Unreachabl e RBridges

RBri dges may be in overload as indicated by the [IS-1S] overload flag
intheir LSPs (Link State PDUs). This neans that either (1) they are
i ncapabl e of holding the entire |link-state database and thus do not
have a view of the entire topology or (2) they have been configured
to have the overload bit set. Al though networks should be engi neered
to avoid actual link-state overload, it m ght occur under various
circunmstances. For exanple, if a large canpus included one or nore

| ow-end TRILL Switches.

It is a comon operational practice to set the overload bit in an
[1S-1S] router (such as an RBridge) when performnm ng nmaintenance on
that router that mght affect its ability to correctly forward
franes; this will usually |leave the router reachable for mnaintenance
traffic, but transit traffic will not be routed through it. (Al so
in sone cases, TRILL provides for setting the overload bit in the
pseudonode of a link to stop TRILL Data traffic on an access |ink
(see Section 4.9.1 of [RFC6325]).)

[1S-1S] and TRILL make a reasonable effort to do what they can even
if some RBridges/routers are in overload. They can do reasonably

well if a few scattered nodes are in overload. However, actua
| east-cost paths are no | onger assured if any RBridges are in
overl oad.

For the effect of overload on the appointnment of forwarders, see
Section 10. 2.
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In this Section 2, the term "neighbor" refers only to actual RBridges
and i gnores pseudonodes.

2.1. Reachability

Frames are not |east-cost routed through an overl oaded TRILL Switch
al t hough they may originate or termnate at an overloaded TRILL
Switch. In addition, frames will not be |east-cost routed over |inks
with cost 2**24 - 1 [RFC5305]; such links are reserved for traffic-
engi neered franes, the handling of which is beyond the scope of this
docunent .

As a result, a portion of the canpus may be unreachable for |east-
cost routed TRILL Data because all paths to it would be through a
link with cost 2**24 - 1 or through an overl oaded RBridge. For
exanple, an RBridge RBl1 is not reachable by TRILL Data if all of its
nei ghbors are connected to RB1 by links with cost 2**24 - 1. Such
RBri dges are called "data unreachabl e”

The |ink-state database at an RBridge RB1 can al so contain
informati on on TRILL Switches that are unreachable by IS 1S |ink-
state flooding due to link or RBridge failures. Wen such failures
partition the campus, the TRILL Switches adjacent to the failure and
on the sane side of the failure as RB1 will update their LSPs to show
the | ack of connectivity, and RBL will receive those updates. As a
result, RBL will be aware of the partition. Nodes on the far side of
the partition are both IS 1S unreachabl e and data unreachabl e.
However, LSPs held by RB1 for TRILL Switches on the far side of the
failure will not be updated and may stay around until they tine out,
which could be tens of minutes or longer. (The default in[ISI1S] is
twenty minutes.)

2.2. Distribution Trees

An RBridge in overload cannot be trusted to correctly calcul ate
distribution trees or correctly performthe RPFC (Reverse-Path
Forwar di ng Check). Therefore, it cannot be trusted to forward nulti-
destination TRILL Data franes. |t can only appear as a | eaf node in
a TRILL nmulti-destination distribution tree. Furthernore, if all the
i medi at e nei ghbors of an RBridge are overl oaded, then it is onitted
fromall trees in the canpus and is unreachable by nmulti-destination
franes.

Wien an RBridge deternines what nicknanmes to use as the roots of the
distribution trees it calculates, it MJST ignore all nicknames held
by TRILL Switches that are in overload or are data unreachable. Wen
calculating RPFCs for nulti-destination franes, an RBridge RBL MAY,
to avoid cal cul ati ng unnecessary RPF check state, ignore any trees
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that cannot reach to RB1 even if other RBridges |ist those trees as
trees that other TRILL Switches might use. (But see Section 3.)

2.3. Overloaded Receipt of TRILL Data Franes

The receipt of TRILL Data franes by overl oaded RBridge RB2 is

di scussed in the subsections below. |In all cases, the normal Hop
Count decrenent is performed, and the TRILL Data franme is discarded
if the result is less than one or if the egress nicknane is illegal

2.3.1. Known Unicast Receipt

RB2 will not usually receive unicast TRILL Data franes unless it is
the egress, in which case it decapsul ates and delivers the franes
normally. |If RB2 receives a unicast TRILL Data frane for which it is
not the egress, perhaps because a nei ghbor does not yet know it is in
overl oad, RB2 MJUST NOT discard the frane because the egress is an
unknown ni cknane as it night not know about all nicknanes due to its

over|l oaded condition. |f any neighbor, other than the nei ghbor from
which it received the frame, is not overloaded, it MJST attenpt to
forward the frame to one of those neighbors. |If there is no such

nei ghbor, the frane is di scarded.
2.3.2. Milti-Destination Receipt

If RB2 in overload receives a nulti-destination TRILL Data frane, RB2
MUST NOT apply an RPFC since, due to overload, it might not do so
correctly. RB2 decapsul ates and delivers the frame locally where it

i s Appoi nted Forwarder for the frame’s VLAN, subject to any nulticast
pruning. But since, as stated above, RB2 can only be the leaf of a
distribution tree, it MJST NOT forward a multi-destination TRILL Data
frame (except as an egressed native frame where RB2 is Appointed
Forwar der) .

2.4. Overloaded Oigination of TRILL Data Franes

Over | oaded origi nation of unicast frames with known egress and of
mul ti-destination frames are di scussed in the subsections bel ow

2.4.1. Known Unicast Origination

When an overl oaded RBridge RB2 ingresses or creates a known
destination unicast TRILL Data frane, it delivers it locally if the
destination Media Access Control (MAC) is local. Oherw se, RB2
unicasts it to any neighbor TRILL Switch that is not overloaded. It
MAY use what routing information it has to help select the neighbor.
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2.4.2. Milti-Destination Oigination

Over |l oaded RBridge RB2 ingressing or creating a mnmulti-destination
TRILL Data franme is nore conplex than for a known uni cast frane.

2.4.2.1. An Exanple Network

For exanpl e, consider the network below in which, for sinplicity, end
stations and any bridges are not shown. There is one distribution
tree of which RB4 is the root; it is represented by double |ines.
Only RBridge RB2 is overl oaded.

+----- + +----- + +----- + +----- +
| RB7 +====+ RB5 +=====+ RB3 +=====+ RBI1 |
Feom - + +- - -+ +- - -+ +- - - -

S |

oo oo +RBZ( ov) | —=====4+ |

| e w |

| | ] |
oot -+ TR + ===+t oot -+
| RB8 +=====+ RB6 +==++ RB4 ++=====+ RB9 |
oo + R +  44z=====++ R +

Since RB2 is overloaded, it does not know what the distribution tree
or trees are for the network. Thus, there is no way it can provide
normal TRILL Data encapsul ation for nulti-destination native franes.
So RB2 tunnels the frane to a neighbor that is not overloaded if it
has such a nei ghbor that has signaled that it is willing to offer
this service. RBridges indicate this in their Hellos as described
below. This service is called OOV (Overload Originated Multi -
destinati on Frame) service

- The nmulti-destination frame MJUST NOT be locally distributed in
native format RB2 before tunneling to a nei ghbor because this
woul d cause the frame to be delivered twice. For exanple, if RB2
locally distributed a nmulticast native frane and then tunneled it
to RB5, RB2 would get a copy of the frame when RB3 transnitted it
as a TRILL Data frame on the nmulti-access RB2-RB3-RB4 |ink. Since
RB2 woul d, in general, not be able to tell that this was a frame
it had tunneled for distribution, RB2 would decapsulate it and
locally distribute it a second tine.

- On the other hand, if there is no neighbor of RB2 offering RB2 the
OOWF service, RB2 cannot tunnel the frame to a neighbor. In this
case, RB2 MJST locally distribute the frame where it is Appointed
Forwarder for the frane’s VLAN and optionally subject to nulticast
pruni ng.
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2.4.2.2. Indicating OOW Support

An RBridge RB3 indicates its willingness to offer the OOW service to
RB2 in the TRILL Neighbor TLV in RB3’s TRILL Hell os by setting a bit
associ ated with the SNPA (Subnetwork Point of Attachnment, al so known
as MAC address) of RB2 on the link. (See Section 11.) Overl oaded
RBridge RB2 can only distribute nulti-destination TRILL Data franes
to the canpus if a neighbor of RB2 not in overload offers RB2 the
OOWF service. |f RB2 does not have OOMF service available to it, RB2
can still receive multi-destination frames from non-overl oaded

nei ghbors and, if RB2 should originate or ingress such a frame, it
distributes it locally in native form

2.4.2.3. Using OOWF Service

If RB2 sees this OOMF (Overload Originated Milti-destination Frane)
service advertised for it by any of its neighbors on any link to

whi ch RB2 connects, it selects one such nei ghbor by a neans beyond
the scope of this docunent. Assumi ng RB2 selects RB3 to handl e
multi-destination frames it originates, RB2 MJST advertise in its LSP
that it might use any of the distribution trees that RB3 advertises
so that the RPFC will work in the rest of the canpus. Thus,

notwi thstanding its overl oaded state, RB2 MIST retain this
information fromRB3 LSPs, which it will receive as it is directly
connected to RB3.

RB2 then encapsul ates such frames as TRILL Data frames to RB3 as
follows: Mbit = 0, Hop Count = 2, ingress nickname = a ni cknanme held
by RB2, and, since RB2 cannot tell what distribution tree RB3 will
use, egress nicknane = a special nicknane indicating an OOVF frane
(see Section 11). RB2 then unicasts this TRILL Data frane to RB3.
(I'mpl ementation of Item4 in Section 4 bel ow provi des reasonabl e
assurance that, notwithstanding its overloaded state, the ingress

ni ckname used by RB2 will be unique within at |east the portion of
the canpus that is IS 1S reachable from RB2.)

On recei pt of such a frame, RB3 does the foll ow ng:

- changes the Egress Nicknanme field to designate a distribution tree
that RB3 normal ly uses,

- sets the Mbit to one,

- changes the Hop Count to the value it would nornmally use if it
were the ingress, and

- forwards the frame on that tree

RB3 MAY rate |limt the nunber of franmes for which it is providing

this service by discarding sone such franes from RB2. The provision
of even limted bandwidth for OOMFs by RB3, perhaps via the slow
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path, nmay be inportant to the bootstrapping of services at RB2 or at
end stations connected to RB2, such as supporting DHCP and ARP/ ND
(Address Resolution Protocol / Neighbor Discovery). (Everyone
sonetinmes needs a little OOWF (pronounced "oonph") to get off the
ground.)

3. Distribution Trees

Two corrections, a clarification, and two updates related to
distribution trees appear in the subsections below See also
Section 2. 2.

3.1. Nunber of Distribution Trees

In [ RFC6325], Section 4.5.2, page 56, Point 2, 4th paragraph, the
parent hetical "(up to the maxi mumof {j,k})" is incorrect [Err3052].
It should read "(up to k if j is zero or the minimumof (j, k) if j
is non-zero)".

3.2. darification of Distribution Tree Updates

When a |ink-state database change causes a change in the distribution
tree(s), there are several possibilities. If atree root remains a
tree root but the tree changes, then |ocal forwarding and RPFC
entries for that tree should be updated as soon as practical
Simlarly, if a new nicknane becones a tree root, forwarding and RPFC
entries for the new tree should be installed as soon as practical
However, if a nicknanme ceases to be a tree root and there is
sufficient roomin |local tables, the forwarding and RPFC entries for
the forner tree MAY be retained so that any nulti-destination TRILL
Data franes already in flight on that tree have a higher probability
of being delivered.

3.3. Milticast Pruning Based on | P Address

The TRILL base protocol specification [ RFC6325] provides for and
recommends the pruning of nulti-destination frame distribution trees
based on the location of IP nulticast routers and |isteners; however,
mul ticast listening is identified by derived MAC addresses as

communi cated in the G oup MAC Address sub-TLV [ RFC7176].

TRILL Switches MAY communi cate nmulticast |isteners and prune
distribution trees based on the actual 1Pv4 or I Pv6 nulticast
addresses involved. Additional G oup Address sub-TLVs are provided
in [RFC7176] to carry this information. A TRILL Switch that is only
capabl e of pruning based on derived MAC address SHOULD cal cul ate and
use such derived MAC addresses fromnulticast |istener |Pv4/1Pv6
address information it receives.
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3.4. Nunbering of Distribution Trees

Section 4.5.1 of [RFC6325] specifies that, when building distribution
tree nunber j, node (RBridge) N that has multiple possible parents in
the tree is attached to possible parent nunber j nod p. Trees are
nunbered starting with 1, but possible parents are nunbered starting
with 0. As aresult, if there are two trees and two possible
parents, in tree 1, parent 1 will be selected, and in tree 2, parent
0 will be selected.

This is changed so that the selected parent MJST be (j-1) nod p. As
aresult, in the case above, tree 1 will select parent 0, and tree 2
will select parent 1. This change is not backward conpatible with
[RFC6325]. If all RBridges in a canpus do not determine distribution
trees in the same way, then for nost topologies, the RPFC will drop
many nulti-destination frames before they have been properly
delivered

3.5. Link Cost Directionality

Distribution tree construction, |ike other |east-cost aspects of
TRILL, works even if link costs are asymetric, so the cost of the
hop fromRBl1 to RB2 is different fromthe cost of the hop fromRB2 to
RB1. However, it is essential that all RBridges cal cul ate the sane
distribution trees, and thus, all nust either use the cost away from
the tree root or the cost towards the tree root. As corrected in
[Err3508], the text in Section 4.5.1 of [RFC6325] is incorrect. It
says:

In other words, the set of potential parents for N, for the tree
rooted at R consists of those that give equally nmninmal cost
paths fromNto R and ..

but the text should say "fromR to N':
In other words, the set of potential parents for N, for the tree
rooted at R consists of those that give equally nmninmal cost
paths fromR to N and ...

4, N cknane Sel ecti on

Ni ckname sel ection is covered by Section 3.7.3 of [RFC6325].
However, the followi ng shoul d be noted:

1. The second sentence in the second bullet itemin Section 3.7.3 of

[ RFC6325] on page 25 is erroneous [Err3002] and is corrected as
fol | ows:
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o0 The occurrence of "IS-1SID (LANID" is replaced with
"priority".

o The occurrence of "IS-1S SystemID"' is replaced with "

byte IS-1SID (LANID)".

seven-

The resulting corrected sentence in [ RFC6325] reads as foll ows:

If RB1 chooses nicknane x, and RB1 di scovers, through receipt
of an LSP for RB2 at any later time, that RB2 has al so chosen
X, then the RBridge or pseudonode with the nunerically higher
priority keeps the nicknane, or if there is atie in priority,
the RBridge with the nunerically higher seven-byte IS 1S ID
(LAN I D) keeps the nicknanme, and the other RBridge MJST sel ect
a new ni cknane

2. In exam ning the link-state database for nicknane conflicts,
ni cknanes held by 1S 1S unreachable TRILL Switches MJST be
i gnored, but nicknanes held by 1S 1S reachable TRILL Switches
MUST NOT be ignored even if they are data unreachable.

3. An RBridge may need to select a new nicknane, either initially
because it has none or because of a conflict. Wen doing so, the
RBri dge MUST consider as available all nicknanmes that do not
appear in its link-state database or that appear to be held by
| S-1S unreachable TRILL Switches; however, it SHOULD give
preference to sel ecting new ni cknames that do not appear to be
held by any TRILL Switch in the canpus, reachable or unreachabl e,
so as to mnimze conflicts if 1S 1S unreachable TRILL Swi tches
| at er becone reachabl e.

4. An RBridge, even after it has acquired a nicknanme for which there
appears to be no conflicting claimnt, MJST continue to nonitor
for conflicts with the nicknane or nicknanes it holds. It does
so by checking in LSP PDUs it receives that should update its
| ink-state database for the followi ng: any occurrence of any of
its nicknanes held with higher priority by sonme other TRILL
Switch that is IS-IS reachable fromit. [If it finds such a
conflict, it MJUST select a new ni cknane, even when in overl oaded
state. (It is possible to receive an LSP that should update the
I i nk-state database but does not due to overload.)

5. In the very unlikely case that an RBridge is unable to obtain a
ni cknanme because all valid RBridge nicknanes (0x0001 through
OXFFBF inclusive) are in use with higher priority by IS-IS
reachable TRILL Switches, it will be unable to act as an ingress,
egress, or tree root but will still be able to function as a
transit TRILL Switch. Although it cannot be a tree root, such an
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5.

5.

RBridge is included in distribution trees conputed for the canpus
unless all its neighbors are overloaded. It would not be
possible to send a uni cast RBridge Channel nessage specifically
to such a TRILL Switch [RFC7178]; however, it wll receive

uni cast Channel messages sent by a neighbor to the Any-RBridge
egress nicknane and will receive appropriate nulti-destination
Channel nessages.

MIU ( Maxi mum Transni ssion Unit)

MIU values in TRILL key off the originatingL1LSPBufferSize val ue
communi cated in the 1S-1S originati ngLSPBufferSize TLV [IS-1S]. The
canmpus-w de val ue Sz, as described in Section 4.3.1 of [RFC6325], is
the m ni mum val ue of originatingL1LSPBufferSize for the RBridges in a
canpus, but not |ess than 1470. The MIU testing mechani sm and
limting LSPs to Sz assures that the LSPs can be flooded by 1S-1S and
thus that 1S-1S can operate properly.

If nothing is known about the MIU of the links or the
originatingL1LSPBuf ferSi ze of other RBridges in a canpus, the
originatingL1LSPBuf ferSi ze for an RBridge should default to the

m ni mum of the LSP size that its TRILL I1S-1S software can handl e and
the m ni num MIU of the ports that it mght use to receive or transmt
LSPs. |If an RBridge does have knowl edge of |link MIUs or other

RBri dge originatingL1LSPBufferSize, then, to avoid the necessity to
regenerate the local LSPs using a different nmaxi mum size, the

RBri dge’s originati ngL1LSPBuf ferSi ze SHOULD be configured to the

m ni mum of (1) the snallest value that other RBridges are or will be
announci ng as their originatingL1LSPBufferSize and (2) a val ue snal
enough that the canpus will not partition due to a significant nunber
of links with limted MU  However, as provided in [RFC6325], in no
case can originatingL1LSPBufferSize be less than 1470. In a well-
configured canpus, to mninize any LSP regeneration due to re-sizing,
it is desirable for all RBridges to be configured with the sane

ori gi nati ngL1LSPBufferSi ze

Section 5.1 below corrects errata in [ RFC6325], and Section 5.2
clarifies the neaning of various MU linits for TRILL Ethernet |inks.

1. MIU- Rel ated Errata in RFC 6325

Three MIU-rel ated errata in [ RFC6325] are corrected in the
subsecti ons bel ow.
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5.1.1. MrU PDU Addressing

Section 4.3.2 of [RFC6325] incorrectly states that nulti-destination
MTU- probe and MIU-ack TRILL IS-1S PDUs are sent on Ethernet |inks
with the All-RBridges nmulticast address as the Quter.MacDA [ Err3004].
As TRILL 1S-1S PDUs, when nmulticast on an Ethernet |ink, they MJST be
sent to the All-1S-1S-RBridges nulticast address.

5.1.2. MU PDU Processi ng

As discussed in [ RFC6325] and, in nore detail, in [RFC6327], MIU-
probe and MIU-ack PDUs MAY be unicast; however, Section 4.6 of

[ RFC6325] erroneously does not allow for this possibility [Err3003].
It is corrected by replacing Item nunbered "1" in Section 4.6.2 of

[ RFC6325] with the follow ng quoted text to which TRILL Switches MJST
conform

"1. If the Ethertype is L2-1S1S and the Quter. MacDA is either Al -
I S-1S-RBridges or the unicast MAC address of the receiving
RBri dge port, the frane is handl ed as described in
Section 4.6.2.1"

The reference to "Section 4.6.2.1" in the above quoted text is to
that section in [ RFC6325].

5.1.3. MIU Testing

The | ast two sentences of Section 4.3.2 of [RFC6325] have errors
[Err3053]. They currently read:

If Xis not greater than Sz, then RB1 sets the "failed m ni rum MIu
test" flag for RB2 in RBl's Hello. |If size X succeeds, and X >
Sz, then RB1l advertises the largest tested X for each adjacency in
the TRILL Hellos RB1 sends on that |ink, and RB1 MAY advertise X
as an attribute of the link to RB2 in RB1's LSP

They shoul d read:

If Xis not greater than or equal to Sz, then RBl sets the "failed
m ni mum MIU test"” flag for RB2 in RBl's Hello. |If size X
succeeds, and X >= Sz, then RBl advertises the largest tested X
for each adjacency in the TRILL Hellos RB1 sends on that link, and
RB1 MAY advertise X as an attribute of the link to RB2 in RBl's
LSP.
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5.2. Ethernet MIU Val ues

originatingL1LSPBufferSize is the nmaxi numpermitted size of LSPs
starting with the 0x83 Intradonmai n Routeing Protocol Discrininator
byte. In Layer 3 1S 1S, originatingLlLSPBufferSize defaults to 1492
bytes. (This is because, in its previous |life as DECnet Phase V,

I S-1S was encoded using the SNAP SAP (Subnetwork Access Protoco
Service Access Point) [RFC7042] format, which takes 8 bytes of
overhead and 1492 + 8 = 1500, the classic Ethernet maxi rum Wen
standardi zed by ISOIEC [IS1S] to use Logical Link Control (LLC)
encodi ng, this default could have been increased by a few bytes but
was not.)

In TRILL, originatingLlLSPBufferSize defaults to 1470 bytes. This
all ows 27 bytes of headroom or safety nmargin to accommodat e | egacy
devices with the classic Ethernet maxi num MIU despite headers such as
an CQuter. VLAN

Assum ng the canpus-wide mininumlink MU is Sz, RBridges on Ethernet
links MUST limt nost TRILL IS-1S PDUs so that PDUz (the | ength of
the PDU starting just after the L2-1S-1S Ethertype and endi ng j ust
before the Ethernet Franme Check Sequence (FCS)) does not to exceed
Sz. The PDU exceptions are TRILL Hell o PDUs, which MJST NOT exceed
1470 bytes, and MIU- probe and MIU-ack PDUs that are padded, depending
on the size being tested (which may exceed Sz).

Sz does not Iimt TRILL Data frames. They are only linited by the
MIU of the devices and links that they actually pass through

however, links that can acconmpbdate |1S-1S PDUs up to Sz would
acconmodate, with a generous safety margin, TRILL Data frane payl oads
of (Sz - 24) bytes, starting after the Inner.VLAN and endi ng j ust
before the FCS. Mst nodern Ethernet equi pnent has anpl e headroom
for frames with extensive headers and is sonetines engineered to
acconmodat e 9K byte junbo franes.

6. Port Mbdes

Section 4.9.1 of [RFC6325] specifies four node bits for RBridge ports
but may not be conpletely clear on the effects of various
conbi nations of bits.

The table bel ow explicitly indicates the effect of all possible
conbi nations of the TRILL port node bits. "*" in one of the first
four colums indicates that the bit can be either zero or one. The
followi ng colums indicate allowed frame types. The Disable bit
normal Iy disables all franes, but, as an inplenentation choice, sone
or all lowlevel Layer 2 control frames (as specified in [RFC6325],
Section 1.4) can still be sent or received.
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B e L s Fom e e +--m - - +--m - - +--m - - +
D | | | | | | | |
[Pl TA | | | TRILL| | |
|'s| |c|T| | | Data | | |
lal |c|r] | | | | |
| b] Pl e] u] | native | LSP | |
[1]2]s|n|Layer 2 |ingress| SNP | TRILL| P2P

| el Pl s| k| Control |egress | MIU |Hello|Hello
R el Ll s Fom oo e +-- - - - +-- - - - +-- - - - +
| 0] 0] O] O] Yes | Yes | Yes | Yes | No

B S I I Fomm - L L L +
| 0] 0] O] 1] Yes | No | Yes | Yes | No

B e L s Fom e e +--m - - +--m - - +--m - - +
| 0] 0] 1| O] Yes | Yes | No | Yes | No
R el Ll s Fom oo e +-- - - - +-- - - - +-- - - - +
| 0] O] 1] 1] Yes | No | No | Yes | No

B S I I Fomm - L L L +
| 0] 1] 0] *| Yes | No | Yes | No | Yes
B e L s Fom e e +--m - - +--m - - +--m - - +
|O] 1] 1| *| Yes | No | No | No | Yes
R el Ll s Fom oo e +-- - - - +-- - - - +-- - - - +
| 1] *]*|*| Optional| No | No | No | No |
B S I I Fomm - L L L +

(The formal nane of the "access bit" is the "TRILL traffic disable
bit", and the formal nane of the "trunk bit" is the "end-station
service disable bit" [RFC6325].)

7. The CFI/DEl Bit

In May 2011, the | EEE promnul gated [802. 1Q 2011], which changes the
nmeani ng of the bit between the priority and VLAN ID bits in the

payl oad of C-VLAN tags. Previously, this bit was called the CF
(Canoni cal Format Indicator) bit [802] and had a special neaning in
connection with | EEE 802.5 (Token Ring) franes. Now, under

[802.1Q 2011], it is a DEl (Drop Eligibility Indicator) bit, simlar
to that bit in S-VLAN B-VLAN tags where this bit has al ways been a
DEl bit.

The TRILL base protocol specification [RFC6325] assuned, in effect,
that the Iink by which end stations are connected to TRILL Swi tches
and the restricted virtual link provided by the TRILL Data frane are
| EEE 802.3 Ethernet links on which the CFl bit is always zero.

Shoul d an end station be attached by some other type of link, such as
a Token Ring link, [RFC6325] inplicitly assunmed that such franes
woul d be canoni calized to 802.3 franmes before being ingressed, and
simlarly, on egress, such franes would be converted from 802.3 to
the appropriate frane type for the Iink. Thus, [RFC6325] required
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that the CFl bit in the Inner.VLAN, which is shown as the "C" bit in
Section 4.1.1 of [RFC6325], always be zero.

However, for TRILL Switches with ports confornming to the change

i ncorporated in the | EEE 802. 1Q 2011 standard, the bit in the

I nner. VLAN, now a DElI bit, MJST be set to the DEl val ue provided by
the EISS (Enhanced I nternal Sublayer Service) interface on ingressing
a native frame. Sinilarly, this bit MJST be provided to the EI SS
when transiting or egressing a TRILL Data frame. As with the 3-bit
Priority field, the DElI bit to use in forwarding a transit frame MJST
be taken fromthe Inner.VLAN. The exact effect on the Quter.VLAN DEI
and priority bits and whether or not an Quter.VLAN appears at all on
the wire for output franmes nay depend on output port configuration.

TRILL canpuses with a nixture of ports, sone conpliant with

[ 802.1Q 2011] and sone conpliant with pre-802.1Q 2011 standards,
especially if they have actual Token Ring links, may operate
incorrectly and may corrupt data, just as a bridged LAN with such
m xed ports and |inks woul d.

8. Gaceful Restart

TRILL Switches SHOULD support the features specified in [ RFC5306],
whi ch describes a nechanismfor a restarting I1S-1S router to signal
to its neighbors that it is restarting, allowing themto reestablish
their adjacencies without cycling through the down state, while still
correctly initiating link-state database synchroni zati on.

9. Updates to RFC 6327

[ RFC6327] provides for nultiple states of the potential adjacency
between two TRILL Switches. |t makes clear that only an adjacency in
the "Report"” state is reported in LSPs. LSP synchronization (LSP and
Subnetwork Point (SNP) transm ssion and receipt), however, is
performed if and only if there is at |east one adjacency on the |ink
in either the "2-Way" or "Report" state.

To support the PORT-TRILL-VER sub-TLV specified in [RFC7176], the
foll owi ng updates are nade to [ RFC6327]:

1. The first sentence of the |ast paragraph in [ RFC6327] Section 3.1
is nodified from

Al'l TRILL LAN Hell os issued by an RBridge on a particular port
MUST have the sane source MAC address, priority, desired

Desi gnated VLAN, and Port ID, regardless of the VLAN in which
the Hello is sent.
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10.

10.

to

Al'l TRILL LAN Hell os issued by an RBridge on a particular port
MUST have the sane source MAC address, priority, desired

Desi gnated VLAN, Port |ID, and PORT-TRI LL-VER sub-TLV [ RFC7176]
i f included, regardless of the VLAN in which the Hello is
sent.

2. An additional bullet itemis added to the end of Section 3.2 of
[ RFC6327] as follows:

o The five bytes of PORT-TRILL-VER sub-TLV data received in the
nost recent TRILL Hello fromthe nei ghbor RBridge.

3. In Section 3.3 of [RFC6327], near the bottom of page 12, a bullet
itemas follows is added:

o The five bytes of PORT-TRILL-VER sub-TLV data are set from
that sub-TLV in the Hello or set to zero if that sub-TLV does
not occur in the Hello.

4. At the beginning of Section 4 of [RFC6327], a bullet itemis
added to the list as follows:

o The five bytes of PORT-TRILL-VER sub-TLV data used in TRILL
Hell os sent on the port.

Updat es on Appoi nted Forwarders and Inhibition

An optional nethod of Hello reduction is specified in Section 10.1
bel ow and a recommendati on on forwarder appointnments in the face of
overload is given in Section 10. 2.

1. Optional TRILL Hello Reduction

If a network nmanager has sufficient confidence that it knows the
configuration of bridges, ports, and the like, within a link, it may
be able to reduce the nunber of TRILL Hellos sent on that link; for
exanple, if all RBridges on the link will see all Hellos regardl ess
of VLAN constraints, Hellos could be sent on fewer VLANs. However,
because adjacencies are established in the Designated VLAN, an

RBri dge MUST al ways attenpt to send Hellos in the Designated VLAN.
Hell o reduction nmakes TRILL | ess robust in the face of decreased VLAN
connectivity in a link such as partitioned VLANs, many VLANs di sabl ed
on ports, or disagreenent over the Designated VLAN, however, as |long
as all RBridge ports on the link are configured for the sane desired
Desi gnated VLAN, can see each other’s frames in that VLAN, and
utilize the nechanisns specified below to update VLAN inhibition
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tinmers, operations will be safe. (These considerations do not arise
on links between RBridges that are configured as point-to-point
since, in that case, each RBridge sends point-to-point Hellos, other
TRILL 1S-1S PDUs, and TRILL Data frames only in what it believes to
be the Designated VLAN of the link and no native frame end-station
service is provided.)

The provision for a configurable set of "Announcing VLANs", as
described in Section 4.4.3 of [RFC6325], provides a nmechanismin the
TRILL base protocol for a reduction in TRILL Hell os.

To maintain | oop safety in the face of occasional |ost franes,
RBridge failures, link failures, new RBridges conming up on a link
and the like, the inhibition nmechani smspecified in [ RFC6439] is
still required. Under Section 3 of [RFC6439], a VLAN inhibition
timer can only be set by the receipt of a Hello sent or received in
that VLAN. Thus, to safely send a reduced nunber of TRILL Hell os on
a reduced nunber of VLANs requires additional nechanisns to set the
VLAN inhibition tinmers at an RBridge, thus extending Section 3, Item
4, of [RFC6439]. Two such nechani sns are specified bel ow. Support
for both of these mechanisns is indicated by a capability bit in the
PORT- TRI LL- VER sub-TLV (see Section 9 above and [RFC7176]). It may
be unsafe for an RBridge to send TRILL Hellos on fewer VLANs than the
set of VLANs reconmended in [RFC6325] on a link unless all its

adj acencies on that link (excluding those in the Down state

[ RFC6327]) indicate support of these mechani snms and t hese mechani sims
are in use.

1. An RBridge RB2 MAY include in any TRILL Hell o an Appoi nted
Forwarders sub-TLV [ RFC7176] appointing itself for one or nore
ranges of VLANs. The Appointee N cknane field(s) in the
Appoi nt ed Forwarder sub-TLV MJST be the sane as the Sender
Ni ckname in the Special VLANs and Flags sub-TLV in the TRILL
Hello. This indicates the sending RBridge believes it is
Appoi nted Forwarder for those VLANs. An RBridge receiving such a
sub- TLV sets each of its VLAN inhibition tiners for every VLAN in
the block or blocks listed in the Appointed Forwarders sub-TLV to
the maxi mum of its current value and the Hol ding Tinme of the
Hell o containing the sub-TLV. This is backward conpatible
because such sub-TLVs will have no effect on any receiving
RBri dge not inplenmenting this mechanismunless RB2 is the DRB
(Desi gnated RBridge) sending Hello on the Designated VLAN, in
whi ch case, as specified in [RFC6439], RB2 MJST include in the
Hello all forwarder appointments, if any, for RBridges other than
itself on the link.
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10.

2. An RBridge MAY use the new VLANs Appoi nted sub-TLV [ RFC7176].
When RB1 receives a VLANs Appointed sub-TLV in a TRILL Hello from
RB2 on any VLAN, RB1 updates the VLAN inhibition timers for al
the VLANs that RB2 lists in that sub-TLV as VLANs for which RB2
i s Appoi nted Forwarder. Each such timer is updated to the
maxi mum of its current value and the Holding Tinme of the TRILL
Hel | o contai ning the VLANs Appoi nted sub-TLV. This sub-TLV will
be an unknown sub-TLV to RBridges not inplenenting it, and such
RBridges will ignore it. Even if a TRILL Hello sent by the DRB
on the Designated VLAN includes one or nore VLANs Appoi nted sub-
TLVs, as long as no Appoi nted Forwarders sub-TLVs appear, the
Hello is not required to indicate all forwarder appointnents.

Two di fferent encodings are providing above to optimnize the listing
of VLANs. Large bl ocks of contiguous VLANs are nore efficiently
encoded with the Appointed Forwarders sub-TLV, and scattered VLANs
are nore efficiently encoded with the VLANs Appoi nted sub-TLV. These
encodi ngs may be nixed in the sane Hello. The use of these sub-TLVs
does not affect the requirenent that the "AF" bit in the Specia

VLANs and Fl ags sub-TLV MUST be set if the originating RBridge
believes it is Appointed Forwarder for the VLAN in which the Hello is
sent. |f the above nechanisns are used on a link, then each RBridge
on the Iink MJUST send Hellos in one or nore VLANs with such VLANs
Appoi nted sub-TLV(s) and/or self-appoi nt nent Appoi nted Forwarders
sub-TLV(s), and the "AF" bit MJST be appropriately set such that no
VLAN inhibition timer will inproperly expire unless three or nore
Hellos are lost. For exanple, an RBridge could announce all VLANs
for which it believes it is Appointed Forwarder in a Hello sent on
the Designated VLAN three tinmes per Holding Tine.

2. Overload and Appointed Forwarders

An RBridge in overload (see Section 2) will, in general, do a poorer
job of ingressing and forwardi ng franes than an RBridge not in
overload that has full know edge of the canpus topol ogy. For
exanpl e, an overl oaded RBridge nmay not be able to distribute nulti-
destination TRILL Data franes at all

Therefore, the DRB SHOULD NOT appoint an RBridge in overload as an
Appoi nted Forwarder unless there is no alternative. Furthernore, if
an Appoi nted Forwarder becones overl oaded, the DRB SHOULD re-assign
VLANs fromthe overl oaded RBridge to another RBridge on the |ink that
is not overloaded, if one is available. DRB election is not affected
by overl oad.
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11.

12.

13.

A counter-exanple would be if all canpus end stations in VLAN-x were
on links attached to RB1 via ports where VLAN-x was enabled. In such
a case, RB1 SHOULD be nade the VLAN-x Appoi nted Forwarder on all such
links even if RB1 is overl oaded.

| ANA Consi derati ons
The followi ng | ANA actions have been conpl et ed.

1. The ni ckname OxFFCl1, which was reserved by [ RFC6325], is
all ocated for use in the TRILL Header Egress N cknane field to
i ndi cate an OOW (Overload Originated Milti-destination Frane).

2. Bit 1 fromthe seven previously reserved (RESV) bits in the per-
nei ghbor "Nei ghbor RECORD' in the TRILL Neighbor TLV [RFC7176] is
all ocated to indicate that the RBridge sending the TRILL Hello
volunteers to provide the OOW forwardi ng service described in
Section 2.4.2 to such franes originated by the TRILL Sw tch whose
SNPA (MAC address) appears in that Nei ghbor RECORD. The
description of this bit is "Ofering OOV service".

3. Bit Ois allocated fromthe Capability bits in the PORT-TRI LL-VER
sub- TLV [ RFC7176] to indicate support of the VLANs Appointed sub-
TLV [ RFC7176] and the VLAN inhibition setting nechani sns
specified in Section 10.1. The description of this bit is "Hello
reduction support”.

Security Considerations

This meno i nproves the docunentation of the TRILL protocol, corrects
five errata in [ RFC6325], and updates [RFC6325], [RFC6327], and

[ RFC6439]. It does not change the security considerations of these
RFCs.
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