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Abst r act
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t he MANET Nei ghborhood Di scovery Protocol (NHDP) to increase their
abilities to acconmpdate protocol extensions. This docunent updates
RFC 7181 (OLSRv2) and RFC 6130 ( NHDP).
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This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7188

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

The MANET Nei ghborhood Di scovery Protocol (NHDP) [RFC6130] and the
Optimzed Link State Routing Protocol version 2 (OLSRv2) [RFC7181]
are protocols for use in Mbile Ad Hoc Networks (MANETs) [RFC2501],
based on the Generalized MANET Packet/Message Fornmat [ RFC5444].

Thi s docunent updates [RFC6130] and [ RFC7181], specifically their use
of TLV (Type-Length-Value) elenents, to increase the extensibility of
these protocols and to enable sone inprovenents in their

i mpl enent ati on.

This specification reduces the latitude of inplenentations of

[ RFC6130] and [RFC7181] to consider sonme nessages, which will not be
created by inplenmentations sinply follow ng those specifications, as
a reason to consider the nessage as "badly fornmed", and thus as a
reason to reject the message. This gives greater latitude to the
creation of extensions of these protocols, in particular extensions
that will interoperate with unextended inplenentations of those
protocols. As part of that, it indicates how TLVs with unexpected
val ue fields nmust be handl ed, and adds sone additional options to
those TLVs.

Note that TLVs with unknown type or type extension are already
specified as to be ignored by [ RFC6130] and [RFC7181] and also are
not a reason to reject a nessage.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119].

Additionally, this docunent uses the term nol ogy of [RFC5444],
[ RFC6130], and [ RFC7181].

Applicability Statenent

Thi s docunent updates the specification of the protocols described in
[ RFC6130] and [ RFC7181].

Specifically, this specification updates [RFC6130] and [ RFC7181] in
the foll owi ng ways:

0 Renoves the latitude of rejecting a nmessage with a TLV with a
known type, but with an unexpected TLV Value field, for the TLV
Types defined in [ RFC6130] and [ RFC7181].
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4.

4,

o Specifies the handling of a TLV Value field with unexpected
| engt h.

0 Sets up |ANA registries for TLV Values for the Address Bl ock TLVs:
* LOCAL_IF, defined in [RFC6130].
* LI NK_STATUS, defined in [RFC6130].
* OTHER_NEI GHB, defined in [RFC6130].
* MR, defined in [ RFC7181], now considered as a bit field.

*  NBR_ADDR TYPE, defined in [RFC7181], now considered as a bit
field.

o Defines a well-known TLV Val ue for "UNSPECI FI ED' for the Address
Bl ock TLV Types LOCAL | F, LINK STATUS, and OTHER NEI GHB, all
defined in [ RFC6130] .

TLV Val ues

NHDP [ RFC6130] and OLSRv2 [ RFC7181] define a nunber of TLVs within
the franmework of [RFC5444]. These TLVs define the nmeaning of only
sone of the contents that can be found in a TLV Value field. This
limtation may be either defining only certain TLV Val ues or
considering only sone |lengths of the TLV Value fields (or a single-
value field in a multivalue Address-Block TLV). This specification
descri bes how NHDP [ RFC6130] and OLSRv2 [ RFC7181] are to handl e TLVs
with other TLV Value fields.

1. Unrecogni zed TLV Val ues

NHDP and OLSRv2 specify that, in addition to well-defined reasons (in
the respective protocol specifications), an inplenentation of these
protocol s MAY recogni ze a nessage as "badly fornmed" and therefore
"invalid for processing" for other reasons (Section 12.1 of [RFC6130]
and Section 16.3.1 of [RFC7181]). These sections could be
interpreted as allowing rejection of a nessage because a TLV Val ue
field is unrecogni zed. This specification renpves that |atitude:

0 An inplenentation MJUST NOT reject a nessage because it contains an
unrecogni zed TLV val ue. Instead, any unrecognized TLV Value field
MUST be processed or ignored by an unextended inplenmentation of
NHDP or OLSRv2, as described in the follow ng sections.

0 Hence, this specification renoves the 7th, 10th, and 11th bullets
in Section 12.1 of [RFC6130].
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It should be stressed that this is not a change to [ RFC6130] or

[ RFC7181], except with regard to not allowing this to be a reason for
rejection of a nessage. [RFC6130] or [RFC7181] are specified in
terns such as "if an address is associated with a value of LOST by a
LI NK_STATUS TLV'. Association with an unrecogni zed val ue has no
effect on any inplenentation strictly following such a specification

4.2. TLV Val ue Lengths

The TLVs specified in [RFC6130] and [RFC7181] may be either single-
value or multivalue TLVs. 1In either case, the length of each item of
i nformati on encoded in the TLV Value field is the "single-length"
defined and calculated as in Section 5.4.1 of [RFC5444]. Al TLVs
specified in [RFC6130] and [ RFC7181] have a one- or two-octet single-
I ength. These are considered the expected single-lengths of such a
recei ved TLV.

O her single-length TLV Value fields may be introduced by extensions
to [ RFC6130] and [RFC7181]. This docunent specifies how

i mpl enent ati ons of [RFC6130] and [ RFC7181], or extensions thereof,
MUST behave on receiving TLVs of the TLV types defined in [ RFC6130]
and [ RFC7181], but with TLV Value fields with other single-length
val ues.

The follow ng principles apply:

o If the received single-length is greater than the expected single-
I ength, then the excess octets MJST be ignored.

o If the received single-length is I ess than the expected single-
| ength, then the absent octets MJST be considered to have all bits
cleared (0).

Excepti on:

0 A received CONT_SEQ NUMwith a single-length < 2 SHOULD be
consi dered an error.

4.3. Undefined TLV Val ues

[ RFC6130] and [RFC7181] define a nunber of TLVs, but for sonme of
these TLVs they specify neanings for only sone TLV Values. This
docunent establishes | ANA registries for these TLV Values, wth
initial registrations reflecting those used by [ RFC6130] and

[ RFC7181], and as specified in Section 4.3.3.

There are different cases of TLV Values with different
characteristics. These cases are considered in this section
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4.3.1. NHDP TLVs: LOCAL_IF, LINK_STATUS, and OTHER_NEI GB

For the Address-Block TLVs LOCAL_IF, LINK_STATUS, and OTHER NEI GHB
TLVs, defined in [RFC6130], only a limted nunber of values are
specified for each. These are converted, by this specification, into
extensible registries with initial registrations for val ues defined
and used by [ RFC6130] -- see Section 5.

An inplementation of [ RFC6130] that receives a LOCAL_IF, LI NK_STATUS
or OTHER NEI GHB TLV with any TLV Val ue other than the values that are
defined in [ RFC6130] MJST ignore that TLV Value, as well as any
corresponding attribute association to the address.

4.3.2. (OLSRv2 TLVs: MPR and NBR_ADDR TYPE

The Address-Block TLVs MPR and NBR_ADDR TYPE, defined in [RFC7181],
are simlar to those defined in [RFC6130] in having only linited

val ues specified (1, 2, and 3): 1 and 2 represent the presence of two
different attributes associated to an address, and 3 represents "both
1 and 2".

These TLV Value fields are, by this specification, converted to bit
fields and MIUST be interpreted as such. As the existing definitions
of values 1, 2, and 3 behave in that manner, it is likely that this
will involve no change to an inplenentation, but any test of (for
exanple) Value = 1 or Value = 3 MJST be converted to a test of (for
exanple) Value bitand 1 = 1, where "bitand" denotes a bitw se AND
operati on.

This specification creates registries for recording reservations of
the individual bits in these bit fields, with initial registrations
for val ues defined and used by [RFC7181] -- see Section 5.

O her TLVs defined by [ RFC7181] are not affected by this
speci fication.

4.3.3. Unspecified TLV Val ues

The registries defined in Section 5 for the LOCAL_IF, LINK STATUS
and OTHER NEI GHB TLVs each include an additional TLV Val ue
UNSPECI FI ED. This TLV Val ue represents a defined value that, |ike
currently undefined TLV Values, indicates that no infornmation is
associated with this address; the defined value will always have this
nmeani ng. Such a TLV Val ue may be used to enable the creation of nore
efficient nultivalue Address Block TLVs or to sinplify an

i mpl enent ati on.
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The sinilar requirenent for the MPR and NBR _ADDR TYPES TLVs is

al ready satisfied by the TLV Value zero, provided that each bit in
the TLV Value is defined as set ('1') when indicating the presence of
an attribute, or clear ('0') when indicating the absence of an
attribute. Therefore, this is required for registrations fromthe
rel evant registries; see Section 5.

For the LINK_METRIC TLV, this is already possible by clearing the
nmost significant bits (0 to 3) of the first octet of the TLV Val ue.
It is RECOWENDED that in this case the remaining bits of the TLV
Value are either all clear ("0") or all set ('1").
5. | ANA Consi derati ons
| ANA has conpleted the ten actions set out in the follow ng sections.
5.1. LOCAL | F Address Bl ock TLVs
5.1.1. New Registry

| ANA has created a new sub-registry called "LOCAL_I F TLV Val ues"
within the "Mbile Ad hoc NETwork (MANET) Paraneters" registry.

| ANA has popul ated this registry as specified in Table 1.

[ TS S e R +
| Val ue | Nane | Description | Reference

f S Fom e e e e e o oo Fom e m e e e e e e e e e e e S +
| O | THHS IF | The network address is | RFC 7188

| | | associated with this |ocal |

| | | interface of the sending | |
| | | router | |
| | | | |
| 1 | OTHER I F | The network address is | RFC 7188

| | | associated with another |ocal |

| | | interface of the sending | |
| | | router | |
| | | | |
| 2-223 | | Unassigned | |
| | | | |
| 224-254 | | Reserved for Experinental Use | RFC 7188

| | | | |
| 255 | UNSPECI FIED | No infornmation about this | RFC 7188

| | | network address is provided | |
[ TS B o m e e e e e e e e a o a oo R +

Table 1: LOCAL_IF TLV Val ues
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5.

5.

5.

1

2.

2.

New assignnents are to be nade by Expert Review [ RFC5226].

The Designated Experts are required to use the guidelines specified
in [ RFC6130] and [ RFC7181].

2. Mdification to Existing Registry

| ANA naintains a sub-registry called "LOCAL | F Address Bl ock TLV Type
Ext ensi ons” within the "Mbile Ad hoc NETwork (MANET) Paraneters"
registry. This sub-registry already had an entry for value 0. |ANA
has replaced the entry in the Description colum for this value with
the text "This value is to be interpreted according to the registry
LOCAL_IF TLV Values". The resulting table is as specified in

Tabl e 2.

S o mmm e e e e e e e e e e e e e e e e e e e mm e eeaao o Fom e e e e e o oo +
| Type | Description | Reference

| Extension | | |
S oo e e e e e e e e e e e e e e e e me e T +
| O | This value is to be interpreted | RFC 6130,

| | according to the registry LOCAL_IF TLV | RFC 7188

| | Val ues | |
| | | |
| 1-255 | Unassi gned | |
S oo e e e e e e e e e e e e e e e e me e T +

Tabl e 2: LOCAL_I F Address Bl ock TLV Type Extensions Modifications
LI NK_STATUS Address Bl ock TLVs
1. New Registry

| ANA has created a new sub-registry called "LINK STATUS TLV Val ues"
within the "Mbile Ad hoc NETwork (MANET) Paraneters" registry.

| ANA has popul ated this registry as specified in Table 3.
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The link on this interface RFC 7188
fromthe router with that

net wor k address has been | ost
The link on this interface RFC 7188
fromthe router with that

net wor k address has the

status of symmetric

fromthe router with that
net work address has the
status of heard

3-223 Unassi gned

224- 254 Reserved for Experinmental Use RFC 7188

255 RFC 7188

| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
L : |
| 2 | HEARD | The Iink on this interface | RFC 7188

| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | No information about this | |
| | | network address is provided | |

Tabl e 3: LINK_STATUS TLV Val ues
New assignnents are to be nade by Expert Review [ RFC5226].

The Designated Experts are required to use the guidelines specified
in [RFC6130] and [ RFC7181].

5.2.2. Modification to Existing Registry

| ANA mai ntains a sub-registry called "LINK STATUS Address Bl ock TLV
Type Extensions" within the "Mbile Ad hoc NETwor k (MANET)
Paraneters" registry. This sub-registry already had an entry for
value 0. | ANA has replaced the entry in the Description columm for
this value with the text "This value is to be interpreted according
to the registry LINK STATUS TLV Val ues". The resulting table is as
specified in Table 4.
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S o m o e e e e e e e e e e e e e e e e e emee s R +
| Type | Description | Reference |
| Extension | | |
S o m e m e e e e e e e e m e e e e e am o Fomm e e e o - +
| O | This value is to be interpreted | RFC 6130, |
| | according to the registry LINK _STATUS | RFC 7188 |
| | TLV Val ues | |
| | | |
| 1-255 | Unassi gned | |
S o m e m e e e e e e e e m e e e e e am o Fomm e e e o - +

Tabl e 4: LI NK _STATUS Address Bl ock TLV Type Extensions Mdifications
5.3. OTHER NEI GHB Address Bl ock TLVs
5.3.1. Create New Registry

| ANA has created a new sub-registry called "OTHER NEl GHB TLV Val ues"
within the "Mbile Ad hoc NETwork (MANET) Paraneters" registry.

| ANA has popul ated this registry as specified in Table 5.

Fomm e e o B S o e e e e e e e e e e e e e e e e e m o S +
| Val ue | Nane | Description | Reference |
Fommm e om e a oo o m e e e e e eeaao- Fommm e e +
| O | LOST | The nei ghbor relationship | RFC 7188 |
| | | with the router with that | |
| | | network address has been | ost | |
| | | | |
| 1 | SYMVETRIC | The nei ghbor relationship | RFC 7188 |
| | | with the router with that | |
| | | network address is symetric | |
| | | | |
| 2-223 | | Unassigned | |
| | | | |
| 224-254 | | Reserved for Experinental Use | RFC 7188 |
| | | | |
| 255 | UNSPECI FIED | No information about this | RFC 7188 |
| | | network address is provided | |
f S Fom e e e e e o oo Fom e m e e e e e e e e e e e S +

Tabl e 5: OTHER _NEI GHB Address Bl ock TLV Val ues
New assignments are to be nmade by Expert Review [ RFC5226].

The Designated Experts are required to use the guidelines specified
in [RFC6130] and [ RFC7181].
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5.3.2. Modification to Existing Registry

| ANA mai ntains a sub-registry called "OTrHER_NEI GHB Address Bl ock TLV
Type Extensions"” within the "Mbile Ad hoc NETwor k (MANET)
Paraneters” registry. This sub-registry already had an entry for
value 0. | ANA has replaced the entry in the Description colum for
this value with the text "This value is to be interpreted according
to the registry OTHER NEI GHB TLV Values". The resulting table is as
specified in Table 6.

S o e e e e e e e e e e e e e e e e e e e e S +
| Type | Description | Reference |
| Extension | | |
e o oo +
| O | This value is to be interpreted | RFC 6130, |
| | according to the registry OTHER NEI GHB | RFC 7188 |
| | TLV Val ues | |
| | | |
| 1-255 | Unassigned | |
e o oo +

Tabl e 6: OTHER _NEI GHB Address Bl ock TLV Type Extensions Modifications
5.4. MPR Address Bl ock TLVs
5.4.1. New Registry

| ANA has created a new sub-registry called "MPR TLV Bit Val ues”
within the "Mbile Ad hoc NETwork (MANET) Paraneters” registry.

| ANA has popul ated this registry as specified in Table 7.

+oeem - o - Fommemeaa ' I +
| Bit | Value | Nane | Description | Reference |
L Fomm - Fom e e - o e e e e e e e m e e e e S +
| 7 | 0x01 | Flooding | The neighbor with that | RFC 7188 |
| | | | network address has been | |
| | | | selected as floodi ng MPR | |
| | | | | |
| 6 | Ox02 | Routing | The neighbor wth that | RFC 7188 |
| | | | network address has been | |
| | | | selected as routing MPR | |
| | | | | |
| 0-5 | | | Unassi gned | |
o - o - N T ' - +

Table 7: MPR Address Bl ock TLV Bit Val ues
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New assignnents are to be nade by Expert Review [ RFC5226].

The Designated Experts are required to use the guidelines specified
in [RFC6130] and [RFC7181]. Additionally, the Designated Experts are
required to ensure that the followi ng sense is preserved:

o0 For each bit inthe field, a set bit (1) neans that the address
has the designated property, while an unset bit (0) neans that no
i nformati on about the designated property is provided. In
particul ar, an unset bit nust not be used to convey any specific
i nformati on about the designated property.

5.4.2. Modification to Existing Registry

| ANA mai ntains a sub-registry called "MPR Address Bl ock TLV Type
Extensi ons” within the "Mbile Ad hoc NETwork (MANET) Paraneters”
registry. This sub-registry already had an entry for value 0. |ANA
has replaced the entry in the Description colum for this value with
the text "This value is to be interpreted according to the registry
MPR TLV Bit Values". The resulting table is as specified in Table 8.

S o mmm e e e e e e e e e e e e e e e e e e e mm e eeaao o Fom e e e e e o oo +
| Type | Description | Reference

| Extension | | |
S oo e e e e e e e e e e e e e e e e me e T +
| O | This value is to be interpreted | RFC 7181, |
| | according to the registry MPR TLV Bit | RFC 7188

| | Val ues | |
| | | |
| 1-255 | Unassi gned | |
S oo e e e e e e e e e e e e e e e e me e T +

Tabl e 8: MPR Address Bl ock TLV Type Extensions Modifications
5.5. NBR_ADDR TYPE Address Bl ock TLVs
5.5.1. New Registry
| ANA has created a new sub-registry called "NBR_ADDR _TYPE Address
Bl ock TLV Bit Values" within the "Mbile Ad hoc NETwor k (MANET)

Par aneters” registry

| ANA has popul ated this registry as specified in Table 9.
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5.

5.

ORI G NATOR | The network address is an
ori gi nat or address
reachabl e via the
originating router

rout abl e address reachabl e

| |

| |

| |

| |
The network address is a | RFC 7188

| |

via the originating router | |

| |

| |

o
o
X

o
N
>
@
[
m

Unassi gned

Tabl e 9: NBR _ADDR TYPE Address Block TLV Bit Val ues
New assi gnnents are to be nade by Expert Revi ew [ RFC5226].

The Designated Experts are required to use the guidelines specified
in [RFC6130] and [RFC7181]. Additionally, the Designated Experts are
required to ensure that the followi ng sense is preserved:

0 For each bit inthe field, a set bit (1) neans that the address
has the designated property, while an unset bit (0) neans that no
i nformati on about the designated property is provided. In
particular, an unset bit nmust not be used to convey any specific
i nformati on about the designated property.

2. Mdification to Existing Registry

| ANA mai ntains a sub-registry called "NBR _ADDR TYPE Address Bl ock TLV
Type Extensions"” within the "Mbile Ad hoc NETwork (MANET)

Paraneters"” registry. This sub-registry already had an entry for
value 0. |ANA has replaced the entry in the Description colum for
this value with the text "This value is to be interpreted according
to the registry NBR ADDR TYPE TLV Bit Values". The resulting table
is as specified in Table 10.
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S oo o e e e e e e e e e e e e e e e e eaa S +
| Type | Description | Reference

| Extension | | |

TS o TS +
0 This value is to be interpreted according | RFC 7181
to the registry NBR ADDR TYPE Address | RFC 7188

I
| Block TLV Bit Val ues
|
|

Unassi gned

Tabl e 10: NBR_ADDR TYPE Address Bl ock TLV Type Extensions
Modi fi cati ons

6. Security Considerations

The updates made to [RFC6130] and [ RFC7181] have the foll ow ng
i mplications on the security considerations:

0 Created |ANA registries for retaining TLV values for TLVs, already
defined in the already published specifications of the two
protocols, and with initial registrations for the TLV val ues
defined by these specifications. This does not give rise to any
addi tional security considerations.

0 Enabl ed protocol extensions for registering TLV values in the
created | ANA registries. Such extensions MJST specify appropriate
security considerations.

0 Created, in sone registries, a registration for "UNSPECI FlI ED'
values for nore efficient use of nultivalue Address Bl ock TLVs.
The interpretation of an address being associated with a TLV of a
given type and with the value "UNSPECI FIED' is identical to that
address not being associated with a TLV of that type. Thus, this
update does not give rise to any additional security
consi derati ons.

0 Reduced the latitude of inplenentations of the two protocols to
reject a nmessage as "badly formed" due to the value field of a TLV
bei ng unexpected. These protocols are specified in ternms such as
"if an address is associated with a value of LOST by a LI NK_STATUS
TLV'. Association with an unknown value (or a value newly defined
to nean no link status information) has no effect on such a
specification. Thus, this update does not give rise to any
addi tional security considerations.
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o Did not introduce any opportunities for attacks on the protocols
t hrough signal nodification that are not already present in the
two protocol s.
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