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Abst r act

Thi s docunent defines the syntax for two Cryptographi c Message Syntax
(CvB) content types: one for key package receipts and anot her for key
package errors. The key package receipt content type is used to
confirmreceipt of an identified key package or collection of key
packages. The key package error content type is used to indicate an
error occurred during the processing of a key package. CMS can be
used to digitally sign, digest, authenticate, or encrypt these
content types.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7191

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I nt roducti on

Thi s docunent defines the syntax for two Cryptographi c Message Syntax
(CvB) [ RFC5652] content types: one for key package receipts and

anot her for key package errors. The key package receipt content type
is used to confirmreceipt of an identified key package or collection
of key packages. The key package error content type is used to

i ndicate an error occurred during the processing of a key package.
CMB can be used to digitally sign, digest, authenticate, or encrypt

t hese content types.

Requi rement s Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

ASN. 1 Syntax Notation

The content types defined herein use ASN.1 ([ X 680], [X 681],
[ X 682], and [ X 683]).

The CONTENT-TYPE definition was updated to the 2008 version of ASN. 1
by [ RFC6268]; however, none of the new 2008 ASN. 1 tokens are used in
this specification, which allows conpilers that only support the 2002
version of ASN.1 to conpile the nodule in Appendix A
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1.3. Processing Key Package Recei pt Requests

The key package or collection of key packages [RFC4073] [ RFC5958]

[ RFC6031] [ RFC6032] for which the receipt is being generated MIST be
signed, and the key package MJST include the key-package-identifier-
and-recei pt-request attribute specified in Section 3.

1.4. Processing Key Packages with Errors

The key package or collection of key packages [RFC4073] [ RFC5958]

[ RFC6031] [ RFC6032] for which the error is being generated m ght be
signed. The key package can be identified by a key-package-
identifier-and-receipt-request attribute specified in Section 3.

2. SIR Entity Nane

Wthin a key distribution system the source, intermediary, and
receiver entities are identified by a Source Internedi ary Recipi ent
(SIR) entity nane. The syntax for the SIR entity nane does not

i mpose any particular structure, and it acconmodates straightforward
registration of additional SIR entity nane types.

The inclusion of the naneType object identifier ensures that two
identifiers of different types that happen to contain the sane val ues
are not interpreted as equivalent. Additional SIR entity nane types
are expected to be registered that represent different granularities.
For exanple, one SIR entity name type night represent the receiver
organi zation, and at a finer granularity, another SIR entity name
type might identify a specific device, perhaps using a manufacturer
identifier and serial nunber. The use of an object identifier avoids
the need for a central registry of SIR entity nane types.

The nameVal ue is an OCTET STRI NG which allows the canonical form of
any nane to be carried. Two names of the same type are considered
equal if the octet strings are the sane |length and contain the same
string of octets.
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SIREntityNames and SIREntityNane have the foll ow ng syntax:

SIREntityNanes ::= SEQUENCE SIZE (1..MAX) OF SI REntityNane
SI R- ENTI TY- NAME :: = CLASS {

&s| RENType OBJECT | DENTI FI ER UNI QUE,

&S| RENVal ue

} W TH SYNTAX {
SYNTAX &SI RENVal ue | DENTI FI ED BY &s| RENType }

SI REntityName ::= SEQUENCE {
sirenType SI R- ENTI TY- NAME. &s| RENType({ Sl REnti t yNaneTypes}),
si renVal ue OCTET STRI NG ( CONTAI NI NG
SI R- ENTI TY- NAME. &SI RENval ue(
{SI REntityNameTypes}{ @irenType}) ) }

Thi s docunent defines one SIR entity name type: the DN type. The DN
type uses a naneType of id-dn and a nanmeVal ue of a Distingui shed Name
(DN). The nameVal ue OCTET STRING carries an ASN. 1 encoded Nanme as
specified in [RFC5280]. Note that other documents nmay define
addi ti onal types

SI REnti t yNameTypes SI R-ENTI TY-NAME :: = {
siren-dn,
-- Expect additional SIR Entity Nane types -- }

siren-dn SI R ENTI TY-NAME ::= {
SYNTAX Di sti ngui shedNane
| DENTI FI ED BY id-dn }

i d-dn OBJECT IDENTIFIER ::= {
joint-iso-ccitt(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(1l) sir-nane-types(16) 0 }

3. Key Package ldentifier and Recei pt Request Attribute

The key- package-identifier-and-receipt-request attribute, as its name
inplies, allows the originator to identify the key package and,
optionally, request receipts. This attribute can appear as a signed,
aut henti cated, and content attribute. Signed attributes are carried
in the CM5 Signed-data content type described in Section 5 of

[ RFC5652]. Authenticated attributes are carried in the CVB

Aut hent i cat ed-data content type described in Section 9 of [ RFC5652]
or in the CVB Aut henti cat ed-envel oped-data content type described in
Section 2 of [RFC5083]. Content attributes are carried in the
Content-with-attributes content type described in Section 3 of

[ RFC4073] .
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The key-package-identifier-and-receipt-request attribute has the
foll owi ng syntax:

aa- keyPackagel denti fi er AndRecei pt Request ATTRI BUTE :: = {
TYPE KeyPkgl denti fi er AndRecei pt Req
| DENTI FI ED BY i d- aa- KP- keyPkgl dAndRecei pt Req }

i d- aa- KP- keyPkgl dAndRecei pt Req OBJECT | DENTI FI ER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(l) attributes(5) 65 }

KeyPkgl denti fi er AndRecei pt Req :: = SEQUENCE {
pkgl D KeyPkgl D
recei pt Req KeyPkgRecei pt Req OPTI ONAL }

KeyPkgl D :: = OCTET STRI NG

KeyPkgRecei pt Req :: = SEQUENCE {
encr ypt Recei pt BOOLEAN DEFAULT FALSE
recei ptsFrom [0] SIREntityNames OPTI ONAL,
recei ptsTo SIREntityNanes }

Even though the ATTRIBUTE syntax is defined as a SET OF
AttributeVal ue, a key-package-identifier-and-receipt-request
attribute MJUST have a single attribute value; zero or nmultiple
i nstances of AttributeValue are not permtted.

The fields in the key-package-identifier-and-receipt-request
attribute have the follow ng semantics

o0 pkgl D contains an octet string, and this syntax does not i npose
any particular structure on the identifier

0 receiptReq is OPTIONAL, and when it is present, it includes an
encryption receipt flag, an OPTIONAL indication of which
recei vers should generate receipts, and an indication of where
the receipts are to be sent.

* The encryption receipt flag indicates whether the key package
originator wants the receipt to be encrypted. |f the bool ean
is set, then the recei pt SHOULD be encrypted.

* The OPTI ONAL Recei ptsFromfield provides an indication of
whi ch receivers SHOULD generate receipts. Wen the
Recei ptsFromfield is absent, all receivers of the key package
are expected to return receipts. Wen the ReceiptsFromfield
is present, a list of SIR entity nanmes indicates which
receivers of the key package are requested to return receipts.
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In this case, the receiver SHOULD return a receipt only if
their SIR entity name appears on the |ist.

* The recei pt request does not include any key managenent
i nformati on; however, the list of SIR entity nanmes in the
recei ptsTo field can be used to select symmetric or asynmetric
keying material for the receipt receivers.

A receiver SHOULD ignore the nanmeVal ue associ ated with any
unr ecogni zed naneType in either the receiptsFromfield or the
recei ptsTo field.

When t he key- package-identifier-and-receipt-request attribute appears
in nore than one location in the overall key package, each occurrence
i s eval uated independently. That is, the receiver may generate nore
than one receipt for a single key package. However, the tinme at
which the receipts are sent will depend on policies that are beyond
the scope of this docunent.

4. Key Package Recei pt CM5 Content Type

The key package receipt content type is used to confirmreceipt of an
identified key package or collection of key packages. This content
type MUST be encoded using the Distinguished Encodi ng Rul es (DER)

[ X 690].

The key package receipt content type has the foll owi ng syntax:

ct - key- package-recei pt CONTENT-TYPE ::= {
TYPE KeyPackageRecei pt
| DENTI FI ED BY i d-ct - KP- keyPackageRecei pt }

i d- ct - KP- keyPackageRecei pt OBJECT | DENTI FI ER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(l) formats(2)
key- package-content-types(78) 3 }

KeyPackageRecei pt ::= SEQUENCE {

ver sion KeyPkgVer si on DEFAULT v2,

recei pt o KeyPkgl denti fi er,

recei vedBy SIREntityNane }
-- Revised definition of KeyPkgVersion from [ RFC6031]
KeyPkgVersion ::= INTEGER { v1(1), v2(2) } (1 .. 65535)
KeyPkgl dentifier ::= CHO CE {

pkgl D KeyPkgl D

attribute SingleAttribute {{ KeyPkgldentifiers }} }
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KeyPkgl D ::= OCTET STRI NG
KeyPkgl dentifiers ATTRIBUTE ::= { ... }
The KeyPackageReceipt fields are used as foll ows:

o version identifies version of the key package recei pt content.
For this version of the specification, the default value, v2,
MUST be used. Note that vl was defined in an earlier version
but the use of v1 is deprecated.

0 receiptO offers two alternatives for identifying the key
package for which the receipt is being generated. The first
alternative, pkglD, MJST be supported, and pkgl D provides the
key package identifier of the key package or collection of key
packages for which this receipt is being generated. This key
package identifier value MIST exactly match the key package
identifier value of the key-package-identifier-and-receipt-
request attribute in the received key package or collection
The key- package-identifier-and-receipt-request attribute is
descri bed Section 3. The second alternative allows alternate
attributes to be used to define the identifier.

0 receivedBy identifies the entity that received the key package.
The entity is naned by an SIR entity nane as specified in
Section 2.

Key package recei pts MJIST be encapsulated in a CM5 Si gnedData content
type to carry the signature of the entity that is confirm ng receipt
of the identified key package or collection of key packages. Key
package recei pts MAY be encrypted by encapsulating themin the CV5
Encrypt edDat a content type, the CM5 Envel opedData content type, or

t he Aut hEnvel opedData content type. Wen the key package receipt is
signed and encrypted, it MJST be signed prior to being encrypted.

Note that delivery assurance is the responsibility of the protoco
that is used to transport and track key packages. The key package
recei pt content type can be used in conjunction with that protocol as
part of an overall delivery assurance sol ution

Because the receipts are signed, all recipients that generate key
package recei pts MIST have a private signature key to sign the
receipt as well as store their own certificate or have a neans of
obtaining the key identifier of their public key. |If nenory is a
concern, the public key identifier can be conputed fromthe public
key.
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If the receipt signer has access to a real-tine clock, then the

bi nary-signing-tinme [ RFC6019] signed attribute SHOULD be included in
t he key package receipt to provide the date and time when it was
gener at ed.

5. Key Package Error CMS Content Type

The key package error content type provides an indication of the
reason for rejection of a key package or collection of key packages.
This content type MJST be encoded using the Distinguished Encodi ng
Rul es (DER) [ X. 690].

The key package error content type has the foll owi ng syntax:

ct - key- package-error CONTENT-TYPE ::= {
TYPE KeyPackageError | DENTIFI ED BY i d-ct - KP- keyPackageError }

i d-ct-KP-keyPackageError OBJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(1l) formats(2)
key- package- content-types(78) 6 }

KeyPackageError ::= SEQUENCE ({
version KeyPkgVer si on DEFAULT v2,
errorCf [0] KeyPkgldentifier OPTI ONAL,
error By SI REnt i t yNane,
error Code Er r or CodeChoi ce }
KeyPkgVersion ::= INTEGER { v1(1), v2(2) } (1 .. 65535)
KeyPkgl dentifier ::= CHO CE {
pkgl D KeyPkgl D,
attribute SingleAttribute {{ KeyPkgldentifiers }} }
KeyPkgl D :: = OCTET STRI NG
KeyPkgl dentifiers ATTRIBUTE ::={ ... }
Err or CodeChoi ce ::= CHO CE {
enum Enuner at edEr r or Code,
oid OBJECT | DENTI FI ER }
Enuner at edEr r or Code ::= ENUMERATED {
decodeFai |l ure (1),
badCont ent | nfo (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (5),
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badSi gner | nfo (6),
badSi gnedAttrs (7),
badUnsi gnedAttrs (8),
m ssi ngCont ent (9),
noTr ust Anchor (10),
not Aut hori zed (11),
badDi gest Al gorithm (12),
badSi gnat ureAl gorithm (13)
unsupport edKeySi ze (14),
unsupport edPar anet er s (15),
si gnat ureFail ure (16),
i nsuf ficientMenory (17),
i ncorrect Tar get (23),
n ssi ngSi gnat ure (29),
resour cesBusy (30),
ver si onNunber M smat ch (31),
revokedCertificate (33),

-- Error codes with values <= 33 are aligned with [ RFC5934]

anbi guousDecr ypt (60),
noDecr ypt Key (61),
badEncr ypt edDat a (62),
badEnvel opedDat a (63),
badAut hent i cat edDat a (64),
badAut hEnvel opedDat a (65),
badKeyAgr eeReci pi ent I nfo (66),
badKEKReci pi ent I nfo (67),
badEncr ypt Cont ent (68),
badEncrypt Al gorithm (69),
m ssi ngGi phert ext (70),
decrypt Failure (71),
badMACAl gori t hm (72),
badAut hAttrs (73)
badUnaut hAttrs (74),
i nval i dMAC (75),
m smat chedDi gest Al g (76),
m ssingCertificate (77),
t ooManySi gner s (78),
m ssi ngSi gnedAttri butes (79),
der Encodi ngNot Used (80),
m ssi ngContent Hi nt's (81),
i nval i dAttri butelLocation (82),
badMessageDi gest (83),
badKeyPackage (84),
badAttri butes (85),
attri but eConpari sonFail ure (86),

unsupport edSynmet ri cKeyPackage (87),
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unsupport edAsymmet ri ckeyPackage (88),

constraintViolation (89),
anbi guousDef aul t Val ue (90),
noMat chi ngReci pi ent | nfo (91),
unsupport edkeyW apAl gorithm (92),
badKeyTr ansReci pi entInfo (93),
ot her (127),

-- Expect additional error codes -- }

The KeyPackageError fields are used as foll ows:

(0]

Housl ey

version identifies version of the key package error content
structure. For this version of the specification, the default
val ue, v2, MJST be used. Note that vl was defined in an earlier
version, but the use of vl is deprecated.

errorOdX is OPTIONAL, and it provides the identifier of the
keying material for which this error is being generated. This
is omtted if the receiver or internediary cannot parse the
received data to determ ne the package identifier. Also,
encryption may prevent an internediary from obtaining any of the
identifiers. Two alternatives for identifying the keying
materi al are possible; see KeyPkgldentifier as described in
Section 4. The value MJUST exactly match the val ue of the key-
package-i dentifier-and-receipt-request attribute in the received
key package or collection. The key-package-identifier-and-

recei pt-request attribute is described in Section 3.

errorBy identifies the entity that received the key package.
The entity is naned by an SIR entity nane as specified in
Section 2.

error Code contains a code that indicates the reason for the
error. |t contains either an enunerated error code fromthe
list below or an extended error code represented by an object
identifier. The enunerated error code alternative MJST be
supported. The object identifier error code MAY be supported.

* decodeFailure is used to indicate that the key package
i nternmedi ary or receiver was unable to successfully decode
the provi ded package. The specified content type and the
provi ded content do not nmatch.

* padContentlInfo is used to indicate that the Contentlnfo

syntax is invalid or that the content Type carried within the
Contentlnfo is unknown or unsupport ed.
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badSi gnedData is used to indicate that the SignedData syntax
is invalid, the version is unknown or unsupported, or nore
than one entry is present in digestAl gorithmns.

badEncapContent is used to indicate that the
Encapsul at edContentInfo syntax is invalid within a
Si gnedData or an AuthenticatedData or the
EncryptedContentlnfo syntax is invalid within an
Aut hEnvel opedDat a.

badCertificate is used to indicate that the syntax for one
or nore certificates in CertificateSet or el sewhere is
i nvalid or unsupport ed.

badSi gnerinfo is used to indicate that the Signerlnfo syntax
is invalid or the version is unknown or unsupported.

badSi gnedAttrs is used to indicate that the signedAttrs
syntax within Signerinfo is invalid.

badUnsi gnedAttrs is used to indicate that the unsignedAttrs
within Signerinfo contains one or nore attributes. Since
unrecogni zed attributes are ignored, this error code is used
when the object identifier for the attribute is recognized,
but the value is malforned or internally inconsistent. In
addition, this error code can be used when policy prohibits
an inplenmentation from supporting unsigned attributes.

m ssingContent is used to indicate that the optiona

eContent is nissing in Encapsul atedContentlnfo, which is
requi red when including an asymetric key package, a
symretri c key package, and an encrypted key package. This
error can be generated due to problens |ocated in SignedData
or Aut henti cat edDat a.

Not e that CMS Encapsul atedContentlnfo eContent field is
optional [RFC5652]; however, [RFC5958], [RFC6031], and
[ RFC6032] require that the eContent be present.

noTrust Anchor is used to indicate that the

subj ect Keyl dentifier does not identify the public key of a
trust anchor or a certification path that termnates with an
installed trust anchor

not Aut hori zed is used to indicate that the sid within
Signerinfo leads to an installed trust anchor, but that
trust anchor is not an authorized signer for the received
content type.
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badDi gest Algorithmis used to indicate that the
digestAlgorithmin either Signerlnfo, SignedData, or
Aut henti catedData i s unknown or unsupport ed.

badSi gnatureAl gorithmis used to indicate that the
signatureAlgorithmin Signerlinfo is unknown or unsupport ed.

unsupport edKeySi ze is used to indicate that the

signatureAl gorithmin Signerlinfo is known and supported, but
the digital signature could not be validated because an
unsupported key size was enpl oyed by the signer
Alternatively, the algorithmused in Envel opedDat a,

Aut hent i cat edData, or Aut hEnvel opedData to generate the key-
encryption key is known and supported, but an unsupported
key size was enpl oyed by the originator.

unsupportedParaneters is used to indicate that the
signatureAlgorithmin Signerinfo is known, but the digita
signature could not be validated because unsupported
paraneters were enployed by the signer. Alternatively, the
al gorithm used in Envel opedData, AuthenticatedData, or

Aut hEnvel opedData to generate the key-encryption key is
known and supported, but unsupported paraneters were

enpl oyed by the originator

signatureFailure is used to indicate that the

signatureAl gorithmin Signerlinfo is known and supported, but
the digital signature in the signature field within
Signerinfo could not be validated.

i nsufficientMenory indicates that the key package coul d not
be processed because the internmediary or receiver did not
have sufficient menory to store the keying materi al

i ncorrect Target indicates that a receiver is not the
i nt ended recipient.

m ssi ngSi gnature indicates that the receiver requires the
key package to be signed or authenticated with a Message
Aut henti cati on Code (MAC), but the received key package was
not signed or authenti cat ed.

resour cesBusy indicates that the resources necessary to
process the key package are not avail able at the present
time, but the resources might be available at sone point in
the future.

St andards Track [ Page 12]



RFC 7191

Housl ey

Key Package Receipts and Errors April 2014

ver si onNunber M smat ch i ndi cates that the version nunber in a
recei ved key package i s not acceptable.

revokedCertificate indicates that one or nore of the
certificates needed to properly process the key package has
been revoked.

anbi guousDecrypt indicates that the EncryptedData content
type was used, and the key package receiver could not
determ ne the appropriate keying material to performthe
decrypti on.

noDecrypt Key indi cates that the receiver does not have the
key nanmed in the content-decryption-key-identifier attribute
(see [ RFC6032]).

badEncrypt edDat a i ndi cates that the EncryptedData syntax is
invalid or the version is unknown or unsupport ed.

badEnvel opedDat a i ndi cates that the Envel opedData syntax is
invalid or the version is unknown or unsupport ed.

badAut henti cat edData i ndi cates that the AuthenticatedData
syntax is invalid or the version is unknown or unsupport ed.

badAut hEnvel opedDat a i ndi cates that the AuthEnvel opedDat a
syntax is invalid or the version is unknown or unsupport ed.

badKeyAgr eeReci pi entInfo indicates that the
KeyAgr eeReci pientlnfo syntax is invalid or the version is
unknown or unsupport ed.

badKEKReci pi entInfo indicates that the KEKReci pientlnfo
syntax is invalid or the version is unknown or unsupport ed.

badEncrypt Content indicates that the EncryptedContentlnfo
syntax is invalid, or that the content type carried within
the content Type i s unknown or unsupported.

badEncrypt Al gorithmindicates that the encryption algorithm
identified by contentEncryptionAlgorithmin

Encrypt edContentl nfo is unknown or unsupported. This can
result from EncryptedData, Envel opedData, or

Aut hEnvel opedDat a.
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m ssi ngCi phertext indicates that the optiona
encryptedContent is nissing in EncryptedContentlnfo, which
is required when including an asymetric key package, a
symretri c key package, and an encrypted key package.

decryptFailure indicates that the encryptedContent in
Encrypt edContentlnfo did not decrypt properly.

badMACAl gorithm i ndi cates that the MAC algorithmidentified
by MessageAut henti cati onCodeAl gorithmin AuthenticatedData
i s unknown or unsupported.

badAut hAttrs is used to indicate that the authAttrs syntax
wi t hi n Aut henti cat edData or Aut hEnvel opedData is invalid.
Si nce unrecogni zed attributes are ignored, this error code
is used when the object identifier for the attribute is
recogni zed, but the value is malfornmed or internally

i nconsi stent.

badUnaut hAttrs is used to indicate that the unauthAttrs
syntax within AuthenticatedData or AuthEnvel opedData is
invalid. Since unrecognized attributes are ignored, this
error code is used when the object identifier for the
attribute is recognized, but the value is nalforned or
internally inconsistent.

invali dMAC is used to indicate that the nessage
aut henti cati on code value within AuthenticatedbData or
Aut hEnvel opedDat a did not validate properly.

m smat chedDi gest Alg is used to indicate that the di gest
algorithmin digestAlgorithnms field within SignedData does
not match the digest algorithmused in the signature

al gorithm

m ssingCertificate indicates that a signature could not be
verified using a trust anchor or a certificate fromthe
certificates field within SignedData. Similarly, this error
code can indicate that a needed certificate is mnissing when
processi ng Envel opedDat a, Aut hEnvel opedData, or

Aut hent i cat edDat a.

t ooManySi gners indicates that a SignedData content contained

nore than one Signerinfo for a content type that requires
only one signer.
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m ssi ngSi gnedAttri butes indicates that a Signedinfo within a
Si gnedData content did not contain any signed attributes; at
a mninmm the content-type and nmessage-di gest nust be
present, as per [RFC5652]. Similarly, this error code can

i ndicate that required authenticated attributes are m ssing
when processi ng Aut hEnvel opedDat a or Aut henti cat edDat a.

der Encodi ngNot Used i ndi cates that the content contai ned BER
encodi ng, or sone other encodi ng, where DER encodi ng was
required.

m ssi ngContent Hints indicates that a SignedData content
encapsul ates a content other than a key package or an
encrypted key package; however, the content-hints attribute
[ RFC2634] is not included. Sinmilarly, this error code can
indicate that the content-hints attribute was m ssing when
processi ng Aut hEnvel opedDat a or Aut henti cat edDat a.

inval i dAttributelLocation indicates that an attribute
appeared in an unacceptable | ocation

badMessageDi gest indicates that the val ue of the nessage-
digest attribute [ RFC5652] did not match the cal cul ated
val ue.

badKeyPackage i ndi cates that the Symetri cKeyPackage
[ RFC6031] or Asymmetri cKeyPackage [ RFC5958] syntax is
invalid or that the version is unknown.

badAttributes indicates that an attribute collection either
contained nultiple instances of the sane attribute type that
all ows only one instance or contained an attribute instance
with nmultiple values in an attribute that allows only one
val ue.

attributeConpari sonFailure indicates that multiple instances
of an attribute failed the conparison rules for the type of
attribute.

unsupport edSynmmet ri cKeyPackage i ndi cates that the
i npl enent ati on does not support symmetric key packages
[ RFC6031] .

unsupport edAsymet ri cKeyPackage i ndi cates that the

i mpl enent ati on does not support asymetric key packages
[ RFC5958] .
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* constraintViolation indicates that one or nore of the
attributes has a value that is not in the authorized set of
val ues for the signer [RFC6010]. That is, the value is in
conflict with the constraints inposed on the signer.

* anbi guousDef aul t Val ue indicates that one or nore of the
attributes that is part of the signer’s constraints is
omtted fromthe key package, and the constraint pernits
nore than one value; therefore, the appropriate default
value for that attribute or attribute cannot be determ ned.

* noMat chi ngReci pientInfo indicates that a recipientinfo could
not be found for the recipient. This can result froma ktri
or kari found in EncryptedData, Envel opedData, or
Aut hEnvel opedDat a.

* unsupport edKeyW apAl gorithmindi cates that the key wap
algorithmis not support ed.

* badKeyTransReci pi entInfo indicates that the
KeyTransReci pientlnfo syntax is invalid or the version is
unknown or unsupport ed.

* other indicates that the key package could not be processed,
but the reason is not covered by any of the assigned status
codes. Use of this status code SHOULD be avoi ded

The key package error content type MJST be signed if the entity
generating it is capable of signing it. For exanple, a device wll
be i ncapable of signing when it is in early stages of deploynent and
it has not been configured with a private signing key or a device has
an internal error that prevents use of its private signing key. Wen
it is signed, the key package error MJST be encapsulated in a CVS

Si gnedDat a content type to carry the signature of the party that is
indicating an error. Wen it is encrypted, the key package error
MUST be encapsul ated in a CMS Envel opedData content type, a CMS
Encrypt edData content type, or a CM5 Aut hEnvel opedData content type.
When a key package error is signed and encrypted, it MJST be signed
prior to being encrypted.

Al'l devices that generate signed key package error reports MJIST store
their own certificate or have a neans of obtaining the key identifier
of their public key. |If nenory is a concern, the public key
identifier can be conputed fromthe public key.

If the error report signer has access to a real-tinme clock, then the

bi nary-signing-tinme attribute [ RFC6019] SHOULD be included in the key
package error to provide the date and tine when it was generat ed.
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6.

7.

Protecting the KeyPackageRecei pt and KeyPackageError

CM5 protecting content types, [RFC5652] and [ RFC5083], can be used to
provi de security to the KeyPackageRecei pt and KeyPackageError content

types:
0 SignedData can be used to apply a digital signature.

0 EncryptedData can be used to encrypt the content type with
sinmple symretric encryption, where the sender and the receiver
al ready share the necessary encryption key.

0 Envel opedData can be used to encrypt the content type with
symretric encryption, where the sender and the receiver do not
al ready share the necessary encryption key.

0 Aut henticatedData can be used to integrity protect the content
type with nessage authentication algorithns that support
aut henti cated encryption, where key managenent infornmation is
handl ed in a manner simlar to Envel opedDat a.

0 Aut hEnvel opedData can be used to protect the content types with
al gorithnms that support authenticated encryption, where key
managenent information is handled in a manner simlar to
Envel opedDat a.

Using the application/cns Media Type

The nmedi a type and paraneters for carrying a key package receipt or a
key package error content type are specified in [ RFC7193].

| ANA Consi derati ons

| ANA has updated the reference for the following registration in the
"SM Security for SSMME Mdule lIdentifier (1.2.840.113549.1.9.16.0)"
registry

63 id-nod-keyPkgRecei pt AndErrVvV2 [RFC7191]

Security Considerations
The key package recei pt and key package error contents are not
necessarily protected. These content types can be conbined with a
security protocol to protect the contents of the package.
The KeyPkgRecei pt Req structure includes a receiptsFromlist and a

recei ptsTo list. Both lists contain SIREntityNanes. The syntax does
not specify a limt on the nunber of SIREntityNanmes that nay be
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10.

11.

11.

included in either of these lists. |In addition, there is
purposefully no requirenent that the receiptTo entries have any
relation to the sender of the key package. To avoid these features
bei ng used as part of a denial-of-service anplification, receipts
shoul d only be returned for key packages with a valid signature from
a trusted signer.

If an inplenmentation is willing to accept key packages from nore than
one source, then there is a possibility that the sane key package
identifier could be used by nore than one source. As a result, there
is the potential for a receipt for one key package to be confused
with the receipt for another, potentially |eading to confusion about
the keying material that is available to the recipient. In
environnents with nmultiple key sources, a convention for assignnment
of key package identifiers can avoid this potential confusion

al t oget her.

In sone situations, returning very detailed error information can
provide an attacker with insight into the security processing. Were
this is a concern, the inplenentation should return the nost generic
error code that is appropriate. However, detailed error codes are
very hel pful during devel opnent, debuggi ng, and interoperability
testing. For this reason, inplenentations my want to have a way to
configure the use of a generic error code or a detailed one.
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Appendi x A ASN. 1 Modul e

Thi s annex provides the normative ASN. 1 definitions for the
structures described in this specification using ASN.1 as defined in
[X. 680], [X 681], [X 682], and [ X 683].

KeyPackageRecei pt AndEr r or Modul eV2
{ iso(1l) nmenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm me(16) nodul es(0) id-nod- keyPkgRecei pt AndErrV2(63) }
DEFINITIONS | MPLICI T TAGS :: =
BEG N
-- EXPORTS ALL
| MPORTS
-- FROM New SM ME ASN. 1 [ RFC6268]
CONTENT- TYPE
FROM Cr ypt ogr aphi cMessageSynt ax- 2010
{ iso(1l) nmenber-body(2) us(840) rsadsi(113549)
pkcs(1l) pkcs-9(9) snminme(16) nodul es(0) id-nod-cns-2009(58) }
-- From New PKI X ASN. 1 [ RFC5912]
ATTRI BUTE, SingleAttribute {}
FROM PKI X- CommonTypes- 2009
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki xConmon- 02(57) }
Di sti ngui shedNane
FROM PKI X1Expl i cit-2009
{ iso(l) identified-organization(3) dod(6) internet(1)

security(5) nechani sns(5) pkix(7) id-nmod(0)
i d- nod- pki x1-explicit-02(51)}

--- Key Package Version Nunber (revised from|[RFC6031])

KeyPkgVersion ::= INTEGER { v1(1), v2(2) } (1 .. 65535)

Housl ey St andards Track [ Page 21]



RFC 7191 Key Package Receipts and Errors April 2014

-- SIR Entity Nane

SIREntityNanmes ::= SEQUENCE SIZE (1..MAX) OF SI REntityNane
SIREntityNameTypes SIR-ENTI TY-NAME :: = {
siren-dn,

-- Expect additional SIR Entity Nanme types -- }

SI R- ENTI TY- NAME :: = CLASS {
&s| RENType OBJECT | DENTI FI ER UNI QUE,
&S| RENVal ue

} W TH SYNTAX {
SYNTAX &SI RENVal ue | DENTI FI ED BY &sl RENType }

SI REntityName ::= SEQUENCE {
sirenType SI R- ENTI TY- NAME. &s| RENType({ Sl REnti t yNaneTypes}),
si renVal ue OCTET STRI NG ( CONTAI NI NG

SI R- ENTI TY- NAME. &SI RENval ue(
{SI REnti tyNameTypes}{ @irenType}) ) }

siren-dn SIR-ENTI TY-NAME :: = {
SYNTAX Di sti ngui shedNane
| DENTI FI ED BY id-dn }

i d-dn OBJECT | DENTIFIER :: = {
joint-iso-ccitt(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(1l) sir-nane-types(16) O }

-- Attribute Definitions

aa- keyPackagel denti fi er AndRecei pt Request ATTRI BUTE :: = {
TYPE KeyPkgl denti fi er AndRecei pt Req
| DENTI FI ED BY i d- aa- KP- keyPkgl dAndRecei pt Req }

i d- aa- KP- keyPkgl dAndRecei pt Req OBJECT | DENTI FI ER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(l) attributes(5) 65 }

KeyPkgl denti fi er AndRecei pt Req :: = SEQUENCE {
pkgl D KeyPkgl D,
recei pt Req KeyPkgRecei pt Req OPTI ONAL }

KeyPkgl D :: = OCTET STRI NG
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KeyPkgRecei pt Req ::= SEQUENCE {
encr ypt Recei pt BOOLEAN DEFAULT FALSE
recei ptsFrom [0] SIREntityNames OPTI ONAL,
recei ptsTo SIREntityNanes }

-- Content Type Definitions

KeyPackageCont ent Types CONTENT- TYPE :: = {
ct - key- package-recei pt
ct - key- package-error,
-- Expect additional content types -- }

-- Key Package Recei pt CM5 Content Type

ct - key-package-recei pt CONTENT-TYPE ::= {
TYPE KeyPackageRecei pt
| DENTI FI ED BY i d-ct - KP- keyPackageRecei pt }

i d- ct - KP- keyPackageRecei pt OBJECT | DENTI FI ER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(l) formats(2)
key- package-content-types(78) 3 }

KeyPackageRecei pt ::= SEQUENCE {

ver sion KeyPkgVer si on DEFAULT v2,

recei pt o KeyPkgl denti fi er,

recei vedBy SIREntityNane }
KeyPkgl dentifier ::= CHO CE {

pkgl D KeyPkgl D

attribute SingleAttribute {{ KeyPkgldentifiers }} }
KeyPkgl dentifiers ATTRIBUTE ::= { ... }

-- Key Package Recei pt CM5 Content Type

ct - key- package-error CONTENT-TYPE ::= {
TYPE KeyPackageError | DENTIFI ED BY i d-ct - KP- keyPackageError }

i d-ct-KP-keyPackageError OBJECT | DENTIFIER :: = {
joint-iso-itu-t(2) country(16) us(840) organization(1l)
gov(101) dod(2) infosec(1l) formats(2)
key- package- content-types(78) 6 }
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KeyPackageError ::= SEQUENCE ({
version KeyPkgVer si on DEFAULT v2,
errorf [0] KeyPkgldentifier OPTI ONAL,
error By SI REnt i t yNane,
error Code Er r or CodeChoi ce }

Err or CodeChoi ce ::= CHO CE {
enum Enurer at edEr r or Code,
oi d OBJECT | DENTI FI ER }

Enuner at edEr r or Code ::= ENUMERATED {
decodeFai |l ure (1),
badCont ent I nf o (2),
badSi gnedDat a (3),
badEncapCont ent (4),
badCertificate (5),
badSi gnerl nfo (6),
badSi gnedAttrs (7),
badUnsi gnedAttrs (8),
m ssi ngCont ent (9),
noTr ust Anchor (10),
not Aut hori zed (11),
badDi gest Al gorithm (12),
badSi gnat ureAl gorithm (13),
unsupport edKeySi ze (14),
unsupport edPar anet er s (15),
si gnatureFailure (16),
i nsuf ficientMenory (17),
i ncorrect Tar get (23),
m ssi ngSi gnat ure (29),
r esour cesBusy (30),
ver si onNunber M smat ch (31),
revokedCertificate (33),

Housl ey
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Error codes with values <= 33 are aligned with [ RFC5934]

anbi guousDecr ypt (60),
noDecr ypt Key (61),
badEncr ypt edDat a (62),
badEnvel opedDat a (63),
badAut hent i cat edDat a (64),
badAut hEnvel opedDat a (65),
badKeyAgr eeReci pi ent I nfo (66),
badKEKReci pi ent I nfo (67),
badEncr ypt Cont ent (68),
badEncrypt Al gorithm (69),
m ssi ngGi phert ext (70),
decrypt Failure (71),

St andards Track

[ Page 24]



RFC 719

END
Aut hor’
Russ
Vi gi
918
Her n
USA

EMai
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badMACAI gori t hm

badAut hAttrs

badUnaut hAttrs

i nval i dMAC

m smat chedDi gest Al g

m ssingCertificate

t ooManySi gners

m ssi ngSi gnedAttri butes
der Encodi ngNot Used

m ssi ngCont ent Hi nt s

i nval i dAttri butelLocation
badMessageDi gest
badKeyPackage

badAttri butes

attri but eConpari sonFail ure

unsupport edSynmmet r i cKeyPackage
unsupport edAsymet ri cKeyPackage

constraintViolation
anbi guousDef aul t Val ue
noMat chi ngReci pi entInfo

unsupport edkeyW apAl gorithm

badKeyTr ansReci pi ent I nfo
ot her

(72),
(73),
(74),
(75),
(76),
(77)!
(78),
(79),
(80),
(81),
(82),
(83)!
(84),
(85),
(86),
(87),
(88),
(89)!
(90),
(91),
(92),
(93),

(127),

-- Expect additional error codes

s Address
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Spring Knoll Drive
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| : housley@igilsec.com
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