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Requirements for Ethernet VPN ( EVPN)
Abst r act

The wi despread adopti on of Ethernet L2VPN services and the advent of
new applications for the technology (e.g., data center interconnect)
have cul mnated in a new set of requirenents that are not readily
addressabl e by the current Virtual Private LAN Service (VPLS)
solution. In particular, nultihomng with all-active forwarding is
not supported, and there’s no existing solution to |everage

Mul tipoint-to-Miltipoint (MP2MP) Label Swi tched Paths (LSPs) for
optim zing the delivery of nulti-destination franmes. Furthernore,
the provisioning of VPLS, even in the context of BGP-based auto-

di scovery, requires network operators to specify various network
paraneters on top of the access configuration. This docunent
specifies the requirenments for an Ethernet VPN (EVPN) sol ution, which
addresses the above issues.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunment is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7209
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1

I ntroduction

Virtual Private LAN Service (VPLS), as defined in [ RFC4664],

[ RFCAT761], and [ RFC4762], is a proven and w dely depl oyed technol ogy.
However, the existing solution has a nunber of limtations when it
conmes to redundancy, mnulticast optim zation, and provisioning
simplicity. Furthernore, new applications are driving several new
requi renents for other L2VPN services such as Ethernet Tree (E-Tree)
and Virtual Private Wre Service (VPW5).

In the area of multihom ng, current VPLS can only support nultihom ng
with the single-active redundancy node (defined in Section 3), for
exanpl e, as described in [VPLS-BGP-MH]. Flexible multihonmng with
all -active redundancy node (defined in Section 3) cannot be supported
by the current VPLS sol ution.

In the area of nulticast optimzation, [RFC7/117] descri bes how

mul ticast LSPs can be used in conjunction with VPLS. However, this
solution is Iimted to Point-to-Miltipoint (P2MWP) LSPs, as there's no
defined solution for |everaging Miltipoint-to-Miltipoint (MP2MP) LSPs
with VPLS.

In the area of provisioning sinplicity, current VPLS does offer a
mechani sm for singl e-sided provisioning by relying on BGP-based
service auto-di scovery [ RFC4761] [ RFC6074]. This, however, stil
requi res the operator to configure a nunber of network-side
paraneters on top of the access-side Ethernet configuration

In the area of data-center interconnect, applications are driving the
need for new service interface types that are a hybrid conbinati on of
VLAN bundling and VLAN-based service interfaces. These are referred

to as "VLAN aware bundling" service interfaces.

Virtualization applications are also fueling an increase in the

vol ume of MAC (Media Access Control) addresses that are to be handl ed
by the network; this gives rise to the requirenent for having the

net wor k reconvergence upon failure be independent of the nunber of
MAC addresses | earned by the Provider Edge (PE)

There are requirements for ninimzing the amount of flooding of
multi-destination frames and | ocalizing the flooding to the confines
of a given site.

There are also requirenents for supporting flexible VPN topol ogi es
and policies beyond those currently covered by VPLS and Hi erarchica
VPLS (H VPLS).
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The focus of this docunent is on defining the requirenents for a new
solution, nanely, Ethernet VPN (EVPN), which addresses the above
i ssues.

Section 4 discusses the redundancy requirenents. Section 5 describes
the nmulticast optimzation requirenents. Section 6 articulates the
ease of provisioning requirenments. Section 7 focuses on the new
service interface requirenents. Section 8 highlights the fast
convergence requirenments. Section 9 describes the flood suppression
requirenent, and finally Section 10 di scusses the requirenents for
supporting flexible VPN topol ogi es and policies.

2. Specification of Requirenments
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
This docunent is not a protocol specification and the key words in
this docunent are used for clarity and enphasis of requirenents
| anguage.

3. Term nol ogy
AS: Aut ononpus System
CE: Custoner Edge
E-Tree: Ethernet Tree
MAC address: Media Access Control address - referred to as MAC
LSP: Label Switched Path
PE: Provi der Edge
MP2MP; Mul ti point to Multipoint
VPLS: Virtual Private LAN Service
Si ngl e- Acti ve Redundancy Modde: Wien a device or a network is
mul ti honed to a group of two or nore PEs and when only a single PE in
such a redundancy group can forward traffic to/fromthe nultihoned

device or network for a given VLAN, such multihonming is referred to
as "Single-Active".
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4.

4,

Al'l - Active Redundancy Mode: Wien a device is nultihonmed to a group of
two or nore PEs and when all PEs in such redundancy group can forward
traffic to/fromthe multi honed device or network for a given VLAN,
such multihonming is referred to as "All -Active"

Redundancy Requirenents
1. Flow Based Load Bal anci ng

A comon nmechani smfor multihonming a CE node to a set of PE nodes

i nvol ves | everaging nulti-chassis Ethernet |ink aggregation groups
(LAGs) based on [802.1AX]. [PWE3-1CCP] describes one such schene.

In Ethernet link aggregation, the |oad-bal ancing algorithns by which
a CE distributes traffic over the Attachnent Circuits connecting to
the PEs are quite flexible. The only requirenent is for the
algorithmto ensure in-order frane delivery for a given traffic flow
In typical inplenentations, these algorithns involve selecting an
outbound link within the bundl e based on a hash function that
identifies a fl ow based on one or nore of the follow ng fields:

i. Layer 2: Source MAC Address, Destination MAC Address, VLAN
ii. Layer 3: Source |IP Address, Destination |IP Address
iii. Layer 4: UDP or TCP Source Port, Destination Port

A key point to note here is that [802. 1AX] does not define a standard
| oad- bal ancing al gorithmfor Ethernet bundles, and, as such

different inplenentati ons behave differently. As a matter of fact, a
bundl e operates correctly even in the presence of asymmetric | oad

bal ancing over the links. This being the case, the first requirenent
for all-active nmultihonmng is the ability to accommpdate fl exible

fl ow based | oad bal ancing fromthe CE node based on L2, L3, and/or L4
header fi el ds.

(Rla) A solution MIST be capable of supporting flexible flow based
| oad bal ancing fromthe CE as descri bed above.

(R1b) A solution MJIST also be able to support fl ow based | oad
bal ancing of traffic destined to the CE, even when the CE is
connected to nore than one PE. Thus, the solution MJUST be able
to exercise multiple links connected to the CE, irrespective of
the nunber of PEs that the CE is connected to.

It should be noted that when a CE is nmultihoned to several PEs, there
could be nmultiple Equal -Cost Miultipath (ECMP) paths from each renote
PE to each multi honing PE. Furthernore, for an all-active multihoned
CE, a renote PE can choose any of the nultihom ng PEs for sending
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traffic destined to the multi homed CE. Therefore, when a solution
supports all-active nultihomng, it MJST exercise as many of these
pat hs as possible for traffic destined to a nultihonmed CE

(Rlc) A solution SHOULD support fl ow based | oad bal anci ng anong PEs
that are nenbers of a redundancy group spanning nultiple
Aut ononbus Syst ens.

4.2. Flow Based Ml ti pat hi ng

Any solution that neets the all-active redundancy node (e.g., flow
based | oad bal anci ng) described in Section 4.1, also needs to
exercise nultiple paths between a given pair of PEs. For instance,
if there are two or nore LSPs between a renpte PE and a pair of PEs
in an all-active redundancy group, then the solution needs to be
capabl e of |oad balancing traffic anbng those LSPs on a per-fl ow
basis for traffic destined to the PEs in the redundancy group
Furthernore, if there are two or nore ECMP paths between a renote PE
and one of the PEs in the redundancy group, then the sol ution needs
to |l everage all the equal -cost LSPs. For the latter, the solution
can al so | everage the | oad-bal ancing capabilities based on entropy
| abel s [ RFC6790] .

(R2a) A solution MIST be able to exercise all LSPs between a renote
PE and all the PEs in the redundancy group with all-active
nmul ti hom ng.

(R2b) A solution MIST be able to exercise all ECWP paths between a
renote PE and any of the PEs in the redundancy group with all -
active nul ti hom ng.

For exanple, consider a scenario in which CELlL is nultihonmed to PEL
and PE2, and CE2 is nultihoned to PE3 and PE4 running in all-active
redundancy node. Furthernore, consider that there exist three ECW
pat hs between any of the CE1l’s and CE2’s nultihomed PEs. Traffic
fromCElL to CE2 can be forwarded on twelve different paths over the
MPLS/ I P core as follows: CEl |oad bal ances traffic to both PEl and
PE2. Each of PEl and PE2 have three ECMP paths to PE3 and PE4 for a
total of twelve paths. Finally, when traffic arrives at PE3 and PE4,
it gets forwarded to CE2 over the Ethernet channel (aka link bundle).

It is worth pointing out that flow based nulti pathing conpl enents
fl ow based | oad bal anci ng described in the previous section
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4.3. Geo-redundant PE Nodes

The PE nodes offering nultihoned connectivity to a CE or access
network may be situated in the sane physical |ocation (co-Iocated),
or may be spread geographically (e.g., in different Central Ofices
(CCs) or Points of Presence (POPs)). The latter is needed when

of fering a geo-redundant sol ution that ensures business continuity
for critical applications in the case of power outages, natura

di sasters, etc. An all-active multihoni ng nechani sm needs to support
both co-located as well as geo-redundant PE placenent. The latter
scenario often means that requiring a dedicated |link between the PEs,
for the operation of the nultihoning nechanism is not appealing from
a cost standpoint. Furthernore, the IGP cost fromrenote PEs to the
pair of PEs in the dual-homed setup cannot be assuned to be the sane
when those latter PEs are geo-redundant.

(R3a) A solution MIST support all-active nultihom ng without the need
for a dedicated control/data |ink anong the PEs in the
mul ti honed group.

(R3b) A solution MIST support different |1 GP costs froma renote PE to
each of the PEs in a multihomed group.

(R3c) A solution MJIST support nultihonmng across different |GP
domai ns within the same Autononbus System

(R3d) A solution SHOULD support rmultihoning across multiple
Aut ononous Syst ens.

4.4, Optinmal Traffic Forwarding

In a typical network, when considering a designated pair of PEs, it
is common to find both single-honmed as well as nultihomed CEs bei ng
connected to those PEs.

(R4) An all-active nultihom ng solution SHOULD support opti nal
forwardi ng of unicast traffic for all the follow ng scenarios.
By "optinmal forwarding”, we nean that traffic will not be
forwar ded between PE devices that are nmenbers of a nultihoned
group unless the destination CE is attached to one of the
mul ti hom ng PEs.

i. singl e-honed CE to nultihonmed CE
ii. multihonmed CE to single-honed CE
iii. multihoned CE to multihomed CE

This is especially inmportant in the case of geo-redundant PEs, where
having traffic forwarded fromone PE to another within the sane
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mul ti honed group introduces additional |atency, on top of the

i nefficient use of the PE node’s and core nodes’ swi tching capacity.
A mul ti honed group (also known as a multi-chassis LAG is a group of
PEs supporting a multihonmed CE

4.5, Support for Flexible Redundancy G ouping

(R5) In order to support flexible redundancy grouping, the
mul ti hom ng nmechani sm SHOULD al | ow arbitrary groupi ng of PE
nodes into redundancy groups where each redundancy group
represents all nultihomed devices/networks that share the same
group of PEs.

This is best explained with an exanple: consider three PE nodes --
PE1, PE2, and PE3. The nultihom ng mechani sm MJST all ow a gi ven PE,
say, PEl, to be part of multiple redundancy groups concurrently. For
exanpl e, there can be a group (PEl, PE2), a group (PEl1, PE3), and
anot her group (PE2, PE3) where CEs could be nultihoned to any one of
t hese t hree redundancy groups.

4.6. Miltihonmed Network

There are applications that require an Ethernet network, rather than
a single device, to be nmultihoned to a group of PEs. The Ethernet
network would typically run a resiliency nechani smsuch as Miltiple
Spanni ng Tree Protocol [802.1Q or Ethernet Ring Protection Switching
[G8032]. The PEs may or may not participate in the control protoco
of the Ethernet network. For a multihomed network running [802. 1Q

or [G 8032], these protocols require that each VLAN to be active only
on one of the nultihonmed |inks.

(R6a) A solution MJUST support nultihomed network connectivity with
singl e-active redundancy node where all VLANs are active on one
PE.

(R6b) A solution MJUST al so support multihomed networks wth single-
active redundancy node where disjoint VLAN sets are active on
di spar at e PEs.

(R6c) A solution SHOULD support single-active redundancy node anong
PEs that are nenbers of a redundancy group spanning nultiple
ASes.

(R6d) A solution MAY support all-active redundancy node for a
nmul ti honed network with MAC based | oad bal ancing (i.e.
different MAC addresses on a VLAN are reachable via different
PEs) .
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5.

Mul ticast Optimzation Requirenents

There are environnments where the use of MP2MP LSPs may be desirable
for optimzing multicast, broadcast, and unknown unicast traffic in
order to reduce the anmount of nulticast states in the core routers.

[ RFC7117] precludes the use of MP2MP LSPs since current VPLS
solutions require an egress PE to performlearning when it receives
unknown uni cast packets over an LSP. This is challenging when MP2MP
LSPs are used, as they do not have inherent nechanisns to identify
the sender. The use of MP2MP LSPs for multicast optinization becones
tractable if the need to identify the sender for performng |earning
is lifted.

(R7a) A solution MJUST be able to provide a nechani smthat does not
requi re MAC | earni ng agai nst MPLS LSPs when packets are
recei ved over a MP2MP LSP

(R7b) A solution SHOULD be able to provide procedures to use MP2MP
LSPs for optim zing delivery of nulticast, broadcast, and
unknown unicast traffic.

Ease of Provisioning Requirenments

As L2VPN technol ogi es expand into enterprise deploynents, ease of
provi si oni ng becones paranount. Even though current VPLS has an

aut o- di scovery nechani sm whi ch enabl es automated di scovery of nenber
PEs belonging to a given VPN instance over the MPLS/I P core network,
further sinplifications are required, as outlined bel ow

(R8a) The sol ution MJUST support auto-di scovery of VPN nenber PEs over
the MPLS/IP core network, sinmilar to the VPLS auto-di scovery
nmechani sm descri bed in [ RFC4761] and [ RFC6074].

(R8b) The sol ution SHOULD support auto-discovery of PEs belonging to
a given redundancy or nultihomed group

(R8c) The sol ution SHOULD support auto-sensing of the site ID for a
mul ti honed device or network and support auto-generation of the
redundancy group I D based on the site ID

(R8d) The sol ution SHOULD support automated Desi gnated Forwarder (DF)
el ection anong PEs participating in a redundancy (rmultihon ng)
group and be able to divide service instances (e.g., VLANs)
among nenber PEs of the redundancy group.

(R8e) For deploynments where VLAN identifiers are gl obal across the
MPLS network (i.e., the network is limted to a maxi num of 4K
services), the PE devices SHOULD derive the MPLS-specific
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attributes (e.g., VPN ID, BGP Route Target, etc.) fromthe VLAN
identifier. This way, it is sufficient for the network
operator to configure the VLAN identifier(s) for the access
circuit, and all the MPLS and BGP paraneters required for
setting up the service over the core network woul d be
autonmatically derived without any need for explicit
configuration.

(R8f) Inplenentati ons SHOULD revert to using default values for
paraneters for which no new val ues are configured

7. New Service Interface Requirenents
[ MEF] and [802.1Q have the follow ng services specified:

- Port node: in this node, all traffic on the port is mapped to a
singl e bridge domain and a single correspondi ng L2VPN servi ce
i nstance. Custoner VLAN transparency is guaranteed end to end.

- VLAN node: in this node, each VLAN on the port is mapped to a
uni que bridge domai n and correspondi ng L2VPN servi ce instance.
This nmode allows for service nultiplexing over the port and
supports optional VLAN translation.

- VLAN bundling: in this node, a group of VLANs on the port are
collectively mapped to a unique bridge donmain and correspondi ng
L2VPN servi ce instance. Custoner MAC addresses mnmust be uni que
across all VLANs napped to the sane service instance.

For each of the above services, a single bridge donmain is assigned
per service instance on the PE supporting the associated service.
For exanple, in case of the port node, a single bridge domain is
assigned for all the ports belonging to that service instance,
regardl ess of the nunber of VLANs coning through these ports.

It is worth noting that the term’ bridge donain’ as used above refers
to a MAC forwarding table as defined in the | EEE bri dge nodel and
does not denote or inply any specific inplenentation

[ RFCA762] defines two types of VPLS services based on "unqualified
and qualified | earning”, which in turn maps to port node and VLAN
node, respectively.

(R9a) A solution MJIST support the above three service types (port
node, VLAN node, and VLAN bundling).
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For hosted applications for data-center interconnect, network
operators require the ability to extend Ethernet VLANs over a WAN
using a single L2VPN instance whil e naintaining data-plane separation
between the various VLANs associated with that instance. This is
referred to as ' VLAN-aware bundling service’.

(R9b) A solution MAY support VLAN aware bundling service.

This gives rise to two new service interface types: VLAN aware
bundl i ng wi thout translation and VLAN aware bundling with
transl ation.

The service interface for VLAN-aware bundling w thout translation has
the followi ng characteristics:

- The service interface provides bundling of custoner VLANs into a
singl e L2VPN service instance.

- The service interface guarantees customer VLAN transparency end to
end.

- The service interface nmaintains data-plane separation between the
customer VLANs (i.e., creates a dedicated bridge-domain per VLAN).

In the special case of all-to-one bundling, the service interface
must not assune any a priori know edge of the customer VLANs. In
ot her words, the custoner VLANs shall not be configured on the PE
rather, the interface is configured just |ike a port-based service.

The service interface for VLANNaware bundling with translation has
the follow ng characteristics:

- The service interface provides bundling of custonmer VLANs into a
singl e L2VPN service instance.

- The service interface naintains data-plane separation between the
custonmer VLANs (i.e., creates a dedicated bridge-donmain per VLAN).

- The service interface supports custoner VLAN ID translation to
handl e the scenario where different VLAN Identifiers (VIDs) are
used on different interfaces to designate the sanme custoner VLAN

The main difference, in terns of service-provider resource

al |l ocation, between these new service types and the previously
defined three types is that the new services require several bridge
domains to be allocated (one per custoner VLAN) per L2VPN service

i nstance as opposed to a single bridge domain per L2VPN service

i nstance.
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8.

10.

Fast Convergence

(R10a) A solution MJST provide the ability to recover from PE-CE
attachnment circuit failures as well as PE node failure for the
cases of both multi honed device and mul ti honed net wor k.

(R10b) The recovery nechani sn(s) MJST provi de convergence tine that
i s independent of the nunber of MAC addresses |earned by the
PE. This is particularly inmportant in the context of
virtualization applications, which are fueling an increase in
t he nunber of MAC addresses to be handl ed by the Layer 2
net wor K.

(R10c) Furthernore, the recovery nechanisn(s) SHOULD provide
convergence tine that is independent of the nunber of service
i nstances associated with the attachnent circuit or the PE

Fl ood Suppression

(R11a) The solution SHOULD all ow the network operator to choose
whet her unknown uni cast frames are to be dropped or to be
flooded. This attribute needs to be configurable on a per-
service-instance basis.

(R11b) In addition, for the case where the solution is used for data-
center interconnect, the solution SHOULD mnimize the flooding
of broadcast frames outside the confines of a given site. O
particular interest is periodic Address Resolution Protoco
(ARP) traffic.

(Rl1lc) Furthernore, the solution SHOULD elim nate any unnecessary
floodi ng of unicast traffic upon topol ogy changes, especially
in the case of a nmultihonmed site where the PEs have a priori
know edge of the backup paths for a given MAC address.

Supporting Flexible VPN Topol ogi es and Policies

(R12a) A solution MJST be capabl e of supporting flexible VPN
topol ogi es that are not constrained by the underlying
mechani sms of the solution

One exanple of this is E-Tree topol ogy, where one or nore sites in
the VPN are roots and the others are |eaves. The roots are all owed
to send traffic to other roots and to | eaves, while | eaves can
conmuni cate only with the roots. The solution MJST provide the
ability to support E-Tree topol ogy.
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11.

12.

(R12b) The solution MAY provide the ability to apply policies at the
granularity of the MAC address to control which PEs in the VPN
| earn whi ch MAC address and how a specific MAC address is
forwarded. It should be possible to apply policies to allow
only sonme of the nenber PEs in the VPN to send or receive
traffic for a particular MAC address.

(R12c) A solution MJST be capabl e of supporting both inter-AS
option-C and inter-AS option-B scenarios as described in
[ RFC4364] .

Security Considerations

Any protocol extensions devel oped for the EVPN solution shall include
the appropriate security analysis. Besides the security requirenments
covered in [RFCA761] and [ RFC4762] when MAC learning is performed in
dat a- pl ane and in [RFC4364] when MAC learning is performed in control
pl ane, the follow ng additional requirenents need to be covered.

(R13) A solution MIST be capable of detecting and properly handling a
situation where the sane MAC address appears behind two
di fferent Ethernet segnents (whether inadvertently or
mal i ci ously).

(R14) A solution MJIST be capabl e of associating a MAC address to a
specific Ethernet segment (aka "sticky MAC') in order to help
limt malicious traffic into a network for that MAC address.
This capability can limt the appearance of spoofed MAC
addresses on a network. Wen this feature is enabled, the MAC
mobility for such sticky MAC addresses are disallowed, and the
traffic for such MAC addresses from any other Ethernet segnent
MJUST be di scar ded.
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