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This note addresses the problem of inplenenting a reliable out-of-band
signal for use in a host-to-host protocol. It is notivated by the fact
that such a satisfactory nechani sm does not exist in the Transm ssion
Control Protocol (TCP) of Cerf et. al. [reference 4, 6] |In addition to
di scussi ng sonme requirenments for such an out-of-band signal (interrupts)
and the inplications for the inplenentation of the requirenents, a

di scussion of the problemfor the TCP case will be presented.

Whi |l e the ARPANET host-to-host protocol does not support reliable
transm ssion of either data or controls, it does neet the other

requi renents we have for an out-of-band control signal and will be drawn
upon to provide a solution for the TCP case.

The TCP currently handles all data and controls on the sane |ogica
channel. To achieve reliable transm ssion, it provides positive

acknow edgenent and retransmi ssion of all data and nbst controls. Since
interrupts are on the sane channel as data, the TCP nust flush data
whenever an interrupt is sent so as not to be subject to flow control

Functi onal Requirenents

It is desirable to insure reliable delivery of an interrupt. The
sender nust be assured that one and only one interrupt is delivered
at the destination for each interrupt it sends. The protocol need
not be concerned about the order of delivery of interrupts to the
user.

The interrupt signal nust be independent of data flow contro

mechani sms.  An interrupt nust be delivered whether or not there are
buffers provided for data, whether or not other controls are being
handl ed. The interrupt should not interfere with the reliable
delivery of other data and controls.

The host-to-host protocol need not provide synchroni zati on bet ween
the interrupt channel and the data-control channel. In fact, if
coupling of the channels relies on the advancenent of sequence
nunbers on the data-control channel, then the interrupt channel is no
| onger independent of flow control as required above. The

synchroni zation with the data stream can be perforned by the user by
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mar ki ng the data stream when an interrupt is generated. The
interrupt need not be coupled with other controls since it in no way
affects the state of a connection.

Once the interrupt has been delivered to the user, no other semantics
are associated with it at the host-to-host |evel

I mplications

To provide for reliable delivery and accountability of interrupt
delivery, an acknow edgenent schenme is required. To associate

i nterrupt acknow edgenments with the correct interrupt, sonme naning
convention for interrupts is necessary. Sequence nunbers provide
such a nam ng convention, along with the potential for providing an
orderi ng nechani sm

A separate interrupt channel is required to make interrupts

i ndependent of flow control. A separate sequence nunber space for
nam ng interrupts is also necessary. |If the sequence nunbers are
fromthe sane sequence nunber space as sone ot her channel, then
sending an interrupt can be bl ocked by the need to resynchronize the
sequence nunbers on that channel

In the current TCP, which uses one channel for data, controls, and
interrupts, flushing of data is conbined with the interrupt to bypass
the flow control mechanism However, flushing of resynchronization
controls is not allowed and recei pt of these controls is dependent on
the acknow edgenent of all previous data. The ARPANET protocol

while not providing for reliable transnission, does provide for the
separation of the interrupt-control channel and the data channel

Mul ti pl e Channel s and Sequence Numbers

If nmultiple channels are to be used for a connection, then it becones
interesting to deternmine how the sequence nunbers of the channels can
be coupl ed so that sequence nunmber mai ntenance can be done
efficiently.

Assi gni ng sequence nunbers to each octet of data and control, as in
the TCP, allows positive acknow edgenent and ordering. However,
since packets are retransmitted on timeout, and since nulti-path
packet switch networks can cause a packet to stay around for a |ong
time, the presence of duplicate packets and out-of-order packets nust
be accounted for. A sequence nunber acceptability test nust be
perforned on each packet received to deternmne if one of the

foll owi ng actions should be taken
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Acknowl edge the packet and pass it on to the user.

Acknowl edge the packet, but do not send it to the user, since it
has al ready been delivered.

Di scard t he packet; the sequence nunber is not believable.
Acceptability on Channel O

To determine the action to be taken for a packet, acceptability
ranges are defined. The followi ng three ranges are nutually
excl usive and col l ectively exhaustive of the sequence nunber space
(see Figure 1):

Ack-del i ver range (ADR)

Ack-only range (AOR)

Di scard range (DR

ACCEPTABI LI TY RANGES
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Figure 1

Let S = size of sequence nunber space (nunber per octet)
X = sequence nunber to be tested

FCLE = flow control |eft w ndow edge
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ADRE = (FCLE+ADR) nmod S = Ack-deliver right edge (Discard
left edge - 1)

AOLE = (FCLE-AOR) nod S = Ack-only left edge (Discard
right edge + 1)

TSE = tine since connection establishnent (in sec)

MPL = maxi mnum packet lifetinme (in sec)
TB = TCP bandwi dth (in octets/sec)
For any sequence nunber, x, and packet text length, |, if
(AOLE <= x <= ADRE) nod S and
(ACLE <= x+l -1 <= ADRE) nod S
then the packet shoul d be acknow edged.
If x and | satisfy
(FCLE <= x <= ADRE) nbd S and
(FCLE <= x+l -1 <= ADRE) nod S

then x can al so be delivered to the user; however, ordered
delivery requires that x = FCLE

A packet is not in arange only if all of it lies outside a range.
When a packet falls in nore than one range, precedence is ADR
then AOR, then DR Wen a packet falls in the AOR then an ACK
shoul d be sent, even if a packet has to be created. The ACK will
specify the current left wi ndow edge. This assures acknow edgnent
of all duplicates.

ADRE is exactly the maxi num sequence nunber ever "advertised"

t hrough the flow control w ndow, plus one. This allows for
controls to be accepted even though pernission for them nay never
have been explicitly given. O course, each tinme a control with a
sequence nunmber equal to the ADRE is sent, the ADRE nust be

i ncrenented by one.

AOR is set so that old duplicates (from previous incarnations of
the connection) can be detected and di scarded. Thus

AOR = M n(TSE, MPL) * TB
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Synchroni zati on and Resynchroni zati on Probl ens

A special problemarises concerning detection of packets (old
duplicates) in the network that have sequence nunbers assi gned by
old instances of a connection. To handle this reliably, careful
selection of the initial sequence number is required [ref. 2, 3]
as well as periodic checks to determne if resynchronization of
sequence nunbers is necessary. The overhead of such el aborate
machi nery is expensive and repeating it for each additiona
channel is undesirable.

Acceptability on Channel

We have concluded that the only savings realizable in the nuiltple
channel case is to use channel zero’'s initial sequence nunber and
resynchroni zati on nai ntenance nechani smfor the additiona
channel s. This can be acconplished by coupling each additiona
channel to channel zero’'s sequence numbers (CZSN), so that each

itemon channel i carries a pair of sequence numbers, the current
CZSN and the current channel i’'s sequence number (Cl SN)
The acceptablility test of itens on channel i is a conposite test

of both sequence nunbers. First the CZSN is checked to see if it
woul d be acknow edged if it were an octet received on channe
zero. Only if it would have been discarded would the item on
channel i be discarded. Having passed the CZSN test, the CISNis
checked to see if the itemis deliverable and acknow edgable with
respect to the Cl SN sequence nunber space. The CISN test is a
check for everything but the existence of old duplicates fromold
i nstances of the connection and is perforned |like the check for
channel zero itens.

It has been shown that to inplenent additional channels for a TCP
connection, two alternatives are available-- (1) provide each
channel with its own initial sequence nunmber and resynchroni zation
mai nt enance mechani smor (2) provide one initial sequence numnber
and resynchroni zati on nmai nt enance nmechani smfor all channels

t hrough channel zero's mechanism It is hard for us to conpare
the two alternatives, since we have no experience inplenenting any
resynchroni zati on nai ntenance nmechani sm

TCP Case

To inmplenent a conpletely reliable separate interrupt channel for TCP
requires a channel with a full sequence nunber space. It is possible
to conproni se here and nake the interrupt nunber space snaller than
that required to support consunption of nunbers at the TCP' s
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bandwi dth. What is lost is the total independence of the flow
control fromthe data-control channel. Nornally, the data-contro
sequence nunbers will change often enough so that waparound in the
i nterrupt nunber space causes no probl ens.

Thi ngs becone slightly nmessy when many interrupts are generated in
qui ck succession. Even if the interrupt nunbers are acknow edged,
they cannot be reused if they refer to the sane data-control sequence
nunber, until a full packet lifetime has el apsed. This can be
renedied in all but one case by sending a NOP on the data-contro
channel so that the next set of interrupts can refer to a new

dat a-control sequence number. However, if the data-control channe
is blocked due to flow control and a resynchroni zing control (DSN in
the TCP case) was just sent, a NOP cannot be created until the
resynchroni zation is conplete and a new starti ng sequence nunber is
chosen. Thus to send another interrupt, the TCP nust wait for a
packet lifetime or an indication that it can send a NOP on the
data-control channel. (In reality, a connection would probably be
cl osed I ong before a packet lifetinme elapsed if the sender is not
accepting data fromthe receiver. [reference 1])
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