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Abstract

Thi s docunent defines a YANG data nodel for the managenent of network
interfaces. It is expected that interface-type-specific data nodels
augrment the generic interfaces data nodel defined in this docunent.
The data nodel includes configuration data and state data (status

i nformati on and counters for the collection of statistics).
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http://ww. rfc-editor.org/info/rfc7223
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docunent authors. Al rights reserved.
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Provisions Relating to | ETF Docunents
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1. Introduction

Thi s docunent defines a YANG [ RFC6020] data nodel for the nanagenent
of network interfaces. It is expected that interface-type-specific
dat a nodel s augnent the generic interfaces data nodel defined in this
docunent .

Network interfaces are central to the managenent of nany Internet
protocols. Thus, it is inmportant to establish a commobn data node
for howinterfaces are identified, configured, and nonitored.

The data nodel includes configuration data and state data (status
i nformati on and counters for the collection of statistics).
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1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119].

The following terns are used within this docunent:

0 systemcontrolled interface: An interface is said to be system
controlled if the systemcreates and deletes the interface
i ndependently of what has been explicitly configured. Exanples
are interfaces representing physical hardware that appear and
di sappear when hardware (e.g., a line card or hot-pluggabl e
wireless interface) is added or renoved. Systemcontrolled
interfaces may al so appear if a certain functionality is enabled
(e.g., a loopback interface m ght appear if the IP protocol stack
i s enabl ed).

0 user-controlled interface: An interface is said to be user-
controlled if the creation of the interface is controlled by
adding explicit interface configuration to the running
configuration datastore and the renoval of the interface is
controlled by renmoving explicit interface configuration fromthe
runni ng configuration datastore. Exanples are VLAN interfaces
configured on a systemcontrolled Ethernet interface.

The following ternms are defined in [ RFC6241] and are not redefined
here:

o client

o configuration data
o server

0 state data

The following terns are defined in [ RFC6020] and are not redefined
her e:

0 augnent
o data nodel
o data node

0 presence container
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1.2. Tree Diagrans

A sinmplified graphical representation of the data nodel is used in
this docunent. The meaning of the synbols in these diagrans is as
fol | ows:

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node nanmes: "rw' neans configuration
(read-wite), and "ro" neans state data (read-only).

o Synbols after data node nanes: "?" neans an optional node, "!"

means a presence container, and "*" denotes a list and leaf-1Iist.

o0 Parentheses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

o Elipsis ("...") stands for contents of subtrees that are not
shown.

2. ojectives

This section describes some of the design objectives for the nodel
presented in Section 5.

o It is recognized that existing inplenmentations will have to map
the interface data nodel defined in this neno to their proprietary
native data nodel. To facilitate such mappings, the data node
shoul d be sinple.

0 The data nodel should be suitable for new inplenentations to use
as is, without requiring a mapping to a different native nodel.

0 References to interfaces should be as sinple as possible,
preferably by using a single l|eafref.

o The mapping to iflndex [ RFC2863] used by the Sinple Network
Management Protocol (SNWP) to identify interfaces nust be clear

o The nodel nust support interface layering: both (1) sinple
| ayering, where one interface is |ayered on top of exactly one
other interface, and (2) nore conplex scenari os, where one
interface results fromthe aggregation of N other interfaces or
when N interfaces are nultipl exed over one other interface.
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shoul d support the pre-provisioning of interface
.e., it should be possible to configure an

interface hardware is not present on the

device. It is recomended that devices that support dynamc
additi on and renoval of physica
pr e- provi si oni ng.

o The data node

| ogi cal

o The data node

recei ved packets with errors

due to errors

shoul d support physica
i nterfaces.

i nterfaces al so support

interfaces as well as

shoul d include read-only counters in order to
gather statistics for sent and received octets and packets,

3. I nterfaces Data Model

and packets that could not be sent

Thi s docunent defines the YANG nodule "ietf-interfaces", which has
the follow ng structure:

+--rw interfaces

I
I
I
I
I
I
+

Bj or kl und

+--rw interface* [nane]

--ro

+-

+--rw nane

+--rw description?

+--rw type

+--rw enabl ed?

+--rw |ink-up-down-trap-enabl e?

i nterfaces-state
ro interface* [nane]

+--ro name

+--ro0 type

+--ro adm n-status
+--ro oper-status
+--ro | ast-change?

st

i dentityref
enurer ation
enumrer ati on
yang: dat e-and-ti ne

+--ro if-index in

+--ro phys-address?
+--ro higher-layer-if*
+--ro |ower-1layer-if*
+--ro speed?

+--ro statistics
di scontinuity-tinme

+-T0
+-T0
+--r0
+--T0
+--T0
+-10
+-T0
+-T0

n-octets?

n- uni cast - pkts?
n- br oadcast - pkt s?
n-nmul ti cast - pkts?
n-di scards?
n-errors?

n- unknown- pr ot 0s?

St andar ds

string
string
i dentityref
bool ean

ring

t32

yang:
yang:
yang:
yang:
yang:
yang:
yang:
yang:

Tr ack

enuner ati on

yang: phys- addr ess
interface-state-ref
interface-state-ref
yang: gauge64

date-and-ti ne
count er 64
count er 64
count er 64
count er 64
counter32
counter 32
counter 32
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+--ro out-octets? yang: count er 64
+--ro0 out-unicast-pkts? yang: count er 64
+--ro out-broadcast - pkts? yang: count er 64
+--ro out-multicast-pkts? yang: count er 64
+--ro out-discards? yang: count er 32
+--ro out-errors? yang: count er 32

3.1. The Interface Lists

The data nodel for interfaces presented in this docunent uses a flat
list of interfaces. Each interface in the list is identified by its
nane. Furthernore, each interface has a mandatory "type" |eaf.

The "iana-if-type" nodule [ RFC7224] defines YANG identities for the
interface types in the | ANA-mai ntai ned "ifType definitions" registry.

There is one list of configured interfaces ("/interfaces/interface"),
and a separate list for the operational state of all interfaces
("/interfaces-state/interface").

It is expected that interface-type-specific data nodels augment the
interface lists and possibly use the "type" |leaf to nake the
augnent ati on conditional

As an exanpl e of such an interface-type-specific augnentation
consider this YANG snippet. For a nore conplete exanple, see
Appendi x A

i mport interfaces {
prefix "if";
}

import iana-if-type {
prefix ianaift;

}
augrment "/if:interfaces/if:interface" {
when "if:type = ’"ianaift:ethernet Csmacd' ";
cont ai ner ethernet {
| eaf duplex {
}
}
}
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For systemcontrolled interfaces, the "name" is the device-specific

nane of the interface. The 'config false’ list
"/interfaces-state/interface" contains all existing interfaces on the
devi ce.

If the device supports arbitrarily nanmed user-controlled interfaces,
the Network Configuration Protocol (NETCONF) server advertises the
"arbitrary-nanmes" feature. |If the device does not advertise this
feature, the names of user-controlled interfaces MIST match the
device’s nam ng schene. How a client can |learn the nam ng schene of
such devices is outside the scope of this docunent. See Appendi ces
E.1 and E. 2 for exanples.

Wien a systemcontrolled interface is created by the system the
systemtries to apply the interface configuration in "/interfaces/
interface" with the same nane as the newinterface. |f no such
interface configuration is found, or if the configured type does not
match the real interface type, the systemcreates the interface

wi t hout applying explicit configuration.

Wien a user-controlled interface is created, the configuration
determ nes the nane of the interface.

Dependi ng on the operating system and the physical attachnent point
to which a network interface may be attached or renoved, it may be

i npossible for an inplenentation to provide predictable and

consi stent nanmes for systemcontrolled interfaces across insertion/
renoval cycles as well as in anticipation of initial insertion. The
ability to provide configurations for such interfaces is therefore
dependent on the inplenentati on and cannot be assuned in all cases.

3.2. Interface References

An interface is identified by its nanme, which is unique within the
server. This property is captured in the "interface-ref" and
"interface-state-ref" typedefs, which other YANG nodul es SHOULD use
when they need to reference a configured interface or operationally
used interface, respectively.

3.3. Interface Layering

There is no generic nechanismfor how an interface is configured to
be | ayered on top of sone other interface. It is expected that

i nterface-type-specific nodels define their own data nodes for
interface layering by using "interface-ref" types to reference

| ower | ayers.
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Bel ow i s an exanple of a nodel with such nodes. For a nore conplete
exanpl e, see Appendix B

i mport interfaces {
prefix "if";
}

import iana-if-type {
prefix ianaift;

}
augnment "/if:interfaces/if:interface" {
when "if:type = 'ianaift:ieee8023adLag "
leaf-1ist slave-if {
type if:interface-ref;
must “/if:interfaces/if:interface[if:name = current()]"
+ "/if:type = ianaift:ethernetCsmacd " {
description
"The type of a slave interface nust be
et hernet Csnacd’ . ";
}
/1 other bonding config parans, failover tines, etc.
}

While the interface layering is configured in interface-type-specific
nodel s, two generic state data leaf-lists, "higher-layer-if" and

"l ower-layer-if", represent a read-only view of the interface

| ayering hierarchy.

4. Relationship tothe IFFMB

If the device inplenments the |F-M B [ RFC2863], each entry in the "/
interfaces-state/interface" list is typically mapped to one ifEntry.
The "if-index" |eaf MJST contain the value of the correspondi ng
ifEntry’'s iflndex.

In nost cases, the "name" of an "/interfaces-state/interface" entry
is mapped to ifName. The IF-MB allows two different ifEntries to
have the sanme ifNane. Devices that support this feature and al so
support the data nodel defined in this docunent cannot have a 1-1
mappi ng between the "nane" |eaf and ifNane.

The configured "description" of an "interface" has traditionally been
mapped to ifAlias in sone inplenentations. This docunent allows this
mappi ng, but inplenmenters should be aware of the differences in the
val ue space and persistence for these objects. See the YANG nodul e
definition of the leaf "description" in Section 5 for details.
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The IF-M B al so defines the witable object ifProni scuousMbde. Since
this object typically is not inplenented as a configuration object by
SNMP agents, it is not mapped to the "ietf-interfaces" nodul e.

The ifMu object fromthe IF-MB is not mapped to the
"ietf-interfaces" nodule. It is expected that interface-type-
speci fic YANG nodul es provide interface-type-specific MU | eafs by
augrmenting the "ietf-interfaces" nodel.

There are a nunber of counters in the IF-MB that exist in two
versions: one with 32 bits and one with 64 bits. The 64-bit versions
were added to support high-speed interfaces with a data rate greater
t han 20, 000, 000 bits/second. Today's inplenmentations generally
support such hi gh-speed interfaces, and hence only 64-bit counters
are provided in this data nodel. Note that NETCONF and SNWVP nay
differ in the time granularity in which they provide access to the
counters. For exanmple, it is comon that SNWP inpl ementations cache
counter values for sone tine.

The objects ifDescr and ifConnectorPresent fromthe |F-MB are not
mapped to the "ietf-interfaces" nodul e.
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The following tables list the YANG data nodes with corresponding
objects in the IF-MB.

o m e e e e e e e e e e e e e am o Fom e e e e e e e e e m o +
| YANG data node in /interfaces- | IF-MB object |
| state/interface | |
. e +
| nare | ifName |
| type | ifType |
| admi n-status | ifAdm nStatus |
| oper-status | ifOperStatus |
| I ast-change | ifLast Change |
| if-index | iflndex |
| 1ink-up-down-trap-enable | ifLi nkUpDownTr apEnabl e |
| phys-address | ifPhysAddress |
| higher-layer-if and | ower-1layer-if | ifStackTable |
| speed | ifSpeed and ifHi ghSpeed |
| discontinuity-tine | ifCounterDiscontinuityTinme |
| in-octets | ifHCI nCctets |
| in-unicast-pkts | ifHC nUcast Pkts |
| in-broadcast-pkts | ifHC nBroadcast Pkts |
| in-nulticast-pkts | ifHC nMulticastPkts |
| in-discards | iflnDiscards |
| in-errors | iflnErrors |
| in-unknown- protos | iflnUnknownPr ot os |
| out-octets | ifHCQuUtCctets |
| out-unicast-pkts | ifHCQut Ucast Pkt s |
| out-broadcast - pkts | ifHCQut Broadcast Pkts |
| out-multicast-pkts | ifHCOut Mul ticastPkts |
| out-discards | ifQutDiscards |
| out-errors | ifQutErrors |
S ' Trrrrwwe T +

YANG St ate Data Nodes and Related |F-M B Obj ects

o mm e e e e e e e e e e e e e e e e e e S +

| YANG data node in /interfaces/interface | |F-MB object |

T I +

| description | ifAlias |

o mmm e e e e e e e e e e e e e e e e e e e mm e eeaao o Fom e e e e e oo oo +
YANG Config Data Nodes and Related IF-M B bj ects
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5. Interfaces YANG Mdul e
Thi s YANG nodul e i nports typedefs from [ RFC6991].
<CODE BEGA NS> file "ietf-interfaces@014-05-08. yang"
nodul e ietf-interfaces {

nanespace "urn:ietf:parans: xm:ns:yang:ietf-interfaces"
prefix if;

i mport ietf-yang-types {
prefix yang;

}

organi zati on
"I ETF NETMOD ( NETCONF Data Mbdel i ng Language) Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netnod/ >
WG List: <mailto:netnod@etf.org>

WG Chair: Thomas Nadeau
<mui | t o: t nadeau@ uci dvi si on. con»

WG Chai r: Juergen Schoenwael der
<mai | to:j.schoenwael der @ acobs-uni versity. de>

Edi t or: Martin Bjorkl und
<mailto:nbj @ail-f.conm";

description
"This nodul e contains a collection of YANG definitions for
managi ng network interfaces.

Copyright (c) 2014 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 7223; see
the RFC itself for full |egal notices.";
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revision 2014-05-08 {
description
"Initial revision.";
ref erence
"RFC 7223: A YANG Data Model for Interface Managenent”;
}

/*
* Typedefs
*/

typedef interface-ref {
type leafref {
path "/if:interfaces/if:interface/if:nane";
}

description
"This type is used by data nodels that need to reference
configured interfaces.";

}

typedef interface-state-ref {
type leafref {
path "/if:interfaces-state/if:interface/if:nanme";
}

description
"This type is used by data nodels that need to reference
the operationally present interfaces."

}

/*
* |dentities
*/

identity interface-type {
description
"Base identity fromwhich specific interface types are

derived.";
}
/*
* Features
* [

feature arbitrary-nanmes {
description
"This feature indicates that the device allows user-controlled
interfaces to be naned arbitrarily.”
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feature pre-provisioning {
description
"This feature indicates that the device supports
pre-provisioning of interface configuration, i.e., it is
possi ble to configure an interface whose physical interface
hardware is not present on the device."

}

feature if-mb {
description
"This feature indicates that the device inplenents

the IF-MB.";
reference
"RFC 2863: The Interfaces Goup MB";
}
/*
* Configuration data nodes
*/

contai ner interfaces {
description
"Interface configuration paraneters.”

list interface {
key "nane";

description
"The list of configured interfaces on the device.

The operational state of an interface is available in the
linterfaces-state/interface list. |f the configuration of a
systemcontrol l ed interface cannot be used by the system
(e.g., the interface hardware present does not match the
interface type), then the configuration is not applied to
the systemcontrolled interface shown in the
/interfaces-state/interface list. |If the configuration

of a user-controlled interface cannot be used by the system
the configured interface is not instantiated in the
/interfaces-state/interface list."

| eaf nane {
type string;
description
"The nanme of the interface.

A device MAY restrict the all owed values for this |eaf,
possi bly depending on the type of the interface.
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For systemcontrolled interfaces, this leaf is the

devi ce-specific nane of the interface. The 'config fal se
list /interfaces-state/interface contains the currently
exi sting interfaces on the device.

If aclient tries to create configuration for a
systemcontrolled interface that is not present in the
linterfaces-state/interface list, the server MAY reject
the request if the inplenentati on does not support
pre-provisioning of interfaces or if the nane refers to
an interface that can never exist in the system A
NETCONF server MJUST reply with an rpc-error with the
error-tag 'invalid-value’ in this case.

I f the device supports pre-provisioning of interface
configuration, the 'pre-provisioning’ feature is
adverti sed.

If the device allows arbitrarily nanmed user-controlled
interfaces, the "arbitrary-nanmes’ feature is advertised

When a configured user-controlled interface is created by
the system it is instantiated with the same nane in the
/linterface-state/interface list.";

| eaf description {

type string;
description

"A textual description of the interface.

A server inplenmentation MAY map this leaf to the ifAias
M B object. Such an inplenentation needs to use sone
mechanismto handle the differences in size and characters
al l oned between this leaf and ifAlias. The definition of
such a nmechanismis outside the scope of this docunent.

Since ifAlias is defined to be stored in non-volatile
storage, the MB inplenentation MJST map ifAlias to the
val ue of ’'description’ in the persistently stored

dat ast ore.

Specifically, if the device supports ’':startup’, when
ifAlias is read the device MIST return the val ue of
"description’ in the 'startup’ datastore, and when it is
witten, it MJST be witten to the "running’ and ’'startup
datastores. Note that it is up to the inplenentation to
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deci de whether to nodify this single leaf in 'startup’ or
performan inplicit copy-config from’running to
‘startup’.

If the device does not support ’:startup’, ifAlias MIJST
be mapped to the 'description’ leaf in the 'running
datastore.";
reference
"RFC 2863: The Interfaces Gcoup MB - ifAlias"
}

| eaf type {
type identityref {
base interface-type

mandat ory true;
description
"The type of the interface.

When an interface entry is created, a server MAY

initialize the type leaf with a valid value, e.g., if it
is possible to derive the type fromthe name of the
i nterface.

If aclient tries to set the type of an interface to a

val ue that can never be used by the system e.g., if the
type is not supported or if the type does not match the
nane of the interface, the server MJIST reject the request.
A NETCONF server MJST reply with an rpc-error with the
error-tag 'invalid-value’ in this case.”

reference
"RFC 2863: The Interfaces Group MB - ifType"
}

| eaf enabled {
type bool ean;
default "true";
description
"This |l eaf contains the configured, desired state of the
i nterface.

Systens that inplenent the IF-MB use the value of this
leaf in the 'running’ datastore to set
IF-MB.ifAdninStatus to "up’ or '"down' after an ifEntry
has been initialized, as described in RFC 2863.
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Changes in this leaf in the 'running’ datastore are
reflected in ifAdmi nStatus, but if ifAdm nStatus is
changed over SNWP, this leaf is not affected.”
reference
"RFC 2863: The Interfaces Group MB - ifAdm nStatus”
}

| eaf |ink-up-down-trap-enable {
if-feature if-mb;
type enuneration {
enum enabl ed {
val ue 1;
}

enum di sabl ed {
val ue 2;
}

}

description
"Controls whether |inkUp/linkDown SNMP notifications
shoul d be generated for this interface.

If this node is not configured, the value 'enabled is
operationally used by the server for interfaces that do
not operate on top of any other interface (i.e., there are
no 'lower-layer-if’' entries), and 'disabled otherw se."
reference
"RFC 2863: The Interfaces Group MB -
i fLi nkUpDownTr apEnabl e";
}
}
}

/*
* (perational state data nodes
*/

contai ner interfaces-state {
config fal se
description
"Data nodes for the operational state of interfaces.”

list interface {
key "nane";
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description
"The list of interfaces on the device.

Systemcontrolled interfaces created by the systemare

al ways present in this list, whether they are configured or
not.";

| eaf nane {
type string;
description
"The nanme of the interface.

A server inplenentation MAY map this leaf to the ifNane

M B object. Such an inplenentation needs to use sone
mechani smto handle the differences in size and characters
al l oned between this leaf and ifNanme. The definition of
such a nmechanismis outside the scope of this docunent.”

ref erence
"RFC 2863: The Interfaces Group MB - ifNange"
}

| eaf type {
type identityref {
base interface-type

mandat ory true
description
"The type of the interface."
ref erence
"RFC 2863: The Interfaces Group MB - ifType"
}

| eaf adm n-status {
if-feature if-mb;
type enuneration {
enum up {
val ue 1;
description
"Ready to pass packets."

enum down {
val ue 2;
description
"Not ready to pass packets and not in sone test node.";
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enumtesting {
val ue 3;
description
"I'n some test node.";
}
}

mandat ory true
description
"The desired state of the interface.

This | eaf has the sane read semantics as ifAdm nStatus.”
ref erence
"RFC 2863: The Interfaces Group MB - ifAdninStatus";

| eaf oper-status {

Bj or kl und

type enuneration {
enum up {
val ue 1;
description
"Ready to pass packets."

enum down {
val ue 2;
description
"The interface does not pass any packets."
}

enumtesting {
val ue 3;
description
"I'n sone test node. No operational packets can
be passed.";
}
enum unknown {
val ue 4;
description
"Status cannot be determ ned for sone reason.”
}

enum dor mant {
val ue 5;
description
"Waiting for sone external event."
}

enum not - present {
val ue 6;
description
"Some conponent (typically hardware) is m ssing.”

St andards Track [ Page 18]



RFC 7223 YANG | nt er f ace Managenent May 2014

enum | ower - | ayer - down {
val ue 7;
description
"Down due to state of |lower-layer interface(s)."
}
}

mandat ory true
description
"The current operational state of the interface.

This | eaf has the sanme semantics as ifQperStatus.”
reference

"RFC 2863: The Interfaces Group MB - ifQperStatus”
}

| eaf | ast-change {
type yang: dat e-and-ti ne;
description
"The time the interface entered its current operationa
state. If the current state was entered prior to the
last re-initialization of the |ocal network nmanagenent
subsystem then this node is not present.”
ref erence
"RFC 2863: The Interfaces Group MB - ifLastChange"
}

| eaf if-index {
if-feature if-mb;
type int32 {
range "1..2147483647"
}

mandat ory true
description
"The iflndex value for the ifEntry represented by this
interface.";
ref erence
"RFC 2863: The Interfaces Group MB - iflndex"
}

| eaf phys-address {
type yang: phys-address;
description
"The interface’'s address at its protocol sub-layer. For
exanple, for an 802.x interface, this object normally
contains a Media Access Control (MAC) address. The
interface’s nedi a-specific nodul es nmust define the bit
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and byte ordering and the format of the value of this
object. For interfaces that do not have such an address
(e.g., aserial line), this node is not present."
ref erence
"RFC 2863: The Interfaces Group MB - ifPhysAddress”
}

| eaf -1ist higher-layer-if {
type interface-state-ref;
description
"Alist of references to interfaces layered on top of this
interface.";
reference
"RFC 2863: The Interfaces Group MB - ifStackTabl e"
}

leaf-list lower-layer-if {
type interface-state-ref;
description
"Alist of references to interfaces |ayered underneath this
interface.";
ref erence
"RFC 2863: The Interfaces Group MB - ifStackTabl e"
}

| eaf speed {

type yang: gaugeb64;

units "bits/second"

description

"An estimate of the interface’s current bandwidth in bits

per second. For interfaces that do not vary in
bandwi dth or for those where no accurate estination can
be made, this node should contain the nominal bandw dth.
For interfaces that have no concept of bandwi dth, this
node is not present.”

ref erence

"RFC 2863: The Interfaces Group MB -
i f Speed, ifH ghSpeed"
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contai ner statistics {
description
"A collection of interface-related statistics objects.”

| eaf discontinuity-time {
type yang: date-and-ti ne;
mandat ory true
description
"The time on the nost recent occasion at which any one or
more of this interface’s counters suffered a
di scontinuity. |If no such discontinuities have occurred
since the last re-initialization of the |ocal nanagenent
subsystem then this node contains the tinme the |oca
managenent subsystemre-initialized itself.";

}

| eaf in-octets {
type yang: count er 64,
description
"The total nunber of octets received on the interface,
i ncluding fram ng characters

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
"discontinuity-time'.";
ref erence
"RFC 2863: The Interfaces Goup MB - ifHC nCctets”;

}

| eaf in-unicast-pkts {
t ype yang: count er 64;
description
"The nunber of packets, delivered by this sub-layer to a
hi gher (sub-)layer, that were not addressed to a
mul ti cast or broadcast address at this sub-Ilayer.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
“discontinuity-time' .";
ref erence
"RFC 2863: The Interfaces Group MB - ifHC nUcast Pkts"
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i n-broadcast - pkts {

type yang: count er 64;
description
"The nunmber of packets, delivered by this sub-layer to a

hi gher (sub-)layer, that were addressed to a broadcast
address at this sub-Ilayer.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
“discontinuity-time' .";

ref erence
"RFC 2863: The Interfaces Group MB -

i f HCl nBr oadcast Pkt s"

in-multicast-pkts {

type yang: count er 64;
description
"The nunber of packets, delivered by this sub-layer to a

hi gher (sub-)layer, that were addressed to a nulticast
address at this sub-layer. For a MAC-layer protocol
this includes both Goup and Functional addresses.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
"discontinuity-tinme ."

reference
"RFC 2863: The Interfaces Group MB -

i fHCl nMul ti cast Pkt s";

i n-di scards {

type yang: count er 32;
description
"The nunber of inbound packets that were chosen to be

di scarded even though no errors had been detected to
prevent their being deliverable to a higher-Iayer
protocol. One possible reason for discarding such a
packet could be to free up buffer space.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
"discontinuity-tinme ."
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reference
"RFC 2863: The Interfaces Group MB - iflnDiscards"
}

| eaf in-errors {
type yang: counter 32;
description
"For packet-oriented interfaces, the nunber of inbound

packets that contained errors preventing them from being
deliverable to a higher-layer protocol. For character-
oriented or fixed-length interfaces, the nunber of
i nbound transmi ssion units that contained errors
preventing them from being deliverable to a higher-1|ayer
pr ot ocol

Discontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
"discontinuity-tine ."
reference
"RFC 2863: The Interfaces Goup MB - iflnErrors"
}

| eaf in-unknown-protos {
type yang: count er 32;
description
"For packet-oriented interfaces, the nunber of packets
received via the interface that were di scarded because
of an unknown or unsupported protocol. For
character-oriented or fixed-length interfaces that
support protocol nultiplexing, the number of
transm ssion units received via the interface that were
di scarded because of an unknown or unsupported protocol
For any interface that does not support protoco
mul ti plexing, this counter is not present.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
"discontinuity-tinme ."
ref erence
"RFC 2863: The Interfaces Group MB - iflnUnknownPr ot os"

Bj or kl und St andards Track [ Page 23]



RFC 7223 YANG | nt er f ace Managenent May 2014

| eaf out-octets {
t ype yang: count er 64;
description
"The total nunber of octets transmitted out of the
interface, including fram ng characters.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
"discontinuity-tinme ."
ref erence
"RFC 2863: The Interfaces Group MB - ifHCQutCctets”

}

| eaf out-unicast-pkts {
type yang: count er 64;
description
"The total nunber of packets that higher-Ilevel protocols
requested be transnmitted, and that were not addressed
to a multicast or broadcast address at this sub-Iayer
i ncludi ng those that were discarded or not sent.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
"discontinuity-time'.";
ref erence
"RFC 2863: The Interfaces Group MB - ifHCQut Ucast Pkt s"
}

| eaf out-broadcast-pkts {
type yang: count er 64;
description
"The total nunber of packets that higher-Ievel protocols
requested be transmtted, and that were addressed to a
broadcast address at this sub-layer, including those
that were discarded or not sent.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
"discontinuity-time'.";
reference
"RFC 2863: The Interfaces Group MB -
i f HCQut Br oadcast Pkt s"
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| eaf out-multicast-pkts {
type yang: count er 64;
description
"The total nunber of packets that higher-Ilevel protocols
requested be transmtted, and that were addressed to a
nmul ti cast address at this sub-layer, including those
that were discarded or not sent. For a MAC | ayer
protocol, this includes both G oup and Functiona
addr esses.

Discontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
"discontinuity-time'.";
ref erence
"RFC 2863: The Interfaces Group MB -
i f HCQut Mul ti cast Pkt s™;

}

| eaf out-discards {
type yang: count er 32;
description
"The nunber of outbound packets that were chosen to be
di scarded even though no errors had been detected to
prevent their being transmtted. One possible reason
for discarding such a packet could be to free up buffer
space.

Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other tinmes as indicated by the val ue of
"discontinuity-time'.";
ref erence
"RFC 2863: The Interfaces Group MB - ifQutDi scards”
}

| eaf out-errors {
type yang: count er 32;
description
"For packet-oriented interfaces, the nunber of outbound
packets that could not be transnmitted because of errors.
For character-oriented or fixed-length interfaces, the
nunmber of out bound transni ssion units that could not be
transmitted because of errors.
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Di scontinuities in the value of this counter can occur
at re-initialization of the managenent system and at
other times as indicated by the val ue of
"discontinuity-tinme ."
ref erence
"RFC 2863: The Interfaces Gioup MB - ifQutErrors”

<CODE ENDS>
6. | ANA Consi derations
This docunent registers a URl in the "I ETF XM. Regi stry" [RFC3688].
Following the format in RFC 3688, the follow ng registration has been
nmade.
URI: urn:ietf:paranms:xm:ns:yang:ietf-interfaces
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace.

Thi s docunent registers a YANG nodul e in the "YANG Modul e Nanes"
registry [ RFC6020] .

nane: ietf-interfaces

nanespace: urn:ietf:parans: xm:ns:yang:ietf-interfaces
prefix: if

ref erence: RFC 7223

7. Security Considerations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory-to-inpl enent secure
transport is SSH [ RFC6242]. The NETCONF access control node

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
protocol operations and content.

There are a nunber of data nodes defined in the YANG nodul e which are
writabl e/creatable/deletable (i.e., config true, which is the

default). These data nodes may be considered sensitive or vul nerable
in sone network environnents. Wite operations (e.g., <edit-config>)
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9.

9.

to these data nodes wi thout proper protection can have a negative
ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/interfaces/interface: This list specifies the configured interfaces
on a device. Unauthorized access to this list could cause the
device to ignore packets it should receive and process.

/interfaces/interface/enabled: This leaf controls whether an
interface is enabl ed or not. Unaut hori zed access to this | eaf
coul d cause the device to ignore packets it should receive and
process.
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Appendi x A.  Exanple: Ethernet |Interface Mdul e

This section gives a sinple exanple of how an Ethernet interface

nmodul e coul d be defined. It denonstrates how nedi a-specific
configuration paranmeters can be conditionally augnmented to the
generic interface list. It also shows how operational state

paraneters can be conditionally augnmented to the operationa
interface list. The exanple is not intended as a conplete nodul e for
Et hernet configuration

nmodul e ex- et hernet {
nanespace "http://exanpl e.coniethernet”;
prefix "eth";

inmport ietf-interfaces {
prefix if;
}

import iana-if-type {
prefix ianaift;
}

/1 configuration paraneters for Ethernet interfaces
augnment "/if:interfaces/if:interface" {
when "if:type = 'ianaift:ethernetCsnacd' "

cont ai ner ethernet {
choi ce transni ssi on-parans {
case auto {
| eaf auto-negotiate {

type enpty;
}

case manual {
| eaf duplex {
type enuneration {
enum "hal f";
enum "ful I ";

}
}
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| eaf speed {
type enuneration {
enum "10My";
enum " 100Mo";
enum " 1&";
enum "10Gh";

}
}
}

/1l other Ethernet-specific parans...

}
}

/] operational state paranmeters for Ethernet interfaces
augrment "/if:interfaces-state/if:interface" {
when "if:type = 'ianaift:ethernet Csmacd "

cont ai ner ethernet {
| eaf dupl ex {
type enuneration {
enum "hal f";
enum "ful | *;

}

/'l other Ethernet-specific parans...

}
}
}

Appendi x B. Exanple: Ethernet Bonding Interface Mdul e

May 2014

This section gives an exanple of how interface |ayering can be

defined. An Ethernet bonding interface that bonds severa
interfaces into one logical interface is defined.

nodul e ex- et her net - bondi ng {
nanespace "http://exanpl e. coni et her net - bondi ng"
prefix "bond";

inmport ietf-interfaces {
prefix if;

}

import iana-if-type {
prefix ianaift;

}
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augrment "/if:interfaces/if:interface" {
when "if:type = "ianaift:ieee8023adLag’ "

leaf-list slave-if {
type if:interface-ref;
must "/if:interfaces/if:interface[if:name = current()]"
+ "/if:type = "ianaift:ethernetCsnacd " {
description
"The type of a slave interface nust be 'ethernetCsmacd ."
}

| eaf bondi ng- node {
type enuneration {
enum r ound- r obi n;
enum act i ve- backup;
enum broadcast ;

}

/1 other bonding config parans, failover tines, etc.

}
}

Appendi x C. Exanple: VLAN Interface Mdul e

This section gives an exanple of how a VLAN interface nodul e can be
defi ned.

nmodul e ex-vlan {
nanespace "http://exanpl e.conl vl an”
prefix "vlan";

import ietf-interfaces {
prefix if;
}

import iana-if-type {
prefix ianaift;

}
augnent "/if:interfaces/if:interface" {
when "if:type = 'ianaift:ethernet Csmacd or
if:type = "ianaift:ieee8023adLag ";
| eaf vlan-tagging {
type bool ean;
default fal se
}
}
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augrment "/if:interfaces/if:interface" {
when "if:type = "ianaift:l2vlian ";
| eaf base-interface {
type if:interface-ref;
must "/if:interfaces/if:interface[if:name = current()]"
+ "/vlan:vlan-tagging = "true’ " {
description
"The base interface nust have VLAN taggi ng enabl ed."
}

| eaf vlian-id {
type uintl1l6 {
range "1..4094";
must "../base-interface" {
description
"If a vlan-id is defined, a base-interface nust
be specified.";
}
}
}
}

Appendi x D. Exanple: NETCONF <get> Reply

This section gives an exanple of a reply to the NETCONF <get > request
for a device that inplenents the exanpl e data nodel s above.

<rpc-reply
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0"
message-i d="101">
<dat a>

<interfaces
xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces"
xm ns:ianai ft="urn:ietf:parans: xnl:ns:yang:iana-if-type"
xm ns: vl an="http://exanpl e. conl vl an" >

<interface>
<nane>et h0</ nane>
<type>i anai ft: et her net Csmacd</t ype>
<enabl ed>f al se</ enabl ed>
</interface>
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<interface>

<nane>et hl</ nane>

<type>i anai ft: et her net Csmacd</t ype>

<enabl ed>t rue</ enabl ed>

<vl an: vl an- t aggi ng>t r ue</ vl an: vl an- t aggi ng>
</interface>

<interface>
<nane>et hl. 10</ nane>
<type>i anai ft: | 2vl an</type>
<enabl ed>t r ue</ enabl ed>
<vl an: base-i nt er f ace>et hl</ vl an: base-i nterface>
<vl an: vl an-i d>10</ vl an: vl an-i d>
</interface>

<interface>
<nane>| ol</ name>
<type>i anai ft: sof t war eLoopback</t ype>
<enabl ed>t r ue</ enabl ed>

</interface>

i nterfaces>

nterfaces-state
xm ns="urn:ietf:parans: xm:ns:yang:ietf-interfaces"
xmns:ianai ft="urn:ietf:params:xnm :ns:yang:iana-if-type">

nterface>
<nane>et h0</ nane>
<type>i anai ft: et her net Csmacd</t ype>
<admi n- st at us>down</ adm n- st at us>
<oper - st at us>down</ oper - st at us>
<i f-index>2</if-index>
<phys- addr ess>00: 01: 02: 03: 04: 05</ phys- addr ess>
<statistics>

<di scontinuity-tine>

2013- 04- 01T03: 00: 00+00: 00

</discontinuity-tinme>

<l-- counters now shown here -->
</statistics>
</interface>

<

<interface>
<nane>et hl</ nane>
<type>i anai ft: et her net Csmacd</t ype>
<admi n- st at us>up</ admi n- st at us>
<oper - st at us>up</ oper - st at us>
<if-index>7</if-index>
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<phys- addr ess>00: 01: 02: 03: 04: 06</ phys- addr ess>
<hi gher-1ayer-if>ethl. 10</ hi gher-1 ayer-if>
<statistics>

<di scontinuity-tine>

2013- 04- 01T03: 00: 00+00: 00

</di scontinuity-tinme>

<l-- counters now shown here -->
</statistics>

</interface>

<interface>
<nane>et hl. 10</ nanme>
<type>i anai ft: | 2vl an</type>
<admi n- st at us>up</ adm n- st at us>
<oper - st at us>up</ oper - st at us>
<i f-index>9</if-index>
<l ower -l ayer-if>ethl</|ower-Ilayer-if>
<statistics>
<di scontinuity-tine>
2013- 04-01T03: 00: 00+00: 00
</discontinuity-tinme>
<l-- counters now shown here -->
</statistics>
</interface>

<l-- This interface is not configured -->
<interface>
<nane>et h2</ nane>
<type>i anai ft: et her net Csmacd</type>
<admi n- st at us>down</ admi n- st at us>
<oper - st at us>down</ oper - st at us>
<if-index>8</if-index>
<phys- addr ess>00: 01: 02: 03: 04: 07</ phys- addr ess>
<statistics>
<di scontinuity-tine>
2013- 04- 01T03: 00: 00+00: 00
</di scontinuity-tinme>
<l-- counters now shown here -->
</statistics>
</interface>

<interface>
<nane>| 01</ name>
<type>i anai ft: sof t war eLoopback</t ype>
<admi n- st at us>up</ admi n- st at us>
<oper - st at us>up</ oper - st at us>
<i f-index>1</if-index>
<statistics>
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<di scontinuity-tine>
2013-04-01T03: 00: 00+00: 00
</discontinuity-tinme>
<!-- counters now shown here -->
</statistics>
</interface>

</interfaces-state>
</ dat a>
</rpc-reply>

Appendi x E. Exanples: Interface Nam ng Schenes
This section gives exanples of sone inplenentation strategies.

The exanpl es make use of the exanpl e data nodel "ex-vlan" (see
Appendi x C) to show how user-controlled interfaces can be configured.

E.1. Router with Restricted Interface Nanes

In this exanple, a router has support for 4 line cards, each with 8
ports. The slots for the cards are physically nunbered fromO to 3,
and the ports on each card fromO to 7. Each card has Fast Ethernet
or G gabit Ethernet ports

The devi ce-specific names for these physical interfaces are
"fastethernet-N M or "gigabitethernet-N M.

The nane of a VLAN interface is restricted to the form
"<physi cal -i nt er f ace- nane>. <subi nt er f ace- nunber >"

It is assumed that the operator is aware of this naming schene. The
i npl enentation auto-initializes the value for "type" based on the
i nterface nane.

The NETCONF server does not advertise the "arbitrary-nanes" feature
in the <hell o> nessage.

An operator can configure a physical interface by sending an
<edi t - confi g> contai ni ng:

<interface nc:operation="create">

<nane>f ast et her net - 1/ 0</ nane>
</interface>
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When the server processes this request, it will set the leaf "type"
to "ianaift:ethernetCsmacd". Thus, if the client perforns a
<get-config> right after the <edit-config> above, it will get:

<interface>
<nane>f ast et her net - 1/ 0</ nane>
<type>i anai ft: et her net Csmacd</t ype>
</interface>

The client can configure a VLAN interface by sending an <edit-config>
cont ai ni ng:

<interface nc:operation="create">
<nane>f ast et her net - 1/ 0. 10005</ nane>
<type>i anai ft:| 2vl an</type>
<vl an: base-i nt er f ace>f ast et her net - 1/ 0</ vl an: base-i nterf ace>
<vl an: vl an-i d>5</vl an: vl an-i d>
</interface>

If the client tries to change the type of the physical interface with
an <edit-config> containing:

<i nterface nc: operation="nerge">
<nane>f ast et her net - 1/ 0</ nane>
<type>i anai ft: tunnel </ type>
</interface>

then the server will reply with an "invalid-value" error, since the
new type does not match the nane.

E.2. Router with Arbitrary Interface Nanes

In this exanple, a router has support for 4 line cards, each with 8
ports. The slots for the cards are physically nunbered fromO to 3,
and the ports on each card fromO to 7. Each card has Fast Ethernet
or Ggabit Ethernet ports

The devi ce-specific names for these physical interfaces are
"fastethernet-N M or "gigabitethernet-N M.

The i npl enmentati on does not restrict the user-controlled interface
nanes. This allows an operator to nore easily apply the interface
configuration to a different interface. However, the additiona

I evel of indirection also nakes it a bit nore conplex to nmap

i nterface nanes found in other protocols to configuration entries.

The NETCONF server advertises the "arbitrary-nanes” feature in the
<hel | 0> nessage.
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Physi cal interfaces are configured as in Appendix E. 1.

An operator can configure a VLAN interface by sending an
<edi t - confi g> contai ni ng:

<interface nc:operation="create">
<nane>acne-i nt er f ace</ nane>
<type>i anai ft:| 2vl an</type>
<vl an: base-i nt erface>f ast et hernet -1/ 0</ vl an: base-i nterface>
<vl an: vl an-i d>5</vl an: vl an-i d>
</interface>

I f necessary, the operator can nove the configuration naned
"acne-interface" over to a different physical interface with an
<edi t - confi g> contai ni ng:

<i nterface nc: operation="nerge">

<nane>acne-i nt er f ace</ nanme>

<vl an: base-i nt er f ace>f ast et her net -1/ 1</ vl an: base-i nterface>
</interface>

E. 3. Et hernet Switch with Restricted Interface Nanes

In this exanple, an Ethernet switch has a nunber of ports, each
identified by a sinple port nunber.

The devi ce-specific nanes for the physical interfaces are nunbers
that match the physical port number.

An operator can configure a physical interface by sending an
<edi t - confi g> contai ni ng:

<interface nc:operation="create">
<name>6</ name>
</interface>
When the server processes this request, it will set the leaf "type"
to "ianaift:ethernetCsmacd". Thus, if the client perforns a
<get-config> right after the <edit-config> above, it will get:

<interface>

<nane>6</ nane>

<type>i anai ft: et her net Csmacd</t ype>
</interface>
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E.4. Generic Host with Restricted Interface Nanes

In this exanple, a generic host has interfaces named by the kernel
The systemidentifies the physical interface by the name assigned by
the operating systemto the interface.

The nane of a VLAN interface is restricted to the form
"<physi cal -i nt erface- nane>: <vl an- nunber >".

The NETCONF server does not advertise the "arbitrary-nanes" feature
in the <hell o> nessage.

An operator can configure an interface by sending an <edit-config>
cont ai ni ng:

<interface nc:operation="create">
<nane>et h8</ nane>
</interface>

When the server processes this request, it will set the leaf "type"
to "ianaift:ethernetCsmacd". Thus, if the client perforns a
<get-config> right after the <edit-config> above, it will get:

<interface>

<nane>et h8</ nane>

<type>i anai ft: et her net Csmacd</t ype>
</interface>

The client can configure a VLAN interface by sending an <edit-config>
cont ai ni ng:

<interface nc:operation="create">
<nane>et h8: 5</ nane>
<type>i anai ft: | 2vl an</type>
<vl an: base-i nterf ace>et h8</ vl an: base-i nterface>
<vl an: vl an-i d>5</ vl an: vl an-i d>

</interface>
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E.5. Generic Host with Arbitrary Interface Nanes

In this exanple, a generic host has interfaces named by the kernel
The systemidentifies the physical interface by the name assigned by
the operating systemto the interface.

The i npl enentation does not restrict the user-controlled interface
nanes. This allows an operator to nore easily apply the interface
configuration to a different interface. However, the additiona

I evel of indirection also nmakes it a bit nore conplex to nap
interface nanes found in other protocols to configuration entries.

The NETCONF server advertises the "arbitrary-nanes" feature in the
<hel | 0> nessage.

Physi cal interfaces are configured as in Appendix E. 4.

An operator can configure a VLAN interface by sending an
<edi t - confi g> contai ni ng:

<interface nc:operation="create">
<nane>acne-i nt er f ace</ name>
<type>i anai ft: | 2vl an</type>
<vl an: base-i nt er f ace>et h8</ vl an: base-i nterface>
<vl an: vl an-i d>5</ vl an: vl an-i d>

</interface>

I f necessary, the operator can nove the configuration naned
"acrme-interface"” over to a different physical interface with an
<edi t - confi g> contai ni ng:
<interface nc: operation="nerge">
<nanme>acme-i nt er f ace</ name>
<vl an: base-i nt er f ace>et h3</ vl an: base-interface>
</interface>
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