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Abst r act

The Hypertext Transfer Protocol (HTTP) is a stateless application-

| evel protocol for distributed, collaborative, hypertext information
systens. This docunent defines range requests and the rules for
constructing and conbi ning responses to those requests.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7233

Fielding, et al. St andards Track [ Page 1]



RFC 7233 HTTP/ 1.1 Range Requests June 2014

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from|ETF Docunents or |ETF
Contributions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in sonme of this
material may not have granted the I ETF Trust the right to all ow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornmat
it for publication as an RFC or to translate it into |anguages other
t han Engli sh.

Fielding, et al. St andards Track [ Page 2]



RFC 7233 HTTP/ 1.1 Range Requests June 2014

Tabl e of Contents

1. IntroduCti On . ... 4
1.1. Conformance and Error Handling ........... .. .. ... .. ... ...... 4
1.2, Syntax Notation . ... ... ... e 4

2. Range Unit s ... . e 5
2.1, Byte RaANQES .. ... e 5
2.2. Oher Range Units ... ... 7
2.3, AcCept-RaNgES . ... 7

3. Range ReqUeSt S .. .. 8
3. . RANGE . . 8
3.2, - RANGE ... 9

4. Responses to a Range Request ......... . ... iy 10
4.1. 206 Partial Content ........... . .. . .. 10
4.2, Content-RanNge .. ... ... 12
4.3. CombiniNg RANQES .. . ... 14
4.4. 416 Range Not Satisfiable ...... ... ... . . . ... . . . . . .. 15

5. TANA Considerati ONS .. ... .. e 16
5.1. Range Unit Regi Stry ...... .. e 16

5.1, 1. Procedure . ... 16
5.1.2. Registrations ...... .. ... 16
5.2. Status Code Registration ......... ... . .. . .. ... 17
5.3. Header Field Registration ........ ... . ... . . .. ... 17
5.4. Internet Media Type Registration .......................... 17
5.4.1. Internet Media Type nultipart/byteranges ........... 18

6. Security Considerati OnNsS .. .... ... ... 19
6.1. Denial-of-Service Attacks Using Range ..................... 19

7. ACknOowW edgment S . .. ... 19

8. References . ... ... .. 20
8.1. Normative References .......... ..., 20
8.2. Informative References ........ ... . . .. i, 20

Appendi x A Internet Media Type nultipart/byteranges .............. 21

Appendi x B. Changes fromRFC 2616 .......... ... ... e, 22

Appendi x C. Inported ABNF . ... ... 22

Appendi x D. Collected ABNF . ... ... .. 23

LN EX . 24

Fielding, et al. St andards Track [ Page 3]



RFC 7233 HTTP/ 1.1 Range Requests June 2014

1

1

1

I ntroduction

Hypertext Transfer Protocol (HTTP) clients often encounter
interrupted data transfers as a result of cancel ed requests or
dropped connections. Wen a client has stored a partia
representation, it is desirable to request the renmai nder of that
representation in a subsequent request rather than transfer the
entire representation. Likew se, devices with [inmted |ocal storage
m ght benefit frombeing able to request only a subset of a larger
representation, such as a single page of a very |large docunent, or

t he di nensi ons of an enbedded i mage.

Thi s docunent defines HTTP/ 1.1 range requests, partial responses, and
the multipart/byteranges nmedia type. Range requests are an OPTI ONAL
feature of HITP, designed so that recipients not inplenenting this
feature (or not supporting it for the target resource) can respond as
if it is a normal GET request without inpacting interoperability.
Partial responses are indicated by a distinct status code to not be
m staken for full responses by caches that m ght not inplenent the
feature.

Al t hough the range request nechanismis designed to allow for
ext ensi bl e range types, this specification only defines requests for
byt e ranges.

1. Conformance and Error Handling

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Conformance criteria and considerations regarding error handling are
defined in Section 2.5 of [RFC7230].

2. Syntax Notation

This specification uses the Augnented Backus- Naur Form ( ABNF)
notation of [RFC5234] with a list extension, defined in Section 7 of
[ RFC7230], that allows for conpact definition of conma-separated
lists using a '# operator (simlar to howthe '*' operator indicates
repetition). Appendix C describes rules inported from ot her
docunents. Appendi x D shows the collected granmar with all i st
operators expanded to standard ABNF notation
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2.

2.

Range Units

A representation can be partitioned into subranges according to
various structural units, depending on the structure inherent in the
representation’s nedia type. This "range unit"” is used in the
Accept - Ranges (Section 2.3) response header field to advertise
support for range requests, the Range (Section 3.1) request header
field to delineate the parts of a representation that are requested,
and the Content-Range (Section 4.2) payl oad header field to describe
which part of a representation is being transferred.

range- unit = bytes-unit / other-range-unit
1. Byte Ranges
Since representation data is transferred in payl oads as a sequence of
octets, a byte range is a neaningful substructure for any
representation transferable over HITP (Section 3 of [RFC7231]). The
"bytes" range unit is defined for expressing subranges of the data's
octet sequence.

byt es-uni t = "bytes"

A byte-range request can specify a single range of bytes or a set of
ranges within a single representation.

byt e-ranges-specifier = bytes-unit "=" byte-range-set

byt e-range-set = 1#( byte-range-spec / suffix-byte-range-spec )
byt e-range-spec = first-byte-pos "-" [ |ast-byte-pos ]
first-byte-pos = 1*DIGAT

| ast - byt e- pos =1*DAd T

The first-byte-pos value in a byte-range-spec gives the byte-offset
of the first byte in a range. The |ast-byte-pos val ue gives the
byte-offset of the last byte in the range; that is, the byte
positions specified are inclusive. Byte offsets start at zero.
Exanpl es of byte-ranges-specifier val ues:
o The first 500 bytes (byte offsets 0-499, inclusive):

byt es=0- 499
0 The second 500 bytes (byte offsets 500-999, inclusive):

byt es=500- 999
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A byte-range-spec is invalid if the |last-byte-pos value is present
and | ess than the first-byte-pos.

Aclient can limt the nunmber of bytes requested w thout know ng the
size of the selected representation. |If the |ast-byte-pos value is
absent, or if the value is greater than or equal to the current

I ength of the representation data, the byte range is interpreted as
the renai nder of the representation (i.e., the server replaces the
val ue of |ast-byte-pos with a value that is one less than the current
I ength of the selected representation).

A client can request the last N bytes of the selected representation
usi ng a suffix-byte-range-spec.

suf fix-byte-range-spec = "-" suffix-length
suffix-length = 1*DIG T

If the selected representation is shorter than the specified
suffix-length, the entire representation is used.

Addi tional exanples, assuming a representation of |ength 10000:
o The final 500 bytes (byte offsets 9500-9999, inclusive):

byt es=-500

byt es=9500-
o The first and | ast bytes only (bytes 0 and 9999):
byt es=0-0, -1

0o Oher valid (but not canonical) specifications of the second 500
bytes (byte offsets 500-999, inclusive):

byt es=500- 600, 601- 999
byt es=500- 700, 601- 999

If a valid byte-range-set includes at |east one byte-range-spec with
a first-byte-pos that is less than the current length of the
representation, or at |east one suffix-byte-range-spec with a
non-zero suffix-length, then the byte-range-set is satisfiable.

O herwi se, the byte-range-set is unsatisfiable.
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In the byte-range syntax, first-byte-pos, |ast-byte-pos, and
suf fix-length are expressed as deci mal number of octets. Since there
is no predefined linmt to the length of a payl oad, recipients MJST
anticipate potentially | arge deci mal nuneral s and prevent parsing
errors due to integer conversion overfl ows.

2.2. Oher Range Units

Range units are intended to be extensible. New range units ought to
be registered with I ANA, as defined in Section 5.1.

ot her-range-unit = token
2.3. Accept-Ranges

The "Accept-Ranges" header field allows a server to indicate that it
supports range requests for the target resource.

Accept - Ranges = accept abl e-ranges
accept abl e-ranges = 1#range-unit / "none"

An origin server that supports byte-range requests for a given target
resource MAY send

Accept - Ranges: bytes
to indicate what range units are supported. A client MAY generate
range requests w thout having received this header field for the
resource involved. Range units are defined in Section 2.

A server that does not support any kind of range request for the
target resource MAY send

Accept - Ranges: none

to advise the client not to attenpt a range request.
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3. Range Requests
3.1. Range

The "Range" header field on a GET request nodifies the nmethod
semantics to request transfer of only one or nore subranges of the
sel ected representation data, rather than the entire sel ected
representation data.

Range = byte-ranges-specifier / other-ranges-specifier

ot her-ranges-specifier = other-range-unit "=" other-range-set
ot her-range-set = 1*VCHAR

A server MAY ignore the Range header field. However, origin servers
and internedi ate caches ought to support byte ranges when possible,
since Range supports efficient recovery frompartially failed
transfers and partial retrieval of large representations. A server
MUST i gnore a Range header field received with a request nethod ot her
t han GET.

An origin server MIST ignore a Range header field that contains a
range unit it does not understand. A proxy MAY discard a Range
header field that contains a range unit it does not understand.

A server that supports range requests MAY ignore or reject a Range
header field that consists of nore than two overl appi ng ranges, or a
set of many small ranges that are not listed in ascendi ng order
since both are indications of either a broken client or a deliberate
deni al -of -service attack (Section 6.1). A client SHOULD NOT request
nmultiple ranges that are inherently |less efficient to process and
transfer than a single range that enconpasses the sane data.

A client that is requesting multiple ranges SHOULD |i st those ranges
in ascendi ng order (the order in which they would typically be
received in a conplete representation) unless there is a specific
need to request a later part earlier. For exanple, a user agent
processing a large representation with an internal catal og of parts
m ght need to request later parts first, particularly if the
representation consists of pages stored in reverse order and the user
agent wishes to transfer one page at a tine.

The Range header field is evaluated after evaluating the precondition
header fields defined in [ RFC7232], and only if the result in absence
of the Range header field would be a 200 (OK) response. |n other
words, Range is ignored when a conditional CGET would result in a 304
(Not Modified) response.
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The |f-Range header field (Section 3.2) can be used as a precondition
to applying the Range header field.

If all of the preconditions are true, the server supports the Range
header field for the target resource, and the specified range(s) are
valid and satisfiable (as defined in Section 2.1), the server SHOULD
send a 206 (Partial Content) response with a payload containing one
or nore partial representations that correspond to the satisfiable
ranges requested, as defined in Section 4.

If all of the preconditions are true, the server supports the Range
header field for the target resource, and the specified range(s) are
invalid or unsatisfiable, the server SHOULD send a 416 (Range Not
Sati sfiable) response.

3.2. If-Range

If aclient has a partial copy of a representation and wi shes to have
an up-to-date copy of the entire representation, it could use the
Range header field with a conditional GET (using either or both of

| f-Unnodified-Since and If-Match.) However, if the precondition
fails because the representati on has been nodified, the client would
then have to make a second request to obtain the entire current
representation.

The "If-Range" header field allows a client to "short-circuit" the
second request. Informally, its neaning is as follows: if the
representation is unchanged, send ne the part(s) that | amrequesting
in Range; otherwi se, send ne the entire representation

I f-Range = entity-tag / HITP-date

A client MJUST NOT generate an |f-Range header field in a request that
does not contain a Range header field. A server MJST ignore an

| f-Range header field received in a request that does not contain a
Range header field. An origin server MIST ignore an |f-Range header
field received in a request for a target resource that does not
support Range requests.

A client MJUST NOT generate an |f-Range header field containing an
entity-tag that is marked as weak. A client MJST NOT generate an

| f-Range header field containing an HTTP-date unl ess the client has
no entity-tag for the corresponding representation and the date is a
strong validator in the sense defined by Section 2.2.2 of [RFC7232].

A server that evaluates an |If-Range precondition MJST use the strong

conmpari son function when conparing entity-tags (Section 2.3.2 of
[ RFC7232]) and MUST eval uate the condition as false if an HTTP-date

Fielding, et al. St andards Track [ Page 9]



RFC 7233 HTTP/ 1.1 Range Requests June 2014

validator is provided that is not a strong validator in the sense
defined by Section 2.2.2 of [RFC7232]. A valid entity-tag can be
di stinguished froma valid HITP-date by exanining the first two
characters for a DQUOTE.

If the validator given in the |If-Range header field matches the
current validator for the selected representation of the target
resource, then the server SHOULD process the Range header field as
requested. |If the validator does not match, the server MJST ignore
the Range header field. Note that this conparison by exact match

i ncluding when the validator is an HITP-date, differs fromthe
"earlier than or equal to" conparison used when eval uating an

| f-Unnodi fi ed-Si nce conditional

4. Responses to a Range Request
4.1. 206 Partial Content

The 206 (Partial Content) status code indicates that the server is
successfully fulfilling a range request for the target resource by
transferring one or nore parts of the selected representation that
correspond to the satisfiable ranges found in the request’s Range
header field (Section 3.1).

If a single part is being transferred, the server generating the 206
response MJUST generate a Content-Range header field, describing what
range of the selected representation is enclosed, and a payl oad
consi sting of the range. For exanple:

HTTP/ 1.1 206 Partial Content

Date: Wed, 15 Nov 1995 06: 25:24 GVl
Last - Modi fied: Wed, 15 Nov 1995 04:58: 08 GVI
Cont ent - Range: bytes 21010-47021/ 47022

Cont ent - Lengt h: 26012

Cont ent - Type: image/gif

26012 bytes of partial imge data ..

If multiple parts are being transferred, the server generating the
206 response MJST generate a "nultipart/byteranges" payl oad, as
defined in Appendix A and a Content-Type header field containing the
nmul ti part/byteranges nedia type and its required boundary paraneter.
To avoid confusion with single-part responses, a server MJST NOT
generate a Content-Range header field in the HTTP header section of a
mul tiple part response (this field will be sent in each part

i nst ead) .
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Wthin the header area of each body part in the nultipart payl oad,
the server MJST generate a Content-Range header field corresponding
to the range being enclosed in that body part. |If the selected
representati on woul d have had a Content-Type header field in a 200
(OK) response, the server SHOULD generate that sane Content-Type
field in the header area of each body part. For exanple:

HTTP/ 1.1 206 Partial Content

Date: Wed, 15 Nov 1995 06: 25: 24 GMI

Last-Modi fied: Wed, 15 Nov 1995 04:58:08 GVl

Content-Length: 1741

Content - Type: nultipart/byteranges; boundary=TH S_STRI NG_SEPARATES

--TH S_STRI NG_SEPARATES
Cont ent - Type: appl i cati on/ pdf
Cont ent - Range: byt es 500-999/ 8000

...the first range..

--TH S_STRI NG_SEPARATES
Cont ent - Type: appl i cati on/ pdf
Cont ent - Range: bytes 7000- 7999/ 8000

...the second range
-- TH S_STRI NG_SEPARATES- -

Wien nultiple ranges are requested, a server MAY coal esce any of the
ranges that overlap, or that are separated by a gap that is smaller
than the overhead of sending nultiple parts, regardl ess of the order
in which the correspondi ng byte-range-spec appeared in the received
Range header field. Since the typical overhead between parts of a
mul ti part/ byteranges payl oad is around 80 bytes, depending on the
sel ected representation’s nedia type and t he chosen boundary
paraneter length, it can be less efficient to transfer many snal
disjoint parts than it is to transfer the entire sel ected
representation.

A server MJST NOT generate a nultipart response to a request for a
single range, since a client that does not request nultiple parts

m ght not support nultipart responses. However, a server MNAY
generate a multipart/byteranges payload with only a single body part
if multiple ranges were requested and only one range was found to be
satisfiable or only one range remai ned after coalescing. A client
that cannot process a nultipart/byteranges response MJST NOT generate
a request that asks for nultiple ranges.

When a multipart response payload is generated, the server SHOULD

send the parts in the same order that the correspondi ng
byt e-range-spec appeared in the received Range header field,
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excl udi ng those ranges that were deened unsatisfiable or that were
coal esced into other ranges. A client that receives a nultipart
response MJST inspect the Content-Range header field present in each
body part in order to determine which range is contained in that body
part; a client cannot rely on receiving the sane ranges that it
requested, nor the same order that it requested.

When a 206 response is generated, the server MJST generate the
followi ng header fields, in addition to those required above, if the
field woul d have been sent in a 200 (OK) response to the same
request: Date, Cache-Control, ETag, Expires, Content-Location, and
Vary.

If a 206 is generated in response to a request with an |If-Range
header field, the sender SHOULD NOT generate other representation
header fields beyond those required above, because the client is
understood to al ready have a prior response containing those header
fields. Oherw se, the sender MJST generate all of the
representation header fields that woul d have been sent in a 200 (OK)
response to the same request.

A 206 response is cacheable by default; i.e., unless otherw se
i ndi cated by explicit cache controls (see Section 4.2.2 of
[ RFC7234]) .

4.2. Content-Range

The " Content-Range" header field is sent in a single part 206
(Partial Content) response to indicate the partial range of the

sel ected representation encl osed as the nessage payl oad, sent in each
part of a nultipart 206 response to indicate the range encl osed

wi thin each body part, and sent in 416 (Range Not Sati sfi able)
responses to provide informati on about the selected representation

Cont ent - Range = byte-content-range
ot her - cont ent - r ange

byte-content-range = bytes-unit SP
( byte-range-resp / unsati sfied-range )

byt e-range-resp
byt e-range
unsati sfi ed-range

byte-range "/" ( conplete-length / "*" )
first-byte-pos "-" | ast-byte-pos
"*/" conpl ete-length

1*DIG T

conpl ete-length

ot her - cont ent - r ange
ot her-range-resp

ot her-range-unit SP ot her-range-resp
* CHAR
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If a 206 (Partial Content) response contains a Content-Range header
field with a range unit (Section 2) that the recipient does not
understand, the recipient MJST NOT attenpt to reconbine it with a
stored representation. A proxy that receives such a nessage SHOULD
forward it downstream

For byte ranges, a sender SHOULD indicate the conplete I ength of the
representation fromwhich the range has been extracted, unless the
complete length is unknown or difficult to determine. An asterisk
character ("*") in place of the conplete-length indicates that the
representation | ength was unknown when the header field was
gener at ed.

The following exanple illustrates when the conplete length of the
sel ected representation is known by the sender to be 1234 bytes:

Cont ent - Range: bytes 42-1233/1234

and this second exanple illustrates when the conplete length is
unknown:

Cont ent - Range: bytes 42-1233/*

A Content-Range field value is invalid if it contains a

byt e-range-resp that has a | ast-byte-pos value less than its
first-byte-pos value, or a conplete-length value |less than or equa
toits last-byte-pos value. The recipient of an invalid
Cont ent - Range MUST NOT attenpt to reconbine the received content with
a stored representation.

A server generating a 416 (Range Not Satisfiable) response to a
byt e-range request SHOULD send a Content-Range header field with an
unsati sfied-range value, as in the follow ng exanpl e:

Cont ent - Range: bytes */1234

The conplete-length in a 416 response indicates the current |ength of
the selected representation

The Content - Range header field has no neaning for status codes that
do not explicitly describe its semantic. For this specification

only the 206 (Partial Content) and 416 (Range Not Satisfiable) status
codes descri be a neaning for Content-Range.
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The followi ng are exanpl es of Content-Range val ues in which the
sel ected representation contains a total of 1234 bytes:

o The first 500 bytes:
Cont ent - Range: bytes 0-499/1234
0 The second 500 bytes:
Cont ent - Range: bytes 500-999/ 1234
0o Al except for the first 500 bytes:
Cont ent - Range: bytes 500-1233/1234
o The last 500 bytes:
Cont ent - Range: bytes 734-1233/1234
4. 3. Conbi ni ng Ranges

A response mght transfer only a subrange of a representation if the
connection closed prematurely or if the request used one or nore
Range specifications. After several such transfers, a client mght
have received several ranges of the sane representation. These
ranges can only be safely conbined if they all have in comon the
sane strong validator (Section 2.1 of [RFC7232]).

A client that has received nultiple partial responses to CGET requests
on a target resource MAY conbi ne those responses into a | arger
continuous range if they share the sane strong validator

If the nost recent response is an inconplete 200 (OK) response, then
the header fields of that response are used for any conbi ned response
and replace those of the matching stored responses.

If the nost recent response is a 206 (Partial Content) response and
at least one of the matching stored responses is a 200 (OK), then the
conbi ned response header fields consist of the nost recent 200
response’s header fields. |If all of the matching stored responses
are 206 responses, then the stored response with the nost recent
header fields is used as the source of header fields for the conbined
response, except that the client MJST use other header fields
provided in the new response, aside from Content-Range, to repl ace
all instances of the correspondi ng header fields in the stored
response.
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The conbi ned response nessage body consists of the union of partia
content ranges in the new response and each of the selected
responses. |If the union consists of the entire range of the
representation, then the client MJST process the conbi ned response as
if it were a conplete 200 (OK) response, including a Content-Length
header field that reflects the conplete length. Oherw se, the
client MJST process the set of continuous ranges as one of the
followi ng: an inconplete 200 (OK) response if the conbi ned response
is a prefix of the representation, a single 206 (Partial Content)
response containing a multipart/byteranges body, or nultiple 206
(Partial Content) responses, each with one continuous range that is
i ndi cated by a Content-Range header field.

4.4. 416 Range Not Satisfiable

The 416 (Range Not Satisfiable) status code indicates that none of
the ranges in the request’s Range header field (Section 3.1) overlap
the current extent of the selected resource or that the set of ranges
requested has been rejected due to invalid ranges or an excessive
request of small or overl appi ng ranges.

For byte ranges, failing to overlap the current extent neans that the
first-byte-pos of all of the byte-range-spec values were greater than
the current length of the selected representation. Wen this status
code is generated in response to a byte-range request, the sender
SHOULD generate a Content-Range header field specifying the current

I ength of the selected representation (Section 4.2).

For exanpl e:

HTTP/ 1.1 416 Range Not Sati sfiable
Date: Fri, 20 Jan 2012 15:41:54 GVI
Cont ent - Range: bytes */ 47022

Not e: Because servers are free to ignore Range, many

i npl ementations will sinply respond with the entire sel ected
representation in a 200 (OK) response. That is partly because
nost clients are prepared to receive a 200 (OK) to conplete the
task (albeit less efficiently) and partly because clients night
not stop making an invalid partial request until they have
received a conplete representation. Thus, clients cannot depend
on receiving a 416 (Range Not Satisfiable) response even when it
is nost appropriate.

Fielding, et al. St andards Track [ Page 15]



RFC 7233 HTTP/ 1.1 Range Requests June 2014

5. | ANA Consi derati ons

5.1. Range Unit Registry
The "HTTP Range Unit Registry” defines the nanespace for the range
unit nanes and refers to their correspondi ng specifications. The
regi stry has been created and i s now nai ntai ned at
<http://ww. i ana. or g/ assi gnnent s/ htt p- par anet er s>.

5.1.1. Procedure
Regi stration of an HTTP Range Unit MJST include the follow ng fields:
o Nane
o Description

o0 Pointer to specification text

Val ues to be added to this nanespace require | ETF Review (see
[ RFC5226], Section 4.1).

5.1.2. Registrations

The initial range unit registry contains the registrations bel ow

B o B +
| Range Unit | Description | Reference

| Name | | |
S o e e e e e e e e e e e e e e e oo S +
| bytes | a range of octets | Section 2.1

| none | reserved as keyword, indicating no | Section 2.3

| | ranges are supported |

Fom e e e e e o oo o m e e e e e e e e e e e e e e e e e aao - Fom e e e e e o oo +
The change controller is: "IETF (iesg@etf.org) - Internet

Engi neeri ng Task Force".
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5.2. Status Code Registration

The "Hypertext Transfer Protocol (HTTP) Status Code Registry" |ocated
at <http://ww. i ana. org/assi gnnents/ htt p-status-codes> has been
updated to include the registrations bel ow

Fommnnan e memeeiaieaiiiaaeaaas . +
| Value | Description | Reference |
o - T N . +
| 206 | Partial Content | Section 4.1 |
| 416 | Range Not Satisfiable | Section 4.4 |
F - o e e e e e e oo S +

5.3. Header Field Registration

HTTP header fields are registered within the "Message Headers"
regi stry maintained at
<http://ww. i ana. or g/ assi gnnent s/ nessage- header s/ >.

Thi s docunent defines the follow ng HTTP header fields, so their
associ ated registry entries have been updated according to the
per manent registrations bel ow (see [BCP90]):

e e e a - Fomm e - Fomm e - S +
| Header Field Nanme | Protocol | Status | Reference |
e R R oo +
| Accept - Ranges | http | standard | Section 2.3 |
| Content - Range | http | standard | Section 4.2 |
| If-Range | http | standard | Section 3.2 |
| Range | http | standard | Section 3.1 |
oo e SR S +
The change controller is: "IETF (iesg@etf.org) - Internet

Engi neeri ng Task Force".
5.4. Internet Media Type Registration

| ANA naintains the registry of Internet nedia types [BCP13] at
<http://ww. i ana. or g/ assi gnment s/ nedi a-t ypes>.

Thi s docunent serves as the specification for the Internet nedia type
"mul ti part/byteranges". The follow ng has been registered with | ANA
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5.4.1. Internet Media Type nultipart/byteranges
Type nanme: rmultipart
Subt ype name: byt eranges
Requi red paraneters: boundary
Optional paraneters: NA

Encodi ng considerations: only "7bit", "8bit", or "binary" are
permtted

Security considerations: see Section 6
Interoperability considerations: NA
Publ i shed specification: This specification (see Appendix A).

Applications that use this nmedia type: HITP conponents supporting
mul ti ple ranges in a single request.

Fragnment identifier considerations: NA
Addi tional information:
Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person and enmnil address to contact for further information: See
Aut hors’ Addresses secti on.

I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: See Authors’ Addresses section.

Change controller: |ESG
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6.

6.

Security Considerations

This section is neant to inform devel opers, information providers,
and users of known security concerns specific to the HITP range
request mechani sms. More general security considerations are
addressed in HTTP nessagi ng [ RFC7230] and senmantics [ RFC7231].

1. Denial-of-Service Attacks Usi ng Range

Unconstrai ned multiple range requests are susceptible to denial -of -
service attacks because the effort required to request many
over | appi ng ranges of the sanme data is tiny conpared to the tine,
menory, and bandw dth consunmed by attenpting to serve the requested
data in many parts. Servers ought to ignore, coal esce, or reject
egregi ous range requests, such as requests for nore than two

overl apping ranges or for many small ranges in a single set,
particul arly when the ranges are requested out of order for no
apparent reason. Miltipart range requests are not designed to
support random access.

Acknow edgrent s

See Section 10 of [RFC7230].
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Appendi x A.  Internet Media Type mnultipart/byteranges

When a 206 (Partial Content) response nmessage includes the content of
mul tiple ranges, they are transnitted as body parts in a nultipart
message body ([ RFC2046], Section 5.1) with the nmedia type of

"mul ti part/byteranges"

The mul tipart/byteranges nedia type includes one or nore body parts,
each with its own Content-Type and Content-Range fields. The

requi red boundary paraneter specifies the boundary string used to
separate each body part.

| mpl enent ati on Not es:

1. Additional CRLFs mnight precede the first boundary string in the
body.

2. Although [RFC2046] pernits the boundary string to be quoted, sone
exi sting inplenentations handl e a quoted boundary string
incorrectly.

3. A nunber of clients and servers were coded to an early draft of
t he byteranges specification that used a nmedia type of nultipart/
Xx- byt eranges, which is alnost (but not quite) conpatible with
this type.

Despite the name, the "nmultipart/byteranges" nedia type is not
limted to byte ranges. The follow ng exanpl e uses an "exanpl eunit"
range unit:

HTTP/ 1.1 206 Partial Content

Date: Tue, 14 Nov 1995 06: 25:24 GVl

Last - Mbdi fied: Tue, 14 July 04:58:08 GV

Cont ent - Lengt h: 2331785

Content - Type: nultipart/byteranges; boundary=TH S_STRI NG_SEPARATES

- - THI S_STRI NG_SEPARATES
Cont ent - Type: vi deo/ exanpl e
Cont ent - Range: exanpleunit 1.2-4.3/25

...the first range..

- - THI S_STRI NG_SEPARATES

Cont ent - Type: vi deo/ exanpl e
Cont ent - Range: exanpleunit 11.2-14.3/25

...the second range
--TH S_STRI NG_SEPARATES- -
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Appendi x B. Changes from RFC 2616
Servers are given nore |l eeway in how they respond to a range request,
in order to mtigate abuse by malicious (or just greedy) clients.
(Section 3.1)
A weak validator cannot be used in a 206 response. (Section 4.1)

The Content-Range header field only has neani ng when the status code
explicitly defines its use. (Section 4.2)

This specification introduces a Range Unit Registry. (Section 5.1)
nmul ti part/byteranges can consist of a single part. (Appendix A)
Appendi x C. I nported ABNF
The following core rules are included by reference, as defined in
Appendi x B.1 of [RFC5234]: ALPHA (letters), CR (carriage return),
CRLF (CR LF), CTL (controls), DAT (decinmal 0-9), DQUOTE (double
quote), HEXDI G (hexadecimal 0-9/A-F/a-f), LF (line feed), OCTET (any
8-bit sequence of data), SP (space), and VCHAR (any visi bl e US-ASCI
character).

Note that all rules derived fromtoken are to be conpared
case-insensitively, like range-unit and acceptabl e-ranges.

The rul es bel ow are defined in [ RFC7230]:

ONB
t oken

<ONB, see [RFC7230], Section 3.2.3>
<t oken, see [RFC7230], Section 3.2.6>

The rul es below are defined in other parts:

HTTP- dat e
entity-tag

<HTTP-date, see [RFC7231], Section 7.1.1.1>
<entity-tag, see [RFC7232], Section 2.3>
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Appendi x D. Col |l ected ABNF

In the collected ABNF below, list rules are expanded as per Section
1.2 of [RFC7230].

Accept - Ranges = accept abl e-ranges

Cont ent - Range = byte-content-range / ot her-content-range
HTTP-date = <HTTP-date, see [RFC7231], Section 7.1.1.1>
|f-Range = entity-tag / HITP-date

OA5 = <ON5, see [RFC7230], Section 3.2.3>

Range = byte-ranges-specifier / other-ranges-specifier

acceptable-ranges = ( *( "," OAB ) range-unit *( O "," [ ON5
range-unit 1 ) ) / "none"

byt e-content-range = bytes-unit SP ( byte-range-resp /
unsati sfi ed-range )

byte-range = first-byte-pos "-" |ast-byte-pos

byt e-range-resp = byte-range "/" ( conplete-length / "*" )
byte-range-set = *( "," OAM5 ) ( byte-range-spec /
suffix-byte-range-spec ) *( OA5 "," [ OAN5 ( byte-range-spec /
suf fi x-byte-range-spec ) ] )

byt e-range-spec = first-byte-pos "-" [ |ast-byte-pos ]

byt e-ranges-specifier = bytes-unit "=" byte-range-set

bytes-unit = "bytes"

complete-length = 1*DIA T

entity-tag = <entity-tag, see [RFC7232], Section 2.3>
first-byte-pos = 1*DIA T

| ast-byte-pos = 1*DIA T

ot her-content-range = other-range-unit SP other-range-resp
ot her-range-resp = *CHAR

ot her-range-set = 1*VCHAR

ot her-range-unit = token

ot her-ranges-specifier = other-range-unit "=" other-range-set
range-unit = bytes-unit / other-range-unit

suffix-byte-range-spec = "-" suffix-length

Fielding, et al. St andards Track [ Page 23]



RFC 7233

HTTP/ 1.1 Range Requests

suffix-length = 1*DIG T

t oken

= <token, see [RFC7230], Section 3.2.6>

unsatisfied-range = "*/" conplete-length

I ndex

2

206 Partial Content (status code) 10

416 Range Not Satisfiable (status code)

Accept - Ranges header field 7

Cont ent - Range header field 12

G anmar

Fi el di ng,

Accept - Ranges 7
accept abl e-ranges 7
byt e-content-range 12
byte-range 12
byte-range-resp 12

byt e-range-set 5

byt e-range-spec 5

byt e-ranges-specifier 5
bytes-unit 5
conplete-length 12
Cont ent - Range 12
first-byte-pos 5

I f-Range 9

| ast-byte-pos 5

ot her-content-range 12
ot her-range-resp 12
other-range-unit 5, 7
Range 8

range-unit 5
ranges-specifier 5
suffi x-byte-range-spec 6
suf fix-length 6

unsati sfied-range 12

et al. St andards Track

June 2014
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| f-Range header field 9

Medi a Type

mul ti part/byteranges 18, 21

mul ti part/x-byteranges 19
mul ti part/ byteranges Media Type 18, 21
mul ti part/x-byteranges Media Type 21

R
Range header field 8
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