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Abstract
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whi | e processing a request.
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1. Introduction

Wthin the course of processing an HITP request, there are typically
a range of required and optional behaviors that a server or
intermediary can enploy. These often manifest in a variety of subtle
and not-so-subtle ways within the response.

For exanpl e, when using the HTTP PUT nethod to nodify a resource --
simlar to that defined for the Atom Publishing Protocol [RFC5023] --
the server is given the option of returning either a conplete
representation of a nodified resource or a mininal response that

i ndi cates only the successful conpletion of the operation. The

sel ection of which type of response to return to the client generally
has no bearing on the successful processing of the request but could,
for instance, have an inpact on what actions the client nust take
after receiving the response. That is, returning a representation of
the nodified resource within the response can allow the client to
avoi d sendi ng an additional subsequent GET request.

Simlarly, servers that process requests are often faced with
deci si ons about how to process requests that may be technically

invalid or incorrect but are still understandable. It night be the
case that the server is able to overlook the technical errors in the
request but still successfully process the request. Depending on the
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specific requirements of the application and the nature of the
request being nmade, the client night or might not consider such
| eni ent processing of its request to be appropriate.

VWhi |l e the decision of exactly which behaviors to apply in these cases
lies with the server processing the request, the server mght wish to
defer to the client to specify which optional behavior is preferred.

Currently, HTTP offers no explicitly defined means of expressing the
client’s preferences regarding the optional aspects of handling of a
given request. \While HITP does provide the Expect header -- which
can be used to identify mandatory expectations for the processing of
a request -- use of the field to communi cate optional preferences is
probl emati c:

1. The semantics of the Expect header field are such that
intermedi aries and servers are required to reject any request
that states unrecogni zed or unsupported expectations.

2. Wile the Expect header field is end to end, the HITP
specification requires that the header be processed hop by hop
That is, every interceding internediary that handl es a request
between the client and the origin server is required to process
an expectation and determ ne whether it is capable of
appropriately handling it.

The mnust -under stand semantics of the Expect header nmake it a poor
choi ce for the expression of optional preferences.

Anot her option available to clients is to utilize Request UR
qgquery-string paranmeters to express preferences. However, any
nechanismthat alters the URI can have undesirable effects, such as
when caches record the altered URI

As an alternative, this specification defines a new HTTP request
header field that can be used by clients to request that optiona
behavi ors be applied by a server during the processing the request.
Additionally, a handful of initial preference tokens for use with the
new header are defi ned.

In this docunent, the key words "MJST", "MJST NOT", "REQU RED",

"SHALL", "SHALL NOr", "SHOULD', "SHOULD NOT", "RECOWMMENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].
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.1. Syntax Notation

This specification uses the Augnented Backus- Naur Form ( ABNF)

not ati on of [ RFC5234] and includes, by reference, the "token",
"word", "OA5', and "BW5" rules and the #rule extension as defined
within Sections 3.2.1 and 3.2.4 of [RFC7230]; as well as the

"del ta-seconds" rule defined in Section 8.1.3 of [RFC7231].

The Prefer Request Header Field

The Prefer request header field is used to indicate that particul ar
server behaviors are preferred by the client but are not required for
successful conpletion of the request. Prefer is sinlar in nature to
t he Expect header field defined by Section 6.1.2 of [RFC7231] with
the exception that servers are allowed to ignore stated preferences.

ABNF;
Pref er = "Prefer" ":" 1#preference
preference = token [ BWS "=" BWS word ]
*( OB ";" [ OAB paraneter | )
paranmeter = token [ BWS "=" BW5 word ]

This header field is defined with an extensible syntax to allow for
future values included in the Registry of Preferences (Section 5.1).
A server that does not recognize or is unable to conply with
particul ar preference tokens in the Prefer header field of a request
MUST i gnore those tokens and continue processing instead of signaling
an error.

Enpty or zero-length values on both the preference token and within
paraneters are equivalent to no value being specified at all. The
following, then, are equivalent exanples of a "foo" preference with a
single "bar" paraneter.

Prefer: foo; bar
Prefer: foo; bar=""

Prefer: foo=""; bar

An optional set of paraneters can be specified for any preference
token. The meani ng and application of such paraneters is dependent
on the definition of each preference token and the server’s

i npl enentation thereof. There is no significance given to the
ordering of parameters on any given preference.

For both preference token names and paraneter names, conparison is
case insensitive while values are case sensitive regardl ess of
whet her token or quoted-string val ues are used.
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The Prefer header field is end to end and MJST be forwarded by a
proxy if the request is forwarded unless Prefer is explicitly
identified as being hop by hop using the Connection header field
defined by [ RFC7230], Section 6.1.

In various situations, a proxy mght deternine that it is capable of
honoring a preference i ndependently of the server to which the
request has been directed. For instance, an intervening proxy m ght
be capabl e of providing asynchronous handling of a request using 202
(Accepted) responses independently of the origin server. Such
proxi es can choose to honor the "respond-async" preference on their
own regardl ess of whether or not the origin is capable or willing to
do so.

I ndi vi dual preference tokens MAY define their own requirements and
restrictions as to whether and how i nternedi ari es can apply the
preference to a request independently of the origin server

A client MAY use multiple instances of the Prefer header field in a
single nmessage, or it MAY use a single Prefer header field with
mul ti ple comma-separated preference tokens. |If multiple Prefer
header fields are used, it is equivalent to a single Prefer header
field with the comma-separated concatenation of all of the tokens.
For exanple, the follow ng are equival ent:

Multiple Prefer header fields defining three distinct preference
t okens:

POST /foo HITP/ 1.1

Host: exanple.org

Prefer: respond-async, wait=100
Prefer: handling=l eni ent

Date: Tue, 20 Dec 2011 12: 34:56 GMVI

A single Prefer header field defining the sanme three preference
t okens:

POST /foo HITP/ 1.1

Host: exanple.org

Prefer: handling=lenient, wait=100, respond-async
Date: Tue, 20 Dec 2011 12:34:56 GMI

To avoid any possible anbiguity, individual preference tokens SHOULD
NOT appear multiple times within a single request. |If any preference
is specified nore than once, only the first instance is to be
considered. All subsequent occurrences SHOULD be ignored wi thout
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signaling an error or otherwise altering the processing of the
request. This is the only case in which the ordering of preferences
within a request is considered to be significant.

Due to the inherent conplexities involved with properly inplenmenting
server-driven content negotiation, effective caching, and the
application of optional preferences, inplenenters are urged to
exerci se caution when using preferences in a way that inpacts the
caching of a response and SHOULD NOT use the Prefer header nechani sm
for content negotiation. |If a server supports the optiona
application of a preference that mght result in a variance to a
cache's handling of a response entity, a Vary header field MJST be
included in the response listing the Prefer header field regardl ess
of whether the client actually used Prefer in the request.

Al ternatively, the server MAY include a Vary header with the specia
value "*" as defined by [ RFC7231], Section 8.2.1. Note, however,
that use of the "Vary: *" header will make it inpossible for a proxy
to cache the response.

Note that while Preference tokens are similar in structure to HTTP
Expect tokens, the Prefer and Expect header fields serve very
di stinct purposes and preferences cannot be used as expectations.

2.1. Exanples

The following exanples illustrate the use of various preferences
defined by this specification, as well as undefined extensions for
strictly illustrative purposes:

1. Return a 202 (Accepted) response for asynchronous processing if
the request cannot be processed within 10 seconds. An undefi ned
"priority" preference is also specified:

POST /sone-resource HITP/ 1.1
Host: exanple.org
Content - Type: text/plain
Prefer: respond-async, wait=10
Prefer: priority=5

{...}
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3.

2. Use lenient processing:

POST /sone-resource HTTP/ 1.1
Host: exanple.org
Content - Type: text/plain
Prefer: Lenient

(...}

3. Use of an optional, undefined paraneter on the return=nininal
pr ef erence:

POST /sone-resource HTTP/ 1.1

Host: exanple.org

Content - Type: text/plain

Prefer: return=m ni mal; foo="sone paraneter"

{...}
The Preference-Applied Response Header Field
The Preference-Applied response header MAY be included within a

response nessage as an indication as to which Prefer tokens were
honored by the server and applied to the processing of a request.

ABNF:
Preference-Applied = "Preference-Applied" ":" 1#appli ed- pref
applied-pref = token [ BWS "=" BWS word ]

The syntax of the Preference-Applied header differs fromthat of the
Prefer header in that paraneters are not included

Use of the Preference-Applied header is only necessary when it is not
readily and obviously apparent that a server applied a given
preference and such anmbiguity m ght have an inpact on the client’s
handl i ng of the response. For instance, when using either the
"return=representation” or "return=ninimal" preferences, a client
application night not be capable of reliably determining if the
preference was (or was not) applied sinply by exanining the payl oad
of the response. |In such a case, the Preference-Applied header field
can be used.
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4.

Request :

PATCH / ny- document HTTP/ 1.1

Host: exanple.org

Cont ent - Type: appli cati on/ exanpl e- pat ch
Prefer: return=representation

[{"op": "add", "path": "/a", "value": 1}]
Response:

HTTP/ 1.1 200 K

Cont ent - Type: application/json

Pref erence- Applied: return=representation
Cont ent - Locati on: /ny-docunent

{"a": 1}
Preference Definitions

The foll owi ng subsections define an initial set of preferences.

Addi tional preferences can be registered for conveni ence and/or to
pronote reuse by other applications. This specification establishes
an | ANA registry of preferences (see Section 5.1).

The "respond-async" Preference

The "respond-async" preference indicates that the client prefers the
server to respond asynchronously to a response. For instance, in the
case when the length of tine it takes to generate a response will
exceed sone arbitrary threshold established by the server, the server
can honor the "respond-async" preference by returning a 202
(Accepted) response.

ABNF;

respond-async = "respond-async"
The key notivation for the "respond-async" preference is to
facilitate the operation of asynchronous request handling by allow ng

the client to indicate to a server its capability and preference for
handl i ng asynchronous responses.
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An exanpl e request specifying the "respond-async" preference:

POST /collection HITP/ 1.1
Host: exanple.org
Content - Type: text/plain
Prefer: respond-async

{Dat a}
An exanpl e asynchronous response using 202 (Accepted):

HTTP/ 1.1 202 Accepted
Location: http://exanple.org/collection/123

Whil e the 202 (Accepted) response status is defined by [ RFC7231],
little guidance is given on how and when to use the response code and
the process for determ ning the subsequent final result of the
operation is left entirely undefined. Therefore, whether and how any
gi ven server supports asynchronous responses is an inplenentation-
specific detail that is considered to be out of the scope of this
speci fication.

4.2. The "return=representation” and "return=m ni mal" Preferences

The "return=representation" preference indicates that the client
prefers that the server include an entity representing the current
state of the resource in the response to a successful request.

The "return=m nimal" preference, on the other hand, indicates that
the client wishes the server to return only a nmininal response to a
successful request. Typically, such responses would utilize the 204
(No Content) status, but other codes MAY be used as appropriate, such
as a 200 (OK) status with a zero-length response entity. The

determ nati on of what constitutes an appropriate mninmal response is
solely at the discretion of the server

ABNF:

return = "return" BW5S "=" BWS ("representation” / "mninmal")
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When honoring the "return=representation" preference, the returned
representation mght not be a representation of the effective request
URI when the request is affecting another resource. |In such cases,
the Content-Locati on header can be used to identify the URI of the
returned representation

The "return=representation" preference is intended to provide a neans
of optimn zing communi cati on between the client and server by
elimnating the need for a subsequent GET request to retrieve the
current representation of the resource follow ng a nodification

After successfully processing a nodification request such as a POST
or PUT, a server can choose to return either an entity describing the
status of the operation or a representation of the nodified resource
itself. Wiile the selection of which type of entity to return, if

any at all, is solely at the discretion of the server, the
"return=representation” preference -- along with the "return=m ninmal"
preference defined below -- allow the server to take the client’s

preferences into consideration while constructing the response.
An exanpl e request specifying the "return=representation" preference:

PATCH /item 123 HTTP/ 1.1

Host: exanple.org

Cont ent - Type: appli cati on/ exanpl e-patch
Prefer: return=representation

1cl
< ABCDEFCGHI JKLMNOPQRSTUVWKYZ

> BCDFGHIKLMNPQRSTWW\KYZ
An exanpl e response contai ning the resource representation

HTTP/ 1.1 200 K

Content-Location: http://exanple.org/item 123
Content- Type: text/plain

ETag: "d3b07384d113edec49eaa6238ad5f f 00"

BCDFGHI KLMNPQRSTVWWKYZ

In contrast, the "return=nininal" preference can reduce the anount of
data the server is required to return to the client following a
request. This can be particularly useful, for instance, when

communi cating with |inmted-bandw dth nobil e devices or when the
client sinply does not require any further information about the
result of a request beyond knowing if it was successfully processed.
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An exanpl e request specifying the "return=m ninal" preference:
POST /collection HITP/ 1.1
Host: exanple.org

Content - Type: text/plain
Prefer: return=ninimal

{Dat a}
An exanpl e mi ni mal response:

HTTP/ 1.1 201 Created
Location: http://exanple.org/collection/123

The "return=nmininmal" and "return=representati on" preferences are

mutual |y exclusive directives. It is anticipated that there will
never be a situation where it will make sense for a single request to
i nclude both preferences. Any such requests will likely be the

result of a coding error within the client. As such, a request
contai ni ng both preferences can be treated as though neither were
speci fi ed.

4.3. The "wait" Preference

The "wait" preference can be used to establish an upper bound on the
length of time, in seconds, the client expects it will take the

server to process the request once it has been received. |In the case
that generating a response will take |longer than the tinme specified,
the server, or proxy, can choose to utilize an asynchronous
processi ng nodel by returning -- for exanple -- a 202 (Accepted)
response.
ABNF:

wait = "wait" BWS "=" BWS delta-seconds

It is inmportant to consider that HTTP nessages spend sone tine
traversing the network and being processed by internediaries. This
increases the length of time that a client will wait for a response
in addition to the time the server takes to process the request. A
client that has strict tinmng requirenments can estinmate these factors
and adjust the wait val ue accordingly.

As with other preferences, the "wait" preference could be ignored.

Clients can abandon requests that take | onger than they are prepared
to wait.
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4.4,

Sne

For exanple, a server receiving the follow ng request m ght choose to
respond asynchronously if processing the request will take |onger
than 10 seconds:

POST /collection HITP/ 1.1
Host: exanple.org
Content - Type: text/plain
Prefer: respond-async, wait=10

{Dat a}

The "handling=strict" and "handling=lenient" Processing
Pref erences

The "handling=strict" and "handling=lenient" preferences indicate, at
the server’s discretion, how the client wishes the server to handl e
potential error conditions that can arise in the processing of a
request. For instance, if the payload of a request contains various
m nor syntactical or senantic errors, but the server is still capable
of conprehendi ng and successfully processing the request, a decision
nmust be nmade to either reject the request with an appropriate "4xx"
error response or go ahead with processing. The "handling=strict"
preference can be used to indicate that, while any particular error
may be recoverable, the client would prefer that the server reject
the request. The "handling=lenient" preference, on the other hand,

i ndicates that the client wishes the server to attenpt to process the
request.

ABNF;
handl i ng = "handling" BWs "=" BWS ("strict" / "lenient")
An exanpl e request specifying the "strict" preference:
POST /collection HITP/ 1.1
Host: exanple.org
Content- Type: text/plain

Prefer: handling=strict

The "handling=strict" and "handling=lenient" preferences are nmutually

exclusive directives. It is anticipated that there will never be a
situation where it will make sense for a single request to include
both preferences. Any such requests will likely be the result of a

coding error within the client. As such, a request containing both
preferences can be treated as though neither were specified.
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5.

5.

1

| ANA Consi derations
The 'Prefer’ and ’'Preference-Applied header fields have been added
to the "Pernmanent Message Header Field Nanmes" registry defined in
[ RFC3864] (http://ww.iana. org/assi gnments/ nessage- headers).

Header field nane: Prefer
Appl i cabl e Protocol: HTTP
Status: Standard
Aut hor: Janes M Snell <jasnell @nuail.conp
Change controller: |ETF
Speci fication docunment: this specification, Section 2

Header field nane: Preference-Applied
Appl i cabl e Protocol: HTTP
Status: Standard
Aut hor: Janes M Snell <jasnell @nuail.conp
Change controller: |ETF
Speci fication docunment: this specification, Section 3
The Registry of Preferences

| ANA has created a new registry, "HITP Preferences", under the
"Hypertext Transfer Protocol (HITP) Paraneters" registry. New
registrations will use the Specification Required policy [RFC5226].
The requirenents for registered preferences are described in
Section 4.

Regi stration requests consist of the conpleted registration tenplate
bel ow, typically published in the required specification. However,
to allow for the allocation of values prior to publication, the

Desi gnat ed Expert can approve regi stration based on a separately
submitted tenplate once they are satisfied that a specification will
be published. Preferences can be registered by third parties if the

Desi gnat ed Expert determ nes that an unregistered preference is
wi dely depl oyed and not likely to be registered in a tinely nanner.
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The registration tenplate is:

0 Preference: (A value for the Prefer request header field that
conforns to the syntax rule given in Section 2)

o Value: (An enuneration or description of possible values for the
preference token).

0 Optional Paraneters: (An enuneration of optional paraneters, and
their values, associated with the preference token).

0 Description:
0 Reference
0 Notes: [optional]

The "Value" and "Optional Paraneters" fields MAY be onitted fromthe
registration tenplate if the specific preference token definition
does not define either.

Regi stration requests should be sent to the <ietf-http-wy@a3.org>
mailing list, marked clearly in the subject line (e.g., "NEW
PREFERENCE - exanple" to register an "exanple" preference). Wthin
at nost 14 days of the request, the Designated Expert(s) will either
approve or deny the registration request, communicating this decision
to the review list and | ANA. Denials should include an expl anation
and, if applicable, suggestions as to how to nmake the request
successf ul

The Expert Reviewer shall ensure:

o That the requested preference nane confornms to the token rule in
Section 2 and that it is not identical to any other registered
pr ef erence nane;

o That any associ ated val ue, paraneter nanes, and values conformto
the rel evant ABNF gramar specifications in Section 2;

o That the nane is appropriate to the specificity of the preference;
i.e., if the semantics are highly specific to a particul ar
application, the nane should reflect that, so that nore genera
nanes remai n available for |ess specific uses.

o0 That requested preferences do not constrain servers, clients, or

any internediaries to any behavior required for successful
processi ng; and
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5.2

That the specification docunent defining the preference includes a
proper and conpl ete di scussion of any security considerations
rel evant to the use of the preference.

Initial Registry Contents

The "HTTP Preferences" registry’'s initial contents are:

(o]

(o]

Snel |

Pref erence: respond-async

Description: Indicates that the client prefers that the server
respond asynchronously to a request.

Ref erence: [this specification], Section 4.1
Preference: return

Val ue: One of either "mnimal" or "representation"

Description: Wen the value is "mnimal", it indicates that the
client prefers that the server return a nmininmal response to a
request. When the value is "representation”, it indicates that

the client prefers that the server include a representation of the
current state of the resource in response to a request.

Ref erence: [this specification], Section 4.2

Preference: wait

Description: Indicates an upper bound to the Iength of tine the
client expects it will take for the server to process the request
once it has been received.

Ref erence: [this specification], Section 4.3

Preference: handling

Val ue: One of either "strict" or "lenient"

Description: Wen value is "strict", it indicates that the client
wi shes the server to apply strict validation and error handling to
the processing of a request. Wen the value is "lenient", it

i ndicates that the client wishes the server to apply |enient
validation and error handling to the processing of the request.

Ref erence: [this specification], Section 4.4
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6.

7.

7.

7.

Security Considerations

Specific preferences requested by a client can introduce security
consi derati ons and concerns beyond those discussed within HTTP/ 1.1

[ RFC7230] and its associ ated specification docunents (see [ RFC7230]
for the list of associated works). |Inplenenters need to refer to the
specifications and descriptions of each preference to deternine the
security considerations relevant to each

A server could incur greater costs in attenpting to conply with a
particul ar preference (for instance, the cost of providing a
representation in a response that would not ordinarily contain one;
or the conmmtnent of resources necessary to track state for an
asynchronous response). Unconditional conpliance froma server could
all ow the use of preferences for denial of service. A server can

i gnore an expressed preference to avoid expending resources that it
does not wish to commt.
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