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Abst r act

Thi s docunent defines a new RTP Control Protocol (RTCP) Packet Type
and an RTCP Extended Report (XR) Bl ock Type to be used for achieving
Inter-Destination Media Synchroni zation (IDMS). |IDMS is the process
of synchroni zing playout across multiple nedia receivers. Using the
RTCP XR | DM5 Report Bl ock defined in this docurment, nedia playout
informati on fromparticipants in a synchronization group can be
collected. Based on the collected information, an RTCP | DM5 Setti ngs
Packet can then be sent to distribute a common target playout point
to which all the distributed receivers, sharing a nedia experience,
can synchroni ze

Typi cal use cases in which IDM5 is useful are social TV, shared
service control (i.e., applications where two or nore geographically
separated users are watching a nmedia streamtogether), distance

| ear ni ng, networked video walls, networked | oudspeakers, etc.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7272
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1

1

2.

I ntroduction

IDVB refers to the playout of nmedia streans at two or nore
geographically distributed |ocations in a time-synchronized manner.

It can be applied to both unicast and nulticast media streans and can
be applied to any type and/or conbination of stream ng nedia, such as
audi o, video, and text (subtitles). [Ishibashi2006] and

[ Bor onat 2009] provi de an overvi ew of technol ogi es and al gorithns for

| DIVB.

Inter-Destinati on Media Synchroni zation (IDMS) requires the exchange
of information on nedia arrival and presentation tines anong
participants in an | DVS session. It may also require signaling for
the initiation and nai ntenance of | DMS sessions and groups of
receivers

The presented RTCP specification for IDM5S is independent of the
synchroni zation al gorithm enpl oyed, which is out of scope of this
docunent .

1. Terminol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Rati onal e
1. Applicability of RTCP to | DMS

Currently, a large share of real-tine applications nake use of RTP
and RTCP [ RFC3550]. RTP provides end-to-end network transport
functions suitable for applications requiring real-tine data
transport, such as audio, video, or data, over multicast or unicast
network services. The tinestanps, sequence nunbers, and payl oad
(content) type identification nechanisns provided by RTP packets are
very useful for reconstructing the original nedia timng and the
original order of packets and for detecting packet |oss at the
receiver.

The data transport is augnmented by a control protocol (RTCP) to allow
nmonitoring of the data delivery in a manner that is scalable to |arge
groups and to provide mninmal control and identification
functionality. RTP receivers and senders provide reception quality

f eedback by sending out RTCP receiver report (RR) and sender report
(SR) packets [RFC3550], respectively, which nmay be augnented by

ext ended report (XR) bl ocks [ RFC3611].
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| DMS i nvol ves the collection, summarization, and distribution of RTP
packet arrival and presentation tinmes. As information on RTP packet
arrival tines and presentation tinmes can be considered reception
quality feedback information, RTCP is well suited for carrying out

| DIVS.

2.2. | DVB and ETSI

A first version of IDM5 for use with RTP/ RTCP was standardi zed by
ETSI Tel econmuni cati ons and Internet converged Services and Protocols
for Advanced Networking (TISPAN) in [TS183063], resulting in an | ANA
registration for an RTCP XR Bl ock Type. This work was then brought
as input to the | ETF AVTCORE WG for further standardization

| everagi ng the RTP/ RTCP expertise present in the AVTCORE Wa  Thi s
docunment is the result of that effort.

Al t hough the I DMS protocol described in this docunent has evol ved
significantly fromthe version that was originally specified by ETSI
TISPAN, it is still backwards conpatible with the ETSI version. As
such, it had been decided in ETSI to update the TS 183 063 docunent
to reference this docunent as the nornative specification of |DVS
Thi s update can be found in newer versions of TS 183 063 (i.e.
versions higher than 3.5.2). |In accordance, this docunent proposes
to update the 1 ANA registration for the RTCP XR | DM5 Report Block to
point to this docunent. Finally, this docunent proposes an | ANA
regi stry for Synchroni zati on Packet Sender Type (SPST) val ues,
allowi ng the registration of extensions to this docunent.

3. Inter-Destination Media Synchronization (IDM5) Use Cases

There is a | arge nunber of use cases in which |IDVS night be useful
This section will highlight sonme of them It should be noted that
this section is in no way neant to be exhaustive.

A first usage scenario for IDM5S is social TV. Social TV is the

conbi nati on of nmedia content consunption by two or nore users at

di fferent devices and | ocations conbined with real-tinme comunication
bet ween those users. An exanple of social TV is when two or nore
users are watching the sane tel evision broadcast at different devices
and | ocations, while communicating with each other using text, audio,
and/ or video. A skewin their media playout processes can have
adverse effects on their experience. A well-known use case here is
one friend experiencing a goal in a football match well before or
after another friend(s).

Anot her potential use case for IDM5 is a networked video wall. A

video wall consists of multiple computer nmonitors, video projectors,
or television sets tiled together contiguously or overlapped in order
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to formone | arge screen. Each of the screens reproduces a portion
of the larger picture. |In sonme inplenmentations, each screen nay be
i ndividually connected to the network and receive its portion of the
overall inmage from a network-connected video server or video scaler.
Screens are refreshed at 60 hertz (every 16-2/3 m|liseconds) or
potentially faster. |If the refresh is not synchronized, the effect
of multiple screens acting as one is broken, with users noticing
tearing effects and no | onger perceiving a single inmage.

A third usage scenario is that of networked | oudspeakers in which two
or nore speakers are connected to the network individually. Such
situations can, for exanple, be found in large conference roons,

| egi sl ati ve chanbers, classroons (especially those supporting

di stance | earning), and other |arge-scale environments such as

stadi uns. Since humans are nore sensitive to differences in audio
del ay conpared to video delay, this use case needs even nobre accuracy
than the video wall use case. Depending on the exact application

the need for accuracy can then be in the range of m croseconds.

4. Overview of |IDVB Operation

This section provides a brief exanple of how the RTCP functionality
is used for achieving IDM5. The section is tutorial in nature and
does not contain any normative statenents.

Alicees . . . . . . .tviabc.com. . . . . . . Bob's
TV (Sync Cient) (Sync Server) Laptop (Sync dient)
| | |
| Medi a Sessi on |
| < >|
| Invite(URL, SyncG oupld)

|

|
| >|
| | Medi a Sessi on Setup |
| | < >
| | |
| Call Setup
| < >|
| | |
| RTP Packets | RTP Packets |
| <o R R EEEEE R >|
| RR + XR |IDM5 Report | |
I >| RR + XR | DMS Report |
| | <o |
| RTCP | DM5 Settings | RTCP | DMB Settings
| <orernne e R R EEEEEEE >|

Figure 1: Exanple of a Typical |DMS Session
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Alice is watching TV in her living room At sone point, she sees
that Bob’s favorite teamis playing football. She sends him an
invite to watch the programtogether. Enbedded in the invitation is
the link to the nedia server and a uni que sync-group identifier.

Bob, who is also at hone, receives the invite on his laptop. He
accepts Alice's invitation, and the RTP client on his laptop sets up
a session with the nmedia server. A Voice over |IP (VolP) connection
to Alice’s TV is also set up, so that Alice and Bob can talk while
wat chi ng the ganme together.

As is common with RTP, both the RTP client in Alice’s TV as well as
the one in Bob's | aptop send periodic RTCP RRs to the nedia server
However, in order to nake sure Alice and Bob see the events in the
football game at the same time, their clients also periodically send
an RTCP XR I DM5 Report Block to the Sync Server function of the nedia
server. Included in the RTCP XR | DM5 Report Bl ocks are tinestanps on
when both Alice and Bob received (and, optionally, when they played
out) a particular RTP packet.

The Sync Server function in the nmedia server calculates a reference
client fromthe received RTCP XR | DM5 Report Bl ocks (e.g., by
selecting the nost |agged client as the reference for IDV5). It then
sends an RTCP | DM5 Settings Packet containing the playout information
of this reference client to the sync clients of both Alice and Bob

In this case, Bob’'s connection has the | ongest delay and the
reference client, therefore, includes a delay simlar to the one
experi enced by Bob. Upon reception of this information, Alice’ s RTP
client can choose what to do with this information. |In this case, it
decreases its playout rate tenporarily until the playout tine matches
with the reference client playout (and, thus, matches Bob’s playout).
Anot her option for Alice’s TV would be to sinply pause playback unti
it catches up. The exact inplenentation of the synchronization
algorithmis up to the client.

Upon reception of the RTCP I DVS Settings Packet, Bob's client does
not have to do anything since it is already synchronized to the
reference client (since it is based on Bob's delay). Note that other
synchroni zation algorithms may introduce even nore delay than the one
experienced by the nost delayed client, e.g., to account for delay
variations, for new clients joining an existing synchroni zation
group, etc.

For this functionality to work correctly, it is necessary that the

wal I cl ocks of the receivers are synchronized with each other. Wile
Al'ice and Bob both report when they receive, and optionally when they
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pl ayout, certain RTP packets, in order to correlate their reports to
each other, it is necessary that their wallclocks are synchronized.

5. Architecture for Inter-Destination Media Synchronization

The architecture for IDMS, which is based on a sync-maestro
architecture [Boronat 2009], is diagrammed below. In this particular
case, the Synchronization dient (SC) and Media Synchronization
Application Server (MSAS) entities are shown as additiona
functionality for the RTP receiver and sender, respectively.

o e e e e e e oo + o e e e e e e oo +
| _ | SR+ | |
| RTP Recei ver | RTCP | RTP Sender |
| | 1DVB | |
| B + | <----- | B +

|| ] || . ||
| | Synchronization | | | Medi a |

| dient | | | Synchronization |

|| (SO || || Application | |
|| || || Server ||
|| | | RREXR | | ( MBAS) ||
|| [ | ----- > | (.
| B + | | B +

| | | |
Fom e e e a i oo + Fom e e e a i oo +

Figure 2: IDM5 Architecture Di agram
5.1. Media Synchroni zation Application Server (NMSAS)

An MSAS col l ects RTP packet arrival tinmes and presentation tines from
one or nore SCs in a synchronization group by receiving RTCP XR | DVM5
reports. The MSAS summarizes and distributes this information to the
SCs in the synchronization group as synchroni zation settings via the
RTCP | DMB Settings Packet nessages, e.g., by deternmining the SCwth
the nost | agged playout and using its reported RTP packet arriva

time and presentation tinme as a sunmary.

It should be noted that while the di agram above shows the MSAS as
part of the RTP sender, this is not necessary. For exanple, an MSAS
m ght al so be inplenented as an i ndependent function in the network
or in a naster/slave type of architecture where one of the SC devices
al so acts as an MSAS. \Wherever the MSAS is inplenmented, it is

i mportant that the MSAS has access to the RTP streamto which the XR
reports apply, so that it is able to correlate the RTCP XR | DM5
reports coming fromdifferent SCs.
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5.2. Synchronization dient (SC

An SC reports on RTP packet arrival tines and presentation tines of a
media stream It can receive |DM5 Settings Packets containing
sunmmari es of such information and use that to adjust its playout
buffer. The SC sends RTCP XR IDMS reports to the MSAS

5.3. Conmuni cati on between MSAS and SCs

Two di fferent nessage types are used for the comuni cati on between
MBAS and SCs. For the SC->MSAS nmessage containing the arrival and
pl ayout information of a particular client, an RTCP XR | DVS Report
Bl ock is used (see Section 6). For the MSAS->SC nessage contai ning
t he synchronization settings instructions, a new RTCP | DM5 Settings
Packet is defined (see Section 7).

6. RTCP XR | DM5 Report Bl ock

This section specifies a new RTCP XR Bl ock Type, the RTCP XR | DV5
Report Bl ock, for reporting IDM5 information to an MSAS. In
particular, it is used to provide feedback information on arriva
times and presentation times of RTP packets. |Its definition is based
on [ RFC3550] and [ RFC3611].

In nost cases, a single RTP receiver will only be part of a single

| DMS session, i.e., it will report on arrival and presentation tines
of RTP packets froma single RTP streamin a certain synchronization
group. |In some cases, however, an RTP receiver may be a nenber of

mul ti pl e synchroni zati on groups for the same RTP stream e.g.

wat ching a single tel evision program sinultaneously with different
groups. In even further cases, a receiver nmay wi sh to synchronize
different RTP streans at the sanme tinme, either as part of the sane
synchroni zati on group or as part of nultiple synchronization groups.
These are all valid scenarios for IDM5 and will require multiple
reports by an SC

Thi s docunent does not define new rules for when to send RTCP
reports, but uses the existing rules specified in [ RFC3550] for
sending RTCP reports. Wen the RTCP reporting timer allows an SC to
send an | DVMS report, the SC SHOULD report on an RTP packet received
during the period since the | ast RTCP XR | DM5 Report Bl ock was sent.
Because of RTP tinestanp rollover, there is anbiguity in mappi ng RTP
timestanps to NTP tinestanps. The recomendation to report on recent
RTP packets serves to nmanage this anbiguity. For nore details on

whi ch packet to report on, see bel ow under "Packet Received RTP

ti mestanmp".
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0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| BT=12 | SPST | Resrv]|Pj bl ock | engt h=7 |
B T e o i S I i i S S N iy St S I S S
| PT | Resrv |

B s S S i i i ks a ks st S S S S S S
| Media Stream Correl ation ldentifier |
R R R R e e s o S e R S S S S S S e e e e e
| SSRC of nedi a source

B T e o i S I i i S S N iy St S I S S
| Packet Received NTP tinmestanp, nost significant word

B s S S i i i ks a ks st S S S S S S
| Packet Received NTP tinmestanp, |east significant word
R R R R e e s o S e R S S S S S S e e e e e
| Packet Received RTP tinmestanp

B T e o i S I i i S S N iy St S I S S
| Packet Presented NTP tinmestanp

B s S S i i i ks a ks st S S S S S S

The RTCP XR | DM5 Report Bl ock consists of 8 32-bit words, with the
followi ng fields:

Bl ock Type (BT): 8 bits. It identifies the block format. |Its value
is set to 12.

Synchroni zati on Packet Sender Type (SPST): 4 bits. This field
identifies the role of the packet sender for this specific Extended
Report. It can have the follow ng val ues, as enunerated in a
registry maintained by | ANA (see Section 13.4):
SPST=0 Reserved for future use.
SPST=1 The packet sender is an SC. It uses this XRto report
synchroni zation status information. Tinmestanps relate to the SC
i nput .
SPST=2-4 Val ues defined by ETSI TISPAN (see [TS183063]).
SPST=5- 15 Unassi gned.

Reserved bits (Resrv): 3 bits. These bits are reserved for future

definition. |In the absence of such a definition, the bits in this
field MUST be set to zero at transm ssion and MJST be ignored by the
receiver.
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Packet Presented NTP tinestanp flag (P): 1 bit. Bit set to 1 if the
Packet Presented NTP tinestanp field contains a value, O if it is
enpty. If this flag is set to 0, then the Packet Presented NTP

ti mestanp SHALL be ignored by the receiver.

Bl ock Length: 16 bits. This field indicates the length of the bl ock
in 32-bit words nminus one and is set to 7, as this RTCP XR | DM5 Bl ock
Report has a fixed | ength.

Payl oad Type (PT): 7 bits. This field identifies the format of the
medi a payl oad, according to [ RFC3551]. This is the payl oad type of
the RTP packet reported upon. The PT field is needed in the case
where the MSAS is neither the nedia server nor a receiver of the
nmedia stream i.e., it is inplenented as a third-party entity. In
such cases, the MSAS needs the PT to deternmine the rate of
advancenent of the tinmestanps of the RTP nedia streamto be able to
relate reports fromdifferent SCs on different RTP tinestanp val ues

Reserved bits (Resrv): 25 bits. These bits are reserved for future
use and SHALL be set to O at transm ssion and MJST be ignored by the
receiver.

Media Stream Correl ation ldentifier: 32 bits. This identifier is
used to correlate synchroni zed nedia streans. The value 0 (all bits
are set "0") indicates that this field is enpty. The value 2732-1
(all bits are set "1") is reserved for future use. |If the RTCP
Packet Sender is an SC (SPST=1), then the Media Stream Correl ation
Identifier field contains the Synchronization Goup Identifier
(SyncGoupld) to which the report applies.

Synchroni zati on Source (SSRC): 32 bits. The SSRC of the nedia source
is set to the value of the SSRC identifier carried in the RTP header
[ RFC3550] of the RTP packet to which the XR I DMS rel ates.

Packet Received NTP tinmestanp: 64 bits. This timestanmp reflects the
wal | clock tine at the nonent of arrival of the first octet of the RTP
packet to which the XRIDVS relates. It is fornmatted based on the
NTP timestanp format as specified in [ RFC5905]. See Section 8 for
nmore information on how this field is used.

Packet Received RTP timestanp: 32 bits. This timestanp has the val ue
of the RTP tinestanp carried in the RTP header [RFC3550] of the RTP
packet to which the XR IDVS rel ates. Several consecutive RTP packets
will have equal tinmestanps if they are (logically) generated at once,
e.g., belong to the sane video frane. It may well be the case that
one receiver reports on the first RTP packet that has a certain RTP
ti mestanp, and a second receiver reports on the | ast RTP packet that
has that sane RTP tinestanp. This would lead to an error in the

van Brandenburg, et al. St andards Track [ Page 10]



RFC 7272 RTCP for | DM June 2014

synchroni zation algorithmdue to the faulty interpretation of
considering both reports to be on the same RTP packet. When
reporting on an RTP packet, which is one of several consecutive RTP
packets havi ng equal tinestanps, an SC SHOULD report on the RTP
packet it received with the | owest sequence nunber. Note that

"l owest sequence nunber’ here is neant to be the first in the
sequence of RTP packets just received, not froman earlier tine
before the last wap around of RTP tinmestanps (unless this wap
around occurs during the sequence with equal RTP timestanps).

Packet Presented NTP tinestanp: 32 bits. This timestanp reflects the
wal I cl ock time at the nonment the rendered nedia unit (e.g., video
frane or audi o sanple) contained in the first byte of the associated
RTP packet is presented to the user. It is based on the tinme fornat
used by NTP and consists of the least significant 16 bits of the NTP
seconds part and the nost significant 16 bits of the NIP fractiona
second part. |If no Packet Presented NTP tinestanp is available, this
field SHALL be set to 0 and be considered enpty, and t he Packet
Presented NTP tinestanp flag (P) SHALL be set to 0. Wth regards to
NTP epoch and rollover, the value of the Packet Presented NTP
timestanp is considered to always be greater than the Packet Received
NTP timestanp and to be within 27216 seconds of it. Presented in this
context neans the nmonent the data is played out to the user of the
system i.e., sound played out through speakers, video inages being
di spl ayed on sone display, etc. The accuracy resulting fromthe
synchroni zation algorithmw Il only be as good as the accuracy with
whi ch the SCs can determ ne the del ay between receiving packets and

presenting themto the end user. |If no presentation tinmestanps are
reported by SCs, the ability to accurately synchroni ze playout may be
limted.

7. RTCP Packet Type for IDVS (I DVS Settings Packet)

This section specifies the RTCP packet type for indicating
synchroni zati on settings instructions to the receivers of the RTP
media stream Its definition is based on [ RFC3550]. Synchronization
settings take the formof a report referencing a real or hypothetica
RTP packet selected or contrived by the MSAS
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0 1 2 3
01234567890123456789012345678901
R R R R e e s o S e R S S S S S S e e e e e
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B T e o i S I i i S S N iy St S I S S
| SSRC of packet sender
+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=t+=+=+=+=+=+=+
| SSRC of nedi a source

R R R R e e s o S e R S S S S S S e e e e e
| Media Stream Correl ation ldentifier

B T e o i S I i i S S N iy St S I S S
| Packet Received NTP tinmestanp, nost significant word

B s S S i i i ks a ks st S S S S S S
| Packet Received NTP tinmestanp, |east significant word
R R R R e e s o S e R S S S S S S e e e e e
| Packet Received RTP tinmestanp

B T e o i S I i i S S N iy St S I S S
| Packet Presented NTP tinmestanp, nost significant word

B s S S i i i ks a ks st S S S S S S
| Packet Presented NTP tinmestanp, |east significant word
R R R R e e s o S e R S S S S S S e e e e e

The first 64 bits formthe header of the RTCP packet type, as defined
in [RFC3550]. The SSRC of the packet sender identifies the sender of
the specific RTCP packet.

The RTCP | DM5 Settings Packet consists of 7 32-bit words, with the
followi ng fields:

PT: 211, as registered by | ANA

SSRC. 32 bits. The SSRC of the nedia source is set to the val ue of
the SSRC identifier of the nedia source carried in the RTP header

[ RFC3550] of the RTP packet to which the RTCP I DM5 Settings Packet
rel ates.

Media Stream Correlation Identifier: 32 bits. This identifier is
used to correlate synchroni zed nedia streanms. The value 0 (all bits
are set "0") indicates that this field is enpty. The value 2732-1
(all bits are set "1") is reserved for future use. The Media Stream
Correlation ldentifier contains the SyncG oupld of the group to which
this packet is sent.

Packet Received NTP tinmestanp: 64 bits. This tinestanp reflects the
wal l clock tine at the reference client at the nonent it received the
first octet of the RTP packet to which this packet relates. It can
be used by the synchronization algorithmon the receiving SCto
adjust its playout timng in order to achi eve synchroni zation, e.g.
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to set the required playout delay. The tinestanp is fornatted based
on the NTP tinestanp format as specified in [RFC5905]. See Section 8
for nmore information on how this field is used. Because RTP

ti mestanps do wrap around, the sender of this packet MJST use recent
val ues, i.e., choose NIP tinmestanps that reflect current tinme and not
too far in the future or in the past so as to create anbiguity with
regards to RTP tinmestanp wap around.

Packet Received RTP tinmestanp: 32 bits. This tinestanp has the val ue
of the RTP tinmestanp carried in the RTP header [RFC3550] of the RTP
packet to which the XR IDMS relates. This SHOULD relate to the first
arriving RTP packet containing this particular RTP tinestanp, in case
mul ti pl e consecutive RTP packets contain the sane RTP tinestanp.

Packet Presented NTP timestanp: 64 bits. This timestanp reflects the
wal I clock tinme at the reference client at the nonment it presented the
rendered nmedia unit (e.g., video frane or audio sanple) contained in
the first octet of the associ ated RTP packet to the user. The
timestanp is formatted based on the NTP tinestanp fornmat as specified
in [RFC5905]. |If no Packet Presented NTP tinmestanp is avail able,
this field SHALL be set to O and be considered enpty. This field MAY
be left enpty if none or only one of the receivers reported on
presentation tinestanps. Presented here neans the nmonment the data is
pl ayed out to the user of the system

In sone use cases (e.g., phased array transducers), the level of
control an MBAS might need to have over the exact nmonment of playout

is so precise that a 32-bit Presented tinmestanp will not suffice.
For this reason, this RTCP packet type for IDMS includes a 64-bit
Presented Tinestanp field. Since an MSBAS will in practice al ways add

sonme extra delay to the delay reported by the nost |agged receiver
(to account for packet jitter), it suffices for the RTCP XR | DVM5
Report Block with which the SCs report on their playout to have a
32-bit Presented Tinmestanp field.

8. Timng and NTP Consi derations

To achieve |IDMS, the different receivers involved need synchronized
wal | cl ocks as a common tineline for synchronization. This
synchroni zed clock is used for reporting the Packet Received NTP
timestanp and the Packet Presented NTP timestanp, and for
interpretation of these fields in received | DMS Settings Packets.
Dependi ng on the synchronization accuracy required, different clock
synchroni zati on nmethods can be used. For social TV, synchronization
accuracy should be achieved on the order of hundreds of nmilliseconds.
In that case, correct use of NIP on receivers will in nost situations
achieve the required accuracy. As a guideline, to deal with clock
drift of receivers, receivers should synchronize their clocks at the
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begi nning of a synchroni zed session. In case of high required
accuracy, the synchronized cl ocks of different receivers should not
drift beyond the accuracy required for the synchronization nmechani sm
In practice, this can nmean that receivers need to synchronize their
cl ocks repeatedly during a synchronization session

Because of the stringent synchronization requirenents for achieving
good audio quality in some use cases, a high accuracy will be needed.
In this case, use of the global NTP system may not be sufficient.

For inproved accuracy, a local NTP server could be set up, or sone

ot her nore accurate clock synchronization nmechani smcan be used, such
as GPS tine or the Precision Time Protocol [|EEE1588-2008].

[ RFC7273] defines a set of Session Description Protocol (SDP)
paraneters for signaling the clock synchronization source or sources
avail able to and used by the individual receivers. SCs MAY use
[RFC7273] to indicate their clock synchronization source or sources
in use and avail able. Using these paraneters, an SC can indicate
whi ch synchroni zation source is being used at the nonent. An SC can
al so indicate any other synchronization sources available to it.
This allows multiple SCs in an | DM5 session to use the sane or a
simlar clock source for their session

Applications perforning |DVS may or nay not be able to choose a
synchroni zati on method for the system cl ock because this nmay be a
systemw de setting that the application cannot change. How
applications deal with this is up to the inplenentation. The
application nmight control the systemclock, or it mght use a
separate application clock or even a separate |IDMS session clock. It
m ght al so report on the systemclock and the synchroni zati on nethod
used, w thout being able to change it.

[ RFC7164] presents some guidelines on how RTP senders and receivers
shoul d deal with | eap seconds. \When relying on NTP for clock
synchroni zation, IDM5S is particularly sensitive to

| eap- second-i nduced timng discrepancies. It is RECOWENDED to take
the guidelines specified in [RFC7164] into account when inplenenting
| DIVS.

9. On the Use of Presentation Tinestanps

A receiver can report on different timng events, i.e., on packet
arrival tinmes and on playout or presentation tinmes. A receiver SHALL
report on arrival tines and a receiver MAY report on playout tines.
RTP packet arrival tines are relatively easy to report on. Nornally,
t he processing and playout of the sanme media stream by different
receivers will take roughly the same anount of tine. Synchronizing
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on packet arrival tinmes may | ead to sone accuracy loss, but it wll
be adequate for many applications, such as social TV.

Also, if the receivers are in sone way controlled, e.g., having the
same buffer settings and decoding and rendering tinmes, high accuracy
can be achieved. However, if all receivers in a synchronization
session have the ability to report on and, thus, synchronize on
actual presentation tines, this will be nore accurate. It is upto
the applications and inplenmentations of this RTCP extension whether
to i mpl enent and use presentation tinmestanps.

10. SDP Signaling for RTCP | DMB Settings Packet

The SDP attribute rtcp-idns is used to signal the use of the RTCP

| DMS Settings Packet and the associated RTCP XR | DM5 Report Bl ock

It is also used to carry an identifier of the synchronization group
to which clients belong or will belong. The SDP attribute is used as
a nmedi a-level attribute during session setup. This neans that in
case of multiple related streans, IDVS is perforned on one of them
The other streans will be synchronized to this reference or naster
stream using existing inter-stream synchroni zati on (such as |ip-sync)
solutions, i.e., using sender reports based on a conmon cl ock source.
Basi ¢ guidelines for choosing the nedia streamfor IDM5 is to choose
audi o above video, as humans are nost sensitive to degradation in
audi o synchroni zation. Wen using nulti-description or nulti-view
codecs, the IDMsS control should be performed on the base | ayer

This SDP attribute is defined as follows, using Augnented Backus- Naur
Form [ RFC5234] .

rtcp-idns = "a=" "rtcp-idns" sync-grp CRLF

sync-grp = "sync-group=" SyncG oupld

SyncG oupld = 1*10DIG T ; Decinal value fromO through 4294967294
DA T = %30-39

SyncGoupld is a 32-bit unsigned integer and represented in deci nal
SyncGoupld identifies a group of SCs for IDMS. The val ue

SyncG oupl d=0 represents an enpty SyncG oupld. The val ue 4294967295
(2732-1) is reserved for future use. For a description on the val ue
of SyncGroupld to include, see Section 11

The following is an exanple of the SDP attribute for |DVS

a=rtcp-idns: sync- group=42
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11. SDP Rul es
11.1. O fer/Answer Rul es

The SDP usage for IDVS follows the rules defined in [ RFC4566] and
Section 5 of [RFC3611] on SDP signaling with the exception of what is
stated here. The | DVS usage of RTCP is a | oosely coupl ed

col l aborative attribute, in the sense that receivers send their
status information and, in response, the MSAS asynchronously sends
synchroni zation setting instructions. The rtcp-idnms attribute, thus,
indicates the ability to send and receive indicated RTCP nessages.
This section defines how this SDP attribute should be used with
regard to an of fer/answer context.

It is expected that, in nost cases, the rtcp-idnms attribute will be
used in an of fer/answer context where receivers will have
predet erm ned, through sone neans outside the scope of this docunent,
a SyncGoupld before the nedia session is set up. However, A sender
that assigns a SyncGoupld is also supported for cases, for exanple,
where the MSAS contains group managenment functionality and is
co-located with or otherw se conmuni cates with the sender. Thus
both senders and receivers can insert the attribute and the

SyncG oupld. Furthernore, the attribute is allowed to be inserted
for nore than one nedia stream allowing an SC to becone part of
mul ti pl e synchroni zati on groups sinultaneously. This effectively
couples two (or nore) synchronization groups to each other. |If the
rtcp-idns attribute is inserted nore than once for a particular nmedia
session, each SyncGoupld SHALL only be inserted once.

In order to join an | DMS session, the receiver (the SC) inserts the
rtcp-idns attribute as a nedia-level attribute in the SDP offer
This SDP offer can be an initial offer if the nmedia session is
starting as a synchroni zed session. The SDP offer can al so be an
update to an existing nmedia session, converting the session to an

| DM5 session. |If the receiver has a predetern ned SyncG oupld val ue,
it SHOULD use this value for setting the SyncGoupld paraneter in the
rtcp-idns attribute. |f the receiver does not know the SyncG oupld

to be used, it MAY | eave the SyncGoupld paraneter enpty by setting
its value to 0.

The sender SHALL include the rtcp-idns attribute in its answer. |If
the value of the SyncGoupld paraneter in the offer is not enpty (not
equal to 0), the sender SHOULD NOT change the SyncGoupld inits
answer. |f the SyncGoupld is enpty, the sender SHALL include the
proper SyncGoupld in its answer. |f the sender receives an offer
with the value of the SyncG oupld paraneter set to 0, and cannot
determ ne the proper SyncGoupld, it SHALL renove the attribute from
its answer.
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A sender receiving an SDP offer without the rtcp-idns attribute can
al so decide that IDM5 is applicable to that nmedia session. |n such a
case, the sender MAY insert the rtcp-idms attribute, including a non-
enpty SyncGoupld, as part of its answer.

A receiver receiving an rtcp-idns attribute as part of the SDP answer
froma sender SHALL start sending RTCP XR I DV5 reports (follow ng al
the normal RTCP rules for sending RTCP XR | DM5 Report Bl ocks) and
SHALL be ready to start receiving IDVS Settings. As usual, if a
recei ver does not support the attribute (e.g., in case of an MSAS-
inserted IDMS attribute), it SHALL ignore the attribute.

D fferent updates are applicable to such an | DM5 session. Updates
can be sent onmitting the rtcp-idns attribute, thereby ending

i nvol venent in the synchronization session. Updates can al so be sent
including the rtcp-idnms attribute, but with a different SyncG oupld.
This indicates a switch in the synchronization group

11.2. Decl arative Cases

In certain situations, there is no offer/answer context, but only a
declarative nodus. 1In this case, the MBAS just inserts the rtcp-idns
attribute and a valid SyncGoupld. Any receiver receiving the rtcp-
idns attribute in such a declarative case SHALL start sending RTCP XR
| DM Report Bl ocks and SHALL be ready to start receiving RTCP | DM5
Settings Packets.

12. Security Considerations

The security considerations described in [RFC3611] apply to this
docunment as wel .

The RTCP XR | DM5 Report Bl ock defined in this docunment is used to
collect, summarize, and distribute information on packet reception
and playout tines of stream ng nmedia. The information may be used to
orchestrate the nmedia playout at nultiple devices.

Errors in the information, either accidental or malicious, may |ead
to undesired behavior. For exanple, if one device erroneously or

mal i ciously reports a two-hour del ayed pl ayout, then another device
in the same synchronization group could decide to delay its playout

by two hours as well, in order to keep its playout synchronized. A
user would likely interpret this two-hour delay as a mal functioning
service.
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Therefore, the application logic of both SCs and MSASs shoul d check
for out-of-bound information. Differences in playout time exceeding
configured Iimits (e.g., nmore than ten seconds) could be an

i ndi cation of such out-of-bound information

Apart from checking for out-of-bound information in the endpoints, an
| DVB i mpl enentation can reduce its vulnerability to attacks by

i ncludi ng source authentication and nessage integrity neasures,
reduci ng the potential for nman-in-the-middle attacks. [RFC7201]
provi des an overvi ew of the security options in RTP environnents and
i ncludes a set of recommendations for nmessage integrity and source
aut hentication that are applicable to IDMS. In addition to
preventing man-in-the-mddle attacks frominserting erroneous |DVS
reports, the nmessage confidentiality mechanisns outlined in [ RFC7201]
al so prevent third parties fromdetermining that two or nore end
hosts are receiving the sanme stream by | ooking at the Media Stream
Correlation Identifier

Apart from attacking an | DM5 session directly by sending incorrect

| DMB reports, and with it introducing delays for all devices in a
synchroni zati on group, another potential vulnerability comes fromthe
cl ock synchronizati on nethod used. Should an attacker succeed in
adjusting an SC s wallclock, that SCwll report incorrect |DV5
reports. In order to prevent such clock synchronization attacks, it
is recomended to use a secure tine synchronization service

13. | ANA Consi der ati ons

Thi s docunent defines a new RTCP packet type, the RTCP | DM5 Packet
(I DVS Settings), within the existing Internet Assigned Nunbers
Authority (I ANA) registry of RTCP Control Packet Types. This
document al so defines a new RTCP XR Bl ock Type, the RTCP XR | DM5
Report Block, within the existing | ANA registry of RTCP Extended
Reports (RTCP XR) Bl ock Types.

Furt her, this docunent defines a new SDP attribute "rtcp-idns" within
the existing | ANA registry of SDP Paranmeters, which is part of the
"att-field (nedia level only)". Finally, this docunent defines a new
| ANA registry subordinate to the | ANA RTCP Ext ended Reports (RTCP XR)
Bl ock Type Registry: the IDVM5 XR Bl ock SPST Registry.

13.1. RTCP | DM5 Packet Type
Thi s docunent assigns the packet type value 211 in the | ANA ' RTCP

Control Packet types (PT)’ registry to the RTCP | DM5 Packet (I DMS
Settings).
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13.2. RTCP XR | DM5 Report Bl ock
Thi s docunent updates the assignnent of value 12 fromthe RTCP XR
Bl ock Type for reporting IDVS information as per [TS183063] to the
RTCP XR | DM5 Report Bl ock defined in this docunent.
The RTCP XR | DVMS Report Bl ock contains an extensible SPST val ue
field; therefore, a newregistry for this field is required. This
new registry is defined in Section 13. 4.

13.3. RTCP-1DMS SDP Attribute

The SDP attribute "rtcp-idnms" defined by this docunent is registered
with the 1ANA registry of SDP Paraneters as foll ows:

SDP Attribute ("att-field"):
Attribute name: rtcp-idns
Long form RTCP | DMS Paraneters
Type of nane: att-field
Type of attribute: nedia |evel
Subj ect to charset: no
Pur pose: see Section 10 of this docunent
Ref erence: this docunent
Val ues: see this docunent
13.4. I DVB XR Bl ock SPST Registry
This docunent defines a new | ANA registry subordinate to the | ANA
RTCP Extended Reports (RTCP XR) Bl ock Type Registry: the |IDVME XR
Bl ock SPST Regi stry.
Initial values for the IDM5 XR Bl ock SPST Registry are given bel ow
future assignments are to be nmade through the Specification Required
policy [ RFC5226]. The registry is linmted to 16 entries (nunbered
0-15), with O being Reserved. Values 5-15 are available for
assi gnnent .
In accordance with [ RFC5226], a Designated Expert will review any

applications nmade to | ANA for the registry. Primary criteria for the
Desi gnated Expert to use when reviewi ng new applications are clarity
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of the specification and, due to the relatively small val ue range of
SPST val ues avail able, potential overlap in functionality with
exi sting SPST registrations.

Nanme

Synchroni zation dient
MBAS

SC Prine I nput

SC Prine Qutput

13.5. Contact Information for Registrations

Ref er ence
Thi s docunent, Section 7
[ TS183063]
[ TS183063]
[ TS183063]

The contact information for the registrations is:

Ray van Brandenburg (ray.vanbrandenburg@ no. nl)

Brassersplein 2
2612CT, Delft,
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