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Al'l ocating and Retiring Special -Purpose MPLS Label s
Abst r act

Some MPLS | abel s have been allocated for specific purposes. A block
of labels (0-15) has been set aside to this end; these |abels are
commonly called "reserved |abels". They will be called "special-
pur pose | abels" in this docunent.

As there are only 16 of these special -purpose |abels, caution is
needed in the allocation of new special - purpose | abels; yet, at the
same time, forward progress should be allowed when one is called for

This meno defines new procedures for the allocation and retirenent of
speci al - purpose | abels, as well as a nethod to extend the special -

pur pose | abel space and a description of how to handl e extended
speci al - purpose labels in the data plane. Finally, this nmeno renanes
the 1ANA registry for special -purpose | abels to "Special - Purpose MPLS
Label Val ues" and creates a new registry called the "Extended
Speci al - Pur pose MPLS Label Val ues" registry.

Thi s docunent updates a nunber of previous RFCs that use the term
"reserved |l abel". Specifically, this docunment updates RFCs 3032,
3038, 3209, 3811, 4182, 4928, 5331, 5586, 5921, 5960, 6391, 6478, and
6790.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://www rfc-editor.org/infol/rfc7274.
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Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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I ntroduction

The MPLS Label Stack Encodi ng specification [ RFC3032] defined four
speci al - purpose | abel values (0 to 3) and set aside values 4 through
15 for future use. These |abels have special significance in both
the control and the data plane. Since then, three further val ues
have been allocated (values 7, 13, and 14 in [RFC6790], [ RFC5586],
and [ RFC3429], respectively), leaving nine unassigned values fromthe
original space of sixteen

VWhile the allocation of three out of the remaining twelve special -
pur pose | abel values in the space of about 12 years is not in itself
a cause for concern, the scarcity of special-purpose |abels is.

Furt hernmore, nany of the special-purpose | abels require specia
processi ng by forwardi ng hardware, changes to which are often
expensi ve and sonetinmes inpossible. Thus, docunenting a newy

al | ocat ed speci al - purpose | abel value is inportant.

This meno outlines sone of the issues in allocating and retiring
speci al - purpose | abel val ues and defines nmechani snms to address these.
This meno al so extends the space of special - purpose | abels.

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

Two new acronyns are introduced:

XL Extension Label. A label that indicates that an extended
speci al - purpose | abel foll ows.

ESPL Extended Speci al - Purpose Label. A speci al - purpose | abel that
is placed in the |abel stack after the Extension Label. The
conbi nation of XL and ESPL m ght be regarded as a new form of
"conmpound | abel " conprising nore than one consecutive entry in
t he | abel stack.

Questions

In re-appraising MPLS speci al - purpose |abels, the foll ow ng questions
cone to mind:

1. What allocation policies should be applied by I ANA for the
al I ocati on of special -purpose | abels? Should Early Allocation
[ RFC7120] be all owed? Should there be | abels for experinenta
use or private use [ RFC5226]?
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2. What docunentation is required for special-purpose |abels
al | ocat ed henceforth?

3. Should a special - purpose | abel ever be retired? What criteria
are relevant here? Can a retired special - purpose | abel ever be
re-allocated for a different purpose? Wat procedures and tine
franes are appropriate?

4. The speci al - purpose | abel value of 3 (the "Inplicit NULL Label"
[ RFC3032]) is only used in signaling, never in the data pl ane.
Could it (and should it) be used in the data plane? |If so, how
and for what purpose?

5. What is a feasible mechanismto extend the space of special -
pur pose | abel s should this becone necessary?

6. Shoul d extended speci al - purpose | abel s be used for |oad
bal anci ng?

3. Answers

This section provides answers to the questions posed in the previous
section.

1

A. Allocation of special-purpose MPLS |labels is via "Standards
Action".

B. The IANA registry will be renaned "Speci al - Purpose MPLS Labe
Val ues".

C. Early allocation may be allowed on a case-by-case basis.

D. The current space of 16 speci al -purpose |abels is too smal
for setting aside values for experinental or private use
However, the "Extended Speci al - Purpose MPLS Label Val ues”
registry created by this docunent has enough space, and this
docunment defines a range for experinental use

2. A Standards Track RFC nust acconpany a request for allocation of
St andards Action special -purpose | abels, as per [RFC5226].

3. The retirenent of a special-purpose MPLS | abel value nust follow
a strict and well-docunented process. This is necessary since we
nmust avoi d orphaning the use of this |abel value in existing
depl oynents. This process is detailed in Section 3.2.
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4. For now, the use of the "Inplicit NULL Label" (value 3) in the
data plane will not be allowed. |If this decisionis revisited
| ater, an acconpanying Standards Track RFC that details the use
of the label, a discussion of possible sources of confusion
bet ween signaling and data plane, and mitigation thereof shall be
required.

5. A special -purpose |abel (the "Extension Label", XL, value 15) is
set aside for the purpose of extending the space of special -
purpose | abels. Further details are described in Section 3. 1.

6. [RFC6790] says that special - purpose | abels MUST NOT be used for
| oad bal ancing. The sane logic applies to extended special -
purpose | abels (ESPLs). Thus, this docunment specifies that ESPLs
MJUST NOT be used for load balancing. It is noted that existing
i npl enment ati ons would violate this, as they do not recognize XL
as anything other than a single special-purpose | abel and will
not expect an ESPL to follow. The consequence is that if ESPLs
are used in sone packets of a flow, these packets may be
delivered on different paths and so could be re-ordered.
However, it is inportant to specify the correct behavior for
future inplementations, hence the use of "MJST NOTI".

A further question that needed to be settled in this regard was
whet her a "regul ar" special - purpose |label retains its nmeaning if it
follows the XL. The answer to this question is provided in
Section 3.1.

3.1. Extended Speci al - Purpose MPLS Label Val ues

The XL MJST be followed by another l|abel L (and thus MJST have the
bottom of -stack bit clear). L MJIST be interpreted as an ESPL and
interpreted as defined in a new registry created by this docunent
(see Section 5). Wether or not L has the bottomof-stack bit set
depends on whether other labels follow L. The XL only assigns
special neaning to L. A label after L (if any) is parsed as usua
and thus nmay be a regul ar |abel or a special-purpose |abel; if the
latter, it may be the XL and thus foll owed by another ESPL.

The | abel value 15 is set aside as the XL as shown in Section 5.

Val ues 0-15 of the "Extended Speci al - Purpose MPLS Label Val ues”
registry are set aside as reserved. Furthernore, values 0-6 and 8-15
MJUST NOT appear in the data plane following an XL; an LSR processing
a packet with an XL at the top of the | abel stack followed by a | abe
with value 0-6 or 8-15 MJUST drop the packet.
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Label 7 (when received) retains its neaning as Entropy Labe

I ndicator (ELI) whether a regular special -purpose |abel or an ESPL;
this is because of backwards conpatibility with existing inplenmented
and depl oyed code and hardware that | ooks for the ELI w thout
verifying if the previous label is XL or not. However, when an LSR
inserts an entropy label, it MJST insert the ELI as a regul ar
speci al - purpose | abel, not as an ESPL.

3.1.1. Forwarding Packets with Extended Speci al - Purpose Label s

If an LSR encounters the XL at the top of stack and it doesn’t

under stand extension | abels, it MJST drop the packet as specified for
the handling of an invalid incomng |abel according to [ RFC3031]. If
an LSR encounters an ESPL at the top of stack (after the XL) that it
does not understand, it MJST drop the packet, again follow ng the
same procedure. In either case, the LSR MAY | og the event, but such
| oggi ng MUST be rate-linmted.

An LSR SHOULD NOT rmeke forwardi ng deci sions on |abels not at the top
of stack. For | oad-bal ancing deci sions, see Answer 6 in Section 3.

3.1.2. Choosing a New Speci al - Purpose Labe

When al |l ocating a new speci al - purpose | abel, protocol designers
shoul d consi der whether they could use an extended speci al - purpose

| abel . Doing so would help to preserve the scarce resources of
"normal " special - purpose | abels for use in cases where nininizing the
size of the label stack is particularly inportant.

3.2. Process for Retiring Special -Purpose Labels

Wiile the followi ng process is defined for the sake of conpl eteness,
note that retiring special-purpose labels is difficult. It is
recommended that this process be used sparingly.

a. A label value that has been assigned fromthe "Special - Purpose
MPLS Label Val ues" registry may be deprecated by | ETF consensus
with review by the MPLS working group (or designated experts if
t he wor ki ng group or a successor does not exist). An RFC with at
| east Informational status is required.

The RFC will direct 1ANA to nmark the | abel val ue as "deprecated"
in the registry but will not release it at this stage.

Deprecating neans that no further specifications using the
deprecated value will be docunented.
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4.

At the sane tinme, this is an indication to vendors not to include
t he deprecated value in new inplenmentations and to operators to
avoid including it in new depl oynments.

Twel ve nonths after the RFC deprecating the |abel value is
publ i shed, an | ETF-wi de survey nay be conducted to determine if
the deprecated label value is still in use. |If the survey

i ndi cates that the deprecated | abel value is in use, the survey
may be repeated after an additional 6 nonths.

If the survey indicates that a deprecated | abel value is not in
use, 24 nonths after the RFC that deprecated the | abel val ue was
publ i shed, publication nay be requested of an | ETF Standards
Track Internet-Draft that retires the deprecated |abel val ue.
Thi s docunent will request that | ANA rel ease the |abel value for
future use and assi gnnment.

Updat ed RFCs

The following RFCs contain references to the term"reserved | abel s"

o O O0OO0Oo

(@]

O O0OO0Oo

All

[ RFC3032] ("MPLS Label Stack Encodi ng")

[ RFC3038] ("VCID Notification over ATMIink for LDP")

[ RFC3209] ("RSVP-TE: Extensions to RSVP for LSP Tunnel s")

[ RFC3811] ("Definitions of Textual Conventions (TCs) for

Mul tiprotocol Label Switching (MPLS) Managenent")

[ RFC4182] ("Renoving a Restriction on the use of MPLS Explicit
NULL")

[ RFC4928] (" Avoiding Equal Cost Multipath Treatnment in MPLS
Net wor ks™)

[ RFC5331] ("MPLS Upstream Label Assignnment and Context-Specific
Label Space")

[ RFC5586] ("MPLS Ceneric Associated Channel ")

[ RFC5921] ("A Framework for MPLS in Transport Networks")

[ RFC5960] ("MPLS Transport Profile Data Plane Architecture")

[ RFC6391] ("Fl ow Aware Transport of Pseudow res over an MPLS
Packet Switched Network")

[ RFC6478] ("Pseudowire Status for Static Pseudow res")

[ RFC6790] ("MPLS Entropy Label s")

such references should be read as "speci al - purpose | abel s"
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5.

| ANA Consi der ati ons

| ANA has nmade the foll owi ng changes and additions to its registration
of MPLS | abel s.

1

Changed the nane of the "Multiprotocol Label Swi tching
Architecture (MPLS) Label Values" registry to "Special - Purpose
MPLS Label Val ues"”
Changed the allocation policy for the "Special - Purpose MPLS Labe
Val ues" registry to Standards Action
Assi gned val ue 15 from the "Speci al - Purpose MPLS Label Val ues"
registry, nanming it the "Extension Label" and citing this
docunment as the reference
Created a new registry called the "Extended Speci al - Purpose MPLS
Label Val ues" registry. The registration procedure is Standards
Action, and the ranges for this registry are as shown in Table 1
(using terninology from[RFC5226]). Early allocation follow ng
the policy defined in [RFC7120] is allowed only for those val ues
assigned by Standards Action
--------------------- o m e o e e e e e e e e e e e e e e e e e e e e e e e oo+
Range | Al'location Policy |
--------------------- oo e e e e e e e e e e e e e e e e e eme o+
0 - 15 | Reserved. Never to be nmade available for
| allocation. |
| |
16 - 239 | Unassi gned |
| |
240 - 255 | Reserved for Experinental Use |
| |
256 - 1048575 | Reserved. Not to be nade avail able for
| allocation without a new Standards Track
| RFC to define an allocation policy.
--------------------- oo o e e e e e e e e e e e e e e e e eee o}
Table 1

Security Considerations

Thi s docunent does not neke a | arge change to the operation of the
MPLS data plane, and security considerations are |argely unchanged
fromthose specified in the MPLS Architecture [RFC3031] and in the
MPLS and GWPLS Security Framework [RFC5920].
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8.

8.

1

However, it should be noted that increasing the | abel stack can cause
packet fragnmentation and may al so make packets unprocessabl e by sone
i mpl enmentations. This docunment provides a protocol-legal way to

i ncrease the | abel stack through the insertion of additiona

{XL, ESPL} pairs at a greater rate than insertion of single "rogue"

| abels. This might provide a way to attack sone nodes in a network
that can only process | abel stacks of a certain size wthout
violating the protocol rules.

Thi s docunent al so describes events that nmay cause an LSR to issue
event |logs at a per-packet rate. It is critically inportant that
i npl enentations rate-limt such |ogs.
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