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Abst r act

Thi s docunent specifies DHCP (I Pv4 and | Pv6) options to configure
hosts with Port Control Protocol (PCP) server |P addresses. The use
of DHCPv4 or DHCPv6 depends on the PCP depl oynent scenarios. The set
of depl oynent scenarios to which DHCPv4 or DHCPv6 can be applied is
out side the scope of this docunent.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc7291

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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Thi s docunent defines DHCPv4 [ RFC2131] and DHCPv6 [ RFC3315] options
that can be used to configure hosts with PCP server [RFC6887] |IP
addr esses.

This specification assunes a PCP server is reachable with one or

multiple | P addresses.

returned in the DHCP PCP server option

As such, a list of

| P addresses can be

This specification allows returning one or nmultiple lists of PCP
server | P addresses. This is used as a hint to guide the PCP client
when determ ning whether to send PCP requests to one or nultiple PCP
servers. Concretely, the PCP client needs an indication to decide

whet her entries need to be instantiated in all
mul tiple PCP-controll ed devices providing distinct
etc.) or use one IP address fromthe list (e.g

mul ti-hom ng,
servi ces,

group scenario, proxy-based nodel, etc.).

PCP servers (e.qg.

r edundancy
Refer to [ PCP- DEPLOYMENT]
for a discussion on PCP depl oynent scenari os.

For guidelines on how a PCP client can use multiple I P addresses and
nmul ti pl e PCP servers, see [PCP-SERVER).
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1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

Thi s docunent nakes use of the follow ng terns:

0 "PCP server" denotes a functional elenent that receives and
processes PCP requests froma PCP client. A PCP server can be
co-located with or be separated fromthe function (e.g., NAT,
Firewall) it controls. Refer to [RFC6887].

0o "PCP client" denotes a PCP software instance responsible for
i ssuing PCP requests to a PCP server. Refer to [RFC6887].

o "DHCP' refers to both DHCPv4 [ RFC2131] and DHCPv6 [ RFC3315].

0 "DHCP client" denotes a node that initiates requests to obtain
configuration paranmeters fromone or nore DHCP servers.

0 "DHCP server" refers to a node that responds to requests from DHCP
clients.

3. DHCPv6 PCP Server Option
3.1. Format

The DHCPv6 PCP server option can be used to configure a list of |IPv6
addresses of a PCP server.

The format of this option is shown in Figure 1.

01234567890123456789012345678901
i i T S i i i i i e S S S o s

OPTI ON_V6_PCP_SERVER | Option-length |
e o e e e o e e st o i R I SRR S

PCP Server |Pv6 Address |
B e T o S e i e S S S S o ok s o o S S

+-
|
+-
|
|
|
|
+-
| .
T S i S e T S S S i T S S S S SIS &

Figure 1: DHCPv6 PCP Server Option
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The fields of the option shown in Figure 1 are as foll ows:
0 Option-code: OPTION V6_PCP_SERVER (86; see Section 9.1)

0 Option-length: Length of the "PCP Server |Pv6 Address(es)" field
in octets. MJST be a multiple of 16.

0 PCP Server |Pv6 Addresses: Includes one or nore | Pv6 addresses
[ RFC4291] of the PCP server to be used by the PCP client. Note,
| Pv4- mapped | Pv6 addresses (Section 2.5.5.2 of [RFC4291]) are
allowed to be included in this option

To return nore than one PCP server to the DHCPv6 client (as opposed
to nmore than one address for a single PCP server), the DHCPv6 server
returns multiple instances of OPTI ON_V6_PCP_SERVER

3. 2. DHCPv6 Client Behavi or

To di scover one or nore PCP servers, the DHCPv6 client requests PCP
server | P addresses by including OPTION V6 _PCP_SERVER in an Option
Request Option (ORO), as described in Section 22.7 of [RFC3315].

The DHCPv6 client MJUST be prepared to receive multiple instances of
OPTI ON_V6_PCP_SERVER; each instance is to be treated as a separate
PCP server.

If an | Pv4-mapped | Pv6 address is received in OPTI ON_V6_PCP_SERVER
it indicates that the PCP server has the correspondi ng | Pv4 address.

Not e: When presented with the | Pvd-nmapped prefix, current versions
of Wndows and Mac OS generate | Pv4 packets but will not send |IPv6
packets [ RFC6052]. Representing |IPv4 addresses as | Pv4-mapped

| Pv6 addresses follows the sane logic as in Section 5 of

[ RFC6887] .

The DHCPv6 client MJUST silently discard nulticast and host | oopback
addresses [ RFC6890] conveyed in OPTI ON V6 _PCP_SERVER
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4. DHCPv4 PCP Option

4.1. Format
The DHCPv4 PCP server option can be used to configure a list of |IPv4d
addresses of a PCP server. The format of this optionis illustrated
in Figure 2.

0123456789012345
B i i S S S Tk i o
| Code | Length |
B ol ok ks o S S S e e e S
| List-Length | Li st of |
+- +-+-+-+-+-+-+-+ PCP Server |
/ | Pv4 Addresses /
B i i S S S Tk i o ---
| List-Length | Li st of |
+-4-+-+-+-+-+-+-+ PCP Server |
/ | Pv4 Addresses /
R et e i S S S R S

|
|
|
|
opti onal

B R R S b i T it s O S S SR SR SR
| List-Length | Li st of |
+-4-+-+-+-+-+-+-+ PCP Server |
/ | Pv4 Addresses /
T e S R S R e e s

Fi gure 2: DHCPv4 PCP Server Option

The descriptions of the fields are as foll ows:

(o]

(0]

Code: OPTI ON V4 _PCP_SERVER (158; see Section 9.2);

Length: Length of all included data in octets. The m ninmum | ength
is 5.

Li st-Length: Length of the "List of PCP Server |Pv4 Addresses"”
field in octets. MJST be a multiple of 4.

Li st of PCP Server |Pv4 Addresses: Contains one or nore |Pv4
addresses of the PCP server to be used by the PCP client. The
format of this field is shown in Figure 3.
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0 8 16 24 32 40 48
+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +- -
| al| a2 | a3 | a | al| a2
+----- +----- +----- +----- +----- +----- +- -
| Pv4 Address 1 | Pv4 Address 2 ..

This format assunmes that an | Pv4 address is encoded as al. a2. a3. a4.
Figure 3: Format of the List of PCP Server |Pv4 Addresses

OPTI ON_V4_PCP_SERVER can include nultiple lists of PCP server |Pv4
addresses; each list is treated as a separate PCP server. Wen
several lists of PCP server |Pv4 addresses are to be included, the

"List-Length" and "List of PCP Server |Pv4 Addresses" fields are
repeat ed.

OPTI ON_V4_PCP_SERVER is a concatenation-requiring option. As such
the mechani sm specified in [ RFC3396] MJUST be used if

OPTI ON_V4_PCP_SERVER exceeds the maxi mum DHCPv4 option size of 255
octets.

4. 2. DHCPv4 Cl i ent Behavi or

To di scover one or nore PCP servers, the DHCPv4 client requests PCP
server | P addresses by including OPTI ON_V4A_PCP_SERVER i n a Paraneter
Request List option [ RFC2132].

The DHCPv4 client MJST be prepared to receive multiple lists of PCP
server |Pv4 addresses in the sane DHCPv4 PCP server option; each |ist
is to be treated as a separate PCP server

The DHCPv4 client MJUST silently discard nulticast and host | oopback
addr esses [ RFC6890] conveyed in OPTI ON_V4_PCP_SERVER

5. DHCP Server Configuration Guidelines
DHCP servers supporting the DHCP PCP server option can be configured
with a list of IP addresses of the PCP server(s). |If nmultiple IP
addresses are configured, the DHCP server MJST be explicitly
configured whether all or sonme of these addresses refer to:

1. the sane PCP server: the DHCP server returns nultiple addresses
in the same instance of the DHCP PCP server option
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2. distinct PCP servers: the DHCP server returns nultiple lists of
PCP server | P addresses to the requesting DHCP client (encoded as
mul ti ple OPTION_V6_PCP_SERVERs or in the sane
OPTI ON_V4_PCP_SERVER); each list is referring to a distinct PCP
server. For exanple, nultiple PCP servers may be configured to a
PCP client in sone deploynent contexts such as nulti-honming. It
is out of the scope of this docunent to enunerate all depl oynent
scenarios that require multiple PCP servers to be returned

Preci sely how DHCP servers are configured to separate lists of IP
addresses according to which PCP server they address is out of the
scope of this docunent. However, DHCP servers MJST NOT conbi ne the
| P addresses of nultiple PCP servers and return themto the DHCP
client as if they belong to a single PCP server, and DHCP servers
MUST NOT separate the addresses of a single PCP server and return
themas if they belong to distinct PCP servers. For exanple, if an
adm ni strator configures the DHCP server by providing a Fully
Qualified Donain Nane (FQDN) for a PCP server, even if that FQDN
resolves to nultiple addresses, the DHCP server MJST deliver them
within a single server address bl ock.

DHCPv6 servers that inplenment this option and that can popul ate the
option by resolving FQDNs wi Il need a nechani smfor indicating

whet her to query for A records or only AAAA records. When a query
returns A records, the IP addresses in those records are returned in
t he DHCPv6 response as | Pv4-mapped | Pv6 addresses.

Di scussion: The notivation for this design is to accommodate
depl oynent cases where an | Pv4 connectivity service is provided
while only DHCPv6 is in use (e.g., an |IPv4-only PCP server in a
Dual -Stack Lite (DS-Lite) context [RFC6333]).

Since this option requires support for |Pv4-mapped | Pv6 addresses, a
DHCPv6 server inplementation will not be conplete if it does not
query for A records and represent any that are returned as

| Pv4- mapped | Pv6 addresses in DHCPv6 responses. This behavior is
neither required nor suggested for DHCPv6 options in general: it is
specific to OPTION_V6_PCP_SERVER. The nechani sm wher eby DHCPv6

i mpl enentations provide this functionality is beyond the scope of
this docunent.

For gui delines on providing context-specific configuration
information (e.g., returning a regional -based configuration) and

i nformati on on how a DHCP server m ght be configured with FQDNs that
get resolved on denand, see [ DHC- CONFI G .
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6.

9.

9.

Dual - St ack Hosts

A dual -stack host night receive a PCP server option via both DHCPv4
and DHCPv6. For gui dance on how a DHCP client can handl e PCP server
IPlists for the same network but obtained via different nechanisns,
see [ PCP- SERVER] .

Hosts with Multiple Interfaces

A host may have nultiple network interfaces (e.g., 3G |EEE 802. 11,
etc.), each configured differently. Each PCP server |earned MJST be
associated with the interface via which it was | earned.

Refer to [ PCP- SERVER] and Section 8.4 of [RFC6887] for nore
di scussion on nulti-interface considerations.

Security Considerations

The security considerations in [RFC2131] and [ RFC3315] are to be
considered. PCP-related security considerations are discussed in
[ RFC6887] .

The PCP server option defined here is applicable when operating under
the sinple threat nodel (Section 18.1 of [RFC6887]). Operation under
t he advanced threat nodel (Section 18.2 of [RFC6887]) nmay or nmay hot
be appropriate; analysis of this question is out of the scope of this
docunent .

| ANA Consi derations
1. DHCPv6 Option
| ANA has assigned the followi ng new DHCPv6 Option Code in the

registry maintained in
<ht t p: // ww. i ana. or g/ assi gnnent s/ dhcpv6- par anet er s>

OPTI ON_V6_PCP_SERVER 86
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9. 2.

10.

11.

11.

DHCPv4 Opti on

| ANA has assigned the followi ng new DHCPv4 Option Code in the
registry maintained in
<ht t p: // ww. i ana. or g/ assi gnnent s/ boot p- dhcp- par anet er s>:

Option Nane Tag Data Length Meani ng

OPTI ON_V4_PCP_SERVER 158 Vari abl e; I ncl udes one or nultiple lists
the m ni num of PCP server |P addresses; each
length is list is treated as a separate
5. PCP server.
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