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Abst r act

Thi s docunent defines an extension for the Sinple Mail Transfer
Protocol (SMIP) called "RRVS' to provide a nmethod for senders to
indicate to receivers a point in time when the ownership of the
target nmmil box was known to the sender. This can be used to detect
changes of mail box ownership and thus prevent nmail from being
delivered to the wong party. This docunent al so defines a header
field called "Require-Recipient-Valid-Since" that can be used to
tunnel the request through servers that do not support the extension

The intended use of these facilities is on automatically generated
nmessages, such as account statenents or password change instructions,
that mght contain sensitive information, though it nmay al so be
useful in other applications.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7293
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1. Introduction

Emai | addresses sonetinmes get reassigned to a different person. For
exanpl e, enploynent changes at a conpany can cause an address used
for an ex-enployee to be assigned to a new enpl oyee, or a nail
service provider (MSP) might expire an account and then | et soneone
el se register for the local-part that was previously used. Those who
sent mail to the previous owner of an address night not know that it
has been reassigned. This can lead to the sending of email to the
correct address but the wong recipient. This situation is of
particular concern with transactional mail related to purchases
online accounts, and the like.

What is needed is a way to indicate an attribute of the recipient
that will distinguish between the previous owner of an address and
its current owner, if they are different. Further, this needs to be
done in a way that respects privacy.

The mechani snms specified here allow the sender of the mail to

i ndi cate how "ol d" the address assignment is expected to be. In
effect, the sender is saying, "I know that the intended recipient was
using this address at this point intine. | don't want this nessage
delivered to anyone else". A receiving systemcan then conpare this
i nformation against the point in tine at which the address was
assigned to its current user. |f the assignment was nade |ater than

the point in time indicated in the nmessage, there is a good chance

MI1Ils & Kucherawy St andards Track [ Page 3]



RFC 7293 Requi r e- Reci pi ent - Val i d- Si nce July 2014

the current user of the address is not the correct recipient. The
receiving systemcan then prevent delivery and, preferably, notify
the original sender of the problem

The primary application is transactional mail (such as account

i nformati on, password change requests, and other automatically
gener at ed nessages) rather than user-authored content. However, it
may be useful in other contexts; for exanple, a personal address book
could record the tinme an enail address was added to it, and thus use
that time with this extension.

Because the use cases for this extension are strongly tied to privacy
i ssues, attention to the Security Considerations (Section 13) and the
Privacy Considerations (Section 14) is particularly inportant. Note,
especially, the limtation described in Section 13.3.

2. Definitions
For a description of the email architecture, consult [EMAIL-ARCH.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ KEYWORDS] .

3. Description

To address the probl em described in Section 1, a nmail-sending client
(usually an automated agent) needs to indicate to the server to which
it is connecting that it expects the destination address of the
nmessage to have been under continuous ownership (see Section 9) since
a specified point time. That specified time would be the tinme when
the intended recipient gave the address to the nessage author, or
perhaps a nore recent tinme when the intended recipient reconfirnmed
ownership of the address with the sender.

Two nmechani sns are defined here: an extension to the Sinple Mil
Transfer Protocol [SMIP] and a new nessage header field. The SMIP
extension permits strong assurance of enforcement by confirmning
support at each handling step for a nmessage and the option to denand
support at all nodes in the handling path of the nmessage (and
returning of the message to the originator otherw se). The header
field can be used when the Message Delivery Agent (MDA) supports this
function, but an internediary system between the sending system and
the MDA does not. However, the header field does not provide the
same strong assurance descri bed above and is nore prone to exposure
of private information (see Section 14.1).
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The SMIP extension is called "RRVS'" and adds a paraneter to the SMIP
"RCPT" command that indicates the nost recent point in tinme when the
nmessage aut hor believed the destination nmailbox to be under the
conti nuous ownership of a specific party. Simlarly, the "Require-
Reci pi ent - Val i d- Si nce" header field includes an intended recipient
coupled with a tinestanp indicating the sane thing.

3.1. The "RRVS" SMIP Extension
Extensions to SMIP are described in Section 2.2 of [SMIP].

The nane of the extension is "RRVS', an abbreviation of "Require
Reci pient Valid Since". Servers inplenmenting the SMIP extension
advertise an additional EHLO keyword of "RRVS', which has no

associ ated paraneters, introduces no new SMIP conmands, and does not
alter the MAIL command.

A Message Transfer Agent (MIA) inplenenting RRVS can transnmit or
accept one new paraneter to the RCPT command. An MDA can al so accept
this new paraneter. The paraneter is "RRVS', and the value is a

ti mestanp expressed as "date-tinme" as defined in [ DATETIME], with the
added restriction that a "tinme-secfrac" MJUST NOT be used. The

ti mestanp MAY optionally be followed by a sem colon character and a
letter (known as the "no-support action"), indicating the action to
be taken when a downstream MTA is di scovered that does not support
the extension. Valid actions are "R' (reject; the default) and "C
(continue).

Formal |y, the new paraneter and its value are defined as foll ows:
rrvs-param = "RRVS=" date-tine [ ";" ( "C" |/ "R" ) ]

Accordingly, this extension increases the maxi mum comand | ength for
t he RCPT conmmand by 33 characters.

The nmeani ng of this extension, when used, is described in
Section 5.1.

3.2. The "Require-Recipient-Valid-Since" Header Field

The general constraints on syntax and placenment of header fields in a
message are defined in "lInternet Message Fornmat" [ MAIL].

Usi ng Augnent ed Backus-Naur Form [ ABNF], the syntax for the field is:

rrvs = "Require-Recipient-Valid-Since:" addr-spec ";" date-tine
CRLF
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"date-tinme" is defined in Section 3.3, and "addr-spec" is defined in
Section 3.4.1 of [MAIL].

3.3. Tinmestanps

The header field version of this protocol has a different fornmat for
the date and tine expression than the SMIP extension does. This is
because nessage header fields use a format to express date and tinme
that is specific to nmessage header fields, and this is consistent

wi th that usage.

Use of both date and tinme is done to be consistent with how current

i mpl enentations typically store the tinestanp and to make it easy to
include the time zone. |n practice, granularity beyond the date nay
or may not be useful

4. Use By Cenerators

When a nessage i s generated whose content is sufficiently sensitive
that an author or author’s ADm nistrative Managenent Domai n ( ADMVD),
see [ EMAI L- ARCH], wi shes to protect against mnisdelivery using this
protocol, it deternmines for each recipient mailbox on the nessage a
timestanp at which it last confirmed ownership of that mail box. It
then applies the SMIP extensi on when sending the nessage to its
desti nati on.

In cases where the outgoing MIA does not support the extension, the
header field defined above can be used to pass the request through
that system However, use of the header field is only a "best-
effort" approach to solving the stated goals, and it has sone
short com ngs:

1. The positive confirmation of support at each handling node, with
the option to return the message to the origi nator when
end-to-end support cannot be confirned, will be unavail able

2. The protocol is focused on affecting delivery (that is, the
transaction) rather than content, and therefore use of a header
field in the content is generally inappropriate;

3. The mechani sm cannot be used with nultiple recipients wthout
uni ntentionally exposing information about one recipient to the
others (see Section 7); and

4. There is a risk of the tinestanp paraneter being inadvertently
forwarded, automatically or intentionally by the user (since user
agents mght not reveal the presence of the header field), and
t heref ore exposed to unintended recipients. (See Section 14.4.)
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Thus, the header field format MJUST NOT be used unl ess the origi nator
or relay has specific knowl edge that the receiving MDA or an
intermediary MTA will apply it properly. In any case, it SHOULD NOT
be used for the multi-recipient case.

Use of the header field nmechanismis further restricted by the
practices described in Section 7.2 of [SMIP], Section 3.6.3 of
[MAIL], and Section 7 of this document.

5. Handling By Receivers

If a receiver inplenments this specification, then there are two
possi bl e eval uati on pat hs:

1. The sending client uses the extension, and so there is an RRVS
paranmeter on a RCPT TO command in the SMIP session, and the
paraneters of interest are taken only fromthere (and the header
field, if present, is disregarded); or

2. The sending client does not use the extension, so the RRVS
paraneter is not present on the RCPT TO commands in the SMIP
session, but the correspondi ng header field mght be present in
t he message.

When the continuous ownership test fails for transient reasons (such
as an unavai l abl e dat abase or other condition that is likely
tenporary), normal transient failure handling for the nessage is
appl i ed.

If the continuous ownership test cannot be conpl eted because the
necessary datum (the mail box creation or reassignnent date and tine)
was not recorded, the MDA doing the evaluation selects a date and
time to use that is the |latest possible point in time at which the
mai | box coul d have been created or reassigned. For exanple, this
m ght be the earliest of all recorded mail box creation/reassi gnment
ti mnestanps, or the tinme when the host was first installed. If no
reasonabl e substitute for the tinestanp can be selected, the MDA
rejects the nessage using an SMIP reply code, preferably with an
enhanced nail system status code (see Section 15.3), that indicates
the test cannot be conpleted. A nmessage originator can then decide
whet her to reissue the nessage wi thout RRVS protection or find

anot her way to reach the nail box owner.

5.1. SMIP Extension Used
For an MIA supporting the SMIP extension, the requirenment is to

continue enforcenment of RRVS during the relaying process to the next
MTA or the MDA
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5.

1

A receiving MIA or MDA that inplenents the SMIP extensi on decl ared
above and observes an RRVS paranmeter on a RCPT TO command checks

whet her the current owner of the destination mailbox has held it
continuously, far enough back to include the given point in time, and
delivers it unless that check returns in the negative. Specifically,
an MDA will do the follow ng before continuing with delivery:

1. Ignore the paraneter if the named mail box is known to be a role
account as listed in "Milbox Nanes for Commobn Services, Roles
and Functions" [ROLES].

2. If the address is not known to be a role account, and if that
address has not been under continuous ownership since the
timestanp specified in the extension, return a 550 error to the
RCPT command. (See al so Section 15.3.)

1. Relays

An MTA that does not nmake mail box ownershi p checks, such as an MIA
positioned to do SMIP ingress at an organi zati onal boundary, SHOULD
relay the RRVS extension paranmeter to the next MIA or MDA so that it
can be processed there.

For the SMIP extension, the optional RRVS paraneter defined in
Section 5.1 indicates the action to be taken when rel ayi ng a nessage
to anot her MIA that does not advertise support for this extension
When this is the case and the no-support action was not specified or
is "R'" (reject), the MIA handling the nessage MJST reject the nessage

by:

1. returning a 550 error to the DATA command, if synchronous service
is being provided to the SMIP client that introduced the nessage,
or

2. generating a Delivery Status Notification [DSN] to indicate to
the originator of the message that the non-delivery occurred and
termnating further relay attenpts.

An enhanced mail system status code is defined for such rejections in
Section 15. 3.

See Section 8.2 for additional discussion

Wien rel aying, an MIA MUST preserve the no-support action if it was
used by the SMIP client.

MI1Ils & Kucherawy St andards Track [ Page 8]



RFC 7293 Requi r e- Reci pi ent - Val i d- Si nce July 2014

5.2. Header Field Used

A receiving systemthat inplenents this specification, upon receiving
a message bearing a "Require-Recipient-Valid-Since" header field when
no correspondi ng RRVS SMIP ext ensi on was used, checks whether the
destination nmail box owner has held it continuously, far enough back
to include the given date-tine, and delivers it unless that check
returns in the negative. Expressed as a sequence of steps:

1. Extract those Require-Recipient-Valid-Since fields fromthe
message that contain a recipient for which no correspondi ng RRVS
SMIP ext ensi on was used.

2. Discard any such fields that match any of these criteria:
* are syntactically invalid;
* npame a role account as listed in [ ROLES]

* the "addr-spec" portion does not match a current recipient, as
listed in the RCPT TO commands in the SMIP session; or

* the "addr-spec" portion does not refer to a mail box handl ed
for local delivery by this ADVD

3. For each field renmaining, determine if the named address has been
under conti nuous ownership since the corresponding tinmestanmp. |If
it has not, reject the nessage.

4., RECOWENDED: If local delivery is being perforned, renove al
instances of this field prior to delivery to a mailbox; if the
message i s being forwarded, renove those instances of this header
field that were not discarded by step 2 above.

Handl i ng proceeds normally upon conpl etion of the above steps if
rejection has not been perforned.

The final step is not nmandatory as not all mail handling agents are
capabl e of stripping away header fields, and there are sonetines
reasons to keep the field intact such as debuggi ng or presence of
digital signatures that mi ght be invalidated by such a change. See
Section 10 for additional discussion

If a nessage is to be rejected within the SMIP protocol itself
(versus generating a rejection nessage separately), servers

i npl ementing this protocol SHOULD al so inplenent the SMIP extension
described in "Enhanced Mail System Status Codes"” [ESC] and use the
enhanced status codes described in Section 15.3 as appropriate.
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| mpl enentation by this nethod is expected to be transparent to non-
participants, since they would typically ignore this header field.

This header field is not normally added to a nessage that is
addressed to multiple recipients. The intended use of this field

i nvol ves an author seeking to protect transactional or otherw se
sensitive data intended for a single recipient, and thus generating
i ndependent nessages for each individual recipient is normal
practice. See Section 7 for further discussion and restrictions.

5.2.1. Design Choices

The presence of the address in the field content supports the case
where a nessage bearing this header field is forwarded. The specific
use case is as foll ows:

1. A user subscribes to a service "S" at date-tinme "D' and confirns
an enmni|l address at the user’s current |location, "A";

2. At sone later date, the user intends to | eave the current
|l ocation and thus creates a new mail box el sewhere, at "B"

3. The user configures address "A" to forward to "B"

4, "S" constructs a nessage to "A" clainng that the address was
valid at date-tine "D' and sends it to "A";

5. The receiving MIA for "A" determ nes that the forwarding in
effect was created by the sanme party that owned the mail box there
and t hus concludes that the continuous ownership test has been
satisfi ed;

6. |If possible, the MIA for "A" renoves this header field fromthe
message, and in either case, forwards it to "B"; and

7. On receipt at "B", either the header field has been renoved or
the header field does not refer to a current envel ope recipient,
and in either case the MIA delivers the nessage

Section 8 di scusses sone interesting use cases, such as the case
where "B" above results in further forwarding of the nmessage.

SMIP has never required any correspondence between addresses in the
RFC5321. Mai | From and RFC5321. Rcpt To paraneters and header fields of a
nmessage, which is why the header field defined here contains the
reci pi ent address to which the tinestanp applies.
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5.3. dock Synchronization

The tinestanp portion of this specification supports a precision at
the seconds |l evel. Although uncomon, it is not inpossible for a
clock at either a generator or a receiver to be incorrect, leading to
an incorrect result in the RRVS eval uation.

To minimze the risk of such incorrect results, both generators and
receivers inplenenting this specification MIJST use a standard cl ock
synchroni zati on protocol such as [NTP] to synchronize to a comon
cl ock.

6. Relaying w thout RRVS Support

Wien a nmessage is received using the SMIP extension defined here but
will not be delivered locally (that is, it needs to be rel ayed
further), the MIA to which the relay will take place nmight not be
conpliant with this specification. Were the MIA in possession of
the nmessage observes it is going to relay the nessage to an MIA t hat
does not advertise this extension, it needs to choose one of the
foll owi ng actions:

1. Decline to relay the nessage further, preferably generating a
Delivery Status Notification [DSN] to indicate failure
( RECOMVENDED) ;

2. Downgrade the data thus provided in the SMIP extension to a
header field, as described in Section 6.1 bel ow (SHOULD NOT
unl ess the conditions in that section are satisfied, and only
when the previous option is not avail able); or

3. Silently continue with delivery, dropping the protection offered
by this protocol.

Usi ng options other than the first option needs to be avoi ded unl ess
there is specific knowl edge that further relaying with the degraded
protections thus provided does not introduce undue risk

6.1. Header Fi el d Conversion

If an SMIP server ("B") receives a nmessage bearing one or nore

"Requi re- Reci pi ent - Val i d- Si nce" header fields froma client ("A"),
presunably because "A" does not support the SMIP extension, and needs
to relay the correspondi ng nessage on to another server ("C")
(thereby beconming a client), and "C' advertises support for the SMIP
ext ension, "B" SHOULD del ete the header field(s) and instead rel ay
this informati on by maki ng use of the SMIP extension. Note that such
nodi fi cation of the header might affect later validation of the
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header upon delivery; for exanple, a hash of the nodified header
woul d produce a different result. This might be a valid cause for
sonme operators to skip this del ete operation

Conversely, if "B" has received a nmailbox tinmestanp from™"A" using
the SMIP extension for which it nust now relay the nessage on to "C',
but "C' does not advertise the SMIP extension, and "B" does not
reject the nessage because rejection was specifically declined by the
client (see Section 5.1.1), "B" SHOULD add a Require-Reci pi ent-Valid-
Since header field matching the mail box to which relaying is being
done, and the corresponding valid-since timestanp for it, if it has
prior information that the eventual MDA or another internediate MIA
supports this nechanismand will be able to process the header field
as described in this specification.

The adnoni tions about very cautious use of the header field described
in Section 4 apply to this relaying nechanismas well. If nultiple
mai | box tinestanps are received from"A", the adnonitions in

Section 7 al so apply.

7. Header Field with Miltiple Recipients

Numer ous issues arise when using the header field formof this
extension, particularly when nmultiple recipients are specified for a
single nmessage resulting in nultiple fields each with a distinct
address and ti nestanp.

Because of the nature of SMIP, a nmessage bearing a multiplicity of
Requi r e- Reci pi ent - Val i d- Si nce header fields could result in a single
delivery attenpt for nultiple recipients (in particular, if two of
the recipients are handl ed by the sane server), and if any one of
themfails the test, the delivery fails to all of them it then
becones necessary to do one of the follow ng:

0 reject the nessage on conpletion of the DATA phase of the SMIP
session, which is a rejection of delivery to all recipients, or

0 accept the nessage on conpletion of DATA, and then generate a
Delivery Status Notification [DSN] nessage for each of the failed
recipients.

Addi tional conplexity arises when a nessage is sent to two

reci pients, "A" and "B", presumably with different tinmestanps, both
of which are then redirected to a common address "C'. The author is
not necessarily aware of the current or past ownership of mail box
"C', or indeed that "A" and/or "B" have been redirected. This m ght
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result in either or both of the two deliveries failing at "C', which
is likely to confuse the nessage author, who (as far as the author is
aware) never sent a nessage to "C' in the first place.

Finally, there is an obvious concern with the fan-out of a nmessage
bearing the tinmestanps of nultiple users; tight control over the
handl i ng of the tinestanp infornmation is very difficult to assure as
t he nunber of handling agents increases.

8. Special Use Addresses

In [ DSN- SMIP], an SMIP extension was defined to allow SMIP clients to
request generation of DSNs and related infornmation to allow such
reports to be maximally useful. Section 5.2.7 of that docunent
explored the issue of the use of that extension where the recipient
isamiling list. This extension has simlar concerns, which are
covered here follow ng that docunent as a nodel

For all cases described below, a receiving MIA SHOULD NOT i ntroduce
RRVS in either form (SMIP extension or header field) if the nessage
did not arrive with RRVS in use. This would anount to second
guessing the nessage originator’s intention and mght lead to an
undesi rabl e out cone.

8.1. Miling Lists

Delivery to a mailing list service is considered a final delivery.
Where this protocol is in use, it is evaluated as per any nornal
delivery: if the sane mailing |ist has been operating in place of the
specified recipient mailbox since at |least the tinestanp given as the
RRVS paraneter, the nmessage is delivered to the list service
normally, and is otherw se not delivered.

It is inmportant, however, that the participating MDA passing the
message to the list service needs to omit the RRVS paranmeter in
either form (SMIP extension or header field) when doing so. The
em ssion of a nessage fromthe list service to its subscribers
constitutes a new nessage not covered by the previous transaction

8.2. Single-Recipient Aliases

Upon delivery of an RRVS-protected nessage to an alias (acting in

pl ace of a nmmilbox) that results in relaying of the nessage to a
singl e other destination, the usual RRVS check is performed. The
conti nuous ownership test here might succeed if, for exanple, a
conventional user inbox was replaced with an alias on behal f of that
same user, and the tinme when this was done is recorded in a way that
can be queried by the rel ayi ng MFA
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If the relaying systemal so perforns sone kind of step where
ownershi p of the new destination address is confirned, it SHOULD
apply RRVS using the later of that tinmestanp and the one that was
used i nbound. This also allows for changes to the alias w thout
di srupting the protection offered by RRVS

If the relaying systemhas no such tinme records related to the new
destination address, the RRVS SMIP extension is not used on the
relaying SMIP session, and the header field relative to the |oca
alias is renoved, in accordance with Section 5.

8.3. Miltiple-Recipient Aliases

Upon delivery of an RRVS-protected nessage to an alias (acting in

pl ace of a nmilbox) that results in relaying of the nessage to
multiple other destinations, the usual RRVS check is perforned as in
Section 8.2. The MIA expandi ng such an alias then decides which of
the options enunerated in that section is to be applied for each new
recipient.

8.4. Confidential Forwardi ng Addresses

In the above cases, the original author could receive nmessage
rejections, such as DSNs, fromthe ulti nate destination, where the
RRVS check (or indeed, any other) fails and rejection is warranted.
This can reveal the existence of a forwarding relationship between
the original intended recipient and the actual final recipient.

Where this is a concern, the initial delivery attenpt is to be
treated like a nmailing list delivery, with RRVS eval uati on done and
then all RRVS infornmation renoved fromthe nessage prior to relaying
it toits true destination.

8.5. Suggested Mailing List Enhancenents

Mailing list services could store the tinmestanp at which a subscri ber
was added to a nmailing list. This specification could then be used
in conjunction with that information in order to restrict |ist
traffic to the original subscriber, rather than a different person
now i n possessi on of an address under which the original subscriber
was added to the list. Upon receiving a rejection caused by this
specification, the list service can renove that address from further
di stribution.

A mailing list service that receives a nmessage contai ning the header
field defined here needs to renove it fromthe nmessage prior to
redistributing it, limting exposure of information regarding the
rel ati onshi p between the nessage’s author and the nmailing list.
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9.

10.

Cont i nuous Ownership

For the purposes of this specification, an address is defined as
havi ng been under continuous ownership since a given date-tinme if a
message sent to the address at any point since the given date-tine
woul d not go to anyone except the owner at that given date-tine.

That is, while an address may have been suspended or otherwi se

di sabl ed for sonme period, any nail actually delivered woul d have been
delivered exclusively to the same owner. It is presunmed that sone
sort of relationship exists between the nessage sender and the

i ntended recipient. Presumably, there has been some confirmation
process applied to establish this ownership of the receiver’'s
mai | box; however, the method of neking such determinations is a |loca
matter and outside the scope of this docunent.

Eval uating the notion of continuous ownership is acconplished by
doi ng any query that establishes whether the above condition hol ds
for a given mail box.

Det erm ni ng conti nuous ownership of a nmailbox is a local matter at
the receiving site. The only possible answers to the continuous-
owner shi p-si nce question are "yes", "no", and "unknown"; the action
to be taken in the "unknown" case is a matter of |ocal policy.

For exanpl e, when control of a domain nanme is transferred, the new
domai n owner ni ght be unable to determ ne whether the owner of the
subj ect address has been under continuous ownership since the stated
date-time if the mailbox history is not also transferred (or was not

previously maintained). It will also be "unknown" if whatever
dat abase contains nmil box ownership data is tenporarily unavail abl e
at the tine a nessage arrives for delivery. |In this latter case

typi cal SMIP tenporary failure handling is appropriate.

To avoi d exposing account details unnecessarily, if the address
speci fi ed has had one conti nuous owner since it was created, any
confirmation date-ti me SHOULD be considered to pass the test, even if
that date-time is earlier than the account creation date and timne.
This is further discussed in Section 13.

Digital Signatures

This protocol nandates renoval of the header field (when used) upon
delivery in all but exceptional circunstances. |If a nessage with the
header field were digitally signed in a way that included the header
field, altering a nmessage in this way would invalidate the signature.
However, the header field is strictly for tunneling purposes and
shoul d be regarded by the rest of the transport systemas purely
trace infornation.
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11.

12.

Accordingly, the header field MJUST NOT be included in the content
covered by digital signatures.

Aut henticati on-Results Definitions

[ AUTHRES] defines a nechanismfor indicating, via a header field, the
results of nessage authentication checks. Section 15 registers RRVS
as a new nmethod that can be reported in this way, as well as
correspondi ng result names. The possible result nanes and their

meani ngs are as follows:

none: The nessage had no recipient nailbox tinestanp associated with
it, either via the SMIP extension or header field nethod; this
protocol was not in use

unknown: At |east one formof this protocol was in use, but
conti nuous ownership of the recipient mail box could not be
det er mi ned.

tenperror: At least one formof this protocol was in use, but sone
kind of error occurred during evaluation that was transient in
nature; a later retry will likely produce a final result.

pernmerror: At |east one formof this protocol was in use, but sonme
kind of error occurred during evaluation that was not recoverabl e;
a later retry will not likely produce a final result.

pass: At least one formof this protocol was in use, and the
destination mail box was confirned to have been under conti nuous
ownership since the tinestanp thus provided.

fail: At least one formof this protocol was in use, and the
destination mail box was confirned not to have been under
conti nuous ownership since the tinmestanp thus provided.

Where nultiple recipients are present on a nessage, nultiple results
can be reported using the nechani sm described in [ AUTHRES].

Exanpl es
In the foll owi ng exanples, "C " indicates data sent by an SMIP
client, and "S:" indicates responses by the SMIP server. Message

content is CRLF termi nated, though these are onitted here for ease of
r eadi ng.
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12.1. SMIP Extension Exanple

C. [connection established]

S: 220 server.exanpl e. com ESMIP r eady

C. EHLO client. exanpl e. net

S: 250-server. exanpl e. com

S: 250 RRVS

C. MAI L FROM <sender @xanpl e. net >

S: 250 K

C. RCPT TG <recei ver @xanpl e. con> RRVS=2014- 04-03T23: 01: 00Z
S: 550 5.7.17 receiver @xanmple.comis no longer valid
C QUT

S: 221 So |ong!

12.2. Header Field Exanple

[ connecti on established]

220 server. exanpl e. com ESMIP r eady

HELO cl i ent. exanpl e. net

250 server. exanpl e. com

MAI L FROM <sender @xanpl e. net >

250 K

RCPT TQ <recei ver @xanpl e. conr

250 K

DATA

354 Ready for nessage content

From M ster Sender <sender @xanpl e. net>

To: M ss Receiver <receiver @xanple. conp

Subject: Are you still there?

Date: Fri, 28 Jun 2013 18:01:01 +0200

Requi r e- Reci pi ent - Val i d- Si nce: recei ver @xanpl e. com
Sat, 1 Jun 2013 09:23:01 -0700

QUOLOLOVLOWLO

Are you still there?

550 5.7.17 receiver @xanple.comis no |onger valid

QT
221 So | ong!

wow

12.3. Authentication-Results Exanple

Here is an exanple use of the Authentication-Results header field
used to yield the results of an RRVS eval uation

Aut henti cation-Results: nx.exanple.cony rrvs=pass
snt p. rcptt o=user @xanpl e. com
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13.

13.

13.

13.

This indicates that the nessage arrived addressed to the nmil box
user @xanpl e.com the conti nuous ownership test was applied with the
provided tinestanp, and the check reveal ed that the test was
satisfied. The timestanmp is not reveal ed.

Security Considerations
1. Abuse Counterneasures

The response of a server inplementing this protocol can disclose

i nformati on about the age of an existing email mail box.

| npl enent ati on of counterneasures agai nst probing attacks is
RECOMVENDED. For exanple, an operator could track appearance of this
field with respect to a particular nail box and observe the tinestanps
being submitted for testing; if it appears that a variety of

ti mestanps are being tried against a single mailbox in short order,
the field could be ignored and the nmessage silently discarded. This
concern is discussed further in Section 14.

2. Suggested Use Restrictions

If the mailbox named in the field is known to have had only a single
conti nuous owner since creation, or not to have existed at all (under
any owner) prior to the date-tine specified in the field, then the
field SHOULD be silently ignored and nornal nessage handling applied
so that this information is not disclosed. Such fields are likely
the product of either gross error or an attack.

A nmessage aut hor using this specification mght restrict inclusion of
the header field such that it is only done for recipients known al so
to inplenent this specification, in order to reduce the possibility
of revealing information about the relationship between the author
and the mail box.

If ownership of an entire domain is transferred, the new owner may
not know what addresses were assigned in the past by the prior owner
Hence, no address can be known not to have had a single owner, or to
have existed (or not) at all. |In this case, the "unknown" result is
i kely appropriate.

3. Fal se Sense of Security

Senders inplenenting this protocol likely believe their content is
being protected by doing so. It has to be considered, however, that
receiving systens might not inplenment this protocol correctly, or at
all. Furthernore, use of RRVS by a sending system constitutes

not hing nore than a request to the receiving system that system
could choose not to prevent delivery for sone local policy, for lega
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13.

14.

14.

14.

or operational reasons, which conpronises the security the sending
system bel i eved was a benefit to using RRVS. This could nean the
timestanp information involved in the protocol becones inadvertently
reveal ed.

This concern lends further support to the notion that senders woul d
do well to avoid using this protocol other than when sending to
known, trusted receivers.

4. Reassignment of Mail boxes

This specification is a direct response to the risks involved with
reassi gnment or recycling of email addresses, an inherently dangerous
practice. It is typically expected that enmail addresses will not
have a high rate of turnover or ownership change

It is RECOWENDED to have a substantial period of tine between
mai | box owners during which the nail box accepts no mail, giving
message generators an opportunity to detect that the previous owner
is no longer at that address.

Privacy Considerations
1. The Tradeoff

That some MSPs all ow for expiration of account nanes when they have
been unused for a protracted period forces a choice between two
potential types of privacy vulnerabilities, one of which presents
significantly greater threats to users than the other. Automatically
generated mail is often used to convey authentication credentials
that can potentially provide access to extrenely sensitive

i nformation. Supplying such credentials to the wong party after a
mai | box ownership change could allow the previous owner’'s data to be
exposed wi thout his or her authorization or know edge. In contrast,
the informati on that may be exposed to a third party via the proposa
in this docunent is limted to infornation about the nail box history.
G ven that MSPs have chosen to allow transfers of nmil box ownership
wit hout the prior owner’s involvenent, the information | eakage from
the extensions specified here creates far |ower overall risk than the
potential for delivering mail to the wong party.

2. Probing Attacks

As described above, use of this extension or header field in probing
attacks can disclose informati on about the history of the nail box.
The harmthat can be done by |eaking any kind of private information
is difficult to predict, so it is prudent to be sensitive to this
sort of disclosure, either inadvertently or in response to probing by
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14.

14.

15.

15.

15.

an attacker. It bears restating, then, that inplenmenting
count er neasur es agai nst abuse of this capability needs strong
consi derati on.

3. Envel ope Recipients

The email To and Cc header fields are not required to be popul ated
with addresses that match the envel ope recipient set, and Cc nmay even
be absent. However, the algorithmin Section 3 requires that this
header field contain a match for an envel ope recipient in order to be
actionable. As such, use of this specification can reveal sone or

all of the original intended recipient set to any party that can see
the message in transit or upon delivery.

For a message destined to a single recipient, this is unlikely to be
a concern, which is one of the reasons use of this specification on
mul ti-recipient messages i s di scouraged.

4, Risks with Use

MDAs ni ght not inplenent the reconmendation to renove the header
field defined here when nessages are delivered, either out of

i gnorance or due to error. Since user agents often do not render al
of the header fields present, the nessage could be forwarded to

anot her party that would then inadvertently have the content of this
header field.

A bad actor may detect use of either formof the RRVS protocol and
interpret it as an indication of high-value content.

I ANA Consi der ati ons
1. SMIP Extension Registration

Section 2.2.2 of [SMIP] sets out the procedure for registering a new
SMIP extension. | ANA has registered the SMIP extension using the
details provided in Section 3.1 of this docunent.

2. Header Field Registration

| ANA has added the following entry to the "Permanent Message Header
Fi el d Nanes" registry, as per the procedure found in [l ANA- HEADERS] :

Header field name: Require-Recipient-Valid-Since
Applicable protocol: mail ([MAIL])

Status: standard

Aut hor/ Change controller: |ETF

Speci fication docunent(s): RFC 7293
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Rel ated i nformati on:

Requesting revi ew of any proposed changes and additions to
this field is recormended.

15.3. Enhanced Status Code Registration
| ANA has registered the following in the Enunerated Status Codes

table of the "Sinple Mail Transfer Protocol (SMIP) Enhanced Status
Codes Registry":

Code: X 7.17

Sanpl e Text: Mai | box owner has changed

Associ ated basic status code: 5XX

Descri pti on: This status code is returned when a nmessage is

received with a Require-Recipient-Valid-Since
field or RRVS extension and the receiving
systemis able to determ ne that the intended
reci pi ent nmail box has not been under continuous
ownershi p since the specified date-tine.

Ref erence: RFC 7293

Subnmitter: M Kucher awy

Change controller: |ESG

Code: X 7.18

Sanpl e Text: Domai n owner has changed

Associ ated basic status code: 5XX

Descri pti on: This status code is returned when a nessage is

received with a Require-Recipient-Valid-Since
field or RRVS extension and the receiving
system wi shes to disclose that the owner of
the donai n nane of the recipient has changed
since the specified date-tine.

Ref er ence: RFC 7293

Submitter: M Kucher awy

Change controller: |ESG

Code: X 7.19

Sanpl e Text: RRVS test cannot be conpl eted

Associ ated basic status code: 5XX

Descri ption: This status code is returned when a nessage is

received with a Require-Recipient-Valid-Since
field or RRVS extension and the receiving
system cannot conpl ete the requested
eval uati on because the required tinmestanp was
not recorded. The nessage originator needs to
deci de whether to reissue the nessage w t hout
RRVS protection.

Ref erence: RFC 7293
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16.

Submitter: M Kucher awy
Change controller: |ESG

4. Authentication Results Registration

| ANA has registered the following in the "Enmil Authentication
Met hods" registry:

Met hod: rrvs

Speci fyi ng Docunment: RFC 7293
ptype: sntp

Property: rcptto

Val ue: envel ope reci pi ent
Status: active

Version: 1

| ANA has al so registered the following in the "Email Authentication
Result Nanes" registry:

Codes: none, unknown, tenperror, permerror, pass, fail
Defined: RFC 7293
Auth Method(s): rrvs
Meani ng: Section 11 of RFC 7293
Status: active
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