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When the Public-Key Infrastructure using X 509 (PKIX) Working G oup
was chartered, an object identifier arc was all ocated by | ANA for use
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1. Introduction

When the Public-Key Infrastructure using X 509 (PKIX) Wrking G oup
was chartered, an object identifier arc was allocated by | ANA for use
by that working group. These object identifiers are primarily used
with Abstract Syntax Notation One (ASN. 1) [ ASNLl-88] [ ASNL-97]

[ ASN1-08]. The ASN. 1 specifications continue to evolve, but object
identifiers can be used with any and all versions of ASN. 1.

The PKI X object identifier arc is:

i d-pkix OBJECT IDENTIFIER ::= { iso(l) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) }

Thi s docunent describes the object identifiers that were assigned in
the PKIX arc, returns control of the PKIX arc to | ANA, and
establishes | ANA allocation policies for any future assignments
within the PKI X arc.

2. Subordinate bject ldentifier Arcs
Twenty-five subordi nate object identifier arcs were used, nunbered
fromO to 23 and 48. In addition, there are seven subordinate arcs.
They were assigned as foll ows:

-- Mdule identifiers
id-nod OBJECT IDENTIFIER ::={ id-pkix 0}

-- PKIX certificate extensions
id-pe OBJECT IDENTIFIER ::= { id-pkix 1}

-- Policy qualifier types
i d- gt OBJECT IDENTIFIER ::= { id-pkix 2}
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Ext ended key purpose identifiers

kp OBJECT IDENTIFIER ::= { id-pkix 3}

CWP i nformation types

it OBJECT IDENTIFIER ::= { id-pkix 4}

CRMF registration

pkip OBJECT IDENTIFIER ::= { id-pkix 5}

CRMF registration controls

regCtrl OBJECT IDENTIFIER ::={ id-pkix 5 1}
CRMF registration information

reglnfo OBJECT IDENTIFIER ::={ id-pkix 5 2}
Al gorithns

alg OBJECT IDENTIFIER ::={ id-pkix 6}

CMC control s
cnc OBJECT IDENTIFIER ::= { id-pkix 7 }

CMC GLA Requests and Responses
cnc-gl aRR OBJECT IDENTIFIER ::= { id-pkix 7 99 }

O her nane forns
on OBJECT IDENTIFIER ::= { id-pkix 8}

Personal data attribute
pda OBJECT IDENTIFIER ::= { id-pkix 9 }

Attribute certificate attributes
aca OBJECT IDENTIFIER ::= { id-pkix 10 }

Qualified certificate statenents
gcs OBJECT IDENTIFIER ::= { id-pkix 11 }

CMC content types
cct OBJECT | DENTI FI ER :

{ id-pkix 12 }

O Ds for TESTI NG ONLY
TEST OBJECT | DENTI FI ER ::

{ id-pkix 13}

Certificate policies
cp OBJECT | DENTI FI ER :

{ id-pkix 14 }

CMC error types
cet OBJECT | DENTIFIER ::

{ id-pkix 15 }

I nf or mat i ona
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-- Revocation information types
id-ri OBJECT IDENTIFIER ::= { id-pkix 16 }

-- SCVP check type
i d-sct OBJECT | DENTIFI ER ::

{ id-pkix 17 }

-- SCVP want back types
id-swb OBJECT IDENTIFIER ::= { id-pkix 18 }

-- SCVP validation policies
i d-svp OBJECT | DENTIFIER ::

{ id-pkix 19 }

-- SCVP name validation policy errors
id-nvae OBJECT IDENTIFIER ::= { id-pkix 19 2}

-- SCVP basic validation policy errors
i d-bvae OBJECT IDENTIFIER ::= { id-pkix 19 3}

-- SCVP di stingui shed nane validation policy errors
i d-dnvae OBJECT IDENTIFIER ::= { id-pkix 19 4 }

-- Other logotype identifiers
i d-1ogo OBJECT IDENTIFIER ::= { id-pkix 20 }

-- Proxy certificate policy |anguages
id-ppl OBJECT IDENTIFIER ::= { id-pkix 21}

-- Matching rules
i d-nr OBJECT IDENTIFIER ::= { id-pkix 22}

-- Subject key identifier semantics
id-skis OBJECT IDENTIFIER ::= { id-pkix 23}

-- Access descriptors
id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }

-- Online Certificate Status Protoco
i d- pki x-ocsp OBJECT IDENTIFIER ::= { id-pkix 48 1}

The val ues assigned in each of these subordinate object identifier
arcs are discussed in the next section

Housl ey I nf or mat i onal [ Page 5]
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| ANA has updated one registry table and created 33 additiona

Updates to the new tables are to be made according to the

Specification Required policy as defined in [ RFC5226].

t abl es.

The expert is

expected to ensure that any new values are strongly related to the

work that was done by the PKIX Wrking G oup.
identifiers are to be related to X 509 certificates, X
X. 509 certificate revocation lists (CRLs), or
identifiers for other

obj ect

attribute certificates,
protocol s associated with them

hj ect

pur poses should not be assigned in this arc.

3.1. Update to "SM Security for

Mechani sm Codes"

That

is, additi

Regi stry

onal
509

The reference for the Public Key Infrastructure using X 509 (PKIX)

entry (deci mal
3.2. "SM Security for

Wthin the SM-nunbers registry,

PKI X" Registry

three colums has been added:

Housl ey

Description

Modul e identifiers

PKI X certificate extensions
Policy qualifier types

Ext ended key purpose identifiers
CWP i nformation types

CRMF registration

Al gorithms

CMC control s

O her nane forns

Personal data attribute
Attribute certificate attributes
Qualified certificate statenents
CMC content types

O Ds for TESTING ONLY
Certificate policies

CMC error types

Revocation infornation types
SCVP check type

SCVP want back types

SCVP validation policies

O her | ogotype identifiers

I nf or mat i ona

Ref er ences

[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]
[ RFC7299]

[

val ue 7) has been updated to point to this docunent.

a "PKIX (1.3.6.1.5.5.7)" table with
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21 Proxy certificate policy |anguages [ RFC7299]
22 Mat chi ng rul es [ RFC7299]
23 Subj ect key identifier semantics [ RFC7299]
48 Access descriptors [ RFC7299]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.3. "SM Security for PKIX Mdule lIdentifier" Registry
Wthin the SM-nunbers registry, an "SM Security for PKI X Mdul e
Identifier (1.3.6.1.5.5.7.0)" table with three col ums has been
added:

Ref er ences

1 i d- pki x1-explicit-88 [ RFC2459]
2 i d-pkixl-inplicit-88 [ RFC2459]
3 i d- pki x1-explicit-93 [ RFC2459]
4 i d-pkix1l-inplicit-93 [ RFC2459]
5 i d- nod- cr nf [ RFC2511]
6 i d-nmod- cnt [ RFC2797]
7 i d- nod- kea-profile-88 [ RFC2528]
8 i d- nod- kea-profile-93 [ RFC2528]
9 i d- nod-cnp [ RFC2510]
10 i d-nmod-qual ified-cert-88 [ RFC3039]
11 i d-mod-qual ified-cert-93 [ RFC3039]
12 i d-nmod-attribute-cert [ RFC3281]
13 i d-nod-tsp [ RFC3161]
14 i d- nod- ocsp [ RFC3029]
15 i d- nod-dvcs [ RFC3029]
16 i d- nod- cnp2000 [ RFC4210]
17 i d- nod- pki x1-al gorithmns [ RFC3279]
18 i d- mod- pki x1-explicit [ RFC3280]
19 i d- nod- pki x1-inplicit [ RFC3280]
20 i d- nod- user - gr oup Reserved and Obsol ete
21 i d- nod-scvp [ RFC5055]
22 i d- nod- | ogot ype [ RFC3709]
23 i d- nod- cnt2002 [ RFC5272]
24 i d- rod-w an- ext ns [ RFC3770]
25 i d- mod- pr oxy-cert -extns [ RFC3820]
26 i d- nod- ac-policies [ RFC4476]
27 i d- nod-warranty-extn [ RFC4059]
28 i d- nod- pernti d- 88 [ RFC4043]
29 i d- mod- permid-93 [ RFC4043]
30 i d- mod-i p- addr - and- as-i dent [ RFC3779]
31 i d-nmod-qual i fied-cert [ RFC3739]
32 i d- nod- cr nf 2003 Reserved and Obsol ete

I nf or mat i ona
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33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
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i d- nod- pki x1-rsa- pkal gs

i d-nod-cert-bundl e

i d-mod-qual i fied-cert-97

i d- nod- cr nf 2005

i d- mod-w an- ext ns2005

i d- nod- si 2005

i d- nod- dns- srv- name- 88

i d- nod- dns-srv-nane-93

i d- mod- cnsCont ent Const r - 88

i d- nod- cnsCont ent Constr-93

i d- mod- pki xConmon

i d- nod- pki xOt herCerts

i d- nod- pki x1-al gorit hns2008

i d- nod- cl earanceConstraints

i d-nmod-attribute-cert-02

i d- mod- ocsp- 02

i d-nmod-v1AttrCert-02

i d- nod- cnp2000- 02

i d- nod- pki x1-explicit-02

i d- nod- scvp- 02

i d- mod- cnc2002- 02

i d- mod- pki x1-r sa- pkal gs-02

i d- mod- cr nf 2005- 02

i d- nod- pki x1-al gorithns2008-02
i d- nod- pki xConmmon- 02

i d- nod- al gorithm nformation-02
i d- nod- pki x1-inplicit-02

i d- mod- pki x1- x400addr ess- 02
id-nmod-attribute-cert-v2

i d- nod- si p- domai n- ext ns2007

i d- nod- cns- ot her Rl s- 2009- 88

i d- nod- cns- ot her Rl s- 2009- 93

i d- nod- ecpri vat ekey

i d- nod- ocsp-agility-2009-93

i d- nod- ocsp-agility-2009-88

i d- nod- | ogot ype-certi nage

i d- nod- pkcs10- 2009

i d- nod- dns-resource-record

i d- nod- send- cert-extns

i d- mod-i p- addr - and- as-i dent - 2
i d- mrod-w an- ext ns- 2

i d- nod- hnac

i d- nod- enrol | MsgSynt ax-2011- 88
i d- nod- enrol | MsgSynt ax-2011- 08
i d- mod- pubKeySM MECaps- 88

i d- mod- pubKeySM MECaps- 08

i d- mod- dhSi gn-2012- 88

i d- nod- dhSi gn-2012- 08

I nf or mat i ona

[ RFC4055]
[ RFCA4306]
[ RFC3739]
[ RFC4210]
[ RFC4334]
[ RFC4683]
[ RFC4985]
[ RFC4985]
[ RFC6010]
[ RFC6010]
Reser ved
[ RFC5697]
[ RFC5480]
[ RFC5913]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5912]
[ RFC5755]
[ RFC5924]
[ RFC5940]
[ RFC5940]
[ RFC5915]
[ RFC6277]
[ RFC6277]
[ RFC6170]
[ RFC5912]
[ Abl ey]

[ RFC6494]
[ RFC6268]
[ RFC6268]
[ RFC6268]
[ RFC6402]
[ RFC6402]
[ RFC6664]
[ RFC6664]
[ RFC6955]
[ RFC6955]

July 2014

and Qbsol ete

[ Err3860]
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i d- nod- ocsp-2013-88 [ RFC6960]
i d- nod- ocsp-2013-08 [ RFC6960]
i d- nod- TEST-cert Policies [ RFC7229]
i d- mod- bgpsec- eku [ BGPSEC]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.4, "SM Security for

Wthin the SM-nunbers registry,

PKI X Certificate Extension" Registry

an "SM Security for PKIX

Certificate Extension (1.3.6.1.5.5.7.1)" table with three columms has

been added:

Descri ption

i d- pe-aut horityl nf oAccess
i d-pe-bionetriclnfo

i d- pe-qcSt atenment s

i d-pe-ac-auditldentity

i d- pe-ac-targeting

i d- pe-aaControls

i d- pe-i pAddr Bl ocks

i d- pe- aut ononousSysl ds

i d- pe-sbgp-routerldentifier
i d- pe- ac- proxyi ng

i d- pe- subj ect | nf oAccess

i d- pe-1 ogotype

i d- pe-w anSSI D

i d- pe-proxyCertinfo

i d- pe-acPol i ci es

i d- pe-warranty

i d-pe-sim

i d- pe-cnsCont ent Constraints
i d-pe-otherCerts

i d- pe-w appedApexCont i nKey
i d- pe-cl earanceConstraints
i d- pe-ski Semanti cs

i d- pe-nsa

Ref er ences

[ RFC2459]

[ RFC3039]

[ RFC3039]

[ RFC3281]

Reserved and Obsol ete
[ RFC3281]

[ RFC3779]

[ RFC3779]

Reserved and Obsol ete
[ RFC3281]

[ RFC3280]

[ RFC3709]

[ RFC4334]

[ RFC3820]

[ RFCA4476]

[ RFC4059]

Reserved and Obsol ete
[ RFC6010]

[ RFC5697]

[ RFC5934]

[ RFC5913]

Reserved and Gbsol ete
[ RFC7169]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

Housl ey
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3.5. "SM Security for

Wthin the SM-nunbers registry,

Qualifier ldentifiers (1.3.6.1.5.5.7.2)" table with three colums has

been added:

Future updates to this table are to be made according to the

PKIX O D Registry

PKI X Policy Qualifier" Registry

an "SM Security for

Description Ref er ences
id-qt-cps [ RFC2459]

i d-qgt-unotice [ RFC2459]
id-gt-textNotice

i d-qgt-acps [ RFC4476]

i d-gt-acunotice [ RFCA4476]

July 2014

PKI X Pol i cy

Reserved and Obsol ete

Specification Required policy as defined in [ RFC5226].

3.6. "SM Security for

Wthin the SM-nunbers registry,

PKI X Ext ended Key Purpose"

an "SM Security for

Regi stry

PKI X Ext ended

Key Purpose Identifiers (1.3.6.1.5.5.7.3)" table with three columms
has been added:

Description

i d- kp-serverAuth

i d-kp-clientAuth

i d- kp-codeSi gni ng

i d-kp-emai |l Protection

i d-kp-i psecEndSystem

i d- kp-ipsecTunnel

i d-kp-ipsecUser

i d-kp-ti meStanpi ng

i d- kp- OCSPSi gni ng

i d-kp-dvcs

i d- kp-sbgpCert AASer ver Aut h
i d-kp-scvp-responder

i d- kp-eapOver PPP

i d- kp- eapOver LAN

i d- kp-scvpServer

i d-kp-scvpd i ent

i d-kp-ipsecl KE

i d- kp- capwapAC

i d- kp- capwapWIP

i d- kp- si pDonai n

i d-kp-secureShel Il dient
i d- kp-secur eShel | Server
i d- kp-sendRout er

I nf or mat i ona

Ref er ences

[ RFC2459]
[ RFC2459]
[ RFC2459]
[ RFC2459]

Reserved and Obsol ete
Reserved and Obsol ete
Reserved and Obsol ete

[ RFC2459]
[ RFC2560]
[ RFC3029]

Reserved and Obsol ete
Reserved and Obsol ete

[ RFCA334]
[ RFCA334]
[ RFC5055]
[ RFC5055]
[ RFC4945]
[ RFC5415]
[ RFC5415]
[ RFC5924]
[ RFC6187]
[ RFC6187]
[ RFC6494]
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25
26
27
28
29
30
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i d- kp-sendPr oxi edRout er
i d- kp-sendOaner

i d- kp-sendPr oxi edOaner
i d- kp-cntCA

i d- kp-cntRA

i d- kp-cntArchive

i d- kp- bgpsec-router

[ RFC6494]
[ RFC5494]
[ RFC5494]
[ RFC6402]
[ RFC6402]
[ RFC6402]
[ BGPSEC]

July 2014

Future updates to this table are to be made according to the
Specification Required policy as defined in [ RFC5226].

3.7. "SM Security for

Wthin the SM-nunbers registry,

PKI X CMP | nformati on Types"

an "SM Security for

Regi stry

PKI X CwP

Information Types (1.3.6.1.5.5.7.4)" table with three colums has

been added:

Description

id-it-caProtEncCert

i d-it-signKeyPairTypes

i d-it-encKeyPair Types
id-it-preferredSymAl g

i d-it-caKeyUpdatelnfo
id-it-currentCRL

i d-it-unsupportedd Ds

i d-it-subscriptionRequest
i d-it-subscripti onResponse
i d-it-keyPairParanReq

i d-it-keyPairParanRep
id-it-revPassphrase
id-it-inplicitConfirm
id-it-confirmAaitTinme
id-it-origPKI Message

i d-it-suppLangTags

Ref er ences
[ RFC2510]
[ RFC2510]
[ RFC2510]
[ RFC2510]
[ RFC2510]
[ RFC2510]
[ RFC4210]

Reserved and Obsol ete
Reserved and Obsol ete

[ RFC4210]
[ RFC4210]
[ RFC4210]
[ RFC4210]
[ RFC4210]
[ RFC4210]
[ RFC4210]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226] .

Housl ey
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3.8. "SM Security for PKIX CRMF Regi stration" Registry

Wthin the SM-nunbers registry, an "SM Security for PKIX CRW
Regi stration (1.3.6.1.5.5.7.5)" table with three colums has been
added:

Deci mal Description Ref er ences
1 id-regCrl [ RFC2511]
2 id-reglnfo [ RFC2511]
3 i d- r egEPEPSI [ RFC4683]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226] .

3.9. "SM Security for PKIX CRMF Registration Controls" Registry
Wthin the SM-nunbers registry, an "SM Security for PKI X CRWVF

Regi stration Controls (1.3.6.1.5.5.7.5.1)" table with three col ums
has been added:

Deci mal Description Ref er ences

1 id-regCtrl-regToken [ RFC2511]

2 id-regCtrl-authenticator [ RFC2511]

3 id-regCtrl-pkiPublicationlnfo [ RFC2511]

4 id-regCtrl-pki Archi veOpti ons [ RFC2511]

5 id-regCtrl-oldCertlD [ RFC2511]

6 i d-regCtrl-protocol Encr Key [ RFC2511]

7 id-regCtrl-altCertTenplate [ RFC4210]

8 id-regCtrl-wlsTenplate Reserved and Obsol ete
9 id-regCrl-regTokenUTF8 Reserved and Obsol ete
10 id-regCrl-authenticatorUTF8 Reserved and Obsol ete

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.10. "SM Security for PKIX CRMF Registration Information" Registry

Wthin the SM-nunbers registry, add an "SM Security for PKIX CRMF
Regi stration Information (1.3.6.1.5.5.7.5.2)" table with three

col ums:
Deci mal Description Ref erences
1 id-reglnfo-utf8Pairs [ RFC2511]
2 i d-regl nfo-certReq [ RFC2511]

Housl ey I nf or mat i onal [ Page 12]
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Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226] .

3.11. "SM Security for

Wthin the SM-nunbers registry,

PKI X Al gorithns" Registry

an "SM Security for PKIX Al gorithns

(1.3.6.1.5.5.7.6)" table with three colums has been added:

Description Ref er ences

i d-al g-des40 Reserved and Obsol ete
i d-al g-noSi gnature [ RFC2797]
i d-al g-dh-si g- hnac-shal [ RFC2875]
i d-al g- dhPop-shal [ RFC2875]
i d-al g- dhPop- sha224 [ RFC6955]
i d-al g- dhPop- sha256 [ RFC6955]
i d- al g- dhPop- sha384 [ RFC6955]
i d-al g- dhPop-shab512 [ RFC6955]
i d-al g- dhPop-stati c-sha224- hnac-sha224 [ RFC6955]
i d-al g- dhPop- stati c-sha256- hnac-sha256 [ RFC6955]
i d-al g- dhPop- stati c-sha384- hnac-sha384 [ RFC6955]
i d-al g-dhPop-static-sha512- hmac-sha512 [ RFC6955]

i d-al g- ecdhPop- st ati c- sha224- hmmac- sha224 [ RFC6955]
i d-al g- ecdhPop- st ati c-sha256- hmac- sha256 [ RFC6955]
i d-al g- ecdhPop- st ati c-sha384- hmac- sha384 [ RFC6955]
i d-al g- ecdhPop-static-sha512- hnmac-shab512 [ RFC6955]

Not e: id-al g-dhPop-shal is al so known as id-al g-dh-pop

Not e: id-al g-dh-sig-hnac-shal is al so known as

i d-al g- dhPop-static-shal-hnac-shal and

i d-dhPop-stati c-hmac-shal

Future updates to this table are to be nade according to the
Speci fication Required policy as defined in [ RFC5226].

3.12. "SM Security for PKIX CMC Control s" Registry

Wthin the SM-nunbers registry,

an "SM Security for PKIX CMC

Controls (1.3.6.1.5.5.7.7)" table with three colums has been added:

Descri ption

i d-cntc-statuslnfo
id-cnc-identification
i d-cnt-identityProof

i d-cnt-dat aRet urn

i d-cnc-transactionld

I nf or mat i ona

Ref er ences
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
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Not e:

Future updates to this table are to be made according to the

PKIX O D Registry

i d- cnt- sender Nonce

i d-cnt-reci pi ent Nonce

i d- cnt- addExt ensi ons

i d-cnt-encrypt edPOP

i d-cnt-decrypt edPOP

i d-cnc-| raPOPW t ness

i d-cnt-get Cert

i d-cnt-get CRL

i d-cnt-revokeRequest

i d-cnt-reglnfo

i d-cnt-responselnfo

i d-cnt- queryPendi ng

i d-cnt- popLi nkRandom

i d-cnt- popLi nkW t ness

i d-cnt-confirnCert Accept ance
i d-cnt- st at usl nf oV2

i d-cnt-trustedAnchors

i d-cnt-aut hDat a

i d-cnt- bat chRequest s

i d-cnt-bat chResponses

i d-cnt-publishCert

i d-cnt-nodCert Tenpl at e

i d-cnt-control Processed
i d-cnt- popLi nkW t nessV2
i d-cnt-identityProofV2
id-cnc-raldentityWtness
i d- cnt- changeSubj ect Nare
i d-cnt-responseBody

i d-cnt-gl aRR

[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC2797]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC5272]
[ RFC6402]
[ RFC6402]
[ RFC6402]
[ RFC5275]

Specification Required policy as defined in [ RFC5226].

3.13. "SM Security for

Wthin the SM-nunbers registry,

PKI X CMC GLA Requests and Responses”

an "SM Security for

July 2014

id-cnc-statusinfo is al so known as id-cntc-cMCSt at usl nfo

Regi stry

PKI X CMC GLA

Requests and Responses (1.3.6.1.5.5.7.7.99)" table with three col ums
has been added:

Future updates to this table are to be nade according to the

i d-cnt- gl a- skdAl gRequest
i d-cnt- gl a- skdAl gResponse

Ref er ences

[ RFC5275]
[ RFC5275]

Specification Required policy as defined in [ RFC5226].

Housl ey

I nf or mat i ona
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3.14. "SM Security for PKIX G her Nane Forns" Registry

Wthin the SM-nunbers registry, an "SM Security for PKIX O her Nane
Forms (1.3.6.1.5.5.7.8)" table with three colums has been added:

Deci nmal Description Ref er ences

1 i d- on- per sonal Dat a Reserved and Obsol ete
2 i d-on-user G oup Reserved and Obsol ete
3 i d-on-permanent | dentifier [ RFC4043]

4 i d- on- har dwar eMbdul eNane [ RFC4108]

5 i d- on- xnppAddr [ RFC3920]

6 i d-on-SIM [ RFC4683]

7 i d- on-dnsSRV [ RFC4985]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.15. "SM Security for PKIX Personal Data Attributes" Registry
Wthin the SM-nunbers registry, an "SM Security for PKIX Persona

Data Attributes (1.3.6.1.5.5.7.9)" table with three colums has been
added:

Deci mal Description Ref er ences
1 i d-pda-dateOBirth [ RFC3039]
2 i d- pda-pl aceOBirth [ RFC3039]
3 i d- pda- gender [ RFC3039]
4 i d- pda-countryCOfCitizenship [ RFC3039]
5 i d- pda- countryCf Resi dence [ RFC3039]

Future updates to this table are to be made according to the
Specification Required policy as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 15]
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3.16. "SM Security for PKIX Attribute Certificate Attributes" Registry

Wthin the SM-nunbers registry, an "SM Security for PKIX Attribute
Certificate Attributes (1.3.6.1.5.5.7.10)" table with three col umms
has been added:

Deci mal Description Ref er ences

1 i d-aca-aut henticationlnfo [ RFC3281]

2 i d-aca-accessldentity [ RFC3281]

3 i d-aca-chargingldentity [ RFC3281]

4 i d-aca- group [ RFC3281]

5 id-aca-role Reserved and Obsol ete
6 i d-aca-encAttrs [ RFC3281]

7 i d-aca-w anSSI D [ RFCA334]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.17. "SM Security for PKIX Qualified Certificate Statements" Registry
Wthin the SM-nunbers registry, an "SM Security for PKIX Qualified

Certificate Statenents (1.3.6.1.5.5.7.11)" table with three col umms
has been added:

Deci mal Description Ref erences
1 i d- gcs- pki xQCSynt ax-v1 [ RFC3039]
2 i d- gcs- pki xQCSynt ax-v2 [ RFC3739]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226] .

3.18. "SM Security for PKIX CMC Content Types" Registry
Wthin the SM-nunbers registry, an "SM Security for PKI X CMC

Content Types (1.3.6.1.5.5.7.12)" table with three colums has been
added:

Deci mal Description Ref er ences

1 id-cct-crs Reserved and Obsol ete
2 i d-cct - PKlI Dat a [ RFC2797]

3 i d-cct - PKI Response [ RFC2797]

Future updates to this table are to be nade according to the
Speci fication Required policy as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 16]
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3.19. "SM Security for PKIX ODs Used Only for Testing" Registry

Wthin the SM-nunbers registry, an "SM Security for PKIX O Ds used
Only for Testing (1.3.6.1.5.5.7.13)" table with three col ums has
been added:

Deci mal Description Ref er ences
1 i d- TEST-cert PolicyOne [ RFC7229]
2 i d- TEST-cert Pol i cyTwo [ RFC7229]
3 i d- TEST-cert Pol i cyThree [ RFC7229]
4 i d- TEST-cert Pol i cyFour [ RFC7229]
5 i d- TEST-cert Pol i cyFi ve [ RFC7229]
6 i d- TEST-cert Pol i cySi x [ RFC7229]
7 i d- TEST-cert Pol i cySeven [ RFC7229]
8 i d- TEST-cert Pol i cyEi ght [ RFC7229]

Note: The object identifiers in this table should not appear on the
public Internet. These object identifiers are ONLY for
TESTI NG

Future updates to this table are to be nade according to the
Speci fication Required policy as defined in [ RFC5226].

3.20. "SM Security for PKIX Certificate Policies" Registry
Wthin the SM-nunbers registry, an "SM Security for PKIX

Certificate Policies (1.3.6.1.5.5.7.14)" table with three colums has
been added:

Deci mal Description Ref er ences
1 i d-cp-sbgpCertificatePolicy Reserved and Obsol ete
2 i d-cp-i pAddr - asNunber [ RFC6484]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.21. "SM Security for PKIX CMC Error Types" Registry

Wthin the SM-nunbers registry, an "SM Security for PKI X CMC Error
Types (1.3.6.1.5.5.7.15)" table with three colums has been added:

Deci mal Description Ref erences

1 i d-cet-skdFaillnfo [ RFC5275]

Housl ey I nf or mat i onal [ Page 17]
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Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226] .

3.22. "SM Security for PKIX Revocation Information Types" Registry
Wthin the SM-nunbers registry, an "SM Security for PKI X Revocation

Information Types (1.3.6.1.5.5.7.16)" table with three col ums has
been added:

Deci mal Description Ref er ences
1 id-ri-crl [ RFC5940]
2 id-ri-ocsp-response [ RFC5940]
3 id-ri-delta-crl [ RFC5940]
4 id-ri-scvp [ RFC5940]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.23. "SM Security for PKIX SCVP Check Types" Registry

Wthin the SM-nunbers registry, an "SM Security for PKI X SCVP Check
Types (1.3.6.1.5.5.7.17)" table with three colums has been added:

Deci mal Description Ref er ences
1 i d-stc-build-pkc-path [ RFC5055]
2 i d-stc-build-valid-pkc-path [ RFC5055]
3 i d-stc-buil d-status-checked- pkc-path [ RFC5055]
4 i d-stc-build-aa-path [ RFC5055]
5 i d-stc-build-valid-aa-path [ RFC5055]
6 i d-stc-buil d-status-checked-aa-path [ RFC5055]
7 i d-stc-status-check-ac-and-buil d- st at us-checked- aa- path

[ RFC5055]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 18]
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3.24. "SM Security for

Wthin the SM-nunbers registry,

PKIX O D Registry

PKI X SCVP Want Back Types"

an "SM Security for

Regi stry

July 2014

PKI X SCVP Want

Back Types (1.3.6.1.5.5.7.18)" table with three columms has been

added:

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

Housl ey

Description

-cert-path

i d- swh- pkc- best

i d- swb- pkc-revocation-info

i d- swb- pkc-cert

-status

i d- swb- pkc-public-key-info
i d-swb-aa-cert-path

i d- swb-aa-revocation-info
i d-swb-ac-revocation-info
i d-swb-ac-cert-status

i d- swb-rel ayed-responses

i d- swb- pkc-cert
i d-swb-ac-cert

i d-swb-pkc-all-cert-paths

i d- swb- pkc-ee-revocation-info
i d- swb- pkc- CAs-revocation-info

i d-swb-partial-cert-path
i d-swb-ers-pkc-cert

i d- swb- er s- best

-cert-path
i d-swb-ers-partial-cert-path

i d- swb-ers-revocati on-info

i d- swbh-ers-al

I nf or mat i ona

Ref er ences

[ RFC5055]
[ RFC5055]

Reserved and Obsol ete

[ RFC5055]
[ RFC5055]
[ RFC5055]
[ RFC5055]

Reserved and Obsol ete

[ RFC5055]
[ RFC5055]
[ RFC5055]
[ RFC5055]
[ RFC5055]
[ RFC5055]
[ RFC5276]
[ RFC5276]
[ RFC5276]
[ RFC5276]
[ RFC5276]
[ RFC5276]
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3.25. "SM Security for PKIX SCVP Validation Policies and Al gorithns"
Regi stry

Wthin the SM-nunbers registry, an "SM Security for PKI X SCVP
Val idation Policies and Algorithns (1.3.6.1.5.5.7.19)" table with
three col ums has been added:

Deci mal Description Ref erences
1 i d-svp-defaultVal Policy [ RFC5055]
2 i d-svp-naneVval Al g [ RFC5055]
3 i d-svp-basicVval Al g [ RFC5055]
4 i d-svp-dnVval Al g [ RFC5055]

Note: id-svp-nanmeVal Alg is al so known as id-nvae.
Not e: id-svp-basicValAlg is also known as id-bvae.
Note: id-svp-dnValAlg is al so known as id-dnvae and i d-nva-dnConpAl g

Future updates to this table are to be made according to the
Specification Required policy as defined in [ RFC5226].

3.26. "SM Security for PKIX SCVP Nane Validation Policy Errors"
Regi stry

Wthin the SM-nunbers registry, an "SM Security for PKIX SCVP Nane
Validation Policy Errors (1.3.6.1.5.5.7.19.2)" table with three
col uims has been added:

Deci mal Description Ref er ences
1 i d- nvae- nane-ni smat ch [ RFC5055]
2 i d- nvae- no- name [ RFC5055]
3 i d- nvae- unknown-al g [ RFC5055]
4 i d- nvae- bad- nane [ RFC5055]
5 i d- nvae- bad- nanme-type [ RFC5055]
6 i d- nvae- m xed- nanmes [ RFC5055]

Future updates to this table are to be nade according to the
Speci fication Required policy as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 20]
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3. 27.

Wthin the SM-nunbers registry,

"SM Security for
Regi stry

PKIX O D Registry

an "SM Security for

July 2014

PKI X SCVP Basic Validation Policy Errors”

PKI X SCVP Basi ¢

Validation Policy Errors (1.3.6.1.5.5.7.19.3)" table with three
col uims has been added:

Deci mal Description Ref erences

1 i d- bvae- expired [ RFC5055]

2 i d- bvae-not-yet-valid [ RFC5055]

3 i d- bvae-w ongTr ust Anchor [ RFC5055]

4 i d- bvae-noVal i dCert Pat h [ RFC5055]

5 i d- bvae-revoked [ RFC5055]

9 i d-bvae-i nval i dKeyPur pose [ RFC5055]

10 i d-bvae-inval i dkeyUsage [ RFC5055]

11 i d-bvae-invalidCertPolicy [ RFC5055]

12 i d- bvae-i nval i dNane Reserved and Obsol ete
13 i d-bvae-invalidEntity Reserved and Obsol ete
14 i d- bvae-inval i dPat hDept h Reserved and Obsol ete

Future updates to this table are to be nade according to the

Spec
3. 28.
Wth

D st
t abl

Deci mal

Not e:

Futu
Spec

Housl ey

ification Required policy as defined in [ RFC5226].

"SM Security for
Errors" Registry

PKI X SCVP Di sti ngui shed Nane Validation Policy

in the SM-nunbers registry, an "SM Security for PKI X SCVP
i ngui shed Nane Validation Policy Errors (1.3.6.1.5.5.7.19.4)"
e with three colums has been added:

Ref er ences

Descri ption

This table is currently enpty.

re updates to this table are to be made according to the
ification Required policy as defined in [ RFC5226].
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3.29. "SM Security for PKIX OGther Logotype ldentifiers" Registry

Wthin the SM-nunbers registry, an "SM Security for PKIX O her
Logotype ldentifiers (1.3.6.1.5.5.7.20)" table with three colums has
been added:

Deci mal Description Ref er ences
1 i d-1ogo-loyalty [ RFC3709]
2 i d-1 ogo- background [ RFC3709]
3 i d-1o0go-certlmge [ RFC6170]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226] .

3.30. "SM Security for PKIX Proxy Certificate Policy Languages"
Regi stry

Wthin the SM-nunbers registry, an "SM Security for PKI X Proxy
Certificate Policy Languages (1.3.6.1.5.5.7.21)" table with three
col utms has been added:

Deci mal Description Ref er ences
0 i d- ppl -anyLanguage [ RFC3820]
1 i d-ppl-inheritAll [ RFC3820]
2 i d- ppl -i ndependent [ RFC3820]

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

3.31. "SM Security for PKIX Proxy Matching Rul es" Registry
Wthin the SM-nunbers registry, an "SM Security for PKI X Proxy
Matching Rules (1.3.6.1.5.5.7.22)" table with three colums has been
added:
Deci mal Description Ref erences

1 i d- nr - pki x-al phanum i ds Reserved and (bsol ete

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 22]



RFC 7299 PKI X O D Registry July 2014

3.32. "SM Security for PKIX Subject Key ldentifier Semantics" Registry

Wthin the SM-nunbers registry, an "SM Security for PKIX Subject
Key ldentifier Semantics (1.3.6.1.5.5.7.23)" table with three colums
has been added:

Deci mal Description Ref er ences

1 i d- ski s-keyHash Reserved and Obsol ete
2 i d-ski s-4Bit KeyHash Reserved and O(bsol ete
3 i d-ski s-keyl nf oHash Reserved and Obsol ete

Future updates to this table are to be nade according to the
Specification Required policy as defined in [ RFC5226] .

3.33. "SM Security for PKIX Access Descriptor"” Registry
Wthin the SM-nunbers registry, an "SM Security for PKIX Access

Descriptor (1.3.6.1.5.5.7.48)" table with three colunms has been
added:

Deci mal Description Ref er ences

1 i d-ad-ocsp [ RFC2459]

2 i d-ad-cal ssuers [ RFC2459]

3 i d-ad-ti nmestanping [ RFC3161]

4 i d-ad-dvcs [ RFC3029]

5 i d-ad- caRepository [ RFC3280]

6 i d-ad-http-certs [ RFCA4387]

7 id-ad-http-crls [ RFCA387]

8 i d- ad- xkns Reserved and Obsol ete
9 i d- ad- si gnedObj ect Repository Reserved and Obsol ete
10 i d-ad-r pki Mani f est [ RFC6487]

11 i d- ad- si gnedObj ect [ RFC6487]

12 i d-ad-cnt [ RFC6402]

Note: id-ad-ocsp is also known as id-pkix-ocsp

Future updates to this table are to be made according to the
Specification Required policy as defined in [ RFC5226].

Housl ey I nf or mat i onal [ Page 23]
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3.34. "SM Security for PKIX Online Certificate Status Protocol (OCSP)"
Regi stry

Wthin the SM-nunbers registry, an "SM Security for PKI X Online
Certificate Status Protocol (OCSP) (1.3.6.1.5.5.7.48.1)" table with
three col ums has been added:

Deci mal Description Ref erences
1 i d- pki x-ocsp-basic [ RFC2560]
2 i d- pki x- ocsp-nonce [ RFC2560]
3 i d- pki x-ocsp-crl [ RFC2560]
4 i d- pki x-ocsp-response [ RFC2560]
5 i d- pki x-ocsp-nocheck [ RFC2560]
6 i d- pki x-ocsp-archi ve-cut of f [ RFC2560]
7 i d- pki x-ocsp-service-1ocator [ RFC2560]
8 i d- pki x-ocsp-pref-sig-algs [ RFC6277]
9 i d- pki x- ocsp- ext ended-revoke [ RFC6960]

Future updates to this table are to be made according to the
Specification Required policy as defined in [ RFC5226] .

4. Security Considerations
Thi s docunent populates an | ANA registry, and it raises no new
security considerations. The protocols that specify these val ues
i nclude the security considerations associated with their usage.

The id-pe-nsa certificate extension should not appear in any
certificate that is used on the public Internet.

Housl ey I nf or mat i onal [ Page 24]
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