I nt ernet Engi neering Task Force (I ETF) Z. Liu
Request for Comments: 7309 Chi na Tel ecom
Cat egory: Standards Track L. Jin

| SSN: 2070-1721

R Chen

ZTE Corporation

D. Ca
S. Sal am

Ci sco

July 2014

Redundancy Mechani sm for Inter-domain VPLS Service

Abstract

In many existing Virtual Private LAN Service (VPLS) inter-donain
depl oynents (based on RFC 4762), pseudowire (PW connectivity offers
no Provi der Edge (PE) node redundancy, or offers PE node redundancy
with only a single domain. This depl oynent approach incurs a high
risk of service interruption, since at |east one domain will not

of fer PE node redundancy. This docunent describes an inter-donain
VPLS sol ution that provides PE node redundancy across donai ns.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7309
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1

I ntroduction

In many existing Virtual Private LAN Service (VPLS) depl oynents based
on [ RFCA762], pseudowire (PW connectivity offers no Provider Edge
(PE) node redundancy, or offers PE node redundancy with only a single
domai n. This deploynent approach incurs a high risk of service
interruption, since at |east one domain will not offer PE node
redundancy. This docunment describes an inter-domain VPLS solution
that provi des PE node redundancy across donmains. The redundancy
mechani smwi || provi de PE node redundancy and |ink redundancy in both
domai ns. The PE throughout the docunment refers to a routing and
bridgi ng capable PE defined in [ RFC4762], Section 10. The domain in
this docunent refers to an autononous system (AS), or other

admi ni strative domai ns.

The solution relies on the use of the Inter-Chassis Contmunication
Protocol (ICCP) [RFC/7275] to coordinate between the two redundant
edge nodes, and use of PWPreferential Forwarding Status Bit

[ RFC6870] to negotiate the PWstatus. There is no change to any
protocol nmessage formats and no new protocol options are introduced.
This solution is a description of reusing existing protocol building
bl ocks to achieve the desired function, but also defines

i npl enent ati on behavi or necessary for the function to work.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Moti vation

Inter-AS VPLS offerings are widely deployed in service provider
networ ks today. Typically, the Autononous System Border Router
(ASBR) and associ ated physical |inks that connect the domains carry a
mul titude of services. As such, it is inportant to provide PE node
and |ink redundancy, to ensure high service availability and neet the
end customer service |evel agreenments (SLAs).

Several current deploynents of inter-AS VPLS are inplenented |ike
inter-AS option A as described in [RFC4364], Section 10, where the
Virtual Local Area Network (VLAN) is used to hand-off the services
bet ween two domains. | n these depl oynents, PE node/link redundancy
is achieved using Milti-Chassis Link Aggregation (MCLAG and | CCP

[ RFC7275]. This, however, places two restrictions on the

i nterconnection: the two domai ns nust be interconnected using

Et hernet |inks, and the |inks nust be honmbgeneous, i.e., of the same
speed, in order to be aggregated. These two conditions cannot always
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be guaranteed in live deploynents. For instance, there are nany
scenari os where the interconnecti on between the donai ns uses packet
over Synchronous Optical Networking (SONET) / Synchronous Digita

Hi erarchy (SDH), thereby ruling out the applicability of MCLAG as a
redundancy mechanism As such, froma technical point of view it is
desirable to use PW to interconnect the VPLS donmins, and to offer
resiliency using PWredundancy nechani sns.

Mul ti protocol Border Gateway Protocol (MP-BGP) can be used for VPLS

i nter-domain protection, as described in [ RFC6074], using either
option B or option Cinter-AS nodels. However, with this solution
the protection tinme relies on BGP control -plane convergence. In
certain deploynents, with tight SLA requirenents on availability,
this mechani sm nmay not provide the desired fail over tine
characteristics. Furthernore, in certain situations MP-BGP is not
depl oyed for VPLS. The redundancy sol ution described in this
docunent reuses | CCP [RFC7275] and PWredundancy [ RFC6718] to provide
fast convergence

Furthernmore, in the case where | abel switched multicast is not used
for VPLS nmulticast [RFC7117], the solution described here provides a
better behavior conpared to inter-AS option B: with option B, each PE
must performingress replication to all other PEs in its local as
well as the renote domain. Wiereas, with the | CCP solution, the PE
only replicates to local PEs and to the ASBR The ASBR t hen sends
traffic point to point to the renote ASBR, and the renote ASBR
replicates to its local PEs. As a result, the |load of replication is
distributed and is nore efficient than option B.

Two PWredundancy nodes defined in [ RFC6718], nanely independent node
and naster/slave node, are applicable in this solution. 1In order to
mai ntai n control - pl ane separati on between two domai ns, the

i ndependent node is preferred by operators. The naster/slave node
provi des sonme enhanced capabilities and, hence, is included in this
docunent .

4., Network Use Case

There are two network use cases for VPLS inter-donain redundancy:
two- PV redundancy case, and four-PW redundancy case.

Figure 1 presents an exanple use case with two inter-domain PW.
PE3/ PE4/ PES/ PE6 nmay be ASBRs of their respective AS, or VPLS PEs
within its owmn AS. PE3 and PE4 bel ong to one redundancy group (RG,
and PE5 and PE6 belong to another RG A depl oynent exanple of this
use case is where there are only two physical |inks between two
domai ns and PE3 is physically connected with PE5, and PE4 is
physically connected w th PES6.
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Figure 1

Figure 2 presents a four-PW inter-domain VPLS redundancy use case
PE3/ PE4/ PE5/ PE6 may be ASBRs of their respective AS, or VPLS PEs

withinits own AS.

t here

A depl oyment exanple of this use case is where

are four physical links between two donmains and four PEs are
physically connected with each other with four |inks.
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5.  PW Redundancy Application Procedure for |nter-donmai n Redundancy

PW redundancy application procedures are described in Section 9.1 of
[ RFC7275]. \When a PE node encounters a failure, the other PE takes
over. This docunent reuses the PWredundancy nechani smdefined in
[ RFC7275], with new | CCP switchover conditions as specified in

foll owi ng section.

There are two PWredundancy nodes defined in [ RFC6870]: | ndependent
node and Master/ Sl ave node. For the inter-domain four-PWscenario,
it is required that PEs ensure that the same node be supported on the
two I CCP peers in the sane RG This can be achi eved usi ng nmanual
configuration at the I CCP peers. Oher nethods for ensuring

consi stency are out of the scope of this docunent.

5.1. I CCP Switchover Condition

5.1.1. Inter-domain PWFailure
When a PE receives advertisenents fromthe active PE, in the sane RG
indicating that all the inter-domain PWstatus has changed to DOA
STANDBY, then if it has the highest priority (after the advertising
PE), it SHOULD advertise active state for all of its associated
i nter-domain PW.

5.1.2. PE Node Isolation
When a PE detects failure of all PW to the local donain, it SHOULD
adverti se standby state for all its inter-domain PW to trigger
renmote PE to switchover.

5.1.3. PE Node Failure
When a PE node detects that the active PE, that is a nenber of the
same RG has gone down, if the | ocal PE has redundant PW for the
af fected services and has the highest priority (after the failed PE),
it SHOULD advertise the active state for all associated inter-domain
PWs.

5.2. Inter-domai n Redundancy with Two PW
In this use case, it is recommended that the operation be as follows:

0o | CCP depl oynent option: ICCP is deployed on VPLS edge nodes in
bot h donai ns;

0 PWredundancy node: independent node only;
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o Protection architectures: 1:1 (1 standby, 1 active).

The switchover rules described in Section 5.1 apply. Before

depl oying this inter-domain VPLS, the operators should negotiate to
configure the same PWhigh/low priority at two PWendpoints. The
inter-domain VPLS rel ationship normally involves a contractua

process between operators, and the configuration of PWroles forns
part of this process. For exanple, in Figure 1, PE3 and PE5 nust
bot h have higher/lower priority than PE4 and PE6; otherw se, both PW
and PV will be in standby state.

5.3. Inter-domain Redundancy with Four PW

In this use case, there are two options to provide protection: 1:1
and 3:1 protection. The inter-domain PW that connect to the same PE
shoul d have proper PWpriority to adverti se the sane active/standby
state. For exanple, in Figure 2, both PWM and PWB are connected to
PE3 and shoul d advertise active/standby state.

For the 1:1 protection nodel, the operation would be as follows:

0 | CCP depl oynent option: ICCP is deployed on VPLS edge nodes in
bot h donai ns;

0 PWredundancy node: independent node only;
0 Protection architectures: 1:1 (1 standby, 1 active).

The switchover rules described in Section 5.1 apply. 1In this case,
the operators do not need to do any coordi nation of the inter-donain
PWpriority. The PE detecting one PWDOM SHOULD set the other PWto
STANDBY i f avail able, and then synchronize the updated state to its

| CCP peer. \When a PE detects that the PW fromthe | CCP peer PE are
DOMN or STANDBY, it SHOULD switchover as described in Section 5.1.1.

There are two variants of the 3:1 protection nodel. W wll refer to
them as options A and B. The inplenentati on MJST support option A
and MAY support option B. Option B will be useful when the two

| egacy PEs in one donmain do not support the function in this
docunent. The two |egacy PEs still need to support PWredundancy
defined in [ RFC6870] and be configured as sl ave node.

For option A of the 3:1 protection nodel, the support of the Request
Swi tchover status bit [RFC6870] is required. The operation is as
fol | ows:

0 | CCP depl oynent option: ICCP is deployed on VPLS edge nodes in
bot h donai ns;
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(0]

PW redundancy node: | ndependent node with 'request swi tchover’ bit
support;

Protection architectures: 3:1 (3 standby, 1 active).

In this case, the procedure on the PE for the PWfailure is per
Section 6.3 of [RFC6870] and with the followi ng additions:

(o]

Wien the PE detects failure of the active inter-domain PW it
SHOULD switch to the other |ocal standby inter-domain PWif

avai |l abl e, and send an updated LDP PW status nessage with the
"request switchover’ bit set on that |ocal standby inter-domain PW
to the renote PE

Local and renote PE SHOULD al so update the new PWstatus to their
| CCP peers, respectively, in Application Data Messages with the
PW RED Synchroni zati on Request TLV for correspondi ng service, so
as to synchronize the |atest PWstatus on both PE sides.

Wiile waiting for the acknow edgenent, the PE that sends the
"request switchover’ bit may receive a switchover request fromits
| CCP peer’s PWrenote endpoint by virtue of the | CCP

synchroni zati on. The PE MJST conpare |IP addresses with that PW
renote peer. The PE with a higher | P address SHOULD i gnore the
request and continue to wait for the acknow edgenent fromits peer
in the renote domain. The PE with the ower |P address SHOULD
clear the '"request switchover’ bit and set the 'Preferential
Forwardi ng’ local status bit, and update the PWstatus to | CCP
peer.

The renote PE receiving the 'request sw tchover’ bit SHOULD
acknow edge the request and activate the PWonly when it is ready
to take over as described in Section 5.1; otherwi se, it SHOULD

i gnore the request.

The PE node isolation failure and PE node failure is described in
Section 5.1.

For option B of the 3:1 protection nodel, naster/slave nbde support
is required and should be as follows:

(0]

Li u,

| CCP depl oynent option: ICCP is deployed on VPLS edge nodes in
only one donmai n;

PW redundancy node: naster/slave only;

Protection architectures: 3:1 (3 standby, 1 active).
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When mast er/ sl ave PWredundancy node is enpl oyed, the network
operators of two domai ns nust agree on which domain PEs will be
master, and configure the devices accordingly. The inter-domain PW
that connect to one PE should have higher PWpriority than the PW on
the other PE in the same RG The procedure on the PE for PWfailure
is as foll ows:

0 The PE with higher PWpriority should only enable one PWactive,
and the other PW should be in the standby state.

o Wen the PE detects an active PWDOW, it SHOULD enabl e the ot her
| ocal standby PWto be active with preference. Only when two
i nter-domain PW connected to the PE are DOMN, the | CCP peer PE in
the sane RG SHOULD swi t chover as described in Section 5. 1.

The PE node isolation failure and PE node failure are described in
Section 5. 1.

6. Managenent Consi derations

When depl oying the inter-domai n redundancy nmechani sm described in
this docunment, consistent provisioning is required for proper
operation. The two domains nmust both use the sane use case
(Section 5.2 or Section 5.3). Wthin each section, all of the
descri bed nodes and options nust be provisioned identically both
within each RG and between the RGs. Additionally, for the two-PW
redundancy options defined in Section 5.2, the two operators nust

al so negotiate to configure sane high/low PWpriority at the two PW
endpoints. If the provisioning is inconsistent, then the inter-
domai n redundancy nechani sm nmay not work properly.

7. Security Considerations

Besi des the security properties of [RFC7275] for the I CCP contro

pl ane, and [RFC4762] and [ RFC6870] for the PWcontrol plane, this
docunent has additional security considerations for the | CCP contro
pl ane.

In this docunent, ICCP is deployed between two PEs or ASBRs. The two
PEs or ASBRs should only be connected by a network that is wel
managed and whose service levels and availability are highly
nmonitored. This should be ensured by the operator

The state flapping on the inter-domain and intra-domain PWmay cause

security threats or be exploited to create denial-of-service attacks
For exanple, excessive PWstate flapping (e.g., by malicious peer
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10.

10.

10.

PE' s inplenentation) nay | ead to excessive | CCP exchanges.
| npl enent ati ons SHOULD provi de mechani snms to perform control -pl ane
policing and nitigate such types of attacks.
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