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1. Introduction

This meno defines a portion of the MB for use with network
managenent protocols in the Internet conmmunity. In particular, it
descri bes nmanaged objects to configure and/ or nonitor Bidirectiona
Forwar di ng Detection for [RFC5880], [RFC5881], [RFC5883], and

[ RFC7130], BFD versions 0 and/or 1, on devices supporting this
feature.

This meno does not define a conpliance requirenent for a systemthat
only inplenments BFD version 0. This is a reflection of a considered
and del i berate decision by the BFD W5 because the BFD version 0
protocol is primarily of historical interest by conparison to the

wi despr ead depl oynent of the BFD version 1 protocol

2. The Internet-Standard Managenment Franmewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
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RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .

As with all MB nodules, an attenpt to SET or CREATE an object to a
value that is not supported by the inplenentation will result in a
failure using a return code that indicates that the value is not
support ed.

3. Terninol ogy

Thi s docunent adopts the definitions, acronynms, and nmechanisns
described in [ RFC5880], [RFC5881], [RFC5883], and [RFC7130]. Unless
ot herwi se stated, the nechanisns described therein will not be
redescri bed here.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [RFC2119].

4. Brief Description of MB Objects
This section describes objects pertaining to BFD. The M B objects
are derived from [ RFC5880], [RFC5881], [RFC5883], and [RFC7130], and
al so include textual conventions defined in [RFC7330].

4.1. General Variables

The General Variables are used to identify paraneters that are gl oba
to the BFD process.

4.2. Session Tabl e (bfdSessionTabl e)

The session table is used to identify a BFD session between a pair of
nodes.

4.3. Session Performance Tabl e (bfdSessi onPerf Tabl e)
The session performance table is used for collecting BFD performance
counters on a per-session basis. This table is an AUGVENT to the
bf dSessi onTabl e.
4.4, BFD Session Discrimnator Mpping Table (bfdSessD scMapTabl e)
The BFD Session Discrininator Mapping Table provides a mapping

between a local discrimnator value to the associ ated BFD sessi on
found in the bfdSessionTabl e.
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4.5, BFD Session | P Mappi ng Tabl e (bfdSessl pMapTabl e)

G ven bfdSessl nterface, bfdSessSrcAddr Type, bfdSessSrcAddr,

bf dSessDst Addr Type, and bf dSessSrcAddr Type, the BFD Session |IP
Mappi ng Tabl e maps to an associ ated BFD session found in the

bf dSessi onTabl e. This table SHOULD contain those BFD sessions that
are of type "IP".

5. BFD M B Mdul e Definitions

This M B nodul e nakes references to the foll owi ng docunents:
[ RFC2578], [RFC2579], [RFC2580], [RFC2863], [RFC3289], [RFC3413],
[ RFC5082], [RFC5880], and [ RFC5881].

BFD-STD-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
m b-2, Integer32, Unsigned32, Counter32, Counter64
FROM SNWPv2- SM -- RFC 2578

Trut hVal ue, RowSt atus, StorageType, TinmeStanp
FROM SNWPv2- TC -- RFC 2579

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF -- RFC 2580

I nt erfacel ndexOr Zer o
FROM | F-M B -- RFC 2863

| net Addr ess, | net AddressType, | net Port Nunber
FROM | NET- ADDRESS- M B

I ndex| nt eger Next Fr ee
FROM DI FFSERV- M B -- RFC 3289

Bf dSessl ndexTC, Bfdlnterval TC, BfdMultiplierTC,
Bf dCt r | Dest Port Nunber TC, BfdCtrl Sour cePort Nunber TC
FROM BFD- TC- STD-M B

| ANAbf dDi agTC, | ANAbf dSessTypeTC, | ANAbf dSessOper ModeTC,
| ANAbf dSessSt at eTC, | ANAbf dSessAut henti cati onTypeTC,
| ANAbf dSessAut henti cati onKeyTC

FROM | ANA- BFD- TC- STD- M B;
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bf dM B MODULE- | DENTI TY
LAST- UPDATED "201408120000Z" -- 12 August 2014 00: 00: 00 GV
ORGANI ZATI ON "I ETF Bidirectional Forwardi ng Detection
Wor ki ng G oup”
CONTACT- | NFO
"Thomas D. Nadeau

Br ocade

Email: tnadeau@ uci dvi si on. com
Zafar Ali

Ci sco Systens, Inc.

Email: zali @i sco.com

Nobo Akiya

Ci sco Systems, Inc.

Enmnil: nobo@i sco.com

Comment s about this docunment should be enmil ed
directly to the BFD Working Group nailing |ist
at rtg-bfd@etf.org"
DESCRI PTI ON
"Bi directional Forwarding Managenent |nformation Base.

Copyright (c) 2014 | ETF Trust and the persons identified
as authors of the code. All rights reserved.

Redi stribution and use in source and binary fornms, with
or without nodification, is pernmtted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD License set forth in Section 4.c of the |ETF Trust’s
Legal Provisions Relating to | ETF Docurents
(http://trustee.ietf.org/license-info)."
REVI SI ON "201408120000Z" -- 12 August 2014 00: 00: 00 GMI
DESCRI PTI ON
"Initial version. Published as RFC 7331."
:={ mb-2 222 }

-- Top-level conmponents of this M B nodul e.

bf dNoti fi cati ons OBJECT IDENTIFIER ::= { bfdMB 0 }
bf doj ect s OBJECT IDENTIFIER ::= { bfdMB 1 }
bf dConf ormance  OBJECT IDENTIFIER ::= { bfdMB 2 }

bf dScal ar Cbj ects OBJECT | DENTI FI ER ::

{ bfdbjects 1}
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-- BFD General Variables
-- These paraneters apply globally to the systenis
-- BFD process.

bf dAdm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2),
adm nDown( 3),
down(4)

}
IMAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The desired gl obal administrative status of the
BFD systemin this device."
::={ bfdScal arCbjects 1 }

bf dOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2),
adm nDown( 3)

}

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"Indi cates the actual operational status of the

BFD systemin this device. When this value is
down(2), all entries in the bfdSessTabl e MJST have
their bfdSessOperStatus as down(2) as well. \Wen
this value is adm nDown(3), all entries in the
bf dSessTabl e MJUST have their bfdSessOper St at us
as adm nDown(3) as well."

::={ bfdScal ar(bjects 2 }

bf dNoti fi cati onsEnabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"If this object is set to true(l), then it enables

the em ssion of bfdSessUp and bf dSessDown
notifications; otherwi se, these notifications are not
emtted. "

Nadeau, et al. St andards Track
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REFERENCE
"See al so RFC 3413, Sinple Network Managenent Protocol (SNWP)
Applications, for explanation that
notifications are under the ultinmate control of the
M B nodules in this docunent.”
DEFVAL { false }
::={ bfdScal arbjects 3 }

bf dSessl ndexNext OBJECT- TYPE

SYNTAX I ndexI| nt eger Next Free (0..4294967295)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains an unused val ue for
bf dSessl ndex that can be used when creating
entries in the table. A zero indicates that
no entries are available, but it MJST NOT be used
as a valid index. "
::={ bfdScal arbjects 4 }

-- BFD Session Tabl e
-- The BFD Session Tabl e specifies BFD session-specific
-- information.

bf dSessTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Bf dSessEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The BFD Sessi on Tabl e descri bes the BFD sessions."
REFERENCE
"RFC 5880, Bidirectional Forwarding Detection (BFD)."
:={ bfdnjects 2}

bf dSessEntry OBJECT- TYPE
SYNTAX Bf dSessEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The BFD Session Entry describes the BFD session."”
| NDEX { bf dSessl ndex }
::={ bfdSessTable 1 }

Bf dSessEntry ::= SEQUENCE {
bf dSessl ndex Bf dSessl ndexTC
bf dSessVer si onNunber Unsi gned32,
bf dSessType | ANAbf dSessTypeTC,
bf dSessDi scri ni nat or Unsi gned32,
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bf dSessRenot eDi scr

bf dSessDest i nati onUdpPor t
bf dSessSour ceUdpPor t

bf dSessEchoSour ceUdpPor t

bf dSessAdmi nSt at us

bf dSessOper St at us

bf dSessSt at e

bf dSessRenpt eHear dFl ag

bf dSessDi ag

bf dSessOper Mode

bf dSessDemandModeDesi r edFl ag
bf dSessCont r ol Pl anel ndepFl ag
bf dSessMul ti poi nt Fl ag

bf dSessli nterface

bf dSessSr cAddr Type

bf dSessSr cAddr

bf dSessDst Addr Type

bf dSessDst Addr

bf dSessGTSM

bf dSessGTSMITL

bf dSessDesi redM nTxI nt er val
bf dSessRegM nRxI nt er val

bf dSessReqM nEchoRxI nt er val
bf dSessDet ect Mul t

bf dSessNegoti at edl nt er val

bf dSessNegot i at edEchol nt er val
bf dSessNegot i at edDet ect Mul t
bf dSessAut hPr esFl ag

bf dSessAut hent i cati onType
bf dSessAut hent i cati onKeyl D
bf dSessAut hent i cati onKey

bf dSessSt or ageType

bf dSessRowsSt at us

bf dSessl ndex OBJECT- TYPE

Nadeau,

SYNTAX Bf dSessl ndexTC
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

BFD- STD-M B

Unsi gned32,

Bf dCt r | Dest Port Nunmber TC,
Bf dCt r | Sour cePor t Nunber TC,
| net Por t Nunber,

| NTEGER,

| NTEGER,

| ANAbf dSessSt at eTC,

Tr ut hVval ue,

| ANAbf dDi agTC,

| ANAbf dSessOper MbdeTC,
Tr ut hval ue,

Tr ut hVal ue,

Tr ut hVal ue,

I nterfacel ndexOr Zer o,

| net Addr essType,

| net Addr ess,

I net Addr essType,

| net Addr ess,

Tr ut hVal ue,

Unsi gned32,

Bf dl nt er val TC,

Bf dl nt er val TC,

Bf dl nt erval TC,

Bf dvul tiplierTC,

Bf dl nt er val TC,

Bf dl nt er val TC,

Bf dvul ti plierTC,

Tr ut hval ue,

| ANAbf dSessAut henti cati onTypeTC,
I nt eger 32,

| ANAbf dSessAut henti cati onKeyTC,
St or ageType,

RowsSt at us

"This object contains an index used to represent a

uni que BFD session on this device.

Manager s

shoul d obtain new values for row creation in this
tabl e by readi ng bf dSessl ndexNext."

::={ bfdSessEntry 1}

et al.
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bf dSessVer si onNunber OBJECT- TYPE
SYNTAX Unsi gned32 (0..7)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The version nunber of the BFD protocol that this session
is running in. Wite access is available for this object
to provide the ability to set the desired version for this
BFD session."
REFERENCE
"RFC 5880, Bidirectional Forwarding Detection (BFD)."
DEFVAL { 1}
::={ bfdSessEntry 2 }

bf dSessType OBJECT- TYPE
SYNTAX | ANAbf dSessTypeTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object specifies the type of this BFD session."
::={ bfdSessEntry 3}

bf dSessDi scri nmi nat or OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object specifies the |ocal discrimnator for this BFD
session, which is used to uniquely identify it."

;.= { bfdSessEntry 4 }

bf dSessRenpt eDi scr OBJECT- TYPE
SYNTAX Unsi gned32 (0 | 1..4294967295)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"This object specifies the session discrimnator chosen
by the renmpte systemfor this BFD session. The val ue may
be zero(0) if the renote discrininator is not yet known
or if the session is in the down or adnmi nDown(1l) state.”
REFERENCE
"Section 6.8.6 of RFC 5880, Bidirectiona
Forwar di ng Detection (BFD)."
::={ bfdSessEntry 5 }
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bf dSessDest i nati onUdpPort OBJECT- TYPE
SYNTAX Bf dCt r | Dest Port Nurber TC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object specifies the destination UDP port nunber
used for this BFD session’s Control packets. The val ue

may be zero(0) if the session is in adm nDown(1l) state."
DEFVAL { 0 }

::={ bfdSessEntry 6 }

bf dSessSour ceUdpPort OBJECT- TYPE

SYNTAX Bf dCt r | Sour cePor t Number TC

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"Thi s object specifies the source UDP port nunber used
for this BFD session’s Control packets. The value nmay be
zero(0) if the session is in adnm nDown(1l) state. Upon
creation of a new BFD session via this MB, the val ue of
zero(0) specified would pernit the inplenmentation to
choose its own source port number."”

DEFVAL { 0 }

::={ bfdSessEntry 7 }

bf dSessEchoSour ceUdpPort OBJECT- TYPE

SYNTAX I net Por t Nunber

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object specifies the source UDP port nunber used for
this BFD session’s Echo packets. The value nmay be zero(0)
if the session is not running in the Echo node, or the
session is in adm nDown(1l) state. Upon creation of a new
BFD session via this MB, the value of zero(0) would

pernmit the inplenentation to choose its own source port
number . "

DEFVAL { 0 }
::={ bfdSessEntry 8 }

bf dSessAdmi nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1),
di sabl ed(2),
adm nDown( 3),
down(4)

}
MAX- ACCESS r ead-create
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STATUS current
DESCRI PTI ON
"Denotes the desired operational status of the BFD session.

A transition to enabled(1) will start the BFD state machi ne
for the session. The state machine will have an initial
state of down(2).

A transition to disabled(2) will stop the BFD state machi ne
for the session. The state machine may first transition to
adm nDown( 1) prior to stopping.

A transition to adm nDown(3) will cause the BFD state
machine to transition to admi nDown(1l) and will cause the
session to remain in this state.

A transition to down(4) will cause the BFD state machine
to transition to down(2) and will cause the session to
remain in this state.

Care should be used in providing wite access to this
obj ect wi thout adequate authentication."”
::={ bfdSessEntry 9 }

bf dSessOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2),
adm nDown( 3)

}

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"Denotes the actual operational status of the BFD session.
If the value of bfdQperStatus is down(2), this value MIJST
eventually be down(2) as well. |If the value of
bf dOper Status is admi nDown(3), this value MJIST eventual ly
be admi nDown(3) as well."

::={ bfdSessEntry 10 }

bf dSessSt at e OBJECT- TYPE
SYNTAX | ANAbf dSessSt at eTC
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"Configured BFD session state."
1= { bfdSessEntry 11 }
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bf dSessRenot eHear dFl ag OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON

"This object specifies the status of BFD packet reception from
the renote system Specifically, it is set to true(l) if
the local systemis actively receiving BFD packets fromthe
renote systemand is set to false(2) if the local system
has not received BFD packets recently (within the detection
time) or if the local systemis attenpting to tear down
t he BFD session."
REFERENCE
"RFC 5880, Bidirectional Forwarding Detection (BFD)."
c:={ bfdSessEntry 12 }

bf dSessDi ag OBJECT- TYPE

SYNTAX | ANAbf dDi agTC

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"A diagnostic code specifying the local system s reason
for the last transition of the session fromup(4)
to sone other state.”

;.= { bfdSessEntry 13 }

bf dSessOper Mode OBJECT- TYPE
SYNTAX | ANAbf dSessOper MbdeTC
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"Thi s object specifies the operational node of this
BFD session. "
::={ bfdSessEntry 14 }

bf dSessDemandModeDesi r edFl ag OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON
"This object indicates the |ocal systenis
desire to use Demand node. Specifically, it is set
to true(l) if the local systemw shes to use
Demand node or false(2) if not."
DEFVAL { false }
::={ bfdSessEntry 15 }
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bf dSessCont r ol Pl anel ndepFl ag OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON

"This object indicates the |ocal systenis

ability to continue to function through a disruption of
the control plane. Specifically, it is set
to true(l) if the local system BFD inplenentation is
i ndependent of the control plane. O herw se, the
value is set to false(2)."

DEFVAL { false }

;.= { bfdSessEntry 16 }

bf dSessMul ti poi nt Fl ag OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"This object indicates the Miultipoint (M bit for this
session. It is set to true(l) if the Multipoint (M bit is
set to 1. Oherwise, the value is set to false(2)."

DEFVAL { false }

;.= { bfdSessEntry 17 }

bf dSessl nterface OBIJECT- TYPE

SYNTAX I nterfacel ndexOr Zero

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"This object contains an interface index used to indicate
the interface that this BFD session is running on. This
value can be zero if there is no interface associ ated
with this BFD session."

::={ bfdSessEntry 18 }

bf dSessSr cAddr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON
"This object specifies the |IP address type of the source IP
address of this BFD session. The val ue of unknown(0) is
al l owed only when the session is singleHop(l) and the
source | P address of this BFD session is derived from
the outgoing interface, or when the BFD session is not
associated with a specific interface. |If any other
unsupported values are attenpted in a set operation, the
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agent MJST return an inconsistentValue error."
.= { bfdSessEntry 19 }

bf dSessSrcAddr OBJECT- TYPE

SYNTAX | net Addr ess

IMAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Thi s object specifies the source | P address of this BFD
session. The format of this object is controlled by the
bf dSessSr cAddr Type object.”

;.= { bfdSessEntry 20 }

bf dSessDst Addr Type OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object specifies the | P address type of the neighbori
| P address that is being nonitored with this BFD session.
The val ue of unknown(0) is allowed only when the session i
si ngl eHop(1) and the outgoing interface is of type
point to point, or when the BFD session is not associ ated
with a specific interface. |f any other unsupported val ue
are attenpted in a set operation, the agent MJST return an
i nconsi stent Val ue error."

c:={ bfdSessEntry 21 }

bf dSessDst Addr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON

"This object specifies the neighboring |IP address that is

being nonitored with this BFD session. The format of this
object is controlled by the bfdSessDst Addr Type object."

;.= { bfdSessEntry 22 }

bf dSessGI'SM OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON

"Setting the value of this object to false(2) will disable

GISM protection of the BFD session. GISM MJST be enabl ed
on a singl eHop(1l) session if no authentication is in use."

2014

ng

S

S
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REFERENCE
"RFC 5082, The Generalized TTL Security Mechanism (GISM.
Section 5 of RFC 5881, Bidirectional Forwarding Detection
(BFD) for I1Pv4 and | Pv6 (Single Hop)."

DEFVAL { true }

;.= { bfdSessEntry 23 }

bf dSessGTSMITL OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object is valid only when bf dSessGISM protection is
enabl ed on the system This object indicates the mninum
allowed Tine to Live (TTL) for received BFD Control packets.
For a singleHop(l) session, if GISM protection is enabl ed,
this object SHOULD be set to the maxi num TTL val ue al | owed
for a single hop.

By default, GISMis enabled and the TTL value is 255. For a
mul ti hop session, updating of the maxi mum TTL val ue all owed
is likely required.”

REFERENCE

"RFC 5082, The Generalized TTL Security Mechani sm (GISM
Section 5 of RFC 5881, Bidirectional Forwardi ng Detection
(BFD) for IPv4 and I Pv6 (Single Hop)."
DEFVAL { 255 }
1= { bfdSessEntry 24 }

bf dSessDesi redM nTxI nt erval OBJECT- TYPE
SYNTAX Bf dl nt erval TC
MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON
"This object specifies the mnimuminterval, in
m croseconds, that the local systemwould Iike to use
when transmitting BFD Control packets. The val ue of
zero(0) is reserved in this case and should not be
used. "
REFERENCE
"Section 4.1 of RFC 5880, Bidirectional Forwarding
Detection (BFD)."
;.= { bfdSessEntry 25 }

bf dSessReqM nRxI nt erval OBJECT- TYPE

SYNTAX Bf dl nt erval TC
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"This object specifies the minimuminterval, in
m cr oseconds, between received BFD Control packets the
| ocal systemis capable of supporting. The value of
zero(0) can be specified when the transmtting system
does not want the renpbte systemto send any periodic BFD
Control packets."

REFERENCE
"Section 4.1 of RFC 5880, Bidirectional Forwarding
Det ection (BFD)."

1= { bfdSessEntry 26 }

bf dSessReqM nEchoRxI nt erval OBJECT- TYPE

SYNTAX Bf dl nterval TC

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON

"This object specifies the mninuminterval, in

m cr oseconds, between received BFD Echo packets that this
systemis capabl e of supporting. The value nust be zero(0) if
this is a nultihop BFD session."

::={ bfdSessEntry 27 }

bf dSessDet ect Mul t OBJECT- TYPE
SYNTAX Bfdwvul tiplierTC
MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON
"This object specifies the Detect time multiplier.”
;.= { bfdSessEntry 28 }

bf dSessNegoti at edl nt erval OBJECT- TYPE

SYNTAX Bf dl nterval TC

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"This object specifies the negotiated interval, in

nm croseconds, that the local systemis transnitting
BFD Control packets."

::={ bfdSessEntry 29 }

bf dSessNegot i at edEchol nt erval OBJECT- TYPE
SYNTAX Bf dl nt erval TC
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This object specifies the negotiated interval, in
m croseconds, that the local systemis transmtting
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BFD Echo packets. The value is expected to be zero if
the sessions are not running in Echo node."
::={ bfdSessEntry 30 }

bf dSessNegot i at edDet ect Mul t OBJECT- TYPE
SYNTAX Bf dMul tiplierTC
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"This object specifies the Detect time multiplier.”
1= { bfdSessEntry 31 }

bf dSessAut hPresFl ag OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This object indicates the |ocal systenis
desire to use authentication. Specifically, it is set
to true(l) if the local systemw shes the session
to be authenticated or false(2) if not."
REFERENCE
"Sections 4.2 - 4.4 of RFC 5880, Bidirectional Forwarding
Detection (BFD)."
DEFVAL { false }
.= { bfdSessEntry 32 }

bf dSessAut henti cati onType OBJECT- TYPE
SYNTAX | ANAbf dSessAut henti cati onTypeTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The aut hentication type used for this BFD session.
This field is valid only when the Authentication
Present bit is set. MAX-ACCESS to this object as well as
other authentication-related objects are set to
read-create in order to support managenent of a single
key ID at a time; key rotation is not handl ed. Key update
in practice nust be done by atonic update using a set
containing all affected objects in the same varBi ndLi st
or otherw se risk the session dropping."
REFERENCE
"Sections 4.2 - 4.4 of RFC 5880, Bidirectional Forwarding
Det ecti on (BFD)."
DEFVAL { noAut hentication }
::={ bfdSessEntry 33 }
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bf dSessAut hent i cati onKeyl D OBJECT- TYPE
SYNTAX Integer32 (-1 | 0..255)
MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON
"The authentication key IDin use for this session. This
object permits nmultiple keys to be active sinultaneously.
The value -1 indicates that no authentication key 1D will
be present in the optional BFD Authentication Section."
REFERENCE
"Sections 4.2 - 4.4 of RFC 5880, Bidirectional Forwarding
Detection (BFD)."
DEFVAL { -1}
.= { bfdSessEntry 34 }

bf dSessAut hent i cati onKey OBJECT- TYPE
SYNTAX | ANAbf dSessAut henti cati onKeyTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The aut hentication key. Wen the
bf dSessAut henti cati onType i s sinpl ePassword(1), the val ue
of this object is the password present in the BFD packets.

When t he bf dSessAut henticationType is one of the keyed
aut hentication types, this value is used in the
conmput ation of the key present in the BFD authentication
packet . "
REFERENCE
"Sections 4.2 - 4.4 of RFC 5880, Bidirectional Forwarding
Detection (BFD)."
::={ bfdSessEntry 35 }

bf dSessSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This variable indicates the storage type for this

object. Conceptual rows having the val ue
"permanent’ need not allow wite-access to any
col ummar objects in the row "

;.= { bfdSessEntry 36 }

bf dSessRowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON

"This variable is used to create,
delete a rowin this table.

BFD- STD-M B

nmodi fy, and/ or
Wien a row in this

table has a rowin the active(l) state, no
objects in this row can be nodified except the
bf dSessRowsSt at us and bf dSessSt or ageType. "

;.= { bfdSessEntry 37 }

-- BFD Sessi on Perfornance Tabl e

bf dSessPer f Tabl e OBJECT- TYPE
SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

SEQUENCE OF Bf dSessPerfEntry

"This table specifies BFD session perfornmance counters.”

c:={ bfdnjects 3}

bf dSessPer f Entry OBJECT- TYPE
SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Bf dSessPerf Entry

"An entry in this table is created by a BFD-enabl ed node

for every BFD session.

i ndi cate potenti al

inthis table."
AUGVENTS
1= { bfdSessPerfTable 1 }

Bf dSessPerfEntry ::= SEQUENCE {
bf dSessPerf Ctrl Pktln
bf dSessPer f Ct r | Pkt Qut
bf dSessPer f Ct r| Pkt Dr op

bf dSessPer f Ct r| Pkt Dr opLast Ti ne

bf dSessPer f EchoPkt I n
bf dSessPer f EchoPkt Qut
bf dSessPer f EchoPkt Dr op

bf dSessPer f EchoPkt Dr opLast Ti ne

bf dSessUpTi ne

bf dSessPer f Last SessDownTi ne
bf dSessPer f Last ComlLost Di ag
bf dSessPer f SessUpCount

bf dSessPer f Di scTi e

-- High Capacity Counters
bf dSessPerf Ctr| Pkt | nHC
bf dSessPer f Ct r | Pkt Qut HC

Nadeau, et al.

{ bfdSessEntry }

St andards Track

bf dSessPerfDi scTine is used to
di scontinuity for all

counter objects

Count er 32,
Count er 32,
Count er 32,
Ti meSt anp,
Count er 32,
Count er 32,
Count er 32,
Ti meSt anp,
Ti meSt anp,
Ti meSt anp,
| ANAbf dDi agTC,
Count er 32,
Ti meSt anp,

Count er 64,
Count er 64,
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bf dSessPer f Ct r | Pkt Dr opHC Count er 64,
bf dSessPer f EchoPkt | nHC Count er 64,
bf dSessPer f EchoPkt Qut HC Count er 64,
bf dSessPer f EchoPkt Dr opHC Count er 64

}

bf dSessPerf Ctrl Pkt n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The total nunber of BFD control nessages received for this
BFD sessi on.

It MUST be equal to the least significant 32 bits of
bf dSessPerf Ctrl Pkt I nHC i f supported, and MJUST do so
with the rules spelled out in RFC 2863."

;.= { bfdSessPerfEntry 1 }

bf dSessPer f Ct r| Pkt Qut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The total nunber of BFD control nessages sent for this BFD
sessi on.

It MUST be equal to the least significant 32 bits of
bf dSessPerf Ctrl Pkt Qut HC i f supported, and MJST do so
with the rules spelled out in RFC 2863."

;.= { bfdSessPerfEntry 2 }

bf dSessPerf Ct r| Pkt Drop OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The total number of BFD control messages received for this
session yet dropped for being invalid.

It MUST be equal to the least significant 32 bits of
bf dSessPerf Ctrl Pkt DropHC i f supported, and MJST do so
with the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 3 }

bf dSessPer f Ct r| Pkt Dr opLast Ti ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS r ead-onl y
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STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nbst recent occasion at
whi ch received the BFD control nessage for this session was

dropped. If no such up event exists, this object contains
a zero value."

::= { bfdSessPerfEntry 4 }

bf dSessPer f EchoPkt | n OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of BFD Echo nessages received for this
BFD sessi on.

It MUST be equal to the least significant 32 bits of
bf dSessPer f EchoPkt I nHC i f supported, and MJUST do so
with the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 5 }

bf dSessPer f EchoPkt Qut OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The total number of BFD Echo nessages sent for this BFD
sessi on.

It MUST be equal to the least significant 32 bits of
bf dSessPer f EchoPkt Qut HC i f supported, and MJST do so
with the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 6 }

bf dSessPer f EchoPkt Dr op OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON

"The total nunber of BFD Echo nessages received for this
session yet dropped for being invalid.

It MUST be equal to the least significant 32 bits of
bf dSessPer f EchoPkt DropHC i f supported, and MJST do so
with the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 7 }
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bf dSessPer f EchoPkt Dr opLast Ti ne OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine on the nobst recent occasion at
whi ch received the BFD Echo nessage for this session was
dropped. If no such up event has been issued, this
obj ect contains a zero value."

::={ bfdSessPerfEntry 8 }

bf dSessUpTi ne OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

2014

"The val ue of sysUpTinme on the npbst recent occasion at which

the session canme up. |If no such event has been issued,
this object contains a zero value."
::={ bfdSessPerfEntry 9 }

bf dSessPer f Last SessDownTi me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme on the nbst recent occasion at
which the last tinme communication was lost with the
nei ghbor. If no down event has been issued, this object
contains a zero value."

;.= { bfdSessPerfEntry 10 }

bf dSessPer f Last ConmLost Di ag OBJECT- TYPE

SYNTAX | ANAbf dDi agTC

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The BFD diag code for the last tine conmunication was | ost
with the neighbor. |[If such an event has not been issued,
this object contains a zero value."

::={ bfdSessPerfEntry 11 }

bf dSessPer f SessUpCount OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
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DESCRI PTI ON
"The nunber of tines this session has gone into the Up
state since the systeml ast rebooted."

::={ bfdSessPerfEntry 12 }

bf dSessPer f Di scTi nre OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTine on the nost recent occasion at
whi ch any one or nore of the session counters suffered
a discontinuity.

The rel evant counters are the specific instances associ ated
with this BFD session of any Counter32 object contained in
the Bf dSessPerfTable. |If no such discontinuities have
occurred since the last reinitialization of the |ocal
managenent subsystem then this object contains a zero
val ue. "

::={ bfdSessPerfEntry 13 }

bf dSessPerf Ctr| Pkt | nHC OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"This value represents the total nunber of BFD control
messages received for this BFD session.

The | east significant 32 bits MJST be equal to
bf dSessPerf Ctrl Pktln, and MJST do so with
the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 14 }

bf dSessPer f Ct r| Pkt Qut HC OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This value represents the total nunber of BFD control
messages transmitted for this BFD session.

The | east significant 32 bits MJST be equal to
bf dSessPerf Ctrl Pkt Qut, and MJST do so with
the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 15 }
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bf dSessPer f Ct r | Pkt Dr opHC OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"This value represents the total nunber of BFD control

messages received for this BFD session yet dropped for
bei ng invalid.

The | east significant 32 bits MJST be equal to
bf dSessPerf Ctrl Pkt Drop, and MJST do so with
the rules spelled out in RFC 2863."

;.= { bfdSessPerfEntry 16 }

bf dSessPer f EchoPkt | nHC OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"This value represents the total nunber of BFD Echo
nmessages received for this BFD session.

The | east significant 32 bits MJST be equal to
bf dSessPer f EchoPkt I n, and MJUST do so with
the rules spelled out in RFC 2863."

c:={ bfdSessPerfEntry 17 }

bf dSessPer f EchoPkt Qut HC OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"This value represents the total nunber of BFD Echo
nmessages transmitted for this BFD session.

The | east significant 32 bits MJST be equal to
bf dSessPer f EchoPkt Qut, and MJUST do so with
the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 18 }

bf dSessPer f EchoPkt Dr opHC OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

"This value represents the total nunber of BFD Echo

messages received for this BFD session yet dropped
for being invalid.
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The | east significant 32 bits MJST be equal to
bf dSessPer f EchoPkt Drop, and MUST do so with
the rules spelled out in RFC 2863."

::={ bfdSessPerfEntry 19 }

-- BFD Session Discrimnator Mapping Tabl e

bf dSessDi scMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Bf dSessDi scMapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The BFD Session Discrimnator Mapping Table maps a
|l ocal discrimnator value to the associ ated BFD session’s
bf dSessl ndex found in the bfdSessionTable."
:={ bfdnjects 4}

bf dSessDi scMapEntry OBJECT- TYPE

SYNTAX Bf dSessDi scMapEnt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The BFD Session Discrimnator Mapping Entry

specifies a nappi ng between a | ocal discrinnator
and a BFD session."

| NDEX { bfdSessDi scrininator }

::={ bfdSessDi scMapTable 1 }

Bf dSessDi scMapEntry ::= SEQUENCE {
bf dSessDi scMapl ndex Bf dSessl ndexTC
}

bf dSessDi scMapl ndex OBJECT- TYPE

SYNTAX Bf dSessl ndexTC

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"Thi s object specifies a napping between a

| ocal discrimnator and a BFD session in
the BfdSessTable."

::={ bfdSessDi scMapEntry 1 }

-- BFD Session | P Mapping Table

bf dSessl| pMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Bf dSessl pMapEntry
MAX- ACCESS not - accessi bl e
STATUS current

Nadeau, et al. St andards Track [ Page 25]



RFC 7331 BFD- STD-M B August 2014

DESCRI PTI ON
"The BFD Session | P Mappi ng Tabl e maps gi ven
bf dSesslInterface, bfdSessSrcAddr Type, bfdSessSrcAddr,
bf dSessDst Addr Type, and bf dSessDst Addr
to an associ ated BFD session found in the
bf dSessi onTabl e. "
.= { bfdbjects 5}

bf dSessl| pMapEntry OBJECT- TYPE
SYNTAX Bf dSessl| pMapEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The BFD Session |IP Map Entry contains a mappi ng
fromthe IP information for a session to the session
in the bfdSessionTable."
I NDEX {
bf dSessl nt er f ace,
bf dSessSr cAddr Type,
bf dSessSr cAddr,
bf dSessDst Addr Type,
bf dSessDst Addr

}
;.= { bfdSessl pMapTable 1 }

Bf dSessl| pMapEntry :: = SEQUENCE {
bf dSessl pMapl ndex Bf dSessl ndexTC
}

bf dSessl pMapl ndex OBJECT- TYPE
SYNTAX Bf dSessl ndexTC
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Thi s object specifies the BfdSessl ndexTC referred
to by the indexes of this row. In essence, a nmapping is
provi ded between these indexes and the Bf dSessTable."
::= { bfdSessl pMapEntry 1 }

-- Notification Configuration

bf dSessUp NOTI FI CATI ON- TYPE

OBJECTS {
bf dSessDi ag, -- |ow range val ue
bf dSessDiag -- high range val ue
}
STATUS current
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DESCRI PTI ON

"This notification is generated when the
bf dSessSt at e obj ect for one or nore contiguous
entries in bfdSessTable are about to enter the up(4)
state fromsonme other state. The included val ues of
bf dSessDi ag MJUST both be set equal to this
new state (i.e., up(4)). The two instances of
bf dSessDiag in this notification indicate the range
of indexes that are affected. Note that all the indexes
of the two ends of the range can be derived fromthe
instance identifiers of these two objects. For the
cases where a contiguous range of sessions
have transitioned into the up(4) state at roughly
the sanme time, the device SHOULD i ssue a single
notification for each range of contiguous indexes in
an effort to mininze the em ssion of a |arge nunber
of notifications. |If a notification has to be
i ssued for just a single bfdSessEntry, then
the instance identifier (and values) of the two
bf dSessDi ag obj ects MJST be identical."
{ bfdNotifications 1}

bf dSessDown NOTI FI CATI ON- TYPE

OBJECTS {
bf dSessDi ag, -- | ow range val ue
bf dSessDiag -- high range val ue
}
STATUS current
DESCRI PTI ON

Nadeau,

"This notification is generated when the
bf dSessSt at e object for one or nore contiguous
entries in bfdSessTable are about to enter the down(2)

2014

or admi nDown(1) states from sone other state. The included

val ues of bfdSessDi ag MJUST both be set equal to this new
state (i.e., down(2) or adm nDown(1l)). The two instances
of bfdSessDiag in this notification indicate the range

of indexes that are affected. Note that all the indexes
of the two ends of the range can be derived fromthe
instance identifiers of these two objects. For

cases where a contiguous range of sessions

have transitioned into the down(2) or adm nDown(1l) states
at roughly the sane tine, the device SHOULD i ssue a single
notification for each range of contiguous indexes in

an effort to minimze the enission of a |large nunber

of notifications. |If a notification has to be

i ssued for just a single bfdSessEntry, then

the instance identifier (and values) of the two

bf dSessDi ag obj ects MJST be identical."
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::={ bfdNotifications 2 }
-- Modul e conpli ance.

bf dG oups
OBJECT I DENTIFIER ::= { bfdConfornance 1 }

bf dConpl i ances
OBJECT | DENTIFI ER :: = { bfdConformance 2 }

-- Compliance requirenent for fully conpliant inplenentations.

bf dModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for agents that provide full
support for the BFD-M B nodul e. Such devi ces can
then be nonitored and al so be configured using
this MB nodul e.”

MODULE -- This nodul e.

MANDATORY- GROUPS {
bf dSessi onG oup,
bf dSessi onReadOnl yGr oup,
bf dSessi onPer f G oup,
bf dNot i fi cati onG oup

}

GROUP bf dSessi onPer f HCGr oup
DESCRI PTION "This group is mandatory for all systens that
are able to support the Counter64 date type."

OBJECT bf dSessSr cAddr Type
SYNTAX I net Addr essType { unknown(0), ipv4(1l),
i pv6(2), ipvez(4) }
DESCRI PTION "Only unknown(0), ipv4(1l), ipv6(2), and ipv6z(4)
support are required. ipv4z(3) is not required,
and dns(16) is not allowed."

OBJECT bf dSessSr cAddr

SYNTAX | net Address (Sl ZE (0| 4| 16| 20))

DESCRI PTION "An inplenentation is only required to support
unknown(0), ipv4a(l), ipv6(2), and ipv6z(4) sizes."

OBJECT bf dSessDst Addr Type

SYNTAX I net Addr essType { unknown(0), ipv4(1l),
i pv6(2), ipvez(4) }
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DESCRI PTION "Only unknown(0), ipv4(1l), ipv6(2), and ipv6z(4)
support are required. ipv4z(3) is not required,
and dns(16) is not allowed."

OBJECT bf dSessDst Addr

SYNTAX | net Address (Sl ZE (0| 4| 16| 20))

DESCRI PTION "An inplenentation is only required to support
unknown(0), ipv4(l), ipv6(2), and ipv6z(4) sizes."

OBJECT bf dSessRowsSt at us
SYNTAX RowSt atus { active(l), notlnService(2) }
VRl TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndGo(4), destroy(6) }
DESCRI PTI ON " Support for createAndWait and not Ready is not
required.”

::={ bfdConpliances 1}

bf dModul eReadOnl yConpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance requirement for inplenentations that only
provi de read-only support for BFD-M B. Such devices
can then be nonitored but cannot be configured using
this MB nodul e.”

MODULE -- This nodul e.

MANDATORY- GROUPS {
bf dSessi onG oup,
bf dSessi onReadOnl yGr oup,
bf dSessi onPer f G oup,
bf dNot i fi cati onG oup

}

GROUP bf dSessi onPer f HCGr oup
DESCRI PTION "This group is mandatory for all systens that
are able to support the Counter64 date type."

OBJECT bf dSessVer si onNunber
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessType

M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

Nadeau, et al. St andards Track [ Page 29]



RFC 7331 BFD- STD-M B August 2014

OBJECT bf dSessDi scri mi nat or
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessDest i nat i onUdpPor t
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessSour ceUdpPor t
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessEchoSour ceUdpPor t
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessAdmi nSt at us
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessOper Mode
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessDemandModeDesi r edFl ag
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessCont r ol Pl anel ndepFl ag
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessMul ti poi nt Fl ag
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessl nterface
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessSr cAddr Type
SYNTAX | net Addr essType { unknown(0), ipv4(1),
i pv6(2), ipvez(4) }
M N ACCESS read-only
DESCRI PTION "Only unknown(0), ipv4(1l), ipv6(2), and ipv6z(4)
support are required. ipv4z(3) is not required,
and dns(16) is not allowed."
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OBJECT bf dSessSr cAddr

SYNTAX | net Address (Sl ZE (0| 4| 16| 20))

M N- ACCESS read-only

DESCRI PTION "An inplenmentation is only required to support
unknown(0), ipv4(l), ipv6(2), and ipv6z(4) sizes."

OBJECT bf dSessDst Addr Type
SYNTAX | net Addr essType { unknown(0), ipv4(1l),
i pv6(2), ipv6z(4) }
M N- ACCESS read-only
DESCRI PTION "Only unknown(0), ipv4(1l), ipv6(2), and ipv6z(4)
support are required. ipv4z(3) is not required,
and dns(16) is not allowed."

OBJECT bf dSessDst Addr

SYNTAX | net Address (Sl ZE (0| 4| 16| 20))

M N- ACCESS read-only

DESCRI PTION "An inplenentation is only required to support
unknown(0), ipv4(l), ipv6(2), and ipv6z(4) sizes."

OBJECT bf dSessGI'SM
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessGTSMITL
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessDesi redM nTxI nt er val
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessRegM nRxI nt er val
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessReqM nEchoRxI nt er val
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessDet ect Mul t
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessAut hPr esFl ag

M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”
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OBJECT bf dSessAut henti cati onType
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessAut hent i cati onKeyl D
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessAut hent i cat i onKey
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessSt or ageType
M N ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT bf dSessRowSt at us

SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

::={ bfdConpliances 2 }
-- Units of conformance.

bf dSessi onGr oup OBJECT- GROUP
OBJECTS {
bf dAdm nSt at us,
bf dOper St at us,
bf dNoti fi cati onsEnabl e,
bf dSessVer si onNunber,
bf dSessType,
bf dSessl| ndexNext ,
bf dSessDi scri ni nat or,
bf dSessDest i nati onUdpPort ,
bf dSessSour ceUdpPor t ,
bf dSessEchoSour ceUdpPort ,
bf dSessAdmi nSt at us,
bf dSessOper St at us,
bf dSessOper Mode,
bf dSessDemandMbdeDesi r edFl ag,
bf dSessCont r ol Pl anel ndepFl ag,
bf dSessMul ti poi nt Fl ag,
bf dSesslI nterface,
bf dSessSr cAddr Type,
bf dSessSr cAddr,
bf dSessDst Addr Type,
bf dSessDst Addr,
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bf dSessGI'SM

bf dSessGTSMITL,

bf dSessDesi redM nTxI nt erval ,
bf dSessRegM nRxI nt erval ,

bf dSessReqM nEchoRxI nt er val ,
bf dSessDet ect Mul t,

bf dSessAut hPr esFl ag,

bf dSessAut henti cati onType,
bf dSessAut henti cati onKeyl D,
bf dSessAut hent i cati onKey,

bf dSessSt or ageType,

bf dSessRowsSt at us

}

STATUS current
DESCRI PTI ON

"Col | ection of objects needed for BFD sessions."

bf dSess
oBJ

{ bfdGoups 1}

i onReadOnl yGroup OBJECT- GROUP
ECTS {
bf dSessRenot eDi scr,
bf dSessSt at e,
bf dSessRenpt eHear dFl ag,
bf dSessDi ag,
bf dSessNegoti at edl nt erval ,
bf dSessNegot i at edEchol nt erval ,
bf dSessNegot i at edDet ect Mul t,
bf dSessDi scMapl ndex,
bf dSessl pMapl ndex

}
STATUS current
DESCRI PTI ON

bf dSess
oBJ

Nadeau,

"Col l ection of read-only objects needed for

{ bfdGoups 2}

i onPer f G oup OBJECT- GROUP
ECTS {
bf dSessPerf Ctrl Pkt | n,
bf dSessPer f Ct r | Pkt Qut,
bf dSessPer f Ct r | Pkt Dr op,
bf dSessPer f Ct r| Pkt Dr opLast Ti ne,
bf dSessPer f EchoPkt I n,
bf dSessPer f EchoPkt Cut,
bf dSessPer f EchoPkt Dr op,
bf dSessPer f EchoPkt Dr opLast Ti ne,
bf dSessUpTi ne,
bf dSessPer f Last SessDownTi ne,
bf dSessPer f Last Comlost Di ag,

et al. St andards Track

August 2014

BFD sessions."

[ Page 33]



RFC 7331 BFD- STD-M B August 2014

bf dSessPer f SessUpCount ,
bf dSessPer f Di scTi e

}

STATUS current

DESCRI PTI ON
"Col | ection of objects needed to nonitor the
performance of BFD sessions."

.= { bfdGoups 3}

bf dSessi onPer f HCGr oup OBJECT- GROUP
OBJECTS {

bf dSessPerf Ct rl Pkt | nHC,

bf dSessPerf Ct r | Pkt Qut HC,

bf dSessPer f Ct r| Pkt Dr opHC,
bf dSessPer f EchoPkt | nHC,

bf dSessPer f EchoPkt Qut HC,

bf dSessPer f EchoPkt Dr opHC

}

STATUS current
DESCRI PTI ON
"Col | ection of objects needed to nonitor the
performance of BFD sessions for which the
val ues of bfdSessPerfPktln and bf dSessPer f Pkt Qut
wrap around too quickly."
.= { bfdGoups 4 }

bf dNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
bf dSessUp,
bf dSessDown

}
STATUS current
DESCRI PTI ON
"Set of notifications inplenented in this
nodul e. "
.= { bfdGoups 5}

END
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6.

Security Considerations

As BFD nmay be tied into the stability of the network infrastructure
(such as routing protocols), the effects of an attack on a BFD
session nmay be very serious. This ultimately has denial -of -service
effects, as links may be declared to be down (or falsely declared to
be up.) As such, inproper manipul ation of the objects represented by
this MB may result in denial of service to a | arge nunber of end
users.

There are a nunber of managenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in sone network
environnents. The support for SET operations in a non-secure

envi ronnment w t hout proper protection can have a negative effect on
networ k operations. These are the tables and objects and their
sensitivity/vulnerability:

0 bfdAdmi nStatus -- |nproper change of bfdAdm nStatus, to
di sabl ed(2), adm nDown(3), or down(4), can cause significant
di sruption of the connectivity to those portions of the Internet
reached via all the applicable renote BFD peers.

0 bfdSessAdninStatus -- |nproper change of bfdSessAdm nStatus, to
di sabl ed(2), adm nDown(3), or down(4), can cause significant
di sruption of the connectivity to those portions of the Internet
reached via all the applicable renote BFD peers.

0 bfdSessDesiredM nTxInterval, bfdSessRegM nRxl nterval
bf dSessReqM nEchoRxI nt erval , bf dSessDetectMult -- | nproper change
of this object can cause connections to be disrupted for extrenely
long tine periods when otherwi se they would be restored in a
relatively short period of tine.

0 Some managenent objects define the BFD session whil st other
managenent objects define the paranmeter of the BFD session. It is
particularly inmportant to control the support for SET access to
t hose nanagenent objects that define the BFD session, as changes
to them can be disruptive. |Inplenmentation SHOULD NOT al |l ow
changes to foll owi ng managenent objects when bfdSessState is

up(4):
*  bf dSessVer si onNunber
*  bf dSessType

*  bf dSessDesti nati onUdpPort
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*  bfdSessMil ti poi nt Fl ag
*  bfdSesslnterface

*  bf dSessSrcAddr Type

*  bf dSessSrcAddr

*  bf dSessDst Addr Type

*  bf dSessDst Addr

There are a nunber of nanagenent objects defined in this M B nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in sonme network
environnents. It is thus inportant to control even GET and/or NOTIFY
access to these objects and possibly to even encrypt the val ues of

t hese obj ects when sending them over the network via SNWP

0 The bfdSessTable nmay be used to directly configure BFD sessions.
The bf dSessMapTabl e can be used indirectly in the same way.
Unaut hori zed access to objects in this table could result in
di sruption of traffic on the network. This is especially true if
an unaut hori zed user configures enough tables to invoke a
deni al -of -service attack on the device where they are configured
or on a renote device where the sessions term nate.

Some of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

0 The bfdSessPerfTable allows access to the perfornance
characteristics of BFD sessions. Network adninistrators not
wi shing to show this information should consider this table
sensitive

The bf dSessAut henti cati onType, bfdSessAut henticationKeyl D, and

bf dSessAut henti cati onKey objects hold security nethods and associ at ed
security keys of BFD sessions. These objects are highly sensitive.
In order to prevent this sensitive information from being inproperly
accessed, inplenmenters SHOULD di sall ow access to these objects.

SNWP versions prior to SNVPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using | Psec),
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even then, there is no control as to who on the secure network is
all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 franmework (see [ RFC3410]), including ful
support for the SNMPv3 cryptographi c nechanisns (for authentication
and privacy).

Furt her, deployment of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to indeed GET or SET (change/create/delete) them

7. | ANA Consi derati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the "SM Network Managenent MaMT
Codes" registry:

Descri pt or OBJECT | DENTI FI ER val ue

bf dM B { mb-2 222}
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