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Abstr act

Content delivery is frequently provided by specifically architected
and provisioned Content Delivery Networks (CDNs). As a result of
significant growth in content delivered over |IP networks, existing
CDN providers are scaling up their infrastructure. Many Network
Service Providers (NSPs) and Enterprise Service Providers (ESPs) are
al so deploying their own CDNs. To deliver contents fromthe Content
Service Provider (CSP) to end users, the contents nay traverse across
multi ple CDNs. This creates a need for interconnecting (previously)
standal one CDNs so that they can collectively act as a single
delivery platformfromthe CSP to the end users

The goal of the present docunent is to outline the requirenents for
the solution and interfaces to be specified by the CONIl working

group.
Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7337
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1. Introduction

The vol ume of video and multinedia content delivered over the
Internet is rapidly increasing and expected to continue doing so in
the future. |In the face of this growmh, Content Delivery Networks
(CDNs) provide nunerous benefits: reduced delivery cost for cacheabl e
content, inproved quality of experience for end users, and increased
robust ness of delivery. For these reasons, CDNs are frequently used
for large-scale content delivery. As a result of the significant
growm h in content delivered over |IP networks, existing CDN providers
are scaling up their infrastructure and nany NSPs and ESPs are

depl oying their own CDNs. Subject to the policy of the Content
Service Provider (CSP), it is generally desirable that a given item
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of content can be delivered to an end user regardl ess of that end
user’s location or attachment network. This creates a need for

i nterconnecting (previously) standal one CDNs so they can interoperate
and coll ectively behave as a single delivery infrastructure. The
Content Distribution Network |Interconnection (CDNI) working group has
been chartered to devel op an interoperable and scal able solution for
such CDN i nterconnecti ons.

The CDNI Problem Statenent [ RFC6707] outlines the problem area that
the CDNI working group is chartered to address. The Use Cases for
CDNI docunent [RFC6770] discusses the use cases for CDN

I nterconnection. The Franework for CDN Interconnection [ RFC7336]
di scusses the technol ogy framework for the CDNI solution and

i nterfaces.

The goal of the present docunent is to docunent the requirements for

the CDNI solution and interfaces. 1In order to neet the tine |ines
defined in the working group charter, the present docunent
categorizes the CDNI requirenments as "High Priority", "Medium

Priority", and "Low Priority".
1.1. Termnol ogy

Thi s docunent uses the term nology defined in [RFC6707]. In
addition, the key words "High Priority", "MediumPriority", and "Low
Priority" in this document are to be interpreted as foll ows:

o "High Priority": Wen a requirenent is tagged as "{HGH", it is
consi dered by the working group as an essential function for CDN
and necessary to a deployable solution. This requirenent has to
be net even if it causes a delay in the delivery by the working
group of a depl oyabl e sol ution

0 "MediumPriority": Wien a requirement is tagged as "{MED}", it is
consi dered by the working group as an inportant function for CDN .
This requirenment has to be net, unless it is established that
attenpting to neet this requirenent would cause a delay in the
delivery by the working group of a deployable solution

0o "Low Priority": When a requirenent is tagged as "{LON", it is
consi dered by the working group as a useful function for CDN .
The working group will attenpt to neet this requirenent as |ong as
it does not prevent neeting the "H gh Priority" and "Medi um
Priority" requirements and does not cause a delay in the delivery
by the working group of a depl oyabl e sol ution.
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2.

CDNI Model and CDNI I nterfaces

The "CDNI Expanded Model and CDNI Interfaces" figure and brief
descriptions of the CDNI interfaces in [RFC7336] are replicated bel ow
for conveni ence. That docunent contains the definitive reference
nodel and descriptions for the CDNI interfaces.

(o]

CDNI Control interface (Cl): Operations to bootstrap and
paraneterize the other CODNI interfaces, as well as operations to
pre-position, revalidate, and purge both netadata and content.
The |l atter subset of operations is sonetinmes collectively called
the "Trigger interface."

CDNI Request Routing interface: Operations to deternine what CDN
(and optionally what Surrogate within a CDN) is to serve an end
user’s requests. This interface is actually a |ogical bundling of
two separate but related interfaces:

* CDNI Footprint & Capabilities Advertisenent interface (FCl):
Asynchronous operations (as defined in [RFC7336]) to exchange
routing information (e.g., the network footprint and
capabilities served by a given CDN) that enables CDN sel ection
for subsequent user requests; and

* CDNI Request Routing Redirection interface (RI): Synchronous
operations (as defined in [RFC7336]) to select a delivery CDN
(Surrogate) for a given user request.

CDNl Metadata interface (M): Operations to conmuni cate netadata
that governs how the content is delivered by interconnected CDNs.
Exanpl es of CDNI Metadata include geo-blocking directives,
availability w ndows, access control mechani snms, and purge
directives. It may include a conbination of:

* Asynchronous operations to exchange netadata that govern
subsequent user requests for content; and

* Synchronous operations that govern behavior for a given user
request for content.

CDNI Logging interface (LI): Operations that allow interconnected
CDNs to exchange relevant activity logs. It may include a
conbi nation of:

* Real -time exchanges, suitable for runtine traffic nonitoring
and

* O fline exchanges, suitable for analytics and billing
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3.

CGeneric CDNI Requirenents

This section identifies generic requirenents independent of the

i ndi vidual CDNI interfaces. Sone of those are expected to affect
multiple or all interfaces. Managenent is an inportant aspect of CDN
operation. The fault and performance nanagenent is covered in CDN
Logging interface requirenments. The other types of nanagenent are
specific to the CDN provider and not needed for interoperability

bet ween CDN provi ders.

GEN- 1 {MED} \Wherever possible, the CDNI interfaces should reuse or
| everage existing | ETF protocols.

GEN-2 {H G The CDNI solution shall not require a change, or an
upgrade, to the User Agent to benefit from content delivery
t hrough i nterconnected CDNs.

CGEN- 3 {H GH The CDNI solution shall not require a change, or an
upgrade, to the Content Service Provider delivering content
through a single CDN, to benefit fromcontent delivery
t hr ough i nterconnected CDNs.

CEN- 4 {H G4 The CDNI solution shall not depend on intra-CDN
informati on to be exposed to other CDNs for effective and
efficient delivery of the content. Exanples of intra-CDN
i nformati on include Surrogate topol ogy, Surrogate status,
cached content, etc.

CGEN-5 {H G4 The CDNI solution shall support CDN interconnection
when delivery to the User Agent is based on HTTP [ RFC7230].
(Note that while delivery and acquisition "data plane"
protocols are out of the CDNI solution scope, the CDN
solution "control plane" protocols are expected to
participate in enabling, selecting or facilitating operations
of such acquisition and delivery protocols. Hence, it is
useful to state requirenents on the CDNI solution in terns of
speci fyi ng which acquisition and delivery protocols are to be
supported).

CEN- 6 {H G4 The CDNI solution shall support acquisition across
CDNs based on HTTP [ RFC7230]. (The note above applies to
this requirenent, too.)

CGEN- 7 {LON The CDNI solution may support delivery to the User
Agent based on protocols other than HTTP.

CEN- 8 {LON The CDNI solution may support acquisition across CDNs
based on protocols other than HTTP.
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CGEN-9 {MED} The CDNI sol ution should support cascaded CDN
redirection (CDNL redirects to CDN2 that redirects to CDN3)
to an arbitrary nunber of |evels beyond the first |evel

GEN-10 {MED} The CDN solution should support an arbitrary topol ogy
of interconnected CDNs (i.e., the topology of interconnected
CDNs cannot be restricted to a tree, ring, star, etc.).

GEN-11 {H G4 The CDNI solution shall prevent |ooping of any CDN
i nformati on exchange

GEN-12 {H G4} Wen nmaki ng use of third-party reference, the CDN
solution shall consider the potential issues associated with
the use of various format of third-party references (e.g.

NAT or | Pv4/1Pv6 translation potentially breaking third-party
ref erences based on an | P addresses such as URI contai ning

I Pv4 or I Pv6 address literals, split DNS situations
potentially breaking third-party references based on DNS
FQDNs) and wherever possible avoid, mninize or nitigate the
associ ated risks based on the specifics of the environments
where the reference is used (e.g., likely or unlikely
presence of NAT in the path). |In particular, this applies to
situations where the CDNI solution needs to construct and
convey uniformresource identifiers for directing/redirecting
a content request, as well as to situations where the CDN
solution needs to pass on a third-party reference (e.g.
identify the I P address of a User Agent) in order to allow
another entity to make a nore inforned decision (e.g., nmake a
nore informed request routing decision by attenpting to
derive location information fromthe third-party reference).

CGEN- 13 {H G4} The CDNI solution shall support HTTP Adaptive
Stream ng content.

4. CDNI Control Interface Requirenents

The prinmary purpose of the CDNI Control interface (Cl) is to initiate
the interconnection across CDNs, bootstrap the other CDN interfaces
and trigger actions into the Downstream CDN by the Upstream CDN (such
as del ete object fromcaches or trigger pre-positioned content
acquisition). The working group attenpts to align requirenents wth
the appropriate interface; however, solutions to these requirenents
may apply to a different interface or another interface in addition
to the interface with which it is associated.

cl-1 {H G4 The CDNI Control interface shall allow the Upstream CDN

to request that the Downstream CDN, including cascaded
Downstream CDNs, del ete an object or set of objects and/or its
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CDNI Metadata fromthe CDN Surrogates and any storage. Only
the object(s) and CDNI Metadata that pertain to the requesting
Upstream CDN are all owed to be purged.

{MED} The CDNI Control interface should allow for nultiple
content itens identified by a Content Collection ID to be
purged using a single Content Purge action.

{MED} The CDNI Control interface should allow the Upstream CDN
to request that the Downstream CDN, including cascaded
Downstream CDNs, mark an object or set of objects and/or its
CDNI Metadata as "stale" and revalidate them before they are
del i vered again.

{H GH} The CDNI Control interface shall allow the Downstream
CDN to report on the conpletion of these actions (by itself,
and includi ng cascaded Downstream CDNs), in a manner
appropriate for the action (e.g., synchronously or
asynchronously). The confirmation receipt should include a
success or failure indication. The failure indication and the
reason are included if the Downstream CDN cannot delete the
content in its storage.

{MED} The CDNI Control interface should support initiation and
control by the Upstream CDN of pre-positioned CONI Mt adat a
acqui sition by the Downstream CDN.

{MED} The CDNI Control interface should support initiation and
control by the Upstream CDN of pre-positioned content
acqui sition by the Downstream CDN.

{LON The CDNI Control interface may allow a CDN to establi sh,
update and terminate a CDN i nterconnection with anot her CDN
wher eby one CDN can act as a Downstream CDN for the other CDN
(that acts as an Upstream CDN).

{LON The CDNI Control interface nmay allow control of the CDNI
i nterfaces between any two CDNs i ndependently for each
direction (e.g., for the direction where CDN1 is the Upstream
CDN and CDN2 is the Downstream CDN, and for the direction
where CDN2 is the Upstream CDN and CDN1 is the Downstream

CDN) .
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cl-9 {LON The CDNI Control interface nmay all ow bootstrapping of
the CDNI Request Routing interface. For exanple, this can
potential ly include:

* negotiation of the request routing nmethod (e.g., DNS versus
HTTP, if nore than one nethod is specified).

* discovery of the CDNI Request Routing interface endpoints.

* information necessary to establish secure comruni cation
bet ween the CDNI Request Routing interface endpoints.

Cl-10 {LON The CDNI Control interface may all ow boot strappi ng of
the CDNI Metadata interface. This information could, for
exanpl e, incl ude:

* discovery of the CONI Metadata interface endpoints

* information necessary to establish secure comruni cation
between the CDNI Metadata interface endpoints.

Cl-11 {LON The CDNI Control interface may all ow bootstrappi ng of
the Content Acquisition interface. This could, for exanple,
i ncl ude exchange and negoti ati on of the Content Acquisition
nmet hods to be used across the CDNs (e.g., HITP, HTTPS, FTP,
ATI S C2 [ ATI S-0800042]) .

Cl-12 {LON The CDNI Control interface may all ow bootstrappi ng of
the CDNI Logging interface. This information could, for
exanpl e, incl ude:

* discovery of the CDNI Logging interface endpoints.

* information necessary to establish secure comruni cation
bet ween the CDNI Loggi ng interface endpoints.

* negotiation/definition of the log file format and set of
fields to be exported through the |ogging protocol, with
sonme granularity (e.g., on a per-content-type basis).

* negotiation/definition of paraneters related to transaction

| ogs export (e.g., export protocol, file conpression
export frequency, directory).
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5. CDNI Request Routing Redirection Interface Requirenments

The main function of the CDNI Request Routing Redirection interface
(RI') is to allow the Request Routing systenms in interconnected CDNs
to comunicate to facilitate redirection of the request across CDNs.

Rl -1 {H GH The CDNI Request Routing Redirection interface shal
support efficient request routing for small objects. This
may, for exanple, call for a node of operation (e.g., DNS-
based request routing) where freshness and accuracy of CDN
Surrogate selection can be traded of f agai nst reduced request
routing load (e.g., Via lighter-weight queries and cachi ng of
request routing decisions).

Ri-2 {H GH The CDNI Request Routing Redirection interface shal
support efficient request routing for |large objects. This
may, for exanple, call for a node of operation (e.g., HITP-
based request routing) where freshness and accuracy of CDN
Surrogate selection justifies a per-request decision and a
per-request CDNI Request-Routing protocol call.

Rl -3 {H G4 The CDNI Request Routing Redirection interface shal
support recursive CDNI request routing.

Rl -4 {H GH The CDNI Request Routing Redirection interface shal
support iterative CDNl request routing.

Rl -5 {MED} In case of detection of a request redirection |oop, the
CDNI Request Routing Redirection interface’ s |oop prevention
mechani sm shoul d all ow redirection of the request on an
alternate CDN path (as opposed to the request not being
redirected at all).

Rl -6 {MED} The CDNI Request Routing Redirection interface should
support a mechani smallowi ng enforcement of a limt on the
nunber of successive CDN redirections for a given request.

Ri-7 {LON The CDNI Request Routing Redirection interface nay
support a mechani sm all owi ng an Upstream CDN to avoid
redirecting a request to a Downstream CDN if that is likely to
result in the total redirection tinme exceeding sone limt.
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Rl -8 {H GH The CDNI Request Routing Redirection interface shal
all ow the Upstream CDN to include, in the query to the
Downstream CDN, the necessary information to allow the
Downstream CDN to process the redirection query. This could,
for exanple, include:

* information fromwhich the geographic region pertaining to
the I P address of the User Agent that originated the
request can be inferred (e.g., User Agent FQDN in case of
HTTP- based request routing, DNS Proxy FQDN in case of DNS-
based request routing).

* requested resource infornation (e.g., Resource URl in case
of HTTP-based request routing, Resource hostnane in case of
DNS- based request routing).

* additional available request information (e.g., request
headers in case of HITP-based request routing).

RI-9 {LOWN The CDNI Request Routing Redirection interface may al so
all ow the Upstream CDN to convey information pointing to CDN
Met adat a applicable (individually or through inheritance) to
the requested content. For illustration, the CDNl Mt adata
pointed to could potentially include netadata that is
applicable to any content, netadata that is applicable to a
content collection (to which the requested content bel ongs)
and/ or netadata that is applicable individually to the
requested content.

R -10 {H GH The CDNI Request Routing Redirection interface shal
all ow the Downstream CDN to include the followi ng information
in the response to the Upstream CDN

* status code, in particular indicating acceptance or
rejection of request (e.g., because the Downstream CDN is
unwi | ling or unable to serve the request). 1In case of
rejection, an error code is also to be provided, which
allows the Upstream CDN to react appropriately (e.g.
sel ect another Downstream CDN, or serve the request
itself).

* redirection information (e.g., Resource URI in case of
HTTP- based request routing, equivalent of a DNS record in
case of DNS-based request routing).

R -11 {H G4 The CDNI Request Routing Redirection interface shal

al l ow for per-chunk request routing of HITP Adaptive Stream ng
content.
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{LON The CDNI Request Routing Redirection interface may all ow
the Upstream CDN to use the information conveyed by the

Downst ream CDN during the Recursive Request Routing process to
rewite an HTTP Adaptive Stream ng manifest file.

{LON The CDNI Request Routing interface nmay allow the
Upstream CDN to re-conpute the nessage digest or digital
signature over the invariant portion of the chunk URIs
enbedded in the HITP Adaptive Streanming manifest file.

{MED} The CDNI Request Routing Redirection interface should
correlate the HTTP Adaptive Stream nanifest file to the
rel ated chunks referenced in the manifest file.

{MED} The CDNI Request Routing Redirection interface should

allow for an efficient method of transferring request routing
information for multiple chunks fromthe Downstream CDN to the
Upstream CDN as part of the recursive request routing process.

Footprint & Capabilities Advertisenent Interface Requirenments

The main function of the CDNI Footprint & Capabilities Advertisenent
interface (FCl) is to allow the Downstream CDN to advertise the
information regarding its footprint and capabilities to the Upstream

CDN.

FC -1

FCl -2

{H GH} The CDNI Footprint & Capabilities Advertisenent
interface shall allow the Downstream CDN to conmuni cate to the
Upst ream CDN coarse information about the Downstream CDN
ability and/or willingness to handle requests fromthe
Upstream CDN. For exanple, this could potentially include a
bi nary signal ("Downstream CDN ready/not-ready to take

addi tional requests from Upstream CDN') to be used in case of
excessive load or failure condition in the Downstream CDN.

{MED} The CDNI Footprint & Capabilities Advertisenent
interface should all ow the Downstream CDN to conmunicate to
t he Upstream CDN aggregate infornmation to facilitate CDN

sel ection during request routing, such as Downstream CDN
capabilities, resources and affinities (i.e., preferences or
cost). This information could, for exanple, include:

* supported content types and delivery protocols
* footprint (e.g., Layer 3 coverage).

* a set of metrics/attributes (e.g., stream ng bandwi dth,
storage resources, distribution and delivery priority).
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* a set of affinities (e.g., preferences, indication of
distribution/delivery fees).

* information to facilitate request redirection (e.g.
Reachability information of Downstream CDN Request Routing

system.

[Note: Some of this information -- such as supported content
types and delivery protocols -- nay al so potentially be taken
into account by the Distribution systemin the Upstream CDN
for pre-positioning of content and/or metadata in the
Downstream CDN i n case of pre-positioned content acquisition
and/ or pre-positioned CONI Metadata acquisition.]

{MED} In the case of cascaded redirection, the CDNl Footprint
& Capabilities Advertisenent interface should allow the
Downstream CDN to al so include in the information conmuni cated
to the Upstream CDN, information on the capabilities,
resources and affinities of CONs to which the Downstream CDN
may (in turn) redirect requests received by the Upstream CDN
In that case, the CDNI Request Routing interface shall prevent
| oopi ng of such informati on exchange.

{LON The CDNI Footprint & Capabilities Advertisenent
interface nay all ow the Downstream CDN to conmunicate to the
Upst ream CDN aggregate information on CDNl adninistrative
limts and policy. This information can be taken into account
by the Upstream CDN Request Routing systemin its CDN

Sel ection decisions. This information could, for exanple,

i ncl ude:

*  maxi mum nunber of requests redirected by the Upstream CDN
to be served simultaneously by the Downstream CDN

* maxi mum aggregate volume of content (e.g., in Terabytes) to
be delivered by the Downstream CDN over a tine period.

{MED} The CDNI Footprint & Capabilities Advertisenent
i nterface should support advertisenent of the follow ng types
of capabilities:

* delivery protocol (e.g., HTTP versus Real Tinme Messaging
Prot ocol [RTMP]).

* acquisition protocol (for acquiring content from an
Upst r eam CDN) .
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* redirection node (e.g., DNS Redirection versus HITP
Redi rection).

* capabilities related to CDNI Logging (e.g., supported
| oggi ng mechani sns) .

* capabilities related to CDNI Metadata (e.g., authorization
al gorithnms or support for proprietary vendor netadata).

FCl-6 {LOW The CDNI Control interface may all ow exchange and
negoti ati on of delivery authorization nechanisns to be
supported across the CDNs (e.g., URI-signature-based
val i dati on).

FCl-7 {H G4 The CDNI Footprint & Capabilities Advertisenent
interface shall support extensible fields used to convey the
CDN capabilities and nmethods to indicate the footprint in the
adverti senent fromthe Downstream CDN to t he Upstream CDN.

7. CDN Metadata Interface Requirenents

The primary function of the CDNI Metadata interface (M) is to allow
the Distribution systemin interconnected CDNs to communicate to
ensure Content Distribution Metadata with inter-CDN scope can be
exchanged across CDNs. W observe that while the CDNI Metadata
Distribution protocol is currently discussed as a single "protocol",
further analysis will determ ne whether the correspondi ng
requirenents are to be realized over a single interface and protocol,
or over multiple interfaces and protocols. For exanple, a subset of
the CDNI Metadata m ght be conveyed in-band along with the actual
content acquisition across CDNs (e.g. content MD5 in HITP header)
whi | e anot her subset might require an out-of-band interface and
protocol (e.g., geo-blocking information).

M-1 {HGH The CDNI Metadata interface shall allow the Upstream
CDN to provide the Downstream CDN with content distribution
nmet adata of inter-CDN scope.

M -2 {H G4 The CDNI Metadata interface shall support exchange of
CDNI Met adata for both the dynami c content acquisition nodel
and the pre-positioning content acquisition nodel.

M -3 {H GH The CDNI Metadata interface shall support a node where
no, or a subset of, the CONI Metadata is initially
conmuni cated to the Downstream CDN al ong with information
about how where to acquire the rest of the CDNI Metadata
(i.e., Dynamic CDNI Metadata acquisition).
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{MED} The CDNI Metadata interface should support a node where
all the relevant CDNI Metadata is initially conmunicated to
the Downstream CDN (i.e., pre-positioned CDNI Metadata
acquisition).

{H GH Whether in the pre-positioned content acquisition nodel
or in the dynam ¢ content acquisition nodel, the CDNI Mt adata
interface shall provide the necessary information to allow the
Downstream CDN to acquire the content from an upstream source

(e.g., acquisition protocol and Uniform Resource Identifier in
Upstream CDN -- or rules to construct this URI).

{H GH The CDNI Metadata shall allow signaling of one or nore
upstream sources, where each upstream source can be in the
Upstream CDN, in another CDN, the CSP origin server or any
arbitrary source designated by the Upstream CDN. Note that
some upstream sources (e.g., the content origin server) nmay or
may not be willing to serve the content to the Downstream CDN
if this policy is known to the Upstream CDN, then it nmay onit
t hose sources when exchangi ng CDNI Met adat a.

{H G4 The CDNI Metadata interface (possibly in conjunction
with the CDNI Control interface) shall allow the Upstream CDN
to request addition and nodification of CONI Metadata into the
Downst r eam CDN.

{H G4 The CDNI Metadata interface (possibly in conjunction
with the CDNI Control interface) shall allow renoval of

obsol ete CDNI Metadata fromthe Downstream CDN (this coul d,
for exanple, be achieved via an explicit renoval request from
the Upstream CDN or via expiration of a Tine-To-Live (TTL)
associated with the CDNI Met adat a) .

{H G4 The CDNI Metadata interface shall allow association of
CDNI Metadata at the granularity of individual object. This

is necessary to achieve fine-grain CDNI Metadata distribution
at the level of an individual object when necessary.

{H GH} The CDNI Metadata interface shall allow association of
CDNl Metadata at the granularity of an object set. This is
necessary to achi eve scal able distribution of netadata when a
| arge nunber of objects share the sane distribution policy.

{HGH The CDNI Metadata interface shall support multiple

I evel s of inheritance with precedence to nore specific

nmet adata. For exanple, the CDNI Metadata Distribution
protocol may support netadata that is applicable to any
content, netadata that is applicable to a content collection
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and netadata that is applicable to an individual content where
content |level netadata overrides content collection netadata
that overrides netadata for any content.

{H G4 The CDNI Metadata interface shall ensure that
conflicting netadata with overl apping scope are prevented or
determ nistically handl ed.

{H GH} The CDNI Metadata interface shall allow signaling of
content distribution control policies. For exanple, this
could potentially include:

* geo-blocking information (i.e., information defining
geogr aphi cal areas where the content is to be nade
avai | abl e or bl ocked).

* availability windows (i.e., information defining time
wi ndows during which the content is to be nade avail able or
bl ocked; expiration tinme may al so be included to renove

content).

* delegation whitelist/blacklist (i.e., information defining
t hrough whi ch Downstream CDNs t he content may/ may not be
del i vered)

{H GH} The CDNI Metadata interface shall be able to exchange a
set of netadata elenments with specified semantics (e.g., start
of time window, end of tine w ndow).

{H GH The CDNI Metadata interface shall allow exchange of
opaque netadata el enent, whose senantic is not defined in CDN
but established by private CDN agreenent.

{H G4 The CDNI Metadata interface shall allow signaling of
aut hori zati on checks and validation that are to be perforned
by the Surrogate before delivery. For exanple, this could
potentially include the need to validate information (e.g.
Expiry time, Cient |IP address) required for access

aut hori zati on.

{MED} The CDNI Metadata interface should allow signaling of
CDNI -rel evant Surrogate cache behavi or paraneters. For
exanple, this could potentially include:

* control of whether the query string of HTTP URl is to be
i gnored by Surrogate cache.
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* enforcenent of caching directives by Downstream CDN t hat
are different than the ones signaled in the HTTP headers
(e.qg., "Expires" field).

* rate-pacing by Downstream CDN for content delivery (e.g.
Pr ogr essi ve Downl oad).

{H GH} The CDNI Metadata interface shall provide indication of
rel ated content (e.g., HITP Adaptive Bit Rate chunks) by the
Content Collection ID (CCD) nmetadata. This could be used by
t he Downstream CDN for operations on the group of content.

For exanple, this could potentially include:

* content acquisition for the entire set of files when one
pi ece of content is requested.

* |local file managenment and storage bundles all the files for
the content.

* purging the entire set of files associated with the
content.

* |logging of the delivery of the content for the session when
at least one file in the set was delivered.

{MED} The CDNI Metadata interface should support an optiona
mechani sm al | owi ng the Upstream CDN to indicate to the

Downst ream CDN whi ch CDNI Log fields are to be provided for
all content items, for specific sets of content itens, or for
specific content itens delivered using HTTP. A CDN

i mpl enentati on that does not support this optional CDN

Met adata Distribution interface nechanismshall ignore this

Il og format indication and generate CDNl Logging format for
HTTP Adaptive Stream ng using the default set of CDN Loggi ng
fields. (Note: This function may be part of the CDNl Metadata
interface or the CDNI Control interface.)

{MED} The CDNI Metadata interface should allow the Upstream
CDN to signal to the Downstream CDN the Content Collection ID
value for all, for specific sets of, or for specific content
items delivered using HTTP. \Wenever the Downstream CDN is
instructed by the Upstream CDN to report the Content
Collection IDfield in the log records, the Downstream CDN is
to use the val ue provided through the CONl Metadata interface
for the corresponding content. Note the Session ID field
along with Content Collection ID may be used for HTTP Adaptive
Stream ng content.
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{MED} The CDNI Metadata interface should allow the Upstream
CDN to signal to the Downstream CDN the Authorization Goup ID
value for all the related HTTP Adaptive Streani ng content
(i.e., manifest file and chunks). The authorization result of
a content (e.g., manifest file) is transferred over to rel ated
content (e.g., chunks).

{H GH} The CDNI Metadata interface shall support extensible
format for CDNI Metadata delivery fromthe Upstream CDN to the
Downst r eam CDN

Loggi ng I nterface Requirenents

This section identifies the requirenents related to the CDNI Loggi ng
interface (LI). W observe that while the CDNI Logging interface is
currently discussed as a single "protocol", further analysis will

det erm ne whether the corresponding requirenents are to be realized
over a single interface and protocol or over nultiple interfaces and
pr ot ocol s.

LI-1

LI-2
LI-3
LI-4
LI-5
LI-6

{H GH} The CDNI Logging interface and architecture shal
ensure reliable transfer of CDNI |ogging information across
CDNs.

{H GH The CDNI Loggi ng interface shall provide |ogging of
deliveries and inconplete deliveries to User Agents perforned
by the Downstream CDN as a result of request redirection by

t he Upstream CDN

{MED} In the case of cascaded CDNs, the CDNI Logging interface
shoul d all ow the Downstream CDN to report to the Upstream CDN
| oggi ng for deliveries and inconplete deliveries perforned by
the Downstream CDN itself as well as logging for deliveries
and inconpl ete deliveries perfornmed by cascaded CDNs on behal f
of the Downstream CDN

{H GH The CDNI Logging interface shall support batch/offline
exchange of | ogging records.

{MED} The CDNI Logging interface should al so support an
addi ti onal mechani smtaking into account the timng
constraints for sone types of logging records (e.g., near-rea
time for nonitoring and anal ytics applications).

{H GH} The CDNI Logging interface shall define a log file
format and a set of fields to be exported for various CDN
Loggi ng events.
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LI-7 {H GH The CDNI Logging interface shall define a transport
nmechani smto exchange CDNI Logging files.

LI -8 {MED} The CDNI Logging interface should allow a CDN to query
anot her CDN for relevant current |ogging records (e.g., for
on-denmand access to real-tine |ogging information).

LI-9 {LON The CDNI Logging interface nmay support aggregate/
summari zed logs (e.g., total bytes delivered for a content
regardl ess of individual User Agents to which it was
delivered).

LI-10 {LOW The CDNI Logging interface nmay support | oggi ng of
performance data for deliveries to User Agents performed by
the Downstream CDN as a result of request redirection by the
Upstream CDN. Perfornmance data may include various traffic
statistics (the specific paraneters are to be determ ned).

The CDNI Logging interface may support the Upstream CDN to
i ndi cate the nature and contents of the perfornance data to be
reported by the Downstream CDN

LI-11 {MED} The CDNI Logging interface should support |ogging of
consumed resources (e.g., storage, bandw dth) to the Upstream
CDN for deliveries where content is stored by the Downstream
CDN for delivery to User Agents. The information |ogged nmay
i nclude the type of storage (e.g., Oigin, Internediate, Edge,
Cache) as well as the ampunt of storage (e.g., total GB, GB
used, per tine period, per content dormain) all of which may
i npact the cost of the services.

LI-12 {MED} In the case of cascaded CDNs, the CDNI Logging interface
shoul d support the Downstream CDN to report consumed resources
(e.g. storage, bandwi dth) to the Upstream CDN where content
is stored by the Downstream CDN itself as well as |ogging for
storage resources when content storage is perforned by
cascaded CDNs on behal f of the Downstream CDN

LI-13 {H GH} The CDNI Logging interface shall support |ogging of
del eted objects fromthe Downstream CDN to the Upstream CDN as
aresult of explicit delete requests on via the CDNI Control
interface fromthe Upstream CDN

LI-14 {H G4 The CDNI Logging interface shall support the exchange
of extensible log file formats to support proprietary
information fields. These information fields shall be agreed
upon ahead of time between the correspondi ng CDNs.

Leung & Lee I nf or mat i onal [ Page 19]



RFC 7337 CDNI Requi renents August 2014

LI-15 {H G4 The CDNI Logging interface shall allow a CDN to notify
anot her CDN about which CDNI Logging information is avail able

for transfer and/or no longer available (e.g., it exceeded
some | ogging retention period or sone |ogging retention
vol ume) .

LI-16 {NMED} The CDNI Logging interface should support the ability
for the Downstream CDN to include the Content Collection ID
and Session ID fields in CONl |og entries generated for HITP
Adaptive Streaning content.

LI-17 {NMED} The CDNI Logging interface should provide privacy
protection by not disclosing infornmation that can be used to
identify the user (e.g., nmethod that anonymizes the | P address
carried in the logging field). The use of the privacy
protection mechanismis optional

9. CDN Security Requirenents

This section identifies the requirenents related to the CDN
security. Some of these are expected to affect nultiple or al
pr ot ocol s.

SEC-1 {HGH Al the CDNI interface shall support secure operation
over unsecured |IP connectivity (e.g., the Internet). This
i ncl udes authentication, confidentiality, integrity protection
as well as protection against spoofing and repl ay.

SEC-2 {H GH} The CDNI solution shall provide sufficient protection
agai nst deni al -of -service attacks. This includes protection
agai nst spoofed delivery requests sent by User Agents directly
to a Downstream CDN attenpting to appear as if they had been
redirected by a given Upstream CDN when they have not.

SEC-3 {MED} The CDNI sol ution should be able to ensure that for any
gi ven request redirected to a Downstream CDN, the Downstream
CDN can deternine the Upstream CDN that redirected the request
directly to the Downstream CDN (|l eading to that request being
served by that CDN, or being further redirected).

SEC-4 {MED} The CDNI sol ution should be able to ensure that for any
gi ven transaction | og generated by the Downstream CDN and
communi cated to an Upstream CDN, the Upstream CDN can confirm
the transnmitted | og record corresponds to a request
redirection by the Upstream CDN
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SEC-5 {LOWN The CDNI solution may provide a mechanismallow ng an
Upstream CDN that has credentials to acquire content fromthe
CSP origin server (or another CDN), to all ow establishnment of
credential s authorizing the Downstream CDN to acquire the
content fromthe CSP origin server (or the other CDN) (e.g.,
in case the content cannot be acquired fromthe Upstream CDN).

10. Security Considerations
Thi s docunent di scusses CDNl security requirenents in Section 9.
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