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Abstract

This docunent presents a set of requirenents and a framework for
providing a point-to-mnultipoint pseudowire (PW over MPLS Packet

Swi tched Networks. The requirements identified in this docunment are
related to architecture, signaling, and maintenance aspects of point-
to-nultipoint PWoperation. They are proposed as guidelines for the
standardi zati on of such mechani sms. Anbng ot her potentia
applications, point-to-multipoint PW can be used to optinize the
support of multicast Layer 2 services (Virtual Private LAN Service
and Virtual Private Milticast Service).

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7338
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I ntroducti on
Pr obl em St at enent

As defined in the pseudowire architecture [ RFC3985], a pseudow re
(PW is a nechanismthat enul ates the essential attributes of a

tel econmuni cati ons service (such as a Tl leased |ine or Frane Rel ay)
over an | P or MPLS Packet Switched Network (PSN). It provides a
single service that is perceived by its user as an unshared link or
circuit of the chosen service. A pseudowire is used to transport
Layer 1 or Layer 2 traffic (e.g., Ethernet, Tinme-Division
Multiplexing (TDM, ATM and Franme Rel ay) over a Layer 3 PSN.
Pseudowi re Emul ati on Edge-to- Edge (PWE3) operates "edge to edge" to
provide the required connectivity between the two endpoints of the
PW

The point-to-multipoint (P2MP) topology described in [ VPM5- REQS] and
required to provide P2MP Layer 2 VPN service can be achi eved using
one or nore P2MP PWs. The use of PWencapsul ati on enabl es P2MP
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services to transport Layer 1 or Layer 2 data. This could be

achi eved using a set of point-to-point PW, with traffic replication
at the Root Provider Edge (PE), but at the cost of bandw dth
efficiency, as duplicate traffic would be carried nultiple tines on
shared I|inks.

Thi s docunent defines the requirenents for a point-to-nultipoint PW
(P2MP PW. A P2MWP PWis a nechanismthat enul ates the essentia
attributes of a P2MP tel ecomruni cations service such as a P2MP ATM
Virtual Circuit over a Packet Switched Network

The required functions of P2MP PW i ncl ude encapsul ati ng service-
specific Protocol Data Units (PDUs) arriving at an ingress Attachnent
Crcuit (AC, carrying themacross a tunnel to one or nobre egress
ACs, managing their tinming and order, and any other operations
required to emul ate the behavi or and characteristics of the service
as faithfully as possible.

1.2. Scope of This Docunent

The docunent describes the general architecture of P2MP PWwith a
ref erence nodel, nmentions the notion of data encapsul ati on, and
outlines specific requirenents for the setup and mai ntenance of a
P2MP PW In this docunent, the requirenents focus on the Single-
Segrment PWnodel. The requirenents for realizing P2MP PWin the

Mul ti-Segnment PW nodel [RFC5254] are left for further study. This
docunent refers to [ RFC3916] for other aspects of P2MP PW

i npl enent ati on, such as "Packet Processing" (Section 4 of that
docunent) and "Faithful ness of Enul ated Services" (Section 7 of that
docunent).

1.3. Conventions Used in This Docunent

Al though this is a requirenents specification not a protocol
specification, the key words "MJST", "MJST NOT", "REQU RED', "SHALL",
"SHALL NOr*, "SHOULD', "SHOULD NOTI", "RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted to apply to
protocol solutions designed to neet these requirenents as described
in [ RFC2119].
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2. Definitions
2.1. Acronyns

P2P: Poi nt - t o- Poi nt

P2MP:  Point-to-Miltipoint

PW Pseudowi re

PSN: Packet Switched Network
SS-PW  Si ngl e- Segnent Pseudowi re

2.2. Term nol ogy

Thi s docunent uses terninology described in [RFC5659]. It also
i ntroduces additional terns needed in the context of P2MP PW

P2MP PW (al so referred to as PWtree):
Poi nt-to-Miltipoint Pseudowire. A PWattached to a source
Custoner Edge (CE) used to distribute Layer 1 or Layer 2 traffic
to a set of one or nore receiver CEs. The P2MP PWis
unidirectional (i.e., carrying traffic fromRoot PE to Leaf PEs)
and optionally supports a return path.

P2MP SS- PW
Poi nt-to-Mil ti poi nt Single-Segnent Pseudowi re. A single-segnent
P2MP PW set up between the Root PE attached to the source CE and
the Leaf PEs attached to the receiver CEs. The P2MP SS- PW uses
P2MP Label Switched Paths (LSPs) as PSN tunnels.

Root PE:
P2MP PW Root Provider Edge. The PE attached to the traffic source
CE for the P2MP PWvia an Attachnent Circuit (AQ).

Leaf PE
P2MP PW Leaf Provider Edge. A PE attached to a set of one or nore
traffic receiver CEs, via ACs. The Leaf PE replicates traffic to
the CEs based on its Forwarder function [ RFC3985].

P2MP PSN Tunnel :
In the P2MP SS-PWtopol ogy, the PSN tunnel is a general term
i ndicating a virtual P2MP connection between the Root PE and the
Leaf PEs. A P2MP tunnel may potentially carry nultiple P2MP PW
i nside (aggregation). This docunent uses term nology fromthe
docunent describing the MPLS nmulticast architecture [RFC5332] for
MPLS PSN.
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P2MP PW Requi renents
.1. Reference Nbdel

As per the definition in [RFC3985], a pseudowire (PW both originates
and term nates on the edge of the same packet sw tched network (PSN)
The PW I abel is unchanged between the originating and termnating
Provi der Edges (PEs). This is also known as a singl e-segnent
pseudowire (SS-PW -- the nost fundanental network nodel of PWES.

A P2MP PW can be defined as point-to-nultipoint connectivity froma
Root PE connected to a traffic source CE to one or nore Leaf PEs
connected to traffic receiver CEs. It is considered to be an
extended architecture of the existing P2P SS-PWtechnol ogy.

Figure 1 describes the P2MP PWreference nodel that is derived from
[ RFC3985] to support P2MP emul at ed servi ces.

[ <---cmmmm--- P2MP PW------------ >|
Native | | Native
ROOT  Service | | <----P2MP PSN tunnel ---3| | Service LEAF
\4 (AQ) \Y \Y \Y V  (AQ v
| +----+ +----- + +----+
| | PEL | | P |=========| PE2 | AC2 | TR
| | | | ... PWL....... I >| CE2
| | | | | :::::::::l | | oo oo+
| | | | | to---t |
| | | :::::::::l . | |
| | | | +----+ |
+--- -+ | ACL | | | | =========| PE3 | AC3 | oo+
| CEL |~----n-- Sl PAL. ..o PWL. . ..... SRR >| CE3 |
[ mpp— | | | | i | :::::::::l | | oo oo+
| | | | to---t |
| | | :::::::::l | |
o o b AACA | oo
| | | | | :::::::::l PE4 | __________ >| CE4 |
| | | | ... PWL....... >| | +----+
| | | | | :::::::::l | ACH | oo oo+
| | | | | | |---------- >| CES |
| +----+ +-- - - - + +----+ | +----+

Figure 1: P2MP PW Ref er ence Mbdel

This architecture applies to the case where a P2MP PSN tunnel extends
bet ween edge nodes of a single PSN domain to transport a

uni directional P2MP PWw th endpoints at these edge nodes. 1In this
nodel , a single copy of each PW packet is sent over the PWon the
P2MP PSN tunnel and is received by all Leaf PEs due to the P2MP
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nature of the PSN tunnel. The P2MP PW SHOULD be traffic optim zed,
i.e., only one copy of a P2MP PW packet or PSN tunnel (underlying

| ayer) packet is sent on any single link along the P2MP path. P
routers participate in P2MP PSN tunnel operation but not in the
signaling of P2MP PW§.

The Reference Moddel outlines the basic pieces of a P2MP PW However,
several levels of replication need to be considered when designing a
P2MP PW sol uti on:

- Ingress PE replication to CEs: traffic is replicated to a set of
| ocal receiver CEs

- Prouter replication in the core: traffic is replicated by neans
of a P2MP PSN tunnel (P2MP LSP)

- Egress PE replication to CEs: traffic is replicated to |oca
recei ver CEs

Theoretically, it is also possible to consider Ingress PE replication
in the core; that is, all traffic is replicated to a set of P2P PSN
transport tunnels at ingress, not using P router replication at all

However, this approach may | ead to duplicate copies of each PW packet
bei ng sent over the sanme physical link, specifically in the case
where nultiple PSN tunnels transit that physical link. Hence, this
approach is not preferred.

Specific operations that MJUST be performed at the PE on the native
data units are not described here since the required pre-processing
(Forwarder (FWRD) and Native Service Processing (NSP)) defined in
Section 4.2 of [RFC3985] is also applicable to P2MP PW

P2MP PW are generally unidirectional, but a Root PE may need to
receive unidirectional P2P return traffic fromany Leaf PE. For that
pur pose, the P2MP PW sol uti on MAY support an optional return path
fromeach Leaf PE to the Root PE

3.2. P2MP PWand Underlying Layer

The definition of MPLS multicast encapsul ati on [ RFC5332] specifies
the procedure to carry MPLS packets that are to be replicated and a
copy of the packet sent to each of the specified next hops. This
notion is also applicable to a P2MP PW packet carried by a P2MP PSN
t unnel

To be nore precise, a P2MP PSN tunnel corresponds to a "point-to-
nmul tipoint data |link or tunnel" described in Section 3 of [RFC5332].
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Simlarly, P2MP PWI| abels correspond to "the top | abels (before
applying the data link or tunnel encapsulation) of all MPLS packets
that are transnitted on a particular point-to-multipoint data |link or
tunnel .

In the P2MP PWarchitecture using the SS-PWnetwork nodel, the PW PDU
[ RFC3985] is replicated by the underlying P2MP PSN tunnel |ayer

Note that the PWIabel is unchanged, and hidden in switching, by the
transit P routers.

In a solution, a P2MP PW MJUST be supported over a single P2MP PSN
tunnel as the underlying |layer of traffic distribution. Figure 2

gi ves an exanpl e of P2MP PWtopol ogy relying on a single P2MP LSP
The PWtree is conposed of one Root PE (il) and several Leaf PEs (el
e2, e3, e4).

The mechani snms for establishing the PSN tunnel are outside the scope
of this docunent, as long as they enable the essential attributes of
the service to be enul ated

il
/
[\
/ \
/ \
/\ \
[\ \
/ \ \
/ \ [\
el e2 e3 e4

Fi gure 2: Exanple of P2MP Underlying Layer for P2MP PW

A single P2MP PSN tunnel MJST be able to serve the traffic fromnore
than one P2MP PWin an aggregated way, i.e., nultiplexing.

A P2MP PW sol uti on MAY support different P2MP PSN tunneling

technol ogy (e.g., MPLS over GRE [ RFC4023] or P2MP MPLS LSP) or
different setup protocols (e.g., nultipoint extensions for LDP (nlLDP)
[ RFC6388] and P2MP RSVP- TE [ RFC4875]).

The P2\MP LSP associated to the P2MP PWcan be sel ected either by user
configuration or by dynamically using a nultiplexing/demultiplexing
mechani sm

The P2\MP PWrmul ti pl exi ng SHOULD be used based on the overlap rate
bet ween P2MP LSP and P2MP PW As an exanple, an existing P2MP LSP
may attach nore | eaves than the ones defined as Leaf PEs for a given
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P2MP PW It nay be attractive to reuse it to mininize new
configuration, but using this P2MP LSP woul d cause non-Leaf PEs
(i.e., not part of the P2MP PW to receive unwanted traffic.

Note: no special configuration is needed for non-Leaf PEs to drop
that unwanted traffic because they do not have forwardi ng infornation
entries unless they process the setup operation for corresponding
P2MP PW (e.g., signaling).

The operator SHOULD determ ne whether it is acceptable to partially
multiplex the P2MP PWonto a P2MP LSP, and a m ni num congruency rate
may be defined to enable the Root PE to nmake this determination. The
congruency rate SHOULD take into account several itens, including:

- the anount of overlap between the Leaf PEs of the P2MP PWand the
exi sting egress PE routers of the P2MP LSP. If there is a
compl ete overlap, the congruency is perfect and the rate is 100%

- the inpact on other traffic (e.g., fromother VPNs) supported over
the P2\VP LSP.

Wth this procedure, a P2MP PWis nested within a P2MP LSP. This

all ows mul tiplexing several PW over a common P2MP LSP. Prior to the
P2MP PW si gnal i ng phase, the Root PE deternines which P2MP LSP wil |
be used for this P2MP PW The PSN tunnel can be an existing PSN
tunnel or the Root PE can create a new P2MP PSN tunnel. Note that
the ingress PE may nodify or re-create an existing P2MP PSN tunnel in
order to add one or nore leaf PEs to enable it to transport the P2MP
PW

3.3. P2MP PW Construction
[ RFC5332] introduces two approaches to assigning MPLS | abel s (neaning
PW Il abels in the P2MP PWcontext): Upstream Assi gned [ RFC5331] and
Downstr eam Assi gned. However, it is out of scope of this docunent
whi ch one should be used in PWconstruction. It is left to the
specification of the solution
The following requirenents apply to the establishnment of P2MP PW:

- PE nodes MJUST be configurable with the P2MP PWidentifiers and
ACs.

- A discovery nechani sm SHOULD al | ow the Root PE to discover the
Leaf PEs, or vice versa.
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- Solutions SHOULD al |l ow singl e-si ded operation at the Root PE for
the selection of sone AC(s) at the Leaf PE(s) to be attached to
the PWtree so that the Root PE controls the | eaf attachnent.

- The Root PE SHOULD support a method to be infornmed about whether a
Leaf PE has successfully attached to the PWtree.

3.4. P2MP PW Si gnal i ng Requirenents
3.4.1. P2MP PWldentifier

The P2MP PW MUST be uniquely identified. This unique P2MP PW
identifier MJUST be used for all signaling procedures related to this
PW (PWsetup, nonitoring, etc.).

3.4.2. PWType M smatch

The Root PE and Leaf PEs of a P2MP PW MJST be configured with the
same PWtype as defined in [ RFC4446] for P2P PW |n case of a type
m smat ch, a PE SHOULD abort attenpts to attach the Leaf PE to the
P2MP PW

3.4.3. Interface Paranmeters Sub-TLV

Sonme interface paraneters [RFC4446] related to the AC capability have
been defined according to the PWtype and are signal ed during the PW
set up.

VWhere applicable, a solution is REQURED to ascertain whether the AC
at the Leaf PE is capable of supporting traffic coming fromthe AC at
t he Root PE.

In case of a nmismatch, the passive PE (Root or Leaf PE, depending on
the signaling process) SHOULD support mechanisns to reject attenpts
to attach the Leaf PE to the P2MP PW

3.4.4. Leaf Grafting/Pruning

Once the PWtree is established, the solution MJST allow the addition
or renoval of a Leaf PE, or a subset of |eaves to/fromthe existing
tree, without any inpact on the PWtree (data and control planes) for
the renmai ning Leaf PEs.

The addition or renoval of a Leaf PE MJUST al so all ow the P2MP PSN

tunnel to be updated accordingly. This nmay cause the P2MP PSN tunnel
to add or renove the correspondi ng Leaf PE.
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3.4.5. Failure Detection and Reporting

Si nce the underlying |l ayer has an end-to-end P2MP topol ogy between
the Root PE and the Leaf PEs, the failure reporting and processing
procedures are inplenented only on the edge nodes.

Failure events may cause one or nore Leaf PEs to becone detached from
the PWtree. These events MJST be reported to the Root PE, using
appropriate out-of-band or in-band Operations, Adninistration, and

Mai nt enance (OAM) nessages for nonitoring.

It MUST be possible for the operator to choose the out-of-band or in-
band nonitoring tools or both to nonitor the Leaf PE status. For
management purposes, the solution SHOULD al |l ow the Root PE to be

i nformed of Leaf PEs’ failure.

Based on these failure notifications, solutions MJST all ow t he Root
PE to update the remaining | eaves of the PWtree.

- A solution MIST support an in-band status notification nmechanism
to detect failures: unidirectional point-to-multipoint traffic
failure. This MJST be realized by enhancing existing uni cast PW
met hods, such as Virtual G rcuit Connectivity Verification (VCCV)
for seam ess and faniliar operation as defined in [ RFC5085].

- In case of failure, it MJST correctly report which Leaf PEs are
affected. This MJST be realized by enhanci ng exi sting PW net hods,
such as LDP Status Notification. The notification nmessage SHOULD
i nclude the type of fault (P2MP PW AC, or PSN tunnel).

- A Leaf PE MAY be notified of the status of the Root PE s AC.

- A solution MIST support OAM nessage mappi ng [ RFC6310] at the Root
PE and Leaf PE if a failure is detected on the source CE

3.4.6. Protection and Restoration

It is assuned that if recovery procedures are required, the P2MP PSN
tunnel will support standard MPLS-based recovery techniques. In that
case, a mechani sm SHOULD be i npl enented to avoid race conditions

bet ween recovery at the PSN | evel and recovery at the PWI evel.

An alternative protection scheme MAY rely on the PWI ayer.
Leaf PEs MAY be protected via a P2MP PWredundancy nechanism In the
exanpl e depi cted bel ow, a standby P2MP PWis used to protect the

active P2ZMP PW In that protection schene, the AC at the Root PE
MJUST serve both P2MP PW. |In this scenario, the criteria for
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swi tching over SHOULD be defined, e.g., failure of one or all |eaves
of the active P2MP PWwi Il trigger sw tchover of the whole P2MP PW

CE1l
|
ROOT active PE1 st andby
P2MP PW .../ \....P2MP PW
/ \
P2 P3
I\ I\
/ \ / \
/ \ / \
LEAF PE4 PE5 PE6 PE7
| | | |
| \ / |
\ CE2 /
\ /
______ CE3-----

Fi gure 3: Exanple of P2MP PW Redundancy for Protecting Leaf PEs

Note that some of the nodes/links in this figure can be physically
shared; this depends on the service provider policy of network
r edundancy.

The Root PE MAY be protected via a P2MP PWredundancy nechanism 1In
t he exanpl e depicted bel ow, a standby P2MP PWis used to protect the
active P2MP. A single AC at the Leaf PE MJUST be used to attach the
CE to the primary and the standby P2MP PW The Leaf PE MJUST support
protection nechanisns in order to select the active P2MP PW

CE1
[\
| |
ROOT active PE1 PE2 st andby
P2MP PWL | | P2MP PV
| |
P2 P3
[\
/ /\ \
/ [\ \
/ / \ \
LEAF PE4 PE5
| |
CE2 CE3

Fi gure 4: Exanple of P2MP PW Redundancy for Protecting Root PEs
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3.4.7. Scalability

The sol ution SHOULD scale at worst linearly for nessage size, nenory
requi renents, and processing requirenents, with the nunber of Leaf
PEs.

I ncreasi ng the nunber of P2MP PW between a Root PE and a given set
of Leaf PEs SHOULD NOT cause the P router to increase the nunber of
entries inits forwarding table by the same or greater proportion
Mul tipl exing P2MP PW to P2MP PSN tunnel s achi eves this.

4. Backward Conpatibility

Sol utions MJST be backward conpatible with current PW standards.
Sol utions SHOULD utilize existing capability advertisenent and
negoti ati on procedures for the PEs inplenmenting P2MP PW endpoi nts.

The i npl enentati on of OAM nechani sns al so i nplies the adverti senent
of PE capabilities to support specific OAM features. The solution
MAY al | ow advertising P2MP PW OAM capabilities. A solution MJST NOT
allow a P2MP PWto be established to PEs that do not support P2MP PW
functionality. It MJST have a nmechanismto report an error for

i nconpati bl e PEs.

In sone cases, upstreamtraffic is needed from downstream CEs to
upstream CEs. The P2MP PW sol ution SHOULD allow a return path (i.e.
fromthe Leaf PE to the Root PE) that provides upstream connectivity.

In particular, the sane ACs MAY be shared between the downstream and
upstream directions. For downstream a CE receives traffic
originated by the Root PE over its AC. For upstream the CE MAY al so
send traffic destined to the sane Root PE over the same AC.

5. Security Considerations

The security requirenents common to PWare raised in Section 11 of
[ RFC3916]. P2MP PWis a variant of the initial P2P PWdefinition
and those requirenents (and the security considerations from

[ RFC3985]) also apply. The security considerations from [RFC5920]
and [ RFC6941] also apply to the I P/ MPLS and MPLS- TP depl oynent
scenari os, respectively.

Some i ssues specifically due to P2MP topol ogy need to be addressed in
the definition of the solution

- The solution SHOULD provide nmeans to protect the traffic delivered

to receivers (Integrity, Confidentiality, Endpoint
Aut hent i cati on).
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- The solution SHOULD support neans to protect the P2MP PWas a
whol e agai nst attacks that would | ead to any kind of denial of

servi ce.

Specifically, safeguard mechani sns should be considered to avoid any
negative inpact on the whole PWtree when any one receiver or any
group of receivers is attacked. Safeguard nechanisns for both the
data plane and the control plane need to be considered.
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