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1. Introduction

While it is possible to transmt highly sensitive docunments using
traditional tel ephony encryption devices, secure fax on the Public
Swi t ched Tel ephone Network (PSTN) was never w dely considered or
prioritized. This was nainly because of the challenges involved wth
mal evol ent physical access to tel ephony equipnent. As real-tine
communi cations transition to I P networks, where infornmation night
potentially be intercepted or spoofed, an appropriate |evel of
security for fax that offers integrity and confidentiality protection
is vital

The overwhel mi ngly predom nant fax transport protocol is UDPTL-based,
as described in Section 9.1 of [ITU T38.2010]. The protocol stack
for fax transport using UDPTL is shown in Figure 1

o e e e e e e e e e e - +
| Internet facsinmile protocol

T +
| UDPTL |
o +
| ubP |
o e e e e e e e e e e - +
| P |
T +

Figure 1: Protocol Stack for UDPTL over UDP
The followi ng nmechani sns are avail able for securing fax:

o0 Annex H of [ITU. T30.2005] specifies an application-layer integrity
and confidentiality protection of fax that is independent of the
transport protocol and is based on the RSA algorithmfor use with
the T.30 tel ephony protocol by Goup 3 facsinmle equi prment (G3FE)

o [ITU T38.2010] specifies fax transport over RTP/ SAVP, which
enables integrity and confidentiality protection of fax in IP
net wor ks.

Bot h of these mechani snms have been avail able for many years and never
gai ned any significant adoption in the market. This has pronpted an
effort to devel op an approach, based on open standards, for securing
fax conmuni cations over an | P-based transport.

Tel ephony-based protocols like T.30 offer application-level security
options like the RSA-based approach detailed in Annex H of the T.30
specification [ITU. T30.2005]. The problemis that it is very
sparingly inplenmented and not enforced at the transport |evel
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It is worth noting that while T.38 over RTP offers a very viable
option for such standards-based |P security solution using Secure
Real ti me Transport Protocol (SRTP), this fax-over-I1P transport never
gai ned any traction in the marketplace and accounts for a negligible
percent age of fax-over-I1P inplenentations.

Thus, security nmechanisns offering integrity and confidentiality
protection should be linmted to UDPTL-based fax transport, which is
the only broad-based fax-over-1P solution. The 3rd Generation

Part nership Project (3GPP) |aunched a study on how best to provide
secure fax in the IP Miltinmedia Subsystem (I M5) for UDPTL. Results
of the study confirned that this security was best achi eved by using
UDPTL over DTLS

Thi s docunent specifies fax transport using UDPTL over DTLS

[ RFC6347], which enables integrity and confidentiality protection of
fax in I P networks. The protocol stack that enhances fax transport
to offer integrity and confidentiality using UDPTL over DTLS is shown

in Figure 2.

T T +
| Internet facsinile protocol

o e e e e e e e e e e - +
| UDPTL |
S +
| DTLS |
N +
I ubP I
o e e e e e e e e e e - +
| P |
S +

Figure 2: Protocol Stack for UDPTL over DTLS over UDP
The primary notivations for the nechanismin this docunent are:

0 The design of DILS [ RFC6347] is clearly defined and well
under stood, and inplenmentations are w dely avail abl e.

0 No DILS extensions are required in order to enable UDPTL transport
over DTLS.

0 Fax transport using UDPTL over DTLS only requires insertion of the
DTLS | ayer between the UDPTL | ayer and the UDP | ayer, as shown in
Figure 2. The UDPTL | ayer and the |ayers above the UDPTL | ayer
require no nodifications.
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o UDPTL [ITU. T38.2010] is by far the nost wi dely depl oyed fax
transport protocol in |IP networks.

0 3GPP and the I P fax conmunity need a mechanismto transport UDPTL
over DTLS in order to provide secure fax in SlP-based networks
(including | MB).

Thi s docunent specifies the transport of UDPTL over DTLS using the
DTLS record layer "application_data" packets [RFC5246] [RFC6347].

Since the DTLS record | ayer "application_data" packet does not

i ndi cate whether it carries UDPTL or sonme other protocol, the usage
of a dedi cated DTLS association for transport of UDPTL needs to be
negoti ated, e.g., using the Session Description Protocol (SDP)

[ RFC4A566] and the SDP of fer/ answer mechani sm [ RFC3264] .

Therefore, this docunment specifies a new <proto> val ue [ RFC4566] for
the SDP nedi a description ("m" line) [RFC3264], in order to indicate
UDPTL over DTLS in SDP nessages [ RFC4566].

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

DTLS uses the term"session" to refer to a long-lived set of keying
mat eri al that spans DTLS associations. |In this docunent, in order to
be consistent with SI P/ SDP usage of "session" term nol ogy, we use
"session" to refer to a nmultinmedia session and use the term "DTLS
session" to refer to the DTLS construct. W use the term "DTLS
association" to refer to a particular DILS cipher suite and keying
material set that is associated with a single host/port quartet. The
same DTLS session can be used to establish the keying material for
mul ti pl e DILS associations. For consistency with other SIP/ SDP
usage, we use the term "connection" when what's being referred to is
a nultinmedia streamthat is not specifically DTLS

3. Secure Channe

The UDPTL-over-DTLS nedia streamis negotiated using the SDP offer/
answer nechani sm [ RFC3264]. See Section 4 for nore details.

DTLS is used as specified in [ RFC6347]. Once the DILS handshake is
successfully conpleted (in order to prevent facsimnmle data from bei ng
transmitted i nsecurely), the UDPTL packets MJST be transported in
DTLS record | ayer "application_data" packets.
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4, SDP O ferer/ Answerer Procedures
4.1. GCenera

An endpoint (i.e., both the offerer and the answerer) MJST create an
SDP nedi a description ("me" line) for each UDPTL-over-DILS nedia
stream and MJUST assign a UDP/ TLS/ UDPTL val ue (see Table 1) to the
"proto" field of the "n¥" line.

The procedures in this section apply to an line associated with

a UDPTL- over - DTLS nedi a stream

=

In order to negotiate a UDPTL-over-DTLS nedia stream the foll ow ng
SDP attributes are used:

o0 The SDP attributes defined for UDPTL over UDP, as described in
[1TU. T38.2010]; and

o0 The SDP attributes, defined in [RFC4145] and [ RFC4572], as
described in this section.

The endpoi nt MJST NOT use the SDP "connection" attribute [RFC4145].

In order to negotiate the TLS roles for the UDPTL-over-DILS transport
connection, the endpoint MJUST use the SDP "setup" attribute
[ RFC4145] .

If the endpoint supports, and is willing to use, a cipher suite with
an associated certificate, the endpoint MJIST include an SDP
"fingerprint" attribute [RFC4572]. The endpoi nt MJST support SHA-256
for generating and verifying the SDP "fingerprint" attribute val ue.
The use of SHA-256 is preferred. UDPTL over DTLS, at a mninum MJST
support TLS DHE RSA W TH AES 128 GCM SHA256 and MUST support

TLS ECDHE RSA W TH_AES 128 GCM SHA256. UDPTL over DTLS MJST prefer
TLS ECDHE _RSA W TH _AES 128 GCM SHA256 and any ot her Perfect Forward
Secrecy (PFS) cipher suites over non-PFS cipher suites.

| mpl enent ati ons SHOULD di sable TLS-1evel conpression.

If a cipher suite with an associated certificate is selected during
the DTLS handshake, the certificate received during the DILS
handshake MUST match the fingerprint received in the SDP
"fingerprint" attribute. |If the fingerprint does not match the
hashed certificate, then the endpoint MJST tear down the nedia
session immediately. Note that it is pernissible to wait until the
other side’'s fingerprint has been received before establishing the
connection; however, this may have undesirable | atency effects.

Hol nberg, et al. St andards Track [ Page 6]



RFC 7345 UDPTL over DILS August 2014

4.2. Generating the Initial Ofer

The of ferer SHOULD assign the SDP "setup" attribute with a value of
"act pass", unless the offerer insists on being either the sender or
recei ver of the DILS ClientHello nessage, in which case the offerer
can use either a value of "active" (the offerer will be the sender of
CientHell o) or "passive" (the offerer will be the receiver of
CientHello). The offerer MJUST NOT assign an SDP "setup" attribute
with a "hol dconn" val ue.

If the offerer assigns the SDP "setup" attribute with a val ue of
"act pass" or "passive", the offerer MIUST be prepared to receive a
DTLS dientHell o nessage before it receives the SDP answer.

4.3. GCenerating the Answer

If the answerer accepts the offered UDPTL-over-DTLS transport
connection, in the associated SDP answer, the answerer MJST assign an
SDP "setup" attribute with a value of either "active" or "passive"
according to the procedures in [RFC4145]. The answerer MJST NOT
assign an SDP "setup" attribute with a value of "hol dconn".

If the answerer assigns an SDP "setup" attribute with a val ue of
"active" value, the answerer MJST initiate a DILS handshake by
sending a DTLS ClientHell o nessage on the negotiated nedia stream
towards the I P address and port of the offerer.

4.4. Oferer Processing of the Answer

When the offerer receives an SDP answer, if the offerer ends up being
active it MIST initiate a DTLS handshake by sending a DTLS
CientHell o nessage on the negotiated nedia stream towards the IP
address and port of the answerer.

4.5. Mdifying the Session

Once an of fer/answer exchange has been conpl eted, either endpoint NMAY
send a new offer in order to nodify the session. The endpoints can
reuse the existing DILS association if the key fingerprint values and
transport paraneters indicated by each endpoi nt are unchanged.

O herwise, following the rules for the initial offer/answer exchange
t he endpoints can negotiate and create a new DILS associ ation and
once created, delete the previous DTLS association, follow ng the
sane rules for the initial offer/answer exchange. Each endpoint
needs to be prepared to receive data on both the new and ol d DTLS
associ ations as long as both are alive.
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5. M scel |l aneous Consi derati ons
5.1. Anonynous Calls

When maki ng anonynmous calls, a new self-signed certificate SHOULD be
used for each call, and attributes inside the certificate MJST NOT
contain information that allows either correlation or identification
of the user making anonynous calls. This is particularly inportant
for the "subject A tNane" and "comonNane" attri butes.

5.2. NAT Traversa
5.2.1. |CE Usage

Wien Interactive Connectivity Establishment (ICE) [ RFC5245] is being
used, the I CE connectivity checks are perforned before the DILS
handshake begins. Note that if aggressive nom nation node is used,
nmul tiple candidate pairs may be narked valid before ICE finally
converges on a single candidate pair. User Agents (UAs) MJST treat
all I CE candidate pairs associated with a single conponent as part of
the same DTLS association. Thus, there will be only one DTLS
handshake even if there are nultiple valid candidate pairs. Note
that this may nean adjusting the endpoint |IP addresses if the

sel ected candidate pair shifts, just as if the DILS packets were an
ordinary nedia stream |In the case of an ICE restart, the DTLS
handshake procedure is repeated, and a new DTLS association is
created. Once the DILS handshake is conpleted and the new DTLS
associ ati on has been created, the previous DILS association is
del et ed.

5.2.2. STUN Interaction

The UA MJST send the Session Traversal Utilities for NAT (STUN)
packets [ RFC5389] directly over UDP, not over DILS.

The UA MUST support the followi ng nechani smfor denultiplexing
packets arriving on the | P address and port associated with the DILS
associ ati on:

o If the value of the first byte of the packet is 0 or 1, then the
packet is STUN.

o If the value of the first byte of the packet is between 20 and 63
(inclusive), the packet is DILS.
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5.3. Rekeying

Duri ng rekeying, packets protected by the previous set of keys can
arrive after the DILS handshake caused by rekeyi ng has conpl et ed,
because packets can be reordered on the wire. To conpensate for this
fact, receivers MIST nmaintain both sets of keys for sone tine in
order to be able to decrypt and verify ol der packets. The duration
of maintaining the previous set of keys after the finish of the DTLS
handshake is out of the scope of this docunent.

5.4. Conpatibility with UDPTL over UDP

If a user requires fax to be transported securely using UDPTL over
DTLS, and if the renpte user does not support UDPTL over DTLS, then a
fax medi a stream cannot be establi shed.

If a user prefers fax to be transported securely using UDPTL over
DTLS but is willing to transport the fax insecurely in case the
renote user does not support UDPTL over DTLS, then the SDP Capability
Negoti ati on mechani sm [ RFC5939] can be used to offer both UDPTL over
DTLS and UDPTL over UDP. Alternatively, if the renote user rejects
an SDP offer for UDPTL over DTLS, a new SDP offer for a UDPTL-over-
UDP nedi a stream can be sent.

6. Security Considerations

Fax may be used to transnit a wide range of sensitive data, including
personal , corporate, and governnental information. It is therefore
critical to be able to protect against threats to the confidentiality
and integrity of the transnmtted data.

The mechanismin this docunent provides integrity and confidentiality
protection for fax by specifying fax transport using UDPTL over DTLS
[ RFC6347] .

DTLS nedi a stream negoti ated using SIP/SDP requires a nechanismto
ensure that the certificate received via DILS was issued by the
renote party of the SIP session

The standard DTLS strategy for authenticating the comruni cating
parties is to give the server (and optionally the client) a PKIX

[ RFC5280] certificate. The client then verifies the certificate and
checks that the nane in the certificate matches the server’s domain
nane. This works because there are a relatively small nunber of
servers and the cost for issuing and deploying PKI X certificates can
be justified. Issuing and deploying PKI X certificates to all clients
is not realistic in nost deploynment scenari os.
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The design described in this docunent is intended to | everage the
integrity protection of the SIP signaling, while not requiring
confidentiality. As long as each side of the connection can verify
the integrity of the SDP received fromthe other side, then the DTLS
handshake cannot be hijacked via a man-in-the-m ddle attack. This
integrity protection is easily provided by the caller to the callee
via the SIP ldentity [ RFC4474] mechanism O her nechani snms, such as
the S/M ME nechani sm [ RFC3261] or perhaps future nmechani sns yet to be
specified, could also serve this purpose.

VWil e this nechanismcan still be used without such integrity
mechani sns, the security provided is linted to defense agai nst
passive attack by internediaries. An active attack on the signaling
plus an active attack on the nmedia plane can allow an attacker to
attack the connection (R SIGMEDI A in the notation of [RFC5479]).

7. | ANA Consi der ations

Thi s docunent updates the "Session Description Protocol (SDP)
Paraneters" registry as specified in Section 8.2.2 of [RFC4566].
Specifically, the values in Table 1 have been added to the SDP
"proto" field registry.

F - S S +
| Type | SDP Nare | Reference |
Fomm e R R +
| proto | UDP/TLS/ UDPTL | [RFC7345] |
S Fom e e e e e oo oo S +

Table 1: SDP "proto" Field Val ues
8. Acknow edgnents

Speci al thanks to Peter Dawes, who provided comments on the initial
draft version of the docunent, and to Paul E. Jones, Janes Rafferty,
Al brecht Schwarz, Gscar Ohlsson, David Hanes, Adam Gensler, Ari
Keranen, Flemm ng Andreasen, John Mattsson, and Marc Petit-Huguenin,
who provi ded val uabl e feedback and input. Barry Leiba, Spencer
Dawki ns, Pete Resnick, Kathleen Mriarty, and Stephen Farrell

provi ded val uabl e feedback during the | ESG review. Thanks to Scott
Brimfor performng the Gen-ART review. Thanks to Alissa Cooper for
her help as sponsoring Area Director.

Hol nberg, et al. St andards Track [ Page 10]



RFC 7345 UDPTL over DILS August 2014

9. References
9.1. Normmtive References

[1TU. T30. 2005]
I nternational Tel ecomrunications Union, "Procedures for
docunent facsimle transmission in the general swtched
t el ephone network", | TU- T Reconmendation T.30, Septenber
2005.

[1TU. T38.2010]
I nternational Tel ecomrunications Union, "Procedures for
real -tinme Goup 3 facsinile communication over |IP
networks", |ITU T Recomrendation T.38, Septenber 2010.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC3261] Rosenberg, J., Schul zrinne, H, Canarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol", RFC 3261,
June 2002.

[ RFC3264] Rosenberg, J. and H Schul zri nne, "An O fer/Answer Mbdel
with Session Description Protocol (SDP)", RFC 3264, June
2002.

[ RFCA145] Yon, D. and G Canarillo, "TCP-Based Media Transport in
the Session Description Protocol (SDP)", RFC 4145,
Sept enber 2005.

[ RFC4474] Peterson, J. and C. Jennings, "Enhancenents for
Aut henticated ldentity Managenent in the Session
Initiation Protocol (SIP)", RFC 4474, August 2006.

[ RFC4566] Handl ey, M, Jacobson, V., and C. Perkins, "SDP: Session
Description Protocol", RFC 4566, July 2006.

[ RFC4572] Lennox, J., "Connection-Oriented Media Transport over the
Transport Layer Security (TLS) Protocol in the Session
Description Protocol (SDP)", RFC 4572, July 2006.

[ RFC5245] Rosenberg, J., "lInteractive Connectivity Establishnent
(ICE): A Protocol for Network Address Translator (NAT)
Traversal for Ofer/Answer Protocols", RFC 5245, April
2010.

Hol nberg, et al. St andards Track [ Page 11]



RFC 7345

[ RFC5280]

[ RFC5389]

[ RFC6347]

UDPTL over DILS August 2014

Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,

Housl ey, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, May 2008.

Rosenberg, J., Mahy, R, Matthews, P., and D. Wng,
"Session Traversal Utilities for NAT (STUN", RFC 5389,
Cct ober 2008.

Rescorla, E. and N. Mbdadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, January 2012.

9.2. Infornmative References

[ RFC5246]

[ RFC5479]

[ RFC5939]

Dierks, T. and E. Rescorla, "The Transport Layer Security
(TLS) Protocol Version 1.2", RFC 5246, August 2008.

Wng, D., Fries, S., Tschofenig, H, and F. Audet,
"Requi renments and Anal ysis of Media Security Managenent
Protocol s", RFC 5479, April 2009.

Andr easen, F., "Session Description Protocol (SDP)
Capability Negotiation”, RFC 5939, Septenber 2010.

Hol nberg, et al. St andards Track [ Page 12]



RFC 7345 UDPTL over DILS August 2014

Appendi x A, Exanpl es
A 1. GCenera

Prior to establishing the session, both Alice and Bob generate self-
signed certificates that are used for a single session or, nore
likely, reused for nmultiple sessions.

The SIP signaling fromAlice to her proxy is transported over TLS to
ensure an integrity-protected channel between Alice and her identity
service. Alice’ s identity service asserts identity of Alice and
protects the SIP nessage, e.g., using SIP ldentity. Transport

bet ween proxi es should al so be protected, e.g., by use of TLS.

In order to sinplify the flow, only one elenment is shown for Alice's
and Bob’s proxies.

For the sake of brevity and sinplicity, only the mandatory SDP T. 38
attributes are shown.

A. 2. Basic Message Fl ow

Fi gure 3 shows an exanpl e nessage fl ow of session establishment for
T.38 fax securely transported using UDPTL over DITLS.

In this exanple flow, Alice acts as the passive endpoint of the DTLS

associ ati on, and Bob acts as the active endpoint of the DTLS
associ ati on.
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Alice Pr oxi es Bob
| (1) SIPINVITE | |
|
|

R RREREEEEEEEEES >

| | (2) SIP INVITE
| |- >
| | (3) DILS dientHello |
R EREEEE |
| (4) renmining nessages of DTLS handshake |
I e e >|
| | |
| | |
| | (5) SIP 200 X |
| | < |
| (6) SIP 200 X | |
| <o | |
| (7) SIP ACK | |
| oo >
| (8) T.38 nmessage using UDPTL over DTLS |
IS >|
|

Fi gure 3: Basic Message Fl ow
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Message (1):

Figure 4 shows the initial INVITE request sent by Alice to Alice's
proxy. The initial INVITE request contains an SDP offer.

The "me" line in the SDP offer indicates T.38 fax using UDPTL over
DTLS.

The SDP "setup" attribute with a value of "actpass" in the SDP
offer indicates that Alice has requested to be either the active
or passive endpoint.

The SDP "fingerprint" attribute in the SDP offer contains the
certificate fingerprint conputed fromAlice's self-signed
certificate.

I NVI TE si p: bob@xanpl e.com SIP/ 2.0

To: <si p: bob@xanpl e. cone

From "Alice"<sip:alice@xanple.conp;tag=843c7b0b
Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&4bkK- 0e53sadf kasl dkf j
Contact: <sip:alice@al. exanpl e.conr

Call-1D: 6076913b1c39c212@REVMIEpPG

CSeq: 1 INVITE

Al low | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE
Max- Forwar ds: 70

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxX

Supported: from change

v=0
0=- 1181923068 1181923196 I N | P4 ual. exanpl e. com
S=-
c=I N | P4 ual. exanpl e. com
t=0 0
nmei mage 6056 UDP/ TLS/ UDPTL t 38
a=set up: act pass
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
a=T38FaxRat eManagenent : t ransf erredTCF

Fi gure 4: Message (1)
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Message (2):
Figure 5 shows the SIP INVITE request sent by Bob’s proxy to Bob

When received, Bob verifies the identity provided in the SIP
I NVI TE request.

I NVI TE si p: bob@a2. exanpl e.com SIP/ 2.0

To: <si p: bob@xanpl e. con»

From "Alice"<sip:alice@xanple.conp;tag=843c7b0b

Via: SIP/2.0/TLS proxy.exanpl e.com branch=z9hG4bK- 0e53sadf kasl dk
Via: SIP/2.0/TLS ual. exanpl e. com branch=z9hG4bK- 0e53sadf kas| dkf j
Recor d- Rout e: <si p: proxy. exanpl e.com | r>

Contact: <sip:alice@al. exanpl e.conr

Call-1D: 6076913b1c39c212@REVMIEpG

CSeq: 1 INVITE

Allow | NVITE, ACK, CANCEL, OPTIONS, BYE, UPDATE

Max- Forwar ds: 69

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxX

Supported: from change

v=0
0=- 1181923068 1181923196 I N | P4 ual. exanpl e. com
S=-
c=I N | P4 ual. exanpl e. com
t=0 0
mei mage 6056 UDP/ TLS/ UDPTL t 38
a=set up: act pass
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C: AB
a=T38FaxRat eManagenent : t ransferredTCF

Fi gure 5: Message (2)
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Message (3):

Assuming that Alice’'s identity is valid, Bob sends a DTLS
ClientHello directly to Alice.

Message (4):

Al'i ce and Bob exchange further nessages of DTLS handshake
(Hel I oVerifyRequest, ClientHello, ServerHello, Certificate,
Server KeyExchange, Certificat eRequest, ServerHell oDone,
Certificate, OientKeyExchange, CertificateVerify,
ChangeCi pher Spec, and Fi ni shed).

Wien Bob receives the certificate of Alice via DILS, Bob checks
whet her the certificate fingerprint calculated fromAlice's
certificate received via DILS matches the certificate fingerprint
received in the a=fingerprint SDP attribute of Figure 5. In this
message flow, the check is successful; thus, session setup
cont i nues.

Note that, unlike in this exanple, it is not necessary to wait for
the DTLS handshake to finish before the SDP answer is sent. |If
Bob has sent the SIP 200 (OK) response and |l ater detects that the
certificate fingerprints do not match, he will termnate the

sessi on.

Message (5):

Figure 6 shows a SIP 200 (OK) response to the initial SIP INVITE
request, sent by Bob to Bob's proxy. The SIP 200 (OK) response
contains an SDP answer.

The "n¥" line in the SDP answer indicates T.38 fax using UDPTL
over DTLS.

The SDP "setup" attribute with a value of "active" in the SDP
answer indicates that Bob has requested to be the active endpoint.

The SDP "fingerprint" attribute in the SDP answer contains the

certificate fingerprint conputed from Bob’s sel f-signed
certificate.
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SIP/2.0 200 &K

To: <si p: bob@xanpl e. conp; t ag=6418913922105372816

From "Alice" <sip:alice@xanple.con;tag=843c7b0b

Via: SIP/2.0/TLS proxy.exanpl e.com 5061; branch=z9hG4bK- 0e53sadf kasl dk
Via: SIP/2.0/TLS ual. exanpl e. com branch=z9hG4bK- 0e53sadf kasl dkf j
Recor d- Rout e: <si p: proxy. exanpl e.com | r>

Call-1D: 6076913b1c39c212@REVMIEPG

CSeq: 1 INVITE

Cont act: <si p: bob@aZ2. exanpl e. con»

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxXxx

Supported: from change

v=0
0=- 8965454521 2105372818 I N | P4 ua2. exanpl e. com
S=-
c=I N | P4 ua2. exanpl e. com
t=0 0
m=i mage 12000 UDP/ TLS/ UDPTL t 38
a=setup: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
a=T38FaxRat eManagenent : t ransferredTCF

Fi gure 6: Message (5)
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Message (6):

Figure 7 shows a SIP 200 (OK) response to the initial SIP INVITE
request, sent by Alice’s proxy to Alice. Alice checks if the
certificate fingerprint calculated fromthe Bob's certificate
received via DILS is the sane as the certificate fingerprint
received in the a=fingerprint SDP attribute of Figure 7. |In this
message flow, the check is successful; thus, the session setup
conti nues.

SIP/2.0 200 K

To: <si p: bob@xanpl e. conp; t ag=6418913922105372816
From "Alice" <sip:alice@xanple.conp;tag=843c7b0b
Via: SIP/2.0/TLS ual. exanpl e. com branch=z9h&4bkK- 0e53sadf kasl dkf j
Recor d- Rout e: <si p: proxy. exanpl e.com | r>

Call-1D: 6076913b1c39c212@REVMIEPG

CSeq: 1 INVITE

Cont act: <sip: bob@a2. exanpl e. conp

Cont ent - Type: application/sdp

Cont ent - Lengt h:  xxxX

Supported: from change

v=0
0=- 8965454521 2105372818 I N | P4 ua2. exanpl e. com
S=-
c=I N | P4 ua2. exanpl e. com
t=0 0
mei mage 12000 UDP/ TLS/ UDPTL t 38
a=setup: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C:. AB
a=T38FaxRat eManagenent : t ransferredTCF

Figure 7: Message (6)
Message (7):
Alice sends the SIP ACK request to Bob.
Message (8):

At this point, Bob and Alice can exchange T.38 fax securely
transported using UDPTL over DITLS.
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A. 3. Message Flow of T.38 Fax Replacing Audio Media Streamin an
Exi sting Audi o-Only Session

Traditionally, nost sessions with non-secure transport of T.38 fax,
transported using UDPTL, are established by nodi fying an ongoi ng
audi o session into a fax session. Figure 8 shows an exanpl e nessage
flow of nodifying an existing audi o session into a session with T.38
fax securely transported using UDPTL over DTLS.

In this exanple flow, Alice acts as the passive endpoint of the DTLS
associ ation, and Bob acts as the active endpoint of the DILS
associ ati on.

Alice Pr oxi es Bob
I

0
I
(1) Audio-only session initiation |
I
I
I
I
I

T S G o
Y
Qo m o f ot o e o e e e e e e e e e e e e e e e meee oo >
| | |
I | (5) SIPZOOG<I
P T |
T T 5 ressage wei ng L ver s )

Figure 8: Message Flow of T.38 Fax Replacing Audio Media Streamin an
Exi sting Audi o-Only Session

Message (1):

Session establishnent of audio-only session. The proxies decide
not to record-route.

Message (2):

Alice sends SIP re-1NVITE request. The SDP offer included in the
SIP re-INVITE request is shown in Figure 9.
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The first "me" line in the SDP of fer indicates audio nedia stream
bei ng renoved. The second "n" line in the SDP offer indicates
T.38 fax using UDPTL over DTLS being added.

The SDP "setup" attribute with a value of "actpass” in the SDP
offer indicates that Alice has requested to be either the active
or passive endpoint.

The SDP "fingerprint" attribute in the SDP offer contains the
certificate fingerprint conmputed fromAlice's self-signed
certificate.

v=0
0=- 2465353433 3524244442 | N | P4 ual. exanpl e. com
S=-
c=I N | P4 ual. exanpl e.com
t=0 0
nmraudi o 0 UDP/ TLS/ RTP/ SAVP 0
m=i mage 46056 UDP/ TLS/ UDPTL t 38
a=set up: act pass
a=fingerprint: SHA-1 \
4A: AD: B9: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C. AB
a=T38FaxRat eManagenent : t ransferredTCF

Figure 9: SDP O fer of Message (2)
Message (3):
Bob sends a DTLS ClientHello directly to Alice.
Message (4):

Al'i ce and Bob exchange further nmessages of DTLS handshake
(Hel l oVeri fyRequest, ClientHello, ServerHello, Certificate,
Server KeyExchange, Certificat eRequest, ServerHell oDone,
Certificate, dientKeyExchange, CertificateVerify,

ChangeGi pher Spec, and Fi ni shed).

Wien Bob receives the certificate of Alice via DILS, Bob checks
whet her the certificate fingerprint calculated fromAlice's
certificate received via DILS matches the certificate fingerprint
received in the SDP "fingerprint" attribute of Figure 9. |In this
message flow, the check is successful; thus, session setup
cont i nues.
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Message (5):

Bob sends a SIP 200 (OK) response to the SIP re-1NVITE request.
The SIP 200 (OK) response contains an SDP answer shown in

Fi gure 10.
The first "me" line in the SDP of fer indicates audio nedia stream
bei ng renoved. The second "nm=" line in the SDP answer indicates

T.38 fax using UDPTL over DTLS being added.

The SDP "setup" attribute with a value of "active" in the SDP
answer indicates that Bob has requested to be the active endpoint.

The SDP "fingerprint" attribute in the SDP answer contains the
certificate fingerprint conputed from Bob’s sel f-signed
certificate.

v=0
0=- 4423478999 5424222292 | N | P4 ua2. exanpl e. com

c=I N | P4 ua2. exanpl e. com
t=0 0
mFaudi o 0 UDP/ TLS/ RTP/ SAVP 0
n¥i mage 32000 UDP/ TLS/ UDPTL t 38
a=setup: active
a=fingerprint: SHA-1 \
FF: FF: FF: B1: 3F: 82: 18: 3B: 54: 02: 12: DF: 3E: 5D: 49: 6B: 19: E5: 7C:. AB
a=T38FaxRat eManagenent : t ransf erredTCF

Fi gure 10: SDP Answer of Message (5)
Message (6):
Alice sends the SIP ACK request to Bob.
Message (7):

At this point, Bob and Alice can exchange T.38 fax securely
transported using UDPTL over DITLS.
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