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Security Requirenents for BGP Path Validation
Abst r act

Thi s docunent describes requirenments for a BGP security protocol
design to provide cryptographic assurance that the origin Aut ononous
System (AS) has the right to announce the prefix and to provide
assurance of the AS Path of the announcenent.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
published for infornational purposes.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc7353

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction

Origin validation based on Resource Public Key Infrastructure (RPKI)
[ RFC6811] provides a nmeasure of resilience to accidental

m s-origination of prefixes; however, it provides neither
cryptographi ¢ assurance (announcenents are not signed) nor assurance
of the AS Path of the announcenent.

Thi s docunent describes requirenents to be placed on a BGP security
protocol, herein terned "BGPsec", intended to rectify these gaps.

The threat nodel assuned here is docunented in [ RFC4593] and
[ RFC7132] .

As noted in the threat nodel [RFC7132], this work is limted to

threats to the BGP protocol. Issues of business relationship
conformance, while quite inportant to operators, are not security
i ssues per se and are outside the scope of this docunment. It is

hoped that these issues will be better understood in the future.
1.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" are to
be interpreted as described in RFC 2119 [ RFC2119] only when they
appear in all upper case. They may al so appear in |ower or mnixed
case, Wi thout nornmative meaning.
2. Recommended Readi ng

Thi s docunent assumes know edge of the RPKI [RFC6480] and the RPKI
Repository Structure [ RFC6481].
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Thi s docunent assumes ongoi ng i ncrenental deploynent of Route Origin
Aut hori zations (ROAs) [RFC6482], the RPKI to the Router Protoco
[ RFC6810], and RPKI-based Prefix Validation [ RFC6811].

And, of course, a know edge of BGP [ RFC4271] is required.
3. General Requirenents
The following are general requirenments for a BGPsec protocol

3.1 A BGPsec design MIST allow the receiver of a BGP announcenent
to determine, to a strong level of certainty, that the
originating ASin the received PATH attri bute possessed the
authority to announce the prefix.

3.2 A BGPsec design MIST allow the receiver of a BGP announcenent
to determne, to a strong |level of certainty, that the received
PATH attribute accurately represents the sequence of Externa
BGP (eBGP) exchanges that propagated the prefix fromthe origin
AS to the receiver, particularly if an AS has added or del eted
any AS nunmber other than its own in the PATH attribute. This
i ncludes nodi fication to the nunber of AS prepends.

3.3 BGP attributes other than the AS PATH are used only locally, or
have neani ng only between i medi ate nei ghbors, nmay be nodified
by intermedi ate systens and figure less prominently in the
deci sion process. Consequently, it is not appropriate to try
to protect such attributes in a BGPsec design

3.4 A BGPsec design MJUST be anmenable to increnental depl oynent.
This inplies that inconpatible protocol capabilities MJIST be
negot i at ed.

3.5 A BGPsec design MUST provide anal ysis of the operationa
consi derations for deploynent and particularly of increnmenta
depl oynent, e.g., contiguous islands, non-contiguous islands,
uni versal depl oynent, etc.

3.6 As proofs of possession and authentication may require
crypt ographi ¢ payl oads and/ or storage and conputation, likely
i ncreasing processing and nenory requirenents on routers, a
BGPsec design MAY require use of new hardware. That is,
conpatibility with current hardware abilities is not a
requi renent that this document inposes on a solution

3.7 A BGPsec design need not prevent attacks on data-plane traffic.

It need not provide assurance that the data plane even foll ows
the control plane.
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A BGPsec design MJUST resist attacks by an eneny who has access
to the inter-router link |ayer, per Section 3.1.1.2 of

[ RFC4593]. In particular, such a design MJST provide
mechani sms for authentication of all data, including protecting
agai nst nessage insertion, deletion, nodification, or replay.
Mechani sns that suffice include TCP sessions authenticated with
the TCP Authentication Option (TCP-AO [RFC5925], | Psec

[ RFC4301], or Transport Layer Security (TLS) [RFC5246].

It is assuned that a BGPsec design will require information
about hol di ngs of address space and Aut ononous System Nunbers
(ASNs), and assertions about binding of address space to ASNs.
A BGPsec design MAY neke use of a security infrastructure
(e.g., a PKI) to distribute such authenticated data.

It is entirely OPTIONAL to secure AS SETs and prefix
aggregation. The |long-range solution to this is the
deprecation of AS SETs; see [RFC6472].

If a BGPsec design uses signed prefixes, given the difficulty
of splitting a signed nessage while preserving the signature,
it need not handle multiple prefixes in a single UPDATE PDU

A BGPsec desi gn MUST enabl e each BGPsec speaker to configure
use of the security nechanismon a per-peer basis.

A BGPsec design MJUST provide backward conpatibility in the
message formatting, transm ssion, and processing of routing
i nformation carried through a m xed security environnent.
Message formatting in a fully secured environnment MAY be
handl ed i n a non-backward conpati bl e manner.

Wiile the formal validity of a routing announcenent should be
determ ned by the BGPsec protocol, local routing policy MIST be
the final arbiter of the best path and other routing decisions.

A BGPsec design MUST support ’'transparent’ route servers
meani ng that the AS of the route server is not counted in
downstream BGP AS-pat h-1ength tie-breaking deci sions.

A BGPsec design MIST support AS aliasing. This technique is
not well defined or universally inplenented but is being
docunented in [ AS-M GRATION]. A BGPsec design SHOULD
acconmodate AS 'migration’ techni ques such as comon
proprietary and non-standard nethods that allow a router to
have two AS identities, w thout |engthening the effective AS
Pat h.
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If a BGPsec design nakes use of a security infrastructure, that
i nfrastructure SHOULD enabl e each network operator to sel ect
the entities it will trust when authenticating data in the
security infrastructure. See, for exanple, [LTA-USE-CASES].

A BGPsec design MUST NOT require operators to reveal nore than
is currently revealed in the operational inter-donain routing
environnent, other than the inclusion of necessary security
credentials to allow others to ascertain for thenselves the
necessary degree of assurance regarding the validity of Network
Layer Reachability Information (NLRI) received via BGPsec.

This includes peering, custoner/provider relationships, an
ISP's internal infrastructure, etc. It is understood that sone
data are revealed to the savvy seeker by BGP, traceroute, etc.

t oday.

A BGPsec design MJST signal (e.g., via logging or SNWP)
security exceptions that are significant to the operator. The
specific data to be signaled are an inplenentation natter.

Any routing informati on database MJST be re-authenticated
periodically or in an event-driven manner, especially in
response to events such as, for exanple, PKI updates.

Any inter-AS use of cryptographic hashes or signatures MJST
provi de nechani sns for algorithmagility. For a discussion
see [ALG AG LITY].

A BGPsec design SHOULD NOT presune to know the intent of the
originator of a NLRI, nor that of any AS on the AS Path, other
than that they intend to pass it to the next AS in the path.

A BGPsec |istener SHOULD NOT trust non-BGPsec markings, such as
comunities, across trust boundaries.

UPDATE Security Requirenents

ol | owi ng requirements MJST be net in the processing of BGP

UPDATE nessages:

4.1

Bel | ovin

A BGPsec desi gn MJST enabl e each recipient of an UPDATE to
formally validate that the origin ASin the nessage is
authorized to originate a route to the prefix(es) in the
nessage
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4.2 A BGPsec design MJST enabl e the recipient of an UPDATE to
formally deternine that the NLRI has traversed the AS Path
indicated in the UPDATE. Note that this is nore stringent than
showi ng that the path is nerely not inpossible.

4.3 Replay of BGP UPDATE nessages need not be conpletely prevented,
but a BGPsec desi gn SHOULD provide a nechanismto control the
wi ndow of exposure to replay attacks.

4.4 A BGPsec design SHOULD provide sonme | evel of assurance that the

origin of a prefix is still "alive’, i.e., that a nonkey in the
m ddl e has not withheld a W THDRAW nessage or the effects
t her eof .

4.5 The AS Path of an UPDATE nmessage SHOULD be able to be
aut henticated as the nessage is processed.

4.6 Normal sanity checks of received announcenents MJST be done,
e.g., verification that the first elenent of the AS PATH I|i st
corresponds to the locally configured AS of the peer from which
t he UPDATE was recei ved.

4.7 The output of a router applying BGPsec validation to a received
UPDATE MJST be unequi vocal and conformto a fully specified
state in the design.

5. Security Considerations

If an external "security infrastructure" is used, as mentioned in
Section 3, paragraphs 9 and 17 above, the authenticity and integrity

of the data of such an infrastructure MIST be assured. |n addition
the integrity of those data MJUST be assured when they are used by
BGPsec, e.g., in transport.

The requirenent of backward conpatibility to BGP4 may open an avenue
to downgrade attacks.

The data plane might not follow the path signaled by the contro
pl ane.

Security for subscriber traffic is outside the scope of this docunent
and of BGP security in general. |ETF standards for payl oad data
security should be enployed. While adoption of BGP security neasures
may aneliorate sone classes of attacks on traffic, these neasures are
not a substitute for use of subscriber-based security.
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