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Abst ract

RFC 7118 specifies a WbSocket subprotocol as a reliable real-tine
transport nechani sm between Session Initiation Protocol (SIP)
entities to enable usage of SIP in web-oriented deploynments. This
document updates the SIP Common Log Format (CLF), defined in RFC
6873, with a new "Transport Flag" for such SIP WbSocket transport.

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This docunent is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candi date for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7355

Sal gueiro, et al. I nf or mat i onal [ Page 1]



RFC 7355 WebSocket Transport in SIP CLF Sept ember 2014

Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

I ntroduction
Ter m nol ogy .
Docunent Cbnventrons . .
Usage of the WebSocket Transport Flag
Exanpl es . . .
5.1. SIP over vebSocket (VED -
5.2. SIP over Secure WbSocket (WBS)
Security Considerations
| ANA Consi derations .
Acknowl edgenent s
Ref er ences
9 1. Nornative References
9.2. Informative References

ORwWNE

©oNO
COO~N~N~NODDWWWW

Sal gueiro, et al. I nf or mat i onal [ Page 2]



RFC 7355 WebSocket Transport in SIP CLF Sept ember 2014

1. Introduction

The WebSocket protocol [RFC6455] enabl es bidirectional nmessage
exchange between clients and servers on top of a persistent TCP
connection (optionally secured with TLS [ RFC5246]). The initia
prot ocol handshake nmakes use of HTTP [ RFC7230] senantics, allow ng
the WebSocket protocol to reuse existing transport connections.

RFC 7118 [RFC7118] defines a WbSocket subprotocol for transporting
SI P nessages between a WebSocket client and server.

SI P nessages can be | ogged using the Common Log Fornat defined in RFC
6873 [RFC6873]. In order to nmake such SIP CLF | ogging possible for
SI P nessages transported over the WbSocket protocol, a new WebSocket
"Transport Flag" ('W) mnust be added to the "Transport Flags" already
defined in RFC 6873 [ RFC6873] (i.e., UDP, TCP, and SCTP)

Thi s docunent updates RFC 6873 [ RFC6873] by defining a new SIP CLF
"Transport Flag" value for WbSocket.

2. Terninol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Docunent Conventions

Thi s docunent contains several exanples of SIP CLF records show ng
messages over plain and secure WebSocket connections. The formatting
described in this docunent does not pernit the exanples to be

unanbi guously rendered due to the constraints inposed by the
formatting rules for RFCs. To avoid anmbiguity and to neet the RFC

| ayout requirenents, this document uses the <all OneLi ne/> markup
convention established in [RFC4475]. This markup convention is
described in detail in Section 3 of RFC 6873 [ RFC6873] and used

t hroughout that docunent for representing the syntax of SIP CLF
records.

4. Usage of the WebSocket Transport Flag

Section 4.2 of RFC6873 [ RFC6873] specifies the nmandatory fields in a
SIP CLF record. The fourth and fifth bytes of the five-byte "Flags
Field" are the "Transport Flag" and the "Encryption Flag",
respectively. SIP nessages transported over both a plain and secure
WebSocket connection can be clearly distinguished by appropriately
setting these two flag fields.
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The currently registered values of the "Transport Flag" (Section 9.2
of RFC 6873) are UDP (U ), TCP ('T), and SCTP ('S'). This docunent
defines and registers a new "Transport Flag" value 'W for WbSocket
transport of SIP nmessages and consequently updates RFC 6873 [ RFC6873]
and the 1 ANA "SIP CLF Transport Flag Val ues" registry.

SIP CLF records of nessages transported over a plain WbSocket
connection (W) MJST set the "Transport Flag" to this new W val ue
and the "Encryption Flag" value to 'U (Unencrypted). SIP CLF
records of nessages transported over a secure WebSocket (WBS)
connection (i.e., W5 over TLS) MIJST set the "Transport Flag" to this
new 'W value and the "Encryption Flag" value to 'E (Encrypted).

5. Exanples

The foll owi ng exanpl es show sanple SIP CLF records | ogged for SIP
messages transported over both plain and secure WebSocket
connecti ons.

5.1. SIP over WebSocket (W)

The follow ng exanple represents a SIP I NVITE request sent over a
pl ai n WebSocket connection. For the sake of brevity, the Session
Description Protocol (SDP) [RFC4566] body is omitted.

I NVI TE si p: bob@xanpl e.com SIP/ 2.0

Via: SIP/2.0/Ws df 7j al 231 s0d. i nval i d; branch=z9h&4bK56sdasks
From sip:alice@xanple.comtag=asdyka899

To: sip: bob@xanpl e. com

Call -1D: asidkj3ss

CSeq: 1 INVITE

Max- Forwards: 70

Date: Thu, 6 Feb 2014 15:02: 03 GMI

Supported: path, outbound, gruu

Rout e: <si p: proxy. exanpl e. com 80; transport=ws;|r>

Cont act: <sip:alice@xanple.conygr=urn: uuid:f8l-7dec-14a06cf 1; ob>
Cont ent - Type: application/sdp

Cont ent - Lengt h: 418

Shown bel ow i s approxi mately how t hi s nessage woul d appear as a
single record in a SIP CLF logging file if encoded according to the
syntax described in [ RFC6873]. Due to RFC conventions, this |og
entry has been split into five lines, instead of the two |lines that
actually appear in alog file; and the tab characters have been
padded out using spaces to simulate their appearance in a text

term nal

Sal gueiro, et al. I nf or mat i onal [ Page 4]



RFC 7355 WebSocket Transport in SIP CLF Sept ember 2014

AOOOOE7, 0053005C005E00720080009200A600A800BEOO0C800D200DEOOET7

<al | OneLi ne>

1328821153. 010 RORWJ 1 INVITE - si p: bob@xanpl e. com
192. 0. 2.10: 80 192. 0. 2. 200: 56485 si p: bob@xanpl e. com -
si p: al i ce@xanpl e. com asdyka899 asi dkj 3ss S1781761- 88
C67651- 11

</ al | OneLi ne>

A bit-exact version of the actual log entry is provided here, Base64
encoded [ RFC4648], using the uuencode utility.

begi n- base64 644 clf_ws_record

QT AWVDBFNy wwivDUz MDA1 Qz AWNUUWVDC y MDA4 NDAWOT | WiVEE2 MDBBODAWCGQK UMVENA VDBE
M AWREUMVEU3G EzM g4M ExNTMuMDEWCVJIPUN dVCTEgSUSWBVRFCS0Jc2l wOmlv Yk Bl
eCGFt cGxl Lm\vbQkxOTI uMC4yLj Ewg gwCTESM 4wl j | uM AwG U2NDg1CXNpcDpi b2JA
ZXhhbXBsZS5j b20JLQ zaXA6 YWkpY2VAZXhhbXBsZS5j b20J YXNkeW hODk5CWFz aWRr
aj Nzcwl TMIc4Mrc2Ms04QAl DNj c2NTEt MTEKCg==

The original SIP CLF fornmat can be obtained by reversing the effects
of uuencode by sinply applying the uudecode transform Additionally,
to recover the unencoded file, the Base64 text above may be passed as
input to the follow ng perl script (the output should be redirected
to a file).

<CODE BEG NS>
#! [ usr/ bi n/ perl
use strict;
nmy $bdata = "";
use M ME: : Base64;
whi | e(<>)
i f (/begin-base64 644 clf_ws_record/ .. [-- ==== --/)
if ( mMMs*[Ms]+H\s*$/)

$bdata = $bdata . $_;

}
}

}
print decode base64($bdat a);

<CODE ENDS>
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5.2.

Sal

SI P over Secure WebSocket (W5S)

The followi ng exanple represents a SIP I NVITE request sent over a
secure WebSocket connection (i.e., WbSocket over TLS [ RFC5246]).
For the sake of brevity, the SDP body is omtted.

I NVI TE si p: bob@xanpl e. com SIP/ 2.0

Via: SIP/ 2.0/ WS df 7j al 231 s0d. i nval i d; branch=z9h4bK56sdasks
From sip:alice@xanple.comtag=asdyka899

To: sip: bob@xanpl e. com

Call -1D: asidkj3ss

CSeq: 1 INVITE

Max- Forwards: 70

Date: Thu, 6 Feb 2014 15:02:03 GVl

Supported: path, outbound, gruu

Rout e: <si p: proxy. exanpl e. com 443; transport=ws; | r>

Cont act: <sip:alice@xanple.congr=urn:uuid:f8l-7dec-14a06cf1; ob>
Cont ent - Type: application/sdp

Content-Lengt h: 439

Shown bel ow i s approxi mately how t his nessage woul d appear as a
single record in a SIP CLF logging file if encoded according to the
syntax described in [RFC6873]. Due to RFC conventions, this |og
entry has been split into five lines, instead of the two |lines that
actually appear in a log file; and the tab characters have been
padded out using spaces to sinmulate their appearance in a text
term nal .

AO00O0E8, 0053005C005E00720081009300A700A900BFO0C900D300DFO0ES

<al | OneLi ne>

1328821153. 010 RORVEE 1 INVITE - si p: bob@xanpl e. com
192. 0. 2. 10: 443 192. 0. 2. 200: 56485 si p: bob@xanpl e. com -

si p: al i ce@xanpl e. com 5060 asdyka899 asi dkj 3ss S1781761- 88
C67651- 11

</ al | OneLi ne>

A bit-exact version of the actual log entry is provided here, Base64
encoded.

begi n- base64 644 clf_ws_record

QT AWvDBFOCwwWivVDUz MDA Qz AwNUUWVDC y MDA4 MT AwOT MMVEE3 MDBBOT AwCk YWIVENB VDBE
Mz AWREYWVEWAC) EzM g4M ExNTMuMDEWCVJ PU dVCTEgSUSWSVRFCS0Jc 2] wOmlv Yk Bl
eGFt c&xI Ln\vbQkx OTl uMCAyLj EwG QOMAKXOTI uMCAyLj | WWDO1N 4NQ zaXA6YnDi
QGVAYWLWHGUUY29t CS0Jc2l wOrFsaWN QGVAYWLwh GUUY29t CWFzZHI r YTg50Q he2l k
a20zc3MJUzE3ODE3N Et ODgJQz Y3N UXLTExCgo=
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6. Security Considerations

This docunent nerely adds a new "Transport Flag" value for the
WebSocket protocol. This value nay be set in a SIP CLF record, but
its use does not intrinsically introduce any new security

consi derations. Wen |ogging protocol information, such as with SIP
CLF, there are a nyriad of security, privacy, and data protection

i ssues to consider. These are exhaustively described in RFC 6872

[ RFC6872] and RFC 6873 [ RFC6873].

Any security considerations specific to the WbSocket protocol or its
application as a transport for SIP are detailed in the rel evant
specifications (the WebSocket protocol [RFC6455] and SIP over
WebSockets [ RFC7118]) and are consi dered outside the scope of this
docunent .

7. | ANA Consi der ations

Thi s docunent defines a new value ('W) for SIP CLF "Transport Flag".
| ANA has registered this value in the "SIP CLF Transport Flag Val ues"
registry, as shown in Table 1 bel ow

Fomm - e e e a - e e e a - +
| Value | Transport Protocol | Ref erence

Fom e e e e e e e e e e e e +
| W WebSocket | RFC 7118, RFC 7355

Fom oo e Fmm e e e Fmm e e e +

Tabl e 1: | ANA-Regi stered SIP CLF Transport Flag
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