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Abstract

LSP-Ping is a widely deployed Qperation, Adnministration, and

Mai nt enance (OAM) nechanismin MPLS networks. However, in the
present form this nechanismis inadequate to verify connectivity of
a segment of a Multi-Segment Pseudowire (MsS-PW and/or bidirectional
co-routed Label Switched Path (LSP) from any node on the path of the
MS- PW and/ or bidirectional co-routed LSP. This docunent defines a
TLV to address this shortconing.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7394.
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Copyright Notice

Copyright (c) 2014 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. Introduction
An Ms-PW nmay span across nultiple service provider networks. In

order to allow Service Providers (SPs) to verify segnents of such
Ms- PW from any node on the path of the M5-PW any node al ong the
path of the M5-PW should be able to originate an MPLS Echo Request
packet to any other node along the path of the M5-PWand receive the
correspondi ng MPLS Echo Reply. If the originator of the MPLS Echo
Request is at the end of a M5-PW the receiver of the request can
send the reply back to the sender w thout know ng the hop-count

di stance of the originator. The reply will be intercepted by the
originator regardl ess of the TTL value on the reply packet. But, if
the originator is not at the end of the M5-PW the receiver of the
MPLS Echo Request may need to know how nmany hops away the origi nator

Boutros, et al. St andards Track [ Page 2]



RFC 7394 TTL TLV for LSP-Ping Mechanisns Novenber 2014

of the MPLS Echo Request is so that it can set the TTL value on the
MPLS header for the MPLS Echo Reply to be intercepted at the
ori gi nator node.

In MPLS networks, for bidirectional co-routed LSPs, if it is desired
to verify connectivity fromany internedi ate node Label Switching
Router (LSR) on the LSP to the any other LSR on the LSP the receiver
may need to know the TTL to send the MPLS Echo Reply with, so as the
packet is intercepted by the originator node.

A new optional TTL TLV is defined in this docunment. This TLV will be
added by the originator of the MPLS Echo Request to informthe
recei ver how many hops away the originator is on the path of the
M5- PWor bidirectional LSP
This mechanismonly works if the MPLS Echo Reply is sent down the
co-routed LSP; hence, the scope of this TTL TLV is currently limted
to M5-PWor bidirectional co-routed MPLS LSPs. The presence of the
TLV inplies the use of the return path of the co-routed LSP, if the
return path is any other mechanism then the TLV in the MPLS Echo
Request MJST be i gnored.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
LSR: Label Switching Router
MPLS- TP: MPLS Transport Profile
M- PW Ml ti-Segnent Pseudowi re
PW Pseudowi re
TLV: Type Length Val ue

TTL: Tinme To Live
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3. Tine To Live TLV

3.1. TTL TLV For mat
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Figure 1: Tinme To Live TLV For nat
The TTL TLV has the format shown in Figure 1
Val ue
The value of the TTL as specified by this TLV
Fl ags
The Flags field is a bit vector with the follow ng fornmat:

0 1

0123456789012345
R e i i st S R S L e S e e
I MBZ | Rl
B R e b sl T I TR R S S e S T

One flag is defined for now, the Rflag. The rest of the
flags are Reserved - MJST be zero (MBZ) when sendi ng and
i gnored on receipt.

The Rflag (Reply TTL) is set signify that the value is
meant to be used as the TTL for the reply packet. Qher bits
may be defined |ater to enhance the scope of this TLVW.

3.2. Usage

The TTL TLV MAY be included in the MPLS Echo Request by the
originator of the request.

If the TTL TLV is present and the receiver does not understand TTL
TLVs, it will sinply ignore the TLV, as is the case for all optiona
TLVs. |If the TTL TLV is not present or is not processed by the
recei ver, any determnation of the TTL value used in the MPLS | abe
on the LSP-Ping echo reply is beyond the scope of this docunent.
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If the TTL TLV is present and the receiver understands TTL TLVs, one
of the follow ng two conditions apply:

o If the TTL TLV value field is zero, the LSP-Ping echo request
packet SHOULD be dropped.

0 Oherwi se, the receiver MJST use the TTL val ue specified in the
TTL TLV when it creates the MPLS header of the MPLS Echo Reply.
The TTL value in the TTL TLV takes precedence over any TTL val ue
determ ned by ot her neans, such as fromthe Switching Point TLV in
the M5-PW This precedence will aid the originator of the LSP-

Pi ng echo request in analyzing the return path.

4. Qperation

In this section, we explain a use case for the TTL TLV with an MPLS
MB- PW

S VB PW = === o o oo omeeeaa oo >
A B C D E
0 -------- 0 -------- 0 --------- 0 --------- 0

---MPLS Echo Request--->
<--MPLS Echo Reply------

Figure 2: Use-Case with M5 PW

Let us assunme an Ms-PWgoing through LSRs A, B, C, D, and E

Furt hernore, assunme that an operator wants to performa connectivity
check between B and D, fromB. Thus, an MPLS Echo Request with the
TTL TLV is originated fromB and sent towards D. The MPLS Echo
Request packet contains the FEC of the PW Segnent between C and D.
The value field of the TTL TLV and the TTL field of the MPLS | abel
are set to 2, the choice of the value 2 will be based on the operator
i nput requesting the MPLS Echo Request or fromthe optional LDP

swi tching point TLV. The MPLS Echo Request is intercepted at D
because of TTL expiry. D detects the TTL TLV in the request and uses
the TTL value (i.e., 2) specified in the TLV on the MPLS | abel of the
MPLS Echo Reply. The MPLS Echo Reply will be intercepted by B
because of TTL expiry.

The sane operation will apply when we have a co-routed bidirectional

LSP and we want to check connectivity froman internediate LSR "B" to
anot her LSR "D".
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4.1. Traceroute Mde

In traceroute node, the TTL value in the TLV is set to 1 for the
first Echo Request, then to 2 for the next, and so on. This is
simlar to the TTL values used for the | abel set on the packet.

4.2. FError Scenario

It is possible that the MPLS Echo Request packet was intercepted
before the intended destination for reasons other than | abel TTL
expiry. This could be due to network faults, msconfiguration, or
other reasons. |In such cases, if the return TTL is set to the val ue
specified in the TTL TLV, then the echo response packet will continue
beyond the originating node. This becones a security issue.

To prevent this, the label TTL value used in the MPLS Echo Reply
packet MUST be nodified by deducting the incom ng | abel TTL on the
recei ved packet from TTL TLV value. |f the MPLS Echo Request packet
is punted to the CPU before the inconing | abel TTL is deducted, then
anot her 1 MJUST be added. In other words:

Return TTL Value on the MPLS Echo Reply packet = (TTL TLV Val ue) -
(I'ncom ng Label TTL) + 1

5. Security Considerations

This docunent allows the setting of the TTL value in the MPLS Labe
of an MPLS Echo Reply, so that it can be intercepted by an

i nternmedi ate device. This can cause a device to get a |lot of LSP-
Pi ng packets that get redirected to the CPU

However, the same is possible even without the changes nmentioned in
this docunent. A device should rate limt the LSP-Ping packets
redirected to the CPU so that the CPU is not overwhel ned.

The recomendation in the Security Considerations of [ RFC4379]
applies, to check the source address of the MPLS Echo Request;
however, the source address can now be any node al ong the LSP path.

A faulty transit node changing the TTL TLV val ue coul d nake the w ong
node reply to the MPLS Echo Request, and/or the wong node to receive
the MPLS Echo Reply. An LSP trace may help identify the faulty
transit node.
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6. | ANA Consi derati ons

| ANA has assigned a TLV type value to the following TLV fromthe
"Multi-Protocol Label Switching (MPLS) Label Switched Paths (LSPs)
Ping Paranmeters” registry in the "TLVS" subregistry.

Time To Live TLV (see Section 3).

| ANA has al |l ocated the val ue 32769.
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