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1. Introduction

In early 2011, the Internet Architecture Board (1AB) solicited
position statenents for a workshop on 'Interconnecting Smart Cbjects
with the Internet’, aining to get feedback fromthe w der Internet
conmunity on their experience with deploying | ETF protocols in
constrai ned environnents. The workshop took place in Prague on March
25, 2011. During the workshop, a range of topics were discussed,
including architecture, routing, energy efficiency, and security.

RFC 6574 [ RFC6574] sunmarizes the di scussion and suggests severa

next steps.

During the nonths followi ng the workshop, new | ETF initiatives were
started, such as the Light-Wight |Inplenmentation Guidance (LWGQ
wor ki ng group, and hackat hons were organi zed at | ETF 80 and | ETF 81
to better facilitate the exchange of ideas.

Contributions regarding security fromthe | ETF Constrai ned RESTf ul
Envi ronments (CoRE) working group and the | ETF Transport Layer
Security (TLS) working group made it clear that further discussions
on security were necessary and that those would have to incorporate
i mpl enent ati on and depl oynent experience as well as a shared
under st andi ng of how various building blocks fit into a | arger
architecture.
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The wor kshop on ' Smart Obj ect Security’ was organized to bring

t oget her vari ous di sconnected di scussi ons about smart object
security happening in different |ETF working groups and industry
fora. It was a one-day workshop held prior to the IETF 83 in Paris
on March 23, 2012

The wor kshop organi zers were particularly interested in getting input
on the following topics, as outlined in the call for position papers:

0 What techniques for issuing credentials have been depl oyed?

0 What extensions are useful to nake existing security protocols
nore suitable for smart objects?

o What type of credentials are frequently used?

o \What experience has been gained when inpl ementi ng and depl oyi ng
application-layer, transport-layer, network-1layer, and |ink-Iayer
security nechanisns (or a mixture of all of them?

0 How can "clever" inplenentations nmake security protocols a better
fit for constrai ned devices?

0 Are there lessons we can learn from existing depl oynent s?

This docunent lists sonme of the recurring discussion topics at the
wor kshop. It also offers recomendati ons fromthe workshop
partici pants.

Note that this docunment is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect the
views of the authors or the Internet Architecture Board (I AB)

2. Term nol ogy

Thi s docunent uses security termnology from[RFC4949] and terns
related to smart objects from [ RFC6574].

3. Wbdrkshop Structure

Wth 35 accepted position papers, there was a wealth of topics to
tal k about during the one-day workshop. The programcomittee
decided to divide the discussion into four topic areas ("Requirenments
and Use Cases", "Inplenentation Experience", "Authorization", and
"Providing Credentials"), with two or three invited talks per slot to
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get a discussion started. This section will sunmarize the points
raised by the invited speakers as well as the essence of the ensuing
di scussi ons.

3.1. Requirenents and Use Cases

To design a security solution, an initial starting point is to

under stand the comruni cation rel ationships, the constraints, and the
security threats. The typical |ETF Security Considerations section
describes security threats, security requirements, and security
solutions at the level of a single protocol or a single docunent. To
of fer a neaningful solution for a smart object deploynent, it is,
however, necessary to go beyond this linted viewto the analysis of
the | arger ecosystem The security analysis docunented in [ RFC3552]
and in [ RFC4101] still provides val uabl e gui dance.

Typi cal questions that arise are:
1. Who are the involved actors?

Some usage scenarios |look very sinple at first but then, after a
| onger investigation, turn out to be quite conplex. The smart
met er depl oynent, for exanple, certainly belongs to one of the
nore conpl ex depl oynents due to the history of the energy sector
(see [ RFC6272]).

2. Who provisions credentials?

Credentials may, for exanple, be provisioned by the end user, the
har dwar e manufacturer, an application service provider, or other
parties. Wth security provided at nultiple layers, credentials
fromnultiple parties may need to be provisioned.

3. \What constraints are inmposed on the design?

For exanple, a constraint can be the need to interwork with
existing infrastructure. Froman architectural point of view, an
i mportant question is whether security is ternminated at the
border router (or proxy server) at the custoner’s prenise or if
end-to-end security to servers in the Internet is required. A
nore detailed discussion can be found at [ SMART- OBJECT] .

4. What type of authorization is required by the identified actors?
This may, for exanple, be authorization to get access to the
network or authorization at the application |ayer. Authorization

deci sions may be binary or may consist of conplex, rol e-based
access control policies.
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5. What tasks are expected by the custoner who deploys the solution?

An end customer may, for exanple, be expected to enter short PIN
codes to pair devices, need to update the firmvare, or need to
connect to an appliance via a web browser to nmake nore

sophi sticated configuration settings. The famliarity of end
users with Internet-based devices certainly increases constantly,
but user-interface challenges contribute to a | arge nunber of
security weaknesses of the Internet and therefore have to be
taken into account.

To illustrate the differences, consider a mass-nmarket deploynent for
end custoners in conparison to a deploynent that is targeting
enterprise custonmers. In the latter case, enterprise system

admi nistrators are likely to utilize different nmanagenment systens to
provi sion security and other systemrel evant paraneters.

Paul Chilton illustrated the security and usability requirenents in a
typi cal end-user scenario for small-scale smart |ighting systens

[ Paul Chilton]. These systens present a substantial challenge for
provi di ng usabl e and secure comuni cati on because they are supposed
to be cheap and very easy to set up, ideally as easy as their "dunb"
predecessors. The exanple of |IP-enabled |ight bulbs shows that the
nore constrained devices are, the nore difficult it is to get
security right. For this reason, and the required usability, |ight
bul bs might just be the perfect exanple for exam ning the viability
of security solutions

Rudol f van der Berg focused on | arge-scal e depl oynents of smart

obj ects, such as eBook readers, snart neters, and autonobiles. The
use of nobile cellular networks is attractive because they are
networ ks with adequate coverage and capacity on a global scale. In
order to nake use of nobile networks, you need to make use of

aut henti cati on based on Subscriber Identity Mdules (SIM). However,
at this noment, the SIMis controlled by the network operator. These
conpani es could al so use EAP-SI M (Extensi bl e Authentication Protoco
SIM [RFC4186] authentication in, for exanple, wreless LANs.

The end-user interaction may differ depending on the credentials
bei ng used: for a light bulb deployed in the user’s hone, it is
expected that the user sonehow configures devices so that only, for
exanple, famly nmenbers can turn themon and off. Snart objects that
are equi pped with SI Mbased credential infrastructure do not require
credential managenent by the end user since credential managenent by
the operator can be assuned. Switching cellular operators may,
however, pose challenges for these devices.
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Furt hernmore, we have a technology that will be both deployed by end
users and large enterprise custoners. While the protocol building
bl ocks may be the sane, there is certainly a big difference between
depl oynents for large-scale industrial applications and depl oynments
for regular end users in terns of the architecture. Between these
two, the security requirenments differ significantly, as do the
threats. It is difficult, if not inpossible, to develop a single
security architecture that fulfills the needs of all users while at
the same time neeting the constraints of all kinds of smart objects.

In the consunmer market, security should not incur any overhead during
installation. |If an end user has to invest nore tine or effort to
secure a snmart object network, he or she will likely not do it.
Consumer products will often be retrofitted into the existing
infrastructure, bought, and installed by consuners thenselves. This
means that devices will have to conme pre-installed to some extent and
will nost likely interoperate only with the infrastructure provided
by the vendor, i.e., the devices will be able to connect to the
Internet but will only interoperate with the servers provided by the
vendor selling the device.

Ol osed systens (one bulb, one switch) typically work out of the box,
as they have been extensively tested and often conme with factory-
configured security credentials. Problens do arise when additiona
devi ces are added or when these closed systens get connected to the

Internet. It is still very common to ship devices with default
passwords. It is, however, not acceptable that a device is in a

vul nerabl e, but Internet-connected, state before it has been
correctly configured by a consunmer. It is easy to conceive that many

consuners do not configure their devices properly and nay therefore
make it easy for an adversary to take control of the device by, for
exanpl e, using the default password or outdated firnnare.

Once security threats for a specific deploynent scenario have been
identified, an assessnment takes place to decide what security
requirenents can be identified and what security properties are
desirable for the solution. As part of this process, a conscious
deci si on needs to take place about which counterneasures will be used
to mitigate certain threats. For some security threats, the
assessnent may also lead to the conclusion that the threat is
consi dered out-of -scope and, therefore, no technical protection is
applied. D fferent businesses are likely to cone to different
concl usi ons about the priorities for protection and what security
requirenents will be derived

Whi ch security threats are worthwhile to protect against is certainly

in the eye of the behol der and remains an entertaining di scussion
even anong security specialists. For sone of the workshop
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participants, the security threats against a smart |ighting system
were considered relatively nminor conpared to other smart home
appliances. Cearly, the threats depend on the specific application
domain, but there is a certain danger that deploynents of wvul nerable
smart objects will increase. As the systens evol ve and beconme nore
pervasi ve, additional security features nmay be required and nay be
difficult to incorporate into the already installed base,
particularly if smart objects have no software update nechani sm
incorporated in their initial design. Smart objects that require
human interaction to performsoftware updates will likely be
problematic in the future. This is particularly true for devices
that are expected to have service schedules of five to twenty-five
years. Experience shows that security breaches that are considered
pranks usually evolve very rapidly to becone destructive attacks.

Apart fromthe security requirenments of individual househol ds and
users, it is also inportant to |l ook at the inplications of
vulnerabilities in large-scale snart object deploynents, for exanple,
in smart nmeters and the power grid.

Finally, there is the usual wealth of other requirenents that need to
be taken into account, such as ability for renote configuration and
software updates, the ability to deal with transfer of ownership of a
devi ce, avoi dance of operator or vendor |ock-in, crypto agility,

m ni mal production, license and | PR costs, etc.

3.2. Inplenmentation Experience

The second sl ot of the workshop was dedicated to reports fromfirst-
hand i npl enent ati on experi ence. Various participants had provided
position papers exploring different security protocols and
cryptographic primtives. There were three invited tal ks that
covered tiny inplenentations of the Constrai ned Application Protoco
(CoAP) protected by Datagram Transport Layer Security (DTLS), a TLS
i npl ement ati on using raw public keys, and general experience with

i mpl enenting public key cryptography on snart object devices.

Al'l three presenters denonstrated that inplenmentations of |ETF
security protocols on various constraint devices are feasible. This

was confirnmed by other workshop participants as well. The overal
code size and performance of finished inplenentations will depend on
the chosen feature set. It is fairly obvious that nore features

translate to a nore conpl ex outcone. Luckily, |ETF security
protocols in general (and TLS/ DTLS is no exception) can be custom zed
in a variety of ways to fit a specific depl oynent environnent. As
such, an engineer will have to decide which features are inportant
for a given deploynent scenario and what trade-offs can be nmade

There was al so the belief that | ETF security protocols offer usefu
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customni zation features (such as different ciphersuites in TLS/ DTLS)
to select the desired conbination of algorithns and cryptographic
primtives. The need to optinize avail able security protocols
further or to even devel op new cryptographic prinitives for snmart
obj ects was questioned and not seen as worthwhile by many

partici pants.

The three common constraints for security inplenmentations on snart

obj ects are code size, energy consunption, and bandw dth. The

i nportance of tailoring a solution to one of these constraints
depends on the specific deploynent environnment. It mght be
difficult to develop a solution that addresses all constraints at the
same tinme. For exanple, ninimzing nmenory use nay |lead to increased
conmuni cati on over head.

Waiting for the next generation of hardware typically does not
magically lift the constraints faced today. The workshop
participants again reinforced the nessage that was nmade at the
earlier smart object workshop [ RFC6574] regarding future devel opnents
in the smart object space

While there are constantly inprovenents bei ng made, More's | aw
tends to be less effective in the enbedded system space than in
personal conputing devices: gains nade avail able by increases in
transi stor count and density are nore likely to be invested in
reductions of cost and power requirenents than into continua

i ncreases in conputing power.

The above statenent is applicable to smart object designs in general
not only for security. Thus, it is expected that designers wll
continue having to deal with various constraints of smart objects in
the future. A short description of the different classes of snart

obj ects can be found in [ RFC7228], which al so provides security-

rel ated gui dance. The workshop participants noted that making
security protocols suitable for smart objects nust not water down
their effectiveness. Security functionality will demand sone portion

of the overall code size. It will have an inpact on the perfornmance
of communication interactions, |ead to higher energy consunption, and
certainly nake the entire product nore conplex. Still, omtting

security functionality because of various constraints is not an
option. The experience with inplenmenting avail able security
protocol s was encouragi ng even though the need to nmake vari ous
architectural design decisions for selecting the right set of
protocol s and protocol extensions that everyone nust agree on was
poi nted out. Sonetinmes, the |eading constraint is energy
consunption, and in other cases, it is main nmenory, CPU performance,
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or bandwidth. 1In any case, for an optinization, it is inportant to
| ook at the entire systemrather than a single protocol or even a
specific algorithm

Equal ly inmportant to the code size of the protocols being used in a
depl oyed product are various other design decisions, such as the
communi cati on nodel, the nunber of comuni cation partners, the
interoperability requirenents, and the threats that are being dealt
with. Mhit Sethi noted that even the execution time for relatively
expensi ve operations |like asymetric signature generation and
verification are within acceptable Iinmts for very constrained
devices, like an Arduino UNO. In either case, public key
cryptography will likely only be used for the initial conmunication
setup to establish symetric session keys. Perhaps surprisingly, the
energy cost of transnmitting data wirelessly dwarfs even expensive
conmputations |ike public key cryptography. Since wireless reception
is actually the nost power-consuming task on a smart object,
protocol s have to be designed accordingly.

The wor kshop partici pants shared the view that the conplexity of
security protocols is a result of desired features. Redesigning a

protocol with the sane set of features will, quite likely, lead to a
simlar outcone in terns of code size, menory consunption, and
performance. |t was, however, also acknow edged that the security

properties offered by DILS/ TLS/ | KEv2-1Psec may not be needed for al
depl oynent environnments. DTLS, for exanple, offers an authentication
and key exchange framework conbi ned wi th channel security offering
data-origin authentication, integrity protection, and (optionally)
confidentiality protection

The biggest optim zation in ternms of code size can be gai ned when

| ooki ng at the conplete protocol stack, rather than only
cryptographic algorithns. This also includes software update
mechani sms and configuration mechani sns, all of which have to work
together. \What may not have been investigated enough is the
potential of performing cross-layer and cross-protocol optimzation
We al so need to think about how nany protocols for security setup we
want to have. Due to the desire to standardize generic building

bl ocks, the ability to optimnmize for specific deploynent environnents
has been reduced.

Finally, it was noted that scalability of security protocols does not
inmply usability. This neans that while snmart object technol ogy m ght
currently be developed in large-scale industrial environnents, it
shoul d be equally usable for consuners who want to equip their hone
with just a few Iight bul bs.
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For details about the investigated protocol inplenentations, please
consult the position papers, such as the ones by Bergnmann et al.
Perel man et al., Tschofenig, and Raza et al. (see Appendix Q).

3.3. Authorization

The di scussion slot on authorization was neant to provide an idea of
what ki nd of authorization decisions are common in smart obj ect
networks. Authorization is defined as an "approval that is granted
to a systementity to access a systemresource" [RFC4949].

Aut hori zation requires a view on the entire smart object lifecycle to
det ermi ne when and how a device was added to a specific environnent,
what permi ssions have been granted for this device, and how users are
allowed to interact with it. On a high level, there are two types of
aut hori zati on schemes. First, there are those systens that utilize
an authenticated identifier and match it agai nst an access contro
list. Second, there are trait-based authorization nechani sns that
separate the authenticated identifier fromthe authorization rights
and utilize roles and other attributes to deternine whether to grant
or deny access to a protected resource.

Ri chard Barnes | ooked at earlier comunication security work and
argued that the nodel that domi nates the web today will not be enough
for the smart object environnent. Sinply identifying users by their
credentials and servers via certificates is not sonething that
translates well to smart object networks because it binds all the
capabilities to the credentials. The evolution in access control is
moving in the direction of granting third parties certain
capabilities, with QAuth [ RFC6749] being an exanple of a currently
depl oyed technol ogy. Access to a resource using QAuth can be done
purely based on the capabilities rather than on the authenticated
identifier.

At the time of the workshop, QAuth was very nuch focused on

HTTP- based protocols with early efforts to integrate QAuth into the
Si mpl e Authentication and Security Layer (SASL) and the Ceneric
Security Service Application ProgramInterface (GSS-API)

[ SASL- CAUTH] .  Further investigations need to be done to determ ne
the suitability of QAuth as a protocol for the smart object

envi ronnment .

Ri chard believed that it is inportant to separate authentication from
aut hori zation right fromthe begi nning and to consi der how users are
supposed to interact with these devices to introduce theminto their
speci fic usage environnent (and to provision themw th credentials)
and to manage access fromdifferent parties.
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The rel ati onshi p between the policy enforcenent point and the policy
deci sion point plays an inportant role regarding the standardi zation
needs and the type of information that needs to be conveyed between
these two entities.

For exanple, in an Authentication, Authorization, and Accounting
(AAA) context, the authorization decision happens at the AAA server
(after the user requesting access to a network or sone application-

| evel services had been authenticated). Then, the decision about
granting access (or rejecting it) is communi cated fromthe AAA server
to the AAA client at the end of the network access authentication
procedure. The AAA client then typically enforces the authorization
decision over the lifetinme of the granted user session. The dynanic
aut hori zati on extension [ RFC5176] to the RADI US protocol, for
exanpl e, also allows the RADI US server to make dynani c changes to a
previously granted user session. This includes support for

di sconnecting users and changi ng authorizati ons applicable to a user
sessi on.

The aut hori zation decisions can range from’ ' only devices with
passwords can use the network’ to very detailed application-specific
aut hori zation policies. The decisions are likely to be nore
sophisticated in those use cases where ownership of devices may be
transferred fromone person to another one, group nenbership concepts
may be needed, access rights may be revocable, and fine-grained
access rights have to be used. The authorization decisions may also
take environmental factors into account, such as proxinity of devices
to each other, physical |ocation of the device asking access, or the
| evel of authentication. Wth the configuration of authorization
policies, questions arise regarding who will create them and where
these policies are stored. This imediately raises questions about
how devices are identified and who is allowed to create these
poli ci es.

Since smart objects may be limted in ternms of code size, persistent
storage, and Internet connectivity, established authorization schenes
may not be well suited for such devices. oviously, del egating every
aut hori zati on decision to another node in the network incurs a
certain network overhead, while storing sophisticated access contro
policies directly on the smart object m ght be prohibitive because of
the size of such a ruleset. Jan Janak presented one approach to

di stribute access control policies to smart objects within a single
admi ni strative domain

In those cases where access control decisions are bound to the
identifiers of devices and humans need to either create or verify

t hese access control policies, the choice of identifier matters for
readability and accessibility purposes.
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A single mechanismw Il likely not help with solving the wi de range
of authorization tasks. Fromthe discussions, it was not clear

whet her there is a need for new authorization mechani sns or whet her
exi sting nechani sns can be reused. Exanples of available protocols
with built-in authorization mechani sns are Kerberos, QAuth, EAP/ AAA
attribute certificates, etc. In nany cases, it is even conceivable
that the authorization decisions are internal to the system and that
there is no need to standardi ze any additional authorization
nmechani sms or protocols at all. |In fact, many of the authentication
and key exchange protocols have authorization nechanisns built in.

3.4. Provisioning of Credentials

When a smart object is to be introduced into an environnent, like a
hone or an enterprise network, it usually has to be provisioned with
some credentials first. The credentials that are configured at the
smart object and at sone entity in the network are often an inplicit
aut hori zation to access the network or sone other resource. The
provi sioned information at the smart object will include sone
identifier of the smart object, keying nmaterial, and other
configuration information (e.g., specific servers it has to interact
with).

Sonme devices will be pre-configured with default security codes or
passwords, or will have per-device or per-user credentials
pre-configured, when they are bought or when they arrive at the
cust oner .

There is a limted set of solutions avail able (based on the avail able
interface support). The solutions for inprinting vary between the
enterprise and the consunmer househol d scenarios. For |arge-scale
depl oynents, the tinme needed to pair two objects further excludes
other schemes that rely on nanual steps.

Johannes G lger dealt with the very basic ideas behind pairing
schenes, including the kinds of out-of-band channels that could be
enpl oyed and their linmtations. Inprinting and pairing protocols
usual ly establish a security association between two equal devices,
such as Bl uet oot h-equi pped cell phones. To deal w th nman-in-the-

m ddl e attacks during this phase, various forns of additiona
verification checks exist. For exanple, devices with a display all ow
nuneric val ues to be shown on each device and |let the user verify
whet her they match. For other devices that have a keypad, a PIN nmay
need to be entered by the user. Were and how a snmart object is to
be paired with other devices in the network can differ substantially
fromthe specific use cases and the hardware capabilities of devices.
Note that pairing is not necessarily sonething that is only done once
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during the lifetine of a device. |s group pairing sonething to be
| ooked at? O can any group key establishnment be reduced to pairw se
pairing with a central naster device?

Cul l en Jenni ngs presented a nodel for smart objects based on a

depl oynent used for | P phones. The idea was that the snmart object
"phones hone", i.e., contacts a server offered by the nmanufacturer
when it is first switched on. This initial interaction can then be
used for managi ng the device and provisioning keying material for
further use. Proof of ownership could be done by identifying the
user who purchased the device. This is an approach that is

i ncreasingly being done today. Another option is sone kind of secret
i nformati on encl osed in the packagi ng.

For interface-constrained devices, the solution of using (seni)-
public information in conbination with an online manufacturer during
inmprinting seens |ike a possible solution. This solution approach
created a |l ot of discussion anong the participants, as it assunes an
I nternet connection and neans that the nanufacturer effectively knows
about the trust relationships of all the devices it sells.

A few questions did arise with such a nodel: WII there be third
parties that have a business interest in providing sonething |like key
di stribution and key escrow over the lifetine of a smart object? For
constrai ned devices, will it always be possible to fall back to the
existing security associations between device and nmanufacturer to
create new associations? oviously, we do not want the lifetinme of a
smart object limted by the manufacturer product support |ifespan
VWhat happens if a manufacturer goes bankrupt, changes its business
scope, or gets bought by anot her conpany? WII| end custoners not be
able to use their smart objects anynore in such a case, or will they
lose the ability to resell their devices because the ownership can no
| onger be transferred?

One inportant design decision is that the conmprom se of the

manuf acturer nust not have any inpact on the smart objects, which
have already been inprinted to their new owners. Furthernore, the
guestion arises of howto transfer ownership, e.g., when reselling a
device. Wiile this may not be a requirenent for all devices, there
will likely be classes of |arge or expensive devices where support
for transferring the ownership is an absol ute necessity.

I ndustrial users are confortable when they have to rely on the

manuf acturer during the inprinting phase, but they want to be in
excl usive control over their devices afterwards
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There are many cl asses of devices where we coul d assune online
connectivity to be present; otherw se, these devices would not make
sense in the first place. But, there are also other devices that
need to be inprinted conpletely offline.

Is it inmportant to worry about security vulnerabilities, such as
man-i n-the-niddl e attacks, during the very short inprinting phase?
Is it realistic that an adversary is in close proxinmty to nount an
attack? Especially for devices with linmited capabilities, such as
Iight bul bs, the concerns seenmed rather snall.

What happens if such a device is not enrolled by the custoner but
still connected in a "naked" state? How does this inpact security,
and is it possible for an attacker to performa "drive-by" enroll nment
procedure of many devices? How should a device behave in this
situation? The safest option (for the user at least) would be to not
all ow the device to work with full functionality if it has not been
enrolled. This concernis particularly applicable for cases where
smart objects are sold with default passwords or passwords using

sem -public information; an exanple is Raspberry Pi conputers with

Li nux i mages that use a default password [RaspberryPi].

4.  Sunmary

Designing for a smart object environnent is about naking an
optinization decision that needs to take technical aspects, usage
scenarios, security threats, and business nodels into account. Somre
design constraints may be considered fixed while others are flexible.
Compromi ses will need to be made, but they should not be nmade at the
expense of security functionality.

Desi gning a software update nechanisminto the systemis crucial to
ensure that functionality can be enhanced and vul nerabilities can be
fixed. Also, security threats are perceived differently over tine.
For exanpl e, nany peopl e considered pervasive nonitoring | ess

i mportant prior to the Snowden revel ations.

New research and standardi zati on on cryptographic algorithms (like
encryption algorithms, hash functions, keyed nessage digests, and
public key crypto systens) that are tailored to snmart object
environnments was not seen as worthwhile by the participants. A huge
range of algorithns already exist, and standardi zed aut hentication
and key exchange protocols can be custonized to use al nbost any

sel ection of algorithms avail abl e today.

The integration of various building blocks into a conplete system was

consi dered inportant, and this docunent highlights a nunber of those
areas in Section 3. Searching for a single, universally applicable
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smart object security architecture was seen as a hopel ess journey
given the | arge nunber of use cases, business nodels, and
constraints.

In response to the workshop, foll ow up work happened in a nunber of
areas (and standardi zation activities are still ongoing). Here are a
few exanpl es

0 The Light-Wight Inplenentation Guidance (LWG working group was
created to offer a venue to collect experiences frominplenenters
of I P stacks, including security protocols, in constrained
devices. The ability to tune | ETF protocols via extensions and
paraneter choices gives inplenenters a lot of flexibility to neet
the constraints of a snart object environnent.

o The DTLS In Constrained Environnments (DI CE) working group was
forned to define a DILS profile that is suitable for Internet of
Thi ngs applications and is reasonably inplenentable on nmany
constrai ned devices, and to define how the DTLS record |ayer can
be used to transmit nulticast nessages securely. DILS is seen as
an inportant enabling technology for securing comruni cation
i nteractions by smart objects.

o A new working group has been forned to standardi ze an
aut henti cation and authorization protocol for constrained
environnents offering a dynanic and fine-grai ned access contro
nmechani sm where clients and resource servers are constrai ned and
therefore have to make use of a trusted third party. At the tine
of witing this docunent, the Authentication and Authorization for
Constrai ned Environnents (ACE) working group has just been
started.

5. Security Considerations
This whol e docunent is a report on the *Smart Object Security

Workshop’. The focus of this workshop was on security only; privacy
was not part of the workshop agenda.
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