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Abst r act

RFC 6282 defines header conpression in 6LOWPAN packets (where
"6LOWPAN' refers to "I Pv6 over Low Power Wreless Personal Area
Network"). The present docunent specifies a sinple addition that
enabl es the conpression of generic headers and header-I|ike payl oads,
wi thout a need to define a new header conpression schene for each
such new header or header-1i ke payl oad.
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1. Introduction

1.1. The Header Conpression Coupling Problem

[ RFC6282] defines a scheme for header conpression in 6LOWPAN

[ RFC4944] packets; in this docunent, we refer to that schenme as
6LOWPAN Header Conpression, or 6LOWPAN-HC (where "6LOWPAN' refers to
"I Pv6 over Low Power Wreless Personal Area Network"). As with nost
header conpression schenes, a new specification is necessary for
every new ki nd of header that needs to be conpressed. |In addition

[ RFC6282] does not define an extensibility schene |ike the Robust
Header Conpression (ROHC) profiles defined i n ROHC [ RFC3095]
[RFC5795]. This leads to the difficult situation in which 6LoOWAN HC
tended to be reopened and reexam ned each tinme a new header receives
consideration (or an old header is changed and reconsidered) in the
6LOWPAN/ rol | / CoRE cl uster of | ETF working groups. Although [ RFC6282]
was finally conpleted and published, the underlying problemrenains
unsol ved.

The purpose of the present contribution is to plug into [ RFC6282] as
is, using its Next Header Conpression (NHC) concept. W add a
slightly less efficient, but vastly nore general, form of conpression
for headers of any kind and even for header-1like payl oads such as
those exhibited by routing protocols, DHCP, etc.: Ceneric Header
Compression (GHC). The objective is an extrenely sinple
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specification that can be defined on a single page and inplenented in
a small nunber of lines of code, as opposed to a general data
conpressi on schenme such as that defined in [ RFC1951].

1.2. Conpression Approach

The basi ¢ approach of GHC s conpression function is to define a

byt ecode for LZ77-style conpression [LZ77]. The bytecode is a series
of sinple instructions for the deconpressor to reconstitute the
unconpressed payl oad. These instructions include:

0 appending bytes to the reconstituted payload that are literally
given with the instruction in the conpressed data

0 appending a given nunber of zero bytes to the reconstituted
payl oad

0 appending bytes to the reconstituted payl oad by copying a
conti guous sequence fromthe payl oad being reconstituted
(" backreferenci ng")

o an ancillary instruction for setting up paranmeters for the
backreferencing instruction in "deconpression vari abl es”

0 a stop code (optional; see Section 3.2)

The buffer for the reconstituted payload ("destination buffer") is
prefixed by a predefined dictionary that can be used in the
backreferencing as if it were a prefix of the payload. This
predefined dictionary is built fromthe | Pv6 addresses of the packet
bei ng reconstituted, followed by a static conponent, the "static

di ctionary".

As usual, this specification defines the deconpressor operation in
detail but |eaves the detail ed operation of the conpressor open to
i npl enentation. The conpressor can be inplenented as with a
classical LZ77 conpressor, or it can be a sinple protocol encoder
that just makes use of known conpression opportunities.

1. 3. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
RFC 2119 [ RFC2119].

The term"byte" is used in its now customary sense as a synonym for
"octet"”.
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Terns from [ RFC7228] are used in Section 5.
1.4. Notation

This specification uses a trivial notation for code bytes and the
bitfields in them the neaning of which should be nostly obvious.
More fornmally, the nmeaning of the notation is as foll ows:

Potential values for the code bytes thensel ves are expressed by
tenpl ates that represent 8-bit nost-significant-bit-first binary
nunbers (wi thout any special prefix), where 0 stands for 0, 1 for 1
and vari abl e segnents in these code byte tenplates are indicated by
sequences of the sane letter, such as kkkkkkk or ssss, the | ength of
whi ch indicates the length of the variable segnent in bits.

In the notation of values derived fromthe code bytes, 0Ob is used as
a prefix for expressing binary nunbers in nost-significant-bit-first
notation (akin to the use of Ox for nost-significant-digit-first
hexadeci mal nunbers in the C programm ng | anguage). Were the above-
nmenti oned sequences of letters are then referenced in such a binary
number in the text, the intention is that the value fromthese
bitfields in the actual code byte be inserted.

Exanpl e: The code byte tenpl ate

101nssss
stands for a byte that starts (most-significant-bit-first) with the
bits 1, 0, and 1, and continues with five variable bits, the first of

which is referenced as "n" and the next four of which are referenced
as "ssss". Based on this code byte tenplate, a reference to

0Ob0ssss000

means a binary nunber conposed froma zero bit; the four bits that
are in the "ssss" field (for 10lnssss, the four |east significant
bits) in the actual byte encountered, kept in the sane order; and
three nore zero bits.

2. 6LoWPAN- GHC

The format of a GHC-conpressed header or payload is a sinple

byt ecode. A conpressed header consists of a sequence of pieces, each
of which begins with a code byte, which may be foll owed by zero or
nmore bytes as its argument. Sone code bytes cause bytes to be laid
out in the destination buffer, and sonme sinply nodify sone
deconpressi on vari abl es.
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At the start of deconpressing a header or payload within an L2 packet
(= fragnent), the deconpression variables "sa" and "na" are
initialized as zero.

The code bytes are defined as follows (Table 1):

B o o o e e e e e e e e e e e e e e e e e eeea oo B +
| code | Action | Argument |
| byte | | |
S Fommm e e e e e e e e e e e e e e e e e e e e e emeaao o S +
| Okkkkkkk | Append k = ObOkkkkkkk bytes of data in the | k bytes

| | bytecode argunment (k < 96) | of data

| | | |
| 1000nnnn | Append 0b0000Onnnn+2 bytes of zeroes | |
| | | |
| 10010000 | stop code (end of conpressed data; see | |
| | Section 3.2) | |
| | | |
| 101nssss | Set up extended argunments for a | |
| | backreference: sa += 0b0ssss000, | |
| | na += 0b0O000ON00O | |
| | | |
| 1lnnnkkk | Backreference: n = na+0b00000nnn+2; | |
| | s = 0b00000kkk+sa+n; append n bytes from |

| | previously output bytes, starting s bytes | |
| | to the left of the current output pointer; | |
| | set sa =0, na =0 | |
S Fommm e e e e e e e e e e e e e e e e e e e e e emeaao o S +

Tabl e 1: Bytecodes for CGeneric Header Conpression
Note that the following bit conbinations are reserved at this tine:
0 011xxxxx
0 1001nnnn (where 0b0O00ONnnnn > 0)
For the purposes of the backreferences, the expansion buffer is
initialized with a predefined dictionary, at the end of which the
reconstituted payl oad begins. This dictionary is conposed of the
source and destination |IPv6 addresses of the packet being
reconstituted, followed by a 16-byte static dictionary (Figure 1).
These 48 dictionary bytes are therefore avail able for backreferencing
but not copied into the final reconstituted payl oad.

16 fe fd 17 fe fd 00 01 00 00 00 00 00 01 00 0O

Figure 1: The 16 Bytes of Static Dictionary (in Hex)
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3. Integrating 6LOWPAN GHC i nto 6LOWPAN- HC
6LOWPAN- GHC plugs in as an NHC format for 6LOWPAN HC [ RFC6282] .
3.1. Conpressing Payl oads (UDP and | C\VPv6)

By definition, GHC is generic and can be applied to different kinds
of packets. Many of the exanples given in Appendix A are for | CWMPv6
packets; a single NHC value suffices to define an NHC fornmat for

| CMPv6 based on GHC (see bel ow).

In addition, it is useful to include an NHC format for UDP, as nany
header-1i ke payl oads (e.g., DHCPv6, Datagram Transport Layer Security
(DTLS)) are carried in UDP. [RFC6282] already defines an NHC for mat
for UDP (11110CPP). GHC uses an anal ogous NHC byte formatted as
shown in Figure 2. The difference to the existing UDP NHC
specification is that for 11010CPP NHC bytes, the UDP payl oad is not
supplied literally but conpressed by 6LoWPAN- GHC,

0 1 2 3 4 5 6 7
e T epup
1] 1010 C|] P |
e

Figure 2: NHC Byte for UDP GHC (11010CPP)

To stay in the same general nunbering space, we use 11011111 as the
NHC byte for | CMPv6 GHC (Figure 3).

0 1 2 3 4 5 6 7
g S i P S
1] 1] 0] 2] 1| 1] 1] 1]
s

Figure 3: NHC Byte for ICMPv6 GHC (11011111)
3.2. Conpressing Extension Headers

Conpressi on of specific extension headers is added in a simlar way
(Figure 4) (however, probably only Extension Header ID (EID) 0 to 3
[ RFC6282] need to be assigned). As there is no easy way to extract
the Length field fromthe GHC encoded header before decoding, this
woul d nake detecting the end of the extension header sonmewhat

compl ex. The easiest (and nost efficient) approach is to conpletely
elide the Length field (in the same way NHC al ready elides the Next
Header field in certain cases) and reconstruct it only on
deconpression. To serve as a term nator for the extension header

t he byt ecode 0b10010000 has been assigned as a stop code. Note that
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the stop code is only needed for extension headers, not for the fina
payl oads discussed in the previous subsection, the deconpression of
which is automatically stopped by the end of the packet.

0 1 2 3 4 5 6 7
T S S S
| 21 o] 1| 1| El D | NH |
S S S

Figure 4: NHC Byte for Extension Header GHC
3.3. Indicating GHC Capability

The 6LoWPAN basel i ne includes just [RFC4944], [RFC6282], and

[ RFC6775] (see [ Roadmap-6LOWPAN]). To enable the use of GHC towards
a nei ghbor, a 6LOWPAN node needs to know t hat the nei ghbor inplenents
it. Wiile this can also sinply be adm nistratively required, a
transition strategy as well as a way to support nixed networks is
required.

One way to know that a nei ghbor does inplement GHC is receiving a
packet fromthat neighbor with GHC in it ("inplicit capability
detection"). However, there needs to be a way to bootstrap this, as
nobody woul d ever start sending packets with GHC ot herw se.

To mininmze the inpact on [RFC6775], we define a Neighbor Discovery
(ND) option called the 6LOWPAN Capability Indication Option (6C O,
as illustrated in Figure 5. (For the fields marked by an underscore
in Figure 5 see Section 3.4.)

0 1 2 3
01234567890123456789012345678901
Sl I R R R i O R N R R T el i T N R SR S R ittt I RIS S R R R R e
| Type | Length = 1 | el
B e i o e e S o e e e S

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e b o+

Figure 5: 6LOWPAN Capability Indication Option (6C O

The G bit indicates whether the node sending the option is GHC
capabl e.

Once a node receives either an explicit or inplicit indication of GHC
capability from another node, it may send CGHC conpressed packets to
that node. Wiere that capability has not been recently confirned,
simlar to the way Packetization Layer Path MIU Di scovery (PLPMIUD)
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[ RFC4821] finds out about changes in the network, a node SHOULD nake
use of Neighbor Unreachability Detection (NUD) failures to swtch
back to basi c 6LoWPAN header conpression [ RFC6282].

3.4. Using the 6C O

The 6CIOwll typically only be sent in 6LoOWPAN- ND Rout er
Solicitation (RS) packets (which cannot thensel ves be GHC conpressed
unl ess the host desires to limt itself to talking to GHC capabl e
routers). The resulting 6LOWPAN- ND Rout er Adverti senent (RA) can
then al ready make use of GHC and thus indicate GHC capability
inmplicitly, which in turn allows both nodes to use GHC in the
6LoWPAN- ND Nei ghbor Solicitation / Neighbor Advertisenment (NS/ NA)
exchange.

The 6CI O can al so be used for future options that need to be
negoti at ed between 6LOWPAN peers; an IANA registry is used to assign
the flags. Bits marked by underscores in Figure 5 are unassi gned and
avai l abl e for future assignnent. They MJST be sent as zero and MJST
be ignored on reception until assigned by | ANA. Length val ues | arger
than 1 MJST be accepted by inplenentations in order to enable future
extensions; the additional bits in the option are then deened
unassigned in the sane way. For the purposes of the | ANA registry,
the bits are nunbered in nost-significant-bit-first order fromthe
16th bit of the option onward: the 16th bit is flag nunber 0, the
31st bit (the Gbit) is flag nunber 15, up to the 63rd bit for flag
nunber 47. (Additional bits may al so be used by a foll owon version
of this docunent if sone bit conbinations that have been |eft

unassi gned here are then used in an upward-conpati bl e manner.)

Flag numbers 0 to 7 are reserved for experinental use. They MJST NOT
be used for actual depl oynments.

Where the use of this option by other specifications or for
experinental use is envisioned, the following itenms have to be kept
in mnd:

0 The option can be used in any ND packet.

0 Specific bits are set in the option to indicate that a capability
is present in the sender. (There may be other ways to infer this
information, as is the case in this specification.) Bit
conbi nations nmay be used as desired. The absence of the
capability _indication_is signhaled by setting these bits to zero;
this does not necessarily nean that the capability is absent.
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4,

0o The intention is not to nodify the semantics of the specific ND
packet carrying the option but to provide the general capability
i ndi cation descri bed above.

o Specifications have to be designed such that receivers that do not
receive or do not process such a capability indication can stil
i nteroperate (presunmably wi thout exploiting the indicated
capability).

o The option is neant to be used sparsely, i.e., once a sender has
reason to believe the capability indication has been received,
there is no longer a need to continue sending it.

| ANA Consi derati ons
| ANA has added the assignnments listed in Figure 6 in the "LOAPAN_NHC

Header Type" registry (under "IPv6 Low Power Personal Area Network
Par anet ers").

10110EEN. Extensi on header GHC [ RFC7400]
11010CPP: UDP GHC [ RFC7400]
11011111: 1CGwWv6 GHC [ RFC7400]

Figure 6: | ANA Assignnents for the NHC Byte

| ANA has all ocated ND option nunber 36 for the "6LoWPAN Capability
I ndication Option (6CIO" ND option format in the "I Pv6 Nei ghbor
Di scovery Option Formats" registry [ RFC4861].

| ANA has created a subregistry for "6LoOWPAN capability Bits" under
the "Internet Control Message Protocol version 6 (I CVMPv6) Paraneters"
registry. The bits are assigned by giving their nunbers as small,
non- negati ve integers as defined in Section 3.4, in the range 0-47.
The policy is "I ETF Review' or "IESG Approval " [RFC5226]. The
initial content of the registry is as shown in Figure 7:

0-7: Reserved for Experinental Use [ RFC7400]
8- 14: Unassi gned
15: GHC capable bit (G bit) [ RFC7400]

16-47: Unassi gned

Figure 7: | ANA Assignnents for the 6LOWPAN Capability Bits
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5.

Security Considerations

The security considerations of [RFC4944] and [ RFC6282] apply. As
usual in protocols wth packet parsing/construction, care mnmust be
taken in inplenentations to avoid buffer overflows and, in particul ar
(with respect to the backreferencing), out-of-area references during
deconpr essi on.

One additional consideration is that an attacker may send a forged
packet that nmakes a second node believe a third victimnode is GHC
capable. If it is not, this may prevent packets sent by the second
node fromreaching the third node (at least until robustness features
such as those discussed in Section 3.3 kick in).

No mitigation is proposed (or known) for this attack, except that a
vi cti m node that does inplenment GHC is not vul nerable. However, with
unsecured ND, a nunber of attacks with sinmilar outcones are already
possible, so there is little incentive to make use of this additiona
attack. Wth secured ND, the 6CIO is also secured; nodes relying on
secured ND therefore should use the 6CIO bidirectionally (and linit
the inplicit capability detection to secured ND packets carryi ng GHC)
i nstead of basing their neighbor capability assunptions on receiving
any kind of unprotected packet.

As with any LZ77 schene, deconpression bonbs (conpressed packets
crafted to expand so nmuch that the deconpressor is overloaded) are a
problem An attacker cannot send a GHC deconpressor into a tight

| oop for too I ong, because the MU will be reached quickly. Some
anplification of an attack frominside the conpressed link is
possi bl e, though. Using a constrained node in a constrai ned network
as a DoS attack source is usually not very useful, though, except
maybe agai nst ot her nodes in that constrained network. The worst
case for an attack to the outside is a not-so-constrained device
using a (typically not-so-constrained) edge router to attack by
forwarding out of its Ethernet interface. The worst-case
anplification of GHC is 17, so an MIU-si ze packet can be generated
froma 6LoWPAN packet of 76 bytes. The 6LOWPAN network is stil
constrained, so the anplification at the edge router turns an entire
250 kbit/s 802.15.4 network (assuming a theoretical upper bound of
225 kbit/s throughput to a single-hop adjacent node) into a

3.8 Miit/s attacker.

The anplification may be nore inportant inside the 6LOWPAN, if there
is away to obtain reflection (otherwi se, the packet is likely to
sinmply stay conpressed on the way and do little damage), e.g., by
pi ngi ng a node using a deconpression bonb, sonehow keepi ng that node
fromre-conpressing the ping response (which would probably require
sonet hi ng nore conpl ex than sinple runs of zeroes, so the worst-case
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6.

6.

anplification is likely closer to 9). O, if there are nodes that do
not support GHC, those can be attacked via a router that is then
forced to deconpress

Al'l these attacks are mitigated by sone form of network access
control

In a 6LOWPAN stack, sensitive information will nornally be protected
by transport- or application-layer (or even |IP-layer) security, which
are all above the adaptation layer, |leaving no sensitive information
to conpress at the GHC |l evel. However, a 6LoWPAN depl oynent t hat
entirely depends on Media Access Control (MAC) |ayer security nmay be
vul nerable to attacks that exploit redundancy information disclosed
by conpression to recover infornmation about secret values. The
attacker would need to be in radio range to observe the conpressed
packets. Since conpression is stateless, the attacker would need to
entice the party sending the secret value to also send sonme val ue
controlled (or at |east usefully varying and knowabl e) by the
attacker in (what becones the first adaptation-layer fragnent of) the
same packet. This attack is fully nmtigated by not exposing secret
val ues to the adaptation |ayer or by not using GHC i n depl oynents
where this is done.
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Appendi x A, Exanpl es

This section denonstrates sonme relatively realistic exanples derived
from actual packet captures taken at previous interops.

For the Routing Protocol for Low Power and Lossy Networks (RPL)

[ RFC6550], Figure 8 shows a Destination-Oriented Directed Acyclic
Graph (DODAG Information Solicitation (DIS), a quite short RPL
nmessage that obviously cannot be inproved nmuch

| P header:
60 00 00 00 00 08 3a ff fe 80 00 00 00 00 00 0O
02 1c da ff fe 00 20 24 ff 02 00 00 00 00 00 0O
00 00 00 00 00 00 00 1a
Payl oad:
9b 00 6b de 00 00 00 00
Dictionary:
fe 80 00 00 00 00 00 00 02 1c da ff fe 00 20 24
ff 02 00 00 00O 00O OO0 OO0 OO OO OO0 OO OO 0O 00 1a
16 fe fd 17 fe fd 00 01 00 00 OO 00 00 01 00 0O
copy: 04 9b 00 6b de
4 nulls: 82
Conpr essed:
04 9b 00 6b de 82
Was 8 bytes; conpressed to 6 bytes, conpression factor 1.33

Figure 8 A Sinple RPL Exanple

Figure 9 shows a RPL DODAG I nformation Object, a |onger RPL contro
nmessage that is inproved a bit nore. Note that the conpressed out put
exposes an inefficiency in the sinple-ninded conpressor used to
generate it; this does not deval ue the exanple, since constrained
nodes are quite likely to make use of sinple-ni nded conpressors.
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| P header:

60 00 00 00 00 5c¢ 3a ff fe 80 00 00 00 00 00 0O

02 1c da ff fe 00 30 23 ff 02 00 00 00 00 00 0O

00 00 00 00 00 00 00 1a

Payl oad:

9b 01 7a 5f 00 fO 01 00 88 00 00 00 20 02 0Od b8

00 00 00 00 00 00 00 ff fe 00 fa ce 04 Oe 00 14

09 ff 00 00 01 00 OO0 OO OO OO 00 OO 08 1e 80 20

ff ff ff ff ff ff ff ff 00 OO0 00 00 20 02 Od b8

00 00 00 00 00 00 00 ff fe 00 fa ce 03 Oe 40 00

ff ff ff ff 20 02 0d b8 00 00 00 00

Di ctionary:

fe 80 00 00 00 00 00 00 02 1c da ff fe 00 30 23

ff 02 00 00 OO 00O OO0 OO OO OO OO OO OO 0O 00 1a

16 fe fd 17 fe fd 00 01 00 00 00O 00 00 01 00 00
copy: 06 9b 01 7a 5f 00 fO

ref(9): 01 00 -> ref 1llnnnkkk 0 7: c7
copy: 01 88
3 nulls: 81
copy: 04 20 02 0d b8
7 nulls: 85

ref (60): ff fe 00 -> ref 101nssss O 7/11lnnnkkk 1 1: a7 c9
copy: 08 fa ce 04 Oe 00 14 09 ff

ref(39): 00 00 01 00 00 -> ref 10lnssss 0 4/1lnnnkkk 3 2: a4 da
5 nulls: 83

copy: 06 08 l1le 80 20 ff ff

ref(2): ff ff -> ref 1lnnnkkk 0 0: cO

ref(4): ff ff ff ff -> ref 1lnnnkkk 2 0: dO
4 nulls: 82

ref(48): 20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 fa ce
-> ref 101nssss 1 4/11nnnkkk 6 0: b4 fO

copy: 03 03 Oe 40

ref(9): 00 ff -> ref 1lnnnkkk 0 7: c7

ref(28): ff ff ff -> ref 101lnssss 0 3/11lnnnkkk 1 1: a3 c9
ref(24): 20 02 0d b8 00 00 00 00

-> ref 101nssss 0 2/11nnnkkk 6 0: a2 fO

Conpr essed:

06 9b 01 7a 5f 00 fO c7 01 88 81 04 20 02 0Od b8

85 a7 c9 08 fa ce 04 Oe 00 14 09 ff a4 da 83 06

08 1le 80 20 ff ff cO dO 82 b4 fO 03 03 Oe 40 c7

a3 c9 a2 fo
Was 92 bytes; conpressed to 52 bytes, conpression factor 1.77

Figure 9: A Longer RPL Exanple
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Simlarly, Figure 10 shows a RPL Destination Advertisenent Object
(DAO nessage. One of the enbedded addresses is copied right out of
t he pseudo- header; the other one is effectively converted from gl oba
to local by providing the prefix FE80 literally, inserting a nunber
of nulls, and copying (sone of) the Interface ldentifier part again
out of the pseudo-header. Note that a sinple inplenentation would
probably enit fewer nulls and copy the entire Interface lIdentifier
there are multiple ways to encode this 50-byte payload into 27 bytes.

| P header:
60 00 00 00 00 32 3a ff 20 02 0d b8 00 00 00 00
00 00 00 ff fe 00 33 44 20 02 0d b8 00 00 00 00
00 00 00 ff fe 00 11 22
Payl oad:
9b 02 58 7d 01 80 00 f1 05 12 00 80 20 02 0d b8
00 00 00 00 00 00 00 ff fe 00 33 44 06 14 00 80
f1 00 fe 80 00 00 00 OO0 OO OO 00 00 OO ff fe 00
11 22
Di ctionary:
20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 33 44
20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 11 22
16 fe fd 17 fe fd 00 01 00 00 00 00 00 01 00 0O
copy: Oc 9b 02 58 7d 01 80 00 f1 05 12 00 80
ref(60): 20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 33 44
-> ref 101nssss 1 5/11nnnkkk 6 4: b5 f4
copy: 08 06 14 00 80 f1 00 fe 80
9 nulls: 87
ref (66): ff fe 00 11 22 -> ref 10lnssss 0 7/1lnnnkkk 3 5: a7 dd
Conpr essed:
Oc 9b 02 58 7d 01 80 00 f1 05 12 00 80 b5 f4 08
06 14 00 80 f1 00 fe 80 87 a7 dd
Was 50 bytes; conpressed to 27 bytes, conpression factor 1.85

Fi gure 10: A RPL DAO Message
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Figure 11 shows the effect of conpressing a sinple ND nei ghbor
solicitation.

| P header:
60 00 00 00 00 30 3a ff 20 02 0d b8 00 00 00 00
00 00 00 ff fe 00 3b d3 fe 80 00 00 00 00 00 00
02 1c da ff fe 00 30 23
Payl oad:
87 00 a7 68 00 00 00 00 fe 80 00 OO OO0 00 00 0O
02 1c da ff fe 00 30 23 01 01 3b d3 00 00 00 00
1f 02 00 00 00 00 00 06 00 1c da ff fe 00 20 24
Di ctionary:
20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 3b d3
fe 80 00 00 00 00 OO0 00 02 1c da ff fe 00 30 23
16 fe fd 17 fe fd 00 01 00 00 OO 00 00 01 00 0O
copy: 04 87 00 a7 68
4 nulls: 82
ref(40): fe 80 00 00 00 00 00 00 02 1c da ff fe 00 30 23
-> ref 101nssss 1 3/11nnnkkk 6 0: b3 fO
copy: 04 01 01 3b d3
4 nulls: 82
copy: 02 1f 02
5 nulls: 83
copy: 02 06 00
ref(24): 1c da ff fe 00 -> ref 10lnssss 0 2/ 1lnnnkkk 3 3: a2 db
copy: 02 20 24
Conpr essed:
04 87 00 a7 68 82 b3 fO 04 01 01 3b d3 82 02 1if
02 83 02 06 00 a2 db 02 20 24
Was 48 bytes; conpressed to 26 bytes, conpression factor 1.85

Figure 11: An ND Nei ghbor Solicitation
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Fi gure 12 shows the conpression of an ND nei ghbor adverti senent.

| P header:
60 00 00 00 00 30 3a fe fe 80 00 00 00 00 00 00
02 1c da ff fe 00 30 23 20 02 0d b8 00 00 00 00
00 00 00 ff fe 00 3b d3
Payl oad:
88 00 26 6¢c cO 00 00 00 fe 80 00 OO0 OO0 00 00 0O
02 1c da ff fe 00 30 23 02 01 fa ce 00 00 00 0O
1f 02 00 00 00 00 00 06 00 1c da ff fe 00 20 24
Dictionary:
fe 80 00 00 00 00 00 00 02 1c da ff fe 00 30 23
20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 3b d3
16 fe fd 17 fe fd 00 01 00 00 00O 00 00 01 00 0O
copy: 05 88 00 26 6¢ cO
3 nulls: 81
ref(56): fe 80 00 00 00 00 00 00 02 1c da ff fe 00 30 23
-> ref 101nssss 1 5/11nnnkkk 6 0: b5 fO
copy: 04 02 01 fa ce
4 nulls: 82
copy: 02 1f 02
5 nulls: 83
copy: 02 06 00
ref(24): 1c da ff fe 00 -> ref 10lnssss 0 2/ 1lnnnkkk 3 3: a2 db
copy: 02 20 24
Conpr essed:
05 88 00 26 6¢c cO 81 b5 fO 04 02 01 fa ce 82 02
1f 02 83 02 06 00 a2 db 02 20 24
Was 48 bytes; conpressed to 27 bytes, conpression factor 1.78

Fi gure 12: An ND Nei ghbor Adverti senent
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Fi gure 13 shows the conpression of an ND router solicitation. Note
that the relatively good conpression is not caused by the nany zero
bytes in the link-layer address of this particular capture (which are
unlikely to occur in practice): 7 of these 8 bytes are copied from

t he pseudo- header (the 8th byte cannot be copied, as the universal/

I ocal bit needs to be inverted).

| P header:
60 00 00 00 00 18 3a ff fe 80 00 OO0 00 00 00 0O
ae de 48 00 00 00 00 01 ff 02 00 00 00 00 00 0O
00 00 00 00 00 00 00 02
Payl oad:
85 00 90 65 00 00 00 00 01 02 ac de 48 00 00 00
00 01 00 00 00 00 00 00
Di ctionary:
fe 80 00 00 00 00 00 00 ae de 48 00 00 00 00 01
ff 02 00 00 00 00O 00 00 OO OO 00 00 OO0 00O 00 02
16 fe fd 17 fe fd 00 01 00 00 00 00 00 01 00 0O
copy: 04 85 00 90 65
ref(11): 00 00 00 00 01 -> ref 1lnnnkkk 3 6: de
copy: 02 02 ac
ref (50): de 48 00 00 00 00 O1
-> ref 101nssss 0 5/ 11nnnkkk 5 3: a5 eb
6 nulls: 84
Conpr essed:
04 85 00 90 65 de 02 02 ac a5 eb 84
Was 24 bytes; conpressed to 12 bytes, conpression factor 2.00

Figure 13: An ND Router Solicitation
Fi gure 14 shows the conpression of an ND router advertisenent. The
indefinite lifetime is conpressed to four bytes by backreferencing;

this could be inproved (at the cost of minor additional deconpressor
conmpl exity) by including sone sinple runlength nmechani sm
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| P header:
60 00 00 00 00 60 3a ff fe 80 00 00 00 00 00 0O
10 34 00 ff fe 00 11 22 fe 80 00 00 00 OO OO 0O
ae de 48 00 00 00 00 01
Payl oad:
86 00 55 c9 40 00 Of a0 1c 5a 38 17 00 00 07 dO
01 01 11 22 00 00 00 00 03 04 40 40 ff ff ff ff
ff ff ff ff 00 00 00 00 20 02 0d b8 00 00 00 00
00 00 00 00 00 00 00 00 20 02 40 10 00 00 03 eS8
20 02 0d b8 00 00 00 00 21 03 00 01 00 00 00 00
20 02 0d b8 00 00 00 00 00 00 00 ff fe 00 11 22
Di ctionary:
fe 80 00 00 00 00 00 00 10 34 00 ff fe 00 11 22
fe 80 00 00 00 00 00 OO0 ae de 48 00 00 00 00 O1
16 fe fd 17 fe fd 00 01 00 00 00O 00 00 01 00 00
copy: Oc 86 00 55 c9 40 00 Of a0 1c 5a 38 17
2 nulls: 80
copy: 06 07 dO 01 01 11 22
4 nulls: 82
copy: 06 03 04 40 40 ff ff
ref(2): ff ff -> ref 1lnnnkkk 0 0: cO
ref(4): ff ff ff ff -> ref 1lnnnkkk 2 0: dO
4 nulls: 82
copy: 04 20 02 0d b8
12 nulls: 8a
copy: 04 20 02 40 10
ref(38): 00 00 03 -> ref 10lnssss 0 4/11nnnkkk 1 3: a4 cb
copy: 01 eS8
ref(24): 20 02 0d b8 00 00 00 00
-> ref 101nssss 0 2/11nnnkkk 6 0: a2 fO
copy: 02 21 03
ref(84): 00 01 00 00 00 00
-> ref 101nssss 0 9/ 11nnnkkk 4 6: a9 e6
ref(40): 20 02 0d b8 00 00 00 00 00 00 00
-> ref 101nssss 1 3/1lnnnkkk 1 5: b3 cd
ref(128): ff fe 00 11 22
-> ref 101nssss 0 15/11nnnkkk 3 3: af db
Conpr essed:
Oc 86 00 55 c9 40 00 Of a0 1c 5a 38 17 80 06 07
do 01 01 11 22 82 06 03 04 40 40 ff ff cO dO 82
04 20 02 0d b8 8a 04 20 02 40 10 a4 cb 01 e8 a2
fO 02 21 03 a9 e6 b3 cd af db
Was 96 bytes; conpressed to 58 bytes, conpression factor 1.66

Figure 14: An ND Router Advertisenent
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Fi gure 15 shows the conpression of a DTLS application data packet
with a net payload of 13 bytes of cleartext and 8 bytes of

aut henticator (note that the I P header is not relevant for this
exanpl e and has been set to 0). This nmakes good use of the static
dictionary and is quite effective crunching out the redundancy in the
TLS PSK WTH AES 128 CCM 8 header, leading to a net reduction by 15
byt es.

| P header:
00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 OO0 00 00 OO0 00 00 00 00
00 00 00 00 00 00 00 00
Payl oad:
17 fe fd 00 01 00 00 00O 00 00 01 00 1d 00 01 0O
00 00 00 00 01 09 b2 Oe 82 cl1 6e b6 96 c5 1f 36
8d 17 61 e2 b5 d4 22 d4 ed 2b
Dictionary:
00 00 00 00 00 00 00 00 OO 00 00 OO0 00 00 00 00
00 00 00 00 00 00 00 00O OO0 00 00 00 00 00 00 00
16 fe fd 17 fe fd 00 01 00 00 OO 00 00 01 00 0O
ref(13): 17 fe fd 00 01 00 00 OO 00 00 01 00
-> ref 10lnssss 1 0/1lnnnkkk 2 1: b0 dl
copy: 01 1d
ref (10): 00 01 00 00 00 00 00 01 -> ref 1llnnnkkk 6 2: f2
copy: 15 09 b2 Oe 82 cl1 6e b6 96 c5 1f 36 8d 17 61 e2
copy: b5 d4 22 d4 ed 2b
Conpr essed:
bO d1 01 1d f2 15 09 b2 Oe 82 cl1 6e b6 96 c5 1f
36 8d 17 61 e2 b5 d4 22 d4 ed 2b
Was 42 bytes; conpressed to 27 bytes, conpression factor 1.56

Fi gure 15: A DTLS Application Data Packet
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Figure 16 shows that the conpression is slightly worse in a
subsequent packet (containing 6 bytes of cleartext and 8 bytes of
aut henticator, yielding a net conpression of 13 bytes). The total
overhead does stay at a quite acceptable 8 bytes.

| P header:
00 00 00 00 00 00 00 00O OO 00 00 00 00 00 00 00
00 00 00 00 00 00 00 OO OO 00 00 OO0 00 00 00 00
00 00 00 00 00 00 00 00
Payl oad:
17 fe fd 00 01 00 00 00 00 00 05 00 16 00 01 OO
00 00 00 00 05 ae a0 15 56 67 92 4d ff 8a 24 e4
cb 35 b9
Di ctionary:
00 00 00 00 00 00 00 00 OO 00 00 OO0 00 00 00 00
00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00
16 fe fd 17 fe fd 00 01 00 00 00 00 00 01 00 0O
ref(13): 17 fe fd 00 01 00 00 00 00 00
-> ref 101nssss 1 0/11nnnkkk 0 3: b0 c¢3
copy: 03 05 00 16
ref(10): 00 01 00 00 00 00 00 05 -> ref 1lnnnkkk 6 2: f2
copy: Oe ae a0 15 56 67 92 4d ff 8a 24 e4 cb 35 b9
Conpr essed:
bO ¢c3 03 05 00 16 f2 Oe ae a0 15 56 67 92 4d ff
8a 24 e4 cb 35 b9
Was 35 bytes; conpressed to 22 bytes, conpression factor 1.59

Fi gure 16: Another DTLS Application Data Packet
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Fi gure 17 shows the conpression of a DILS handshake nessage, here a
There is little that can be conpressed about the 32

client hello

byt es of randomess.

| P header:
00 00 00 00
00 00 00 00
00 00 00 00
Payl oad:

16 fe fd 00
2a 00 00 00
20 c9 62 56
32 26 9a 16
a8 01 00

Di ctionary:
00 00 00 00
00 00 00 00

00
00
00

00
00
11
4e

00
00

00
00
00

00
00
47
31

00
00

16 fe fd 17 fe fd
ref(16): 16 fe fd -> ref 101nssss

9 nulls: 87
copy: 01 36
ref (16): 01
copy: 01 2a
7 nulls: 85

00
00
00

00
00
c9
Te

00
00
00

Still,

00
00
00

00
00
39
of

00
00
01

00 00 00
00 00 00

00 00 00
2a fe fd
ee 6¢ cO
20 92 92

00 00 00
00 00 00
00 00 00

00 00 -> ref 101nssss

the net reduction is by 14 bytes.

00 00 00 00 00
00 00 00 00 00

00 36 01 00 00
51 52 ed 79 a4
a4 fe c6 89 2f
00 00 00 02 cO

00 00 00 00 00
00 00 00 00 00
00 00 01 00 00
0 1/11nnnkkk 1 5: al cd

0 1/11nnnkkk 1 5: al cd

copy: 23 2a fe fd 51 52 ed 79 a4 20 c9 62 56 11 47 c9
a4 fe c6 89 2f 32 26 9a 16 4e 31 7e

copy: 39 ee
copy: 9f 20
3 nulls: 81
copy: 05 02
Conpr essed:

6¢C
92

cO

cO
92

a8

01 00

al cd 87 01 36 al cd 01 2a 85 23 2a fe fd 51 52
ed 79 a4 20 c9 62 56 11 47 c9 39 ee 6¢c c0 a4 fe
c6 89 2f 32 26 9a 16 4e 31 7e 9f 20 92 92 81 05

02 cO0 a8 01
Was 67 bytes

00

; conpressed to 53 bytes, conpression factor 1.26

Figure 17: A DTLS Handshake Packet (Cient Hell o)
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