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1. Introduction

The For CES nodel [RFC5812] presents a fornmal way to define Forwarding
El ement (FE) Logi cal Functional Blocks (LFBs) using the eXtensible
Mar kup Language (XM.). [RFC5812] was published several years before
this docunent, and experience with its use has denonstrated the need
to add new nodeling concepts and change exi sting ones.

Specifically, this docunment updates the ForCES nodel [RFC5812] to
al | ow conpl ex data types for netadata (Section 2.1), optional default
val ues for data types (Section 2.2), and optional access types for
structures (Section 2.3). It also fixes an issue with LFB cl ass

i nheritance (Section 2.6). Additionally, the docunment introduces two
new features: a new event condition naned event BeconesEqual To
(Section 2.4) and LFB properties (Section 2.5).

These extensions are an update to the For CES nodel [RFC5812] and do
not require any changes to the ForCES protocol [RFC5810] as they are
simply changes to the schema definition. Additionally, backward
conpatibility is ensured as XM libraries produced with the earlier
schema are still valid with the newone. In order for XML libraries
produced by the new schenma to be conpatible with existing ForCES

i mpl erentations, the XML libraries MJST NOT include any of the
features described in this docunent.
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Extensions to the schema and excerpts of the schema include the tags
<l-- Extension RFC 7408 --> and <!-- /Extension RFC 7408 -->, which
desi gnat e the begi nning and endi ng of extension text specified by
this docunent in respect to the schema in the original ForCES nodel
[ RFC5812] .

1.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. Termnol ogy
Thi s docunent uses the term nol ogy defined in the For CES nodel
[ RFC5812]. In particular, the reader is expected to be fanmliar with
the follow ng terns:
FE Model
LFB (Logical Functional Block) dass (or type)
LFB | nstance
LFB Model
El ement
Attribute
LFB Met adat a
For CES Conponent
LFB O ass Library
2.  For CES Model Extensions
2.1. Conplex Data Types for Metadata
Section 4.6 ("<nmetadataDefs> El ement for Metadata Definitions") of
the For CES npdel [RFC5812] limts the data type use in netadata to

only atomic types. Figure 1 shows the XM. schenma excerpt where only
typeRef and atonmic are allowed for a netadata definition.
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<xsd: conpl exType nane="net adat aDef sType" >
<xsd: sequence>
<xsd: el emrent nanme="net adat aDef " maxOccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el ement nane="netadatal D' type="xsd:integer"/>
<xsd: el ement ref="description" mnCccurs="0"/>
<xsd: choi ce>
<xsd: el ement name="typeRef" type="typeRef NMTOKEN"/ >
<xsd: el enrent nanme="atom c" type="atom cType"/>
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>

Figure 1: Initial netadataDefsType Definition in the Schema

However, there are cases where conplex netadata are used in the

dat apath: for exanple, two sinple use cases are described in version
1.1.0 (and subsequent versions) of the OpenFlow Switch Specification
[ OpenFl owspecl. 1]:

1. The Action Set netadata is an array of actions descriptors, which
traverses the processing pipeline along with the packet data.

2. Wen a packet is received froma controller, it nmay be
acconpanied by a |ist of actions, as netadata, to be perforned on
it prior to being sent on the processing pipeline. This list of
actions is also an array.

Wth the extension shown in Figure 2, conplex data types are al so
al | owed, specifically structs and arrays as netadata. The key
declarations are required to check for validity of content keys in
arrays and conponent|Ds in structs.
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<xsd: conpl exType nane="net adat aDef sType" >
<xsd: sequence>
<xsd: el emrent nanme="net adat aDef " maxOccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el ement nane="netadatal D' type="xsd:integer"/>
<xsd: el ement ref="description" mnCccurs="0"/>
<xsd: choi ce>
<xsd: el ement name="typeRef" type="typeRef NMTOKEN"/ >
<xsd: el enrent nanme="atom c" type="atom cType"/>
<!-- Extension RFC 7408 -->
<xsd: el emrent nane="array" type="arrayType">
<xsd: key name="cont ent Keyl D1" >
<xsd: sel ect or xpat h="1fb: cont ent Key"/ >
<xsd: field xpat h="@ontentKeyl D'/ >
</ xsd: key>
</ xsd: el enent >
<xsd: el emrent name="struct" type="struct Type">
<xsd: key nanme="struct Conponent| D1">
<xsd: sel ect or xpat h="1fb: conponent "/ >
<xsd:field xpat h="@onponent| D'/ >
</ xsd: key>
</ xsd: el enent >
<l-- /Extension RFC 7408 -->
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>

Fi gure 2: New net adat aDef sType Definition in the Schema
2.2. Optional Default Values for Data Types

In the original schemn, default values can only be defined for data
types defined inside LFB conponents and not inside structures or
arrays. Therefore, default values for data types that are constantly
being reused, e.g., counters with default value of 0, have to be
constantly respecified. Additionally, data types inside conplex data
types cannot be defined with a default value, e.g., a counter inside
a struct that has a default value of O.

This extension allows the option to add default values to data types.

These data types can then be referenced as sinple conponents or
within conplex data types such as structs. A sinple use case would
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be to have a struct conmponent where one of the conponents is a
counter with a default value of zero. To achieve that, the counter
must first be defined as a data type with the required default val ue
and then referenced in the struct. Default values MJST adhere the
following formal restrictions:

1. Default values MJST be ignored if the data type is not an atonic
or a base data type

2. \Wen a data type X with default value Ais referenced froma data
type Y with a default value B, the default value of the data type
that references overrides the referenced default value, e.g., in
this case, Y's default value will be B.

3. Default values of LFB conmponents override any default val ue
specified fromthe dataTypeDef definition

4. Default values of data types referenced in capabilities or
met adat a MJUST be i gnor ed.

This extension sinply adds to the definition of dataTypeDefsType in
the XML schema shown in Figure 3 to allow default val ues for
dat aTypeDef sType. The new definition is shown in Figure 4.

<xsd: conpl exType nane="dat aTypeDef sType" >
<xsd: sequence>
<xsd: el emrent nane="dat aTypeDef" maxCccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="nane" type="xsd: NMTOKEN'/ >
<xsd: el emrent nanme="deri vedFrom' type="xsd: NMTOKEN'
nm nCccurs="0"/>
<xsd: el ement ref="synopsis"/>
<xsd: el ement ref="description" m nCccurs="0"/>
<xsd: group ref="typeDecl arati onG oup"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>

Figure 3: Initial Excerpt of dataTypeDefsType Definition in the
Schema
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<xsd: conpl exType nane="dat aTypeDef sType" >
<xsd: sequence>
<xsd: el emrent nane="dat aTypeDef" maxCccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="nane" type="xsd: NMTOKEN'/ >
<xsd: el enrent nanme="deri vedFrom' type="xsd: NMTOKEN'
nm nCccurs="0"/>
<xsd: el ement ref="synopsis"/>
<xsd: el ement ref="description" m nCccurs="0"/>
<xsd: group ref="typeDecl arati onG oup"/>
<l-- Extension RFC 7408 -->
<xsd: el emrent name="def aul t Val ue" type="xsd:token"
nm nCccurs="0"/>
<l-- /Extension RFC 7408 -->
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>

2014

Figure 4: New Excerpt of dataTypeDefsType Definition in the Schema
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Exanpl es of using default values is depicted in Figure 5.

<dat aTypeDef >
<name>Zer oCount er </ name>
<synopsi s>A counter with default 0</synopsis>
<t ypeRef >ui nt 32</ t ypeRef >
<def aul t Val ue>0</ def aul t Val ue>
</ dat aTypeDef >
<dat aTypeDef >
<name>Count er Val ues</ name>
<synopsi s>Exanpl e default val ues in struct</synopsis>
<struct>
<conponent conponent| D="1">
<nanme>CGoodPacket Count er </ name>
<synopsi s>A counter for good packets</synopsi s>
<t ypeRef >Zer oCount er </ t ypeRef >
</ conponent >
<conponent conponent| D="2">
<nanme>BadPacket Count er </ nane>
<synopsi s>A counter for bad packets</synopsis>
<t ypeRef >Zer oCount er </ t ypeRef >
</ conponent >
</struct>
</ dat aTypeDef >

Figure 5. Exanple of Optional Default Val ues
.3. Optional Access Types for Structs

In the original schema, the access type can only be defined on
conmponents of an LFB and not on conponents within structs or arrays.
That means that when it is a struct data type, it is not possible to
fine-tune access type per conponent within the struct. A sinple use
case would be to have a read-wite struct conmponent where one of the
conmponents is a counter with an access type that could be read-reset
or read-only, e.g., a read-reset or a read-only counter inside a
struct.

This extension allows the definition of the access type for a struct
conmponent either in the data type definitions or in the LFB conponent
definitions.

When optional access types for conponents within a struct are
defined, the access types for these conponents MJST override the
access type of the struct. For exanple, if a struct has an access
type of read-wite but has a conponent that is a read-only counter,
the counter’s access type MJIST be read-only.
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Per [RFC5812], the access type for a conponent in a capability is

al ways read-only. |If an access type is provided for a conponent in a
capability, the access type MJIST be ignored. Simlarly, if an access
type is provided for a struct in a netadata, the access type MJIST be

i gnor ed.

This extension alters the definition of the struct in the XM. schena
fromthe initial definition show in Figure 6 to the new shown in
Fi gure 7.

<xsd: conpl exType nanme="struct Type" >
<xsd: sequence>
<xsd: el enent nanme="deri vedFrom' type="typeRef NMTOKEN"
nm nCccurs="0"/>
<xsd: el emrent nanme="conponent" naxOccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enent nanme="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el ement ref="description" minCccurs="0"/>
<xsd: el emrent name="optional" m nCccurs="0"/>
<xsd: group ref="typeDecl arati onG oup"/>
</ xsd: sequence>
<xsd: attribute nane="conponent| D' type="xsd: unsi gnedl nt
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>

Figure 6: Initial XM. for the Struct Definition in the Schenma
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<xsd: conpl exType nanme="struct Type">
<xsd: sequence>
<xsd: el emrent nane="deri vedFrom' type="typeRef NMTOKEN'
m nOccur s="0"/ >
<xsd: el emrent name="conponent”™ nmaxCOccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nanme="nanme" type="xsd: NMTOKEN"/ >
<xsd: el ement ref="synopsis"/>
<xsd: el ement ref="description" m nCccurs="0"/>
<xsd: el enrent name="optional” m nCccurs="0"/>
<xsd: group ref="typeDecl arati onG oup"/ >
</ xsd: sequence>
<l-- Extension RFC 7408 -->
<xsd:attribute nane="access" use="optional"
default="read-wite">
<xsd: si npl eType>
<xsd:list itenlType="accessMdeType"/>
</ xsd: si npl eType>
</ xsd:attribute>
<l-- /Extension RFC 7408 -->
<xsd: attribute nane="conponent| D" type="xsd: unsi gnedl nt"
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>

Figure 7: New XML for the Struct Definition in the Schema
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An exanpl e of using optional access types for structs is depicted in
Fi gure 8.

<conponent conponent| D="1" access="read-wite">
<nanme>Packet Fl ows</ nanme>
<synopsi s>Packet Fl ows, match and counter</synopsi s>
<struct>
<conponent conponent| D="1">
<nane>Fl owivat ch</ name>
<synopsi s>Fl ow Mat ch</ synopsi s>
<t ypeRef >Mat chType</t ypeRef >
</ conponent >
<conponent conponent| D="2" access="read-only">
<nane>Mat chCount er </ nane>
<synopsi s>Packets mat chi ng the fl ow mat ch</synopsi s>
<t ypeRef >Zer oCount er </ t ypeRef >
</ conponent >
</struct>
</ conponent >

Fi gure 8: Exanple of Optional Access Types for Struct
2.4. New Event Condition: eventBeconesEqual To

Thi s extensi on adds one nore event condition in the nodel schens,
event BecomesEqual To. event BeconesEqual To is different from
event G eat er Than and event LessThan because the event is triggered
when the value is exactly that of the eventBeconesEqual To threshol d.
This event condition is particularly useful when there is a need to
noni tor one or nore states of an LFB or the FE. For exanple, in the
Control Elenent High Availability (CEHA) docunent [RFC7121], it may
be useful for the nmaster CE to know whi ch backup CEs have just becone
associated in order to connect to them and begin synchronizing the
state of the FE. The nmaster CE could always poll for such

i nformati on, but getting such an event will speed up the process, and
the event nmay be useful in other cases as well for nonitoring state.

The event MUST be triggered only when the value of the targeted
conmponent becones equal to the event condition val ue.

| mpl enent ati ons MUST NOT generate subsequent events while the
targeted conponent’s value remains equal to the event condition’s
val ue.
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event BeconesEqual To i s appended to the schena as shown in Figure 9.

<xsd: el emrent nane="event BeconesEqual To"
substituti onG oup="event Conditi on"/>

Fi gure 9: New Excerpt of eventBeconesEqual To Event Condition
Definition in the Schema

It can beconme useful for the CE to be notified when the state has
changed once the event BecomesEqual To event has been triggered, e.g.
the CE may need to know when a backup CE has | ost association. Such
an event can be generated either by defining a second event on the
same conponent (nanely, an event Changed) or by sinply reusing

event BecomesEqual To and using event properties (in particular

event Hysteresis). W append the followi ng definition to the

event Hysteresis defined in Section 4.8.5.2 of [RFC5812], with V being
the hysteresis val ue:

o For an eventBeconesEqual To condition, after the last notification
a new event BeconmesEqual To notification MJST be generated only one
ti me once the value has changed by +/- V.

For exanple, using the value of 1 for Vwll, in effect, create a
singular event that will notify the CE that the val ue has changed by
at least 1.

A devel oper of a CE should consider using count or tine filtering to
avoi d being overrun by messages, e.g., in the case of rapid state
changes.

2.5. LFB Properties

The previous nodel definition specifies properties for conponents of
LFBs. Experience has shown that, at |east for debug reasons, it
woul d be useful to have statistics per LFB instance to nonitor sent
and recei ved nessages and errors in conmuni cation between a CE and
FE. These properties are read-only.

In order to avoid anbiguity on protocol path semantics, this docunent
specifies that the LFB conponent|I D O specifically MIST refer to LFB
properties and I D O MIST NOT be used for any conponent definition
This disallowance is backward conpatible as no known LFB definition
uses an LFB conponentI D 0. Any command with a path starting fromLFB
componentI D O refers to LFB properties. Figures 10 and 11 illustrate
the change in the XML schema that disallows usage of LFB conponentl!D
0:

Hal epl i dis St andards Track [ Page 12]



RFC 7408 For CES Mbdel Extension Novenber 2014

<xsd: attribute nane="conponent| D' type="xsd: unsi gnedl nt"
use="required">

Figure 10: Initial XM. for LFB conponentl Ds

<l-- Extension added restriction to conponent|ID -->
<xsd: attribute nane="conponent| D' use="required">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsignedlnt">
<xsd: m nExcl usi ve val ue="0"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<l-- End of extension -->

Figure 11: New XM. to Disall ow Usage of LFB conponentID 0O

The following data type definitions are to be used as properties for
LFB i nst ances.

<dat aTypeDef >
<name>LFBPr operti es</ name>
<synopsi s>LFB Properties definition</synopsis>
<struct>
<conponent conponent| D="1">
<nane>Packet sSent ToCE</ name>
<synopsi s>Packets sent to CE</synopsis>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent conponent| D="2">
<nanme>Sent Er r or Packet sToCE</ nane>
<synopsi s>Error Packets sent to CE</synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent conponent| D="3">
<name>Byt esSent ToCE</ nane>
<synopsi s>Bytes sent to CE</synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent component| D="4">
<nane>Sent Er r or Byt esToCE</ name>
<synopsi s>Error Bytes sent to CE</synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
</ conponent >
<conponent component| D="5">
<name>Packet sRecei vedFr onCE</ name>
<synopsi s>Packets recei ved from CE</synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >
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</ conponent >

<conponent component| D="6">
<nanme>Recei vedEr r or Packet sFr onCE</ name>
<synopsi s>Error Packets received from CE</synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >

</ conponent >

<conponent conponent|D="7">
<nane>Byt esRecei vedFr onCE</ name>
<synopsi s>Bytes received from CE</ synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >

</ conponent >

<conponent conponent| D="8">
<name>Recei vedEr r or Byt esFr onTCE</ nanme>
<synopsi s>Error Bytes received from CE</ synopsi s>
<t ypeRef >ui nt 32</ t ypeRef >

</ conponent >

</struct>
</ dat aTypeDef >

Figure 12: Properties for LFB | nstances
2.6. LFB dass Inheritance

The For CES npdel [RFC5812] allows inheritance for LFB cl asses.
However, the XM. schena defines only the LFB class fromwhich an LFB
class inherits. Recent inplenmentations have identified an issue
where anbiguity rises when different versions of the parent LFB class
exi st. This docunent augnents the derivedFrom part of the LFB cl ass
definition with an optional version attribute when the derivedFrom
field is used.

Having the version attribute as optional was a decision based on the
need to maintain backward conpatibility with the XM. schena defi ned

in [RFC5812]. However, if the version is omtted, then derivedFrom

wi |l always specify the first version of the parent LFB class, which
usually is version 1.0.

This extension alters the definition of derivedFromin the XM. schema
fromthe initial definition shown in Figure 13 to the new shown in
Fi gure 14.

<xsd: el enent nane="deri vedFront mnmi nCccurs="0"/>

Figure 13: Initial XM. for LFB O ass Inheritance
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2.7.

Hal

<xsd: el enent nane="deri vedFront m nCccurs="0">
<xsd: conpl exType>
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: NMTOKEN" >
<xsd: attri bute name="versi on"
type="versi onType" use="optional"/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
</ xsd: el enent >

Figure 14: New XML for LFB C ass |nheritance
An exanpl e of the use of the version attribute is given in Figure 15.
<deri vedFrom ver si on="1. 0" >Et her PHYCop</ deri vedFr on»
Fi gure 15: Exanple of Use of New XML for LFB C ass |nheritance
Enhanci ng XML Val i dati on
As specified earlier, this is not an extension but an enhancenent of
the schema to provide additional validation rules. This includes
addi ng new key decl arations to provide uni queness as defined by the
For CES nodel [RFC5812]. Such validations work only within the sane
XM file.

Thi s docunent introduces the followi ng validation rules that did not
exist in the original schema in [ RFC5812]:

1. Each netadatal D nust be uni que.
2. LFBd assl Ds rmust be uni que.

3. conponentl D, capabilityl D, and Event basel D nust be uni que per
LFB.

4. eventlDs nust be uni que per LFB

5. Special values in atonic data types nmust be unique per atonic
data type

XM. Extension Schena for LFB O ass Library Docunents

This section includes the new XML schema. Note that the namespace
nunber has been updated from1.0 to 1.1.
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The extensions described in this docunent are backwards conpatible in

terns of the operation of the ForCES protocol. In ternms of the XM,
any definitions that were valid under the old nanmespace are valid
under the new namespace. It is to be noted that any auxiliary tools

that are processing XM definitions witten under both nanespaces
will need to be able to understand both

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schema xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schenma"
xm ns="urn:ietf:parans: xm :ns:forces:|fbnodel:1.1"
xm ns: [ fb="urn:ietf:parans: xm : ns:forces: | fbnodel:1.1"
t ar get Nanespace="urn:ietf: parans: xm : ns: forces: | fbnodel : 1. 1"
el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified">
<xsd: annot at i on>
<xsd: docunent ati on xml : | ang="en">
Schema for Defining LFB O asses and associ ated types
(frames, data types for LFB attributes, and netadata).
</ xsd: docunent at i on>
</ xsd: annot ati on>
<xsd: el ement nane="description" type="xsd:string"/>
<xsd: el ement nanme="synopsis" type="xsd:string"/>
<l-- Docunent root elenent: LFBLibrary -->
<xsd: el ement name="LFBLi brary">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enment ref="description" minCccurs="0"/>
<xsd: el emrent nane="| oad" type="I| ocadType"
m nQccur s="0" maxCccur s="unbounded"/ >
<xsd: el enrent name="franeDefs" type="franmeDef sType"
m nCccurs="0"/>
<xsd: el enrent name="dat aTypeDefs" type="dat aTypeDef sType"
nm nCccurs="0"/>
<xsd: el emrent name="net adat aDef s" type="rnet adat aDef sType"
m nOccur s="0"/ >
<xsd: el ement name="LFBC assDefs" type="LFBC assDef sType"
m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute nane="provi des" type="xsd: Nane"
use="required"/>
</ xsd: conpl exType>
<l-- Uni queness constraints -->
<xsd: key name="frame">
<xsd: sel ector xpath="I1fh:frameDefs/|fb:frameDef"/>
<xsd:field xpath="Ifb: name"/ >
</ xsd: key>
<xsd: key nanme="dat aType" >
<xsd: sel ector xpath="1fb: dat aTypeDefs/| fb: dat aTypeDef "/ >
<xsd: field xpath="Ifb: nane"/>
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</ xsd: key>
<xsd: key name="net adat aDef " >
<xsd: sel ector xpath="1fb: met adat aDef s/ | f b: net adat aDef "/ >
<xsd:field xpath="Ifb: nane"/>
</ xsd: key>
<xsd: key nane="net adat aDef| D' >
<xsd: sel ect or xpat h="1fb: net adat aDef s/ | f b: net adat aDef "/ >
<xsd:field xpath="|fb: netadatal D'/ >
</ xsd: key>
<xsd: key name="LFBC assDef ">
<xsd: sel ector xpath="1fb: LFBCl assDefs/| fb: LFBC assDef"/>
<xsd: field xpath="Ifb: nane"/>
</ xsd: key>
<xsd: key nane="LFBCO assDef| D'>
<xsd: sel ector xpath="1fb: LFBC assDefs/|fb: LFBC assDef"/>
<xsd:field xpath="@FBd assl D'/ >
</ xsd: key>
</ xsd: el ement >
<xsd: conpl exType nane="| cadType" >
<xsd:attribute nane="library" type="xsd: Nane" use="required"/>
<xsd: attribute name="|ocation" type="xsd: anyURl "
use="optional "/ >
</ xsd: conpl exType>
<xsd: conpl exType nane="franeDef sType" >
<xsd: sequence>
<xsd: el ement nane="franeDef" maxQOccur s="unbounded">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement name="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el enent ref="description"
nm nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="dat aTypeDef sType" >
<xsd: sequence>
<xsd: el emrent nane="dat aTypeDef" maxCccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el emrent name="nane" type="xsd: NMTOKEN'/ >
<xsd: el enrent name="deri vedFrom' type="xsd: NMTOKEN'
m nCccurs="0"/>
<xsd: el ement ref="synopsis"/>
<xsd: el enment ref="description"
m nCccurs="0"/>
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<xsd: group ref="typeDecl arati onG oup"/>
<l-- Extension RFC 7408 -->
<xsd: el emrent name="def aul t Val ue" type="xsd:token"
m nOccur s="0"/ >
<l-- /Extension RFC 7408 -->
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<I-- Predefined (built-in) atom c data-types are: char, uchar
intl6, uintl6, int32, uint32, int64, uint64, string[N], string,
byte[ N], bool ean, octetstring[N, float32, float64 -->
<xsd: group nane="typeDecl arati onG oup">
<xsd: choi ce>
<xsd: el emrent name="typeRef" type="typeRef NMTOKEN"/ >
<xsd: el ement name="atom c" type="atom cType"/>
<xsd: el enent nanme="array" type="arrayType">
<!-- Extension RFC 7408 -->
<l-- declare keys to have unique IDs -->
<xsd: key nanme="cont ent Keyl D' >
<xsd: sel ect or xpat h="1fb: cont ent Key"/ >
<xsd: field xpat h="@ontentKeyl D'/ >
</ xsd: key>
<!-- /Extension RFC 7408 -->
</ xsd: el enent >
<xsd: el emrent name="struct" type="struct Type">
<l-- Extension RFC 7408 -->
<I-- key declaration to make conponent| Ds
unique in a struct -->
<xsd: key nanme="struct Conponent| D'>
<xsd: sel ector xpat h="1fb: conponent"/ >
<xsd: field xpat h="@onponent| D'/ >
</ xsd: key>
<l-- /Extension RFC 7408 -->
</ xsd: el enent >
<xsd: el enrent name="uni on" type="structType"/>
<xsd: el ement nanme="alias" type="typeRef NMTOKEN"/ >
</ xsd: choi ce>
</ xsd: gr oup>
<xsd: si npl eType nanme="t ypeRef NMTOKEN' >
<xsd:restriction base="xsd:token">
<xsd: pattern val ue="\c+"/>
<xsd: pattern value="string\[\d+\]"/>
<xsd: pattern val ue="byte\[\d+\]"/>
<xsd: pattern value="octetstring\[\d+\]"/>
</xsd:restriction>
</ xsd: si npl eType>

Hal epl i dis St andards Track [ Page 18]



RFC 7408 For CES Mbdel Extension Novenber 2014

<xsd: conpl exType nane="at oni cType" >
<xsd: sequence>
<xsd: el ement nane="baseType" type="typeRef NUTCKEN'/ >
<xsd: el emrent name="rangeRestriction"
type="rangeRestrictionType" m nCccurs="0"/>
<xsd: el enent nanme="speci al Val ues" type="speci al Val uesType"
m nCccur s="0">
<l-- Extension RFC 7408 -->
<xsd: key name="Speci al Val ue">
<xsd: sel ect or xpat h="speci al Val ue"/ >
<xsd:field xpath="@al ue"/>
</ xsd: key>
<!-- /Extension RFC 7408 -->
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="rangeRestricti onType">
<xsd: sequence>
<xsd: el enrent nanme="al | onedRange" naxQccur s="unbounded" >
<xsd: conpl exType>
<xsd:attribute nane="nmin" type="xsd:integer"
use="required"/>
<xsd:attribute nane="nmax" type="xsd:integer"
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="speci al Val uesType" >
<xsd: sequence>
<xsd: el emrent nanme="speci al Val ue" naxQccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el emrent name="nane" type="xsd: NMTOKEN'/ >
<xsd: el ement ref="synopsis"/>
</ xsd: sequence>
<xsd: attribute nane="val ue" type="xsd:token"/>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="arrayType">
<xsd: sequence>
<xsd: group ref="typeDecl arati onGoup"/>
<xsd: el erent nane="cont ent Key" mni nCccurs="0"
maxQccur s=" unbounded" >
<xsd: conpl exType>
<xsd: sequence>
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<xsd: el emrent name="cont ent KeyFi el d"
type="xsd: string" maxQccurs="unbounded"/ >
</ xsd: sequence>
<xsd:attribute nane="contentKeyl D' type="xsd:integer"
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
<xsd:attribute nane="type" use="optional" default="variabl e-size">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="fi xed- si ze"/ >
<xsd: enuneration val ue="vari abl e-si ze"/ >
</ xsd:restriction>
</ xsd: si nmpl eType>
</xsd:attribute>
<xsd:attribute nane="length" type="xsd:integer"
use="optional "/ >
<xsd: attribute nane="nmaxLength" type="xsd:integer"
use="optional "/ >
</ xsd: conpl exType>
<xsd: conpl exType name="struct Type">
<xsd: sequence>
<xsd: el enent nanme="deri vedFront' type="typeRef NMTOKEN"
m nCccurs="0"/>
<xsd: el emrent name="conponent" naxCOccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement name="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el enent ref="description"
nm nCccurs="0"/>
<xsd: el emrent name="optional" m nCccurs="0"/>
<xsd: group ref="typeDecl arati onG oup"/>
</ xsd: sequence>
<!-- Extension RFC 7408 -->
<xsd: attribute nane="access" use="optional"
defaul t="read-wite">
<xsd: si npl eType>
<xsd:list itenlype="accesshdeType"/>
</ xsd: si npl eType>
</ xsd:attribute>
<!-- Extension RFC 7408 -->
<xsd: attribute nane="conponent| D" type="xsd: unsi gnedl nt"
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
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</ xsd: conpl exType>
<xsd: conpl exType nane="net adat aDef sType" >
<xsd: sequence>
<xsd: el emrent nanme="net adat aDef" maxCccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el enrent name="nane" type="xsd: NMTOKEN'/ >
<xsd: el ement ref="synopsis"/>
<xsd: el ement nanme="netadatal D' type="xsd:integer"/>
<xsd: el ement ref="description"
m nOccur s="0"/ >
<xsd: choi ce>
<xsd: el emrent name="typeRef" type="typeRef NMTOKEN"/ >
<xsd: el emrent name="atom c" type="atom cType"/>
<l-- Extension RFC 7408 -->
<xsd: el ement nanme="array" type="arrayType">
<l--declare keys to have unique IDs -->
<xsd: key nane="cont ent Keyl D1" >
<xsd: sel ect or xpat h="1fb: cont ent Key"/ >
<xsd: field xpat h="@ontentKeyl D'/ >
</ xsd: key>
<l-- /Extension RFC 7408 -->
</ xsd: el enent >
<xsd: el enent name="struct" type="struct Type">
<!-- Extension RFC 7408 -->
<l-- key declaration to nmake component| Ds
unique in a struct -->
<xsd: key name="struct Conponent| D1" >
<xsd: sel ect or xpat h="1fb: conponent "/ >
<xsd: field xpat h="@onponent| D'/ >
</ xsd: key>
<l-- /Extension RFC 7408 -->
</ xsd: el enent >
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="LFBC assDef sType" >
<xsd: sequence>
<xsd: el ement name="LFBd assDef" maxQccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement nanme="nanme" type="xsd: NMTOKEN"/ >
<xsd: el ement ref="synopsis"/>
<xsd: el emrent nanme="versi on" type="versionType"/>
<xsd: el ement name="derivedFrom' mi nCccurs="0">
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<xsd: conpl exType>
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: NMTOKEN' >
<xsd:attribute nane="version"
type="versi onType" use="optional"/>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

</ xsd: el enent >
<xsd: el emrent name="i nput Ports"
type="i nput Port sType" m nCccurs="0"/>
<xsd: el enent nanme="out put Ports"
t ype="out put Port sType" mi nCccurs="0"/>
<xsd: el emrent name="conponents"
t ype="LFBConponent sType" mni nCccurs="0"/>
<xsd: el emrent nane="capabilities"
type="LFBCapabilitiesType" m nCccurs="0"/>
<xsd: el enrent nanme="events" type="eventsType"

m nCccurs="0"/>
<xsd: el ement ref="description"

m nCccurs="0"/>

</ xsd: sequence>
<xsd:attribute nane="LFBC assl D' type="xsd: unsi gnedl nt"

use="required"/>

</ xsd: conpl exType>

<l--

Key constraint to ensure unique attribute nanes

within a class: -->

<xsd: key name="conponent s" >

<xsd: sel ect or xpat h="1fb: conponents/| fb: conponent"/>

<xsd: field xpath="Ifb: nane"/>

</ xsd: key>

<xsd: key name="capabilities">
<xsd: sel ector xpath="Ifb:capabilities/|fb:capability"/>
<xsd:field xpath="Ifb: nane"/>

</ xsd: key>

<xsd: key nanme="events">
<xsd: sel ector xpath="Ifbh:events/|fb:event"/>
<xsd:field xpath="Ifb: name"/ >

</ xsd: key>

<xsd: key name="event sl Ds" >
<xsd: sel ector xpath="I1fb:events/|fb:event"/>
<xsd: field xpath="@vent|D'/>

</ xsd: key>

<xsd: key name="conponent | Ds" >

<xsd: sel ector xpat h="1fb: conponents/|fb: component"/>

<xsd:field xpat h="@onponent| D'/ >
</ xsd: key>
<xsd: key nane="capabilityl Ds">
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<xsd: sel ector xpath="Ifb:capabilities/|fb:capability"/>
<xsd: field xpat h="@onponent| D'/ >
</ xsd: key>
<xsd: key nanme="Conponent Capabi | i t yConmponent | DUni queness" >
<xsd: sel ect or
xpat h="1fb: conponent s/ | f b: conponent |
| fb:capabilities/|fb:capability|lfb:events"/>
<xsd: field xpat h="@onponent | D] @asel D'/ >
</ xsd: key>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: si npl eType nanme="versi onType" >
<xsd:restriction base="xsd: NMTOKEN" >
<xsd: pattern value="[1-9][0-9]*\.([1-9][0-9]*|0)"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: conpl exType nane="i nput Port sType" >
<xsd: sequence>
<xsd: el erent name="i nput Port" type="i nputPort Type"
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="i nput Port Type" >
<xsd: sequence>
<xsd: el ement nanme="nanme" type="xsd: NMTOKEN"/ >
<xsd: el ement ref="synopsis"/>
<xsd: el ement name="expectation" type="portExpectationType"/>
<xsd: el enment ref="description" m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute nane="group" type="xsd: bool ean"
use="optional" default="0"/>
</ xsd: conpl exType>
<xsd: conpl exType nane="port Expectati onType">
<xsd: sequence>
<xsd: el enent nanme="franeExpected" mi nCccurs="0">
<xsd: conpl exType>
<xsd: sequence>
<I-- ref nust refer to a nane of a defined
frane type -->
<xsd: el ement name="ref" type="xsd:string"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el emrent name="net adat aExpect ed" m nCccurs="0">
<xsd: conpl exType>
<xsd: choi ce maxQccur s="unbounded" >
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<I--ref nmust refer to a nane of a defined netadata-->
<xsd: el erent name="ref" type="netadat al nput Ref Type"/ >
<xsd: el erent nane="one- of "
t ype="net adat al nput Choi ceType"/ >
</ xsd: choi ce>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nanme="net adat al nput Choi ceType" >
<xsd: choi ce m nCccurs="2" maxCccur s="unbounded" >
<l-- ref nust refer to a nane of a defined netadata -->
<xsd: el emrent name="ref" type="xsd: NMTOKEN'/ >
<xsd: el emrent name="one-of " type="netadat al nput Choi ceType"/ >
<xsd: el emrent nane="net adat aSet" type="netadat al nput Set Type"/ >
</ xsd: choi ce>
</ xsd: conpl exType>
<xsd: conpl exType nane="net adat al nput Set Type" >
<xsd: choi ce mi nCccurs="2" nmaxCccur s="unbounded" >
<l-- ref nmust refer to a nane of a defined netadata -->
<xsd: el emrent nanme="ref" type="netadat al nput Ref Type"/ >
<xsd: el emrent name="one-of " type="netadat al nput Choi ceType"/ >
</ xsd: choi ce>
</ xsd: conpl exType>
<xsd: conpl exType nane="net adat al nput Ref Type" >
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: NMTOKEN' >
<xsd: attribute nane="dependency" use="optional"
defaul t="required">
<xsd: si npl eType>
<xsd: restriction base="xsd:string">
<xsd: enuner ati on val ue="required"/ >
<xsd: enuner ati on val ue="optional "/ >
</xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<xsd: attribute nane="defaul t Val ue" type="xsd:token"
use="optional "/ >
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
<xsd: conpl exType nane="out put Port sType" >
<xsd: sequence>
<xsd: el emrent nanme="out put Port" type="out put Port Type"
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="out put Port Type" >
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<xsd: sequence>
<xsd: el ement nanme="nanme" type="xsd: NMTOKEN"/ >
<xsd: el emrent ref="synopsis"/>
<xsd: el emrent name="product" type="portProduct Type"/>
<xsd: el ement ref="description" m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute nane="group" type="xsd: bool ean"
use="optional" default="0"/>
</ xsd: conpl exType>
<xsd: conpl exType nanme="port Product Type" >
<xsd: sequence>
<xsd: el ement nanme="franeProduced" m nCccurs="0">
<xsd: conpl exType>
<xsd: sequence>
<I-- ref nust refer to a nane of a defined
frane type -->
<xsd: el emrent name="ref" type="xsd: NMTOKEN'
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el enent >
<xsd: el emrent name="net adat aPr oduced" m nCccurs="0">
<xsd: conpl exType>
<xsd: choi ce maxQccur s="unbounded" >
<l-- ref nmust refer to a nane of a
defined netadata -->
<xsd: el erent name="ref"
t ype="net adat aQut put Ref Type"/ >
<xsd: el erent nane="one- of "
t ype="net adat aQut put Choi ceType"/ >
</ xsd: choi ce>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="net adat aQut put Choi ceType" >
<xsd: choi ce mi nCccurs="2" nmaxCccur s="unbounded" >
<I-- ref nmust refer to a nane of a defined netadata -->
<xsd: el ement nanme="ref" type="xsd: NMTCKEN'/ >
<xsd: el emrent nanme="one-of " type="netadat aQut put Choi ceType"/>
<xsd: el emrent nanme="net adat aSet" type="netadat aCut put Set Type"/ >
</ xsd: choi ce>
</ xsd: conpl exType>
<xsd: conpl exType nane="net adat aQut put Set Type" >
<xsd: choi ce mi nCccurs="2" nmaxCccur s="unbounded" >
<I-- ref nust refer to a nane of a defined netadata -->
<xsd: el emrent name="ref" type="netadat aCut put Ref Type"/>
<xsd: el enent nanme="one-of " type="netadat aQut put Choi ceType"/>
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</ xsd: choi ce>
</ xsd: conpl exType>
<xsd: conpl exType nane="net adat aQut put Ref Type" >
<xsd: si npl eCont ent >
<xsd: ext ensi on base="xsd: NMTOKEN'" >
<xsd: attribute nane="availability" use="optional"
def aul t ="uncondi ti onal ">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="unconditional "/ >
<xsd: enuner ati on val ue="condi tional "/ >
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
</ xsd: ext ensi on>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>
<xsd: conpl exType nane="LFBConponent sType" >
<xsd: sequence>
<xsd: el emrent name="conponent" naxCOccur s="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement name="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el enent ref="description"
nm nCccurs="0"/>
<xsd: el emrent name="optional" m nCccurs="0"/>
<xsd: group ref="typeDecl arati onG oup"/>
<xsd: el ement name="def aul t Val ue" type="xsd:token"
m nCccurs="0"/>
</ xsd: sequence>
<xsd: attribute nane="access" use="optional"
defaul t="read-wite">
<xsd: si npl eType>
<xsd:list itenflype="accessMdeType"/>
</ xsd: si npl eType>
</ xsd:attribute>
<l-- Extension added restriction to conponent|ID -->
<xsd: attribute nane="conponent| D' use="required">
<xsd: si npl eType>
<xsd:restriction base="xsd: unsi gnedl nt">
<xsd: mi nExcl usi ve val ue="0"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd:attribute>
<l-- End of extension -->
</ xsd: conpl exType>
</ xsd: el enent >
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</ xsd: sequence>
</ xsd: conpl exType>
<xsd: si npl eType nanme="accessMdeType" >
<xsd:restriction base="xsd: NMTOKEN' >
<xsd: enuner ati on val ue="read-only"/>
<xsd: enuneration val ue="read-wite"/>
<xsd: enuneration value="wite-only"/>
<xsd: enuneration val ue="read-reset"/>
<xsd: enuneration val ue="trigger-only"/>
</xsd:restriction>
</ xsd: si npl eType>
<xsd: conpl exType nane="LFBCapabilitiesType">
<xsd: sequence>
<xsd: el emrent name="capability" maxCccurs="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement name="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el enent ref="description"
nm nCccurs="0"/>
<xsd: el erent name="optional" m nCccurs="0"/>
<xsd: group ref="typeDecl arati onG oup"/>
</ xsd: sequence>
<xsd: attribute nane="conponent| D' type="xsd:integer"
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: conpl exType nane="event sType" >
<xsd: sequence>
<xsd: el ement nanme="event" nmaxCccurs="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el emrent name="nane" type="xsd: NMTOKEN'/ >
<xsd: el enent ref="synopsis"/>
<xsd: el enrent nanme="event Tar get"
t ype="event Pat hType"/ >
<xsd: el ement ref="eventCondition"/>
<xsd: el erent nane="event Reports"
type="event ReportsType" m nCccurs="0"/>
<xsd: el enent ref="description"
m nCccurs="0"/>
</ xsd: sequence>
<xsd:attribute nane="event| D' type="xsd:integer"
use="required"/>
</ xsd: conpl exType>
</ xsd: el enent >
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</ xsd: sequence>
<xsd: attribute nane="basel D' type="xsd:integer"
use="optional "/ >
</ xsd: conpl exType>
<l-- the substitution group for the event conditions -->
<xsd: el ement nane="event Condi tion" abstract="true"/>
<xsd: el ement name="event Cr eat ed"
substituti onG oup="event Condition"/>
<xsd: el emrent name="event Del et ed"
substituti onG oup="event Condi ti on"/>
<xsd: el emrent nanme="event Changed"
substituti onG oup="event Condition"/>
<xsd: el ement name="event G eat er Than"
substituti onG oup="event Condition"/>
<xsd: el emrent nane="event LessThan"
substituti onG oup="event Conditi on"/>
<l-- Extension RFC 7408 -->
<xsd: el enent nane="event BeconesEqual To"
substituti onG oup="event Condition"/>
<l-- /Extension RFC 7408 -->
<xsd: conpl exType nane="event Pat hType" >
<xsd: sequence>
<xsd: el enment ref="eventPat hPart" nmaxOccurs="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>
<l-- the substitution group for the event path parts -->
<xsd: el ement nanme="event Pat hPart" type="xsd:string"
abstract="true"/>
<xsd: el ement name="event Fi el d" type="xsd:string"
substituti onG oup="event Pat hPart"/ >
<xsd: el enrent nanme="event Subscript" type="xsd:string"
substituti onG oup="event Pat hPart"/ >
<xsd: conpl exType nanme="event ReportsType" >
<xsd: sequence>
<xsd: el ement name="event Report" type="event Pat hType"
maxQOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: si npl eType name="bool eanType" >
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="0"/>
<xsd: enuneration val ue="1"/>
</ xsd:restriction>
</ xsd: si npl eType>
</ xsd: schena>

For CES LFB XM. Schema
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4.

| ANA Consi der ati ons

| ANA has registered a new XM. nanespace, as per the guidelines in RFC
3688 [ RFC3688].

URI: The URI for this nanespace is:
urn:ietf:paranms: xm:ns:forces:|fbnodel: 1.1

Regi strant Contact: |ESG

XM.: none, this is an XM. nanespace

Security Considerations

This specification adds only a few constructs to the initial node
defined in [ RFC5812], nanely, a new event, some new properties, and a
way to define optional access types and conplex netadata. In
addition, this docunent addresses and clarifies an issue with the

i nheritance nodel by introducing the version of the derivedFrom LFB
class. These constructs and the update to the inheritance nodel do
not change the nature of the initial nodel

Thus, the security considerations defined in [ RFC5812] apply to this
specification as well, as the changes proposed here are sinply
constructs to wite XM library definitions, as [RFC5812] does.

These changes, as well as the clarification of the inheritance issue
of the initial nodel, have no effect on the security semantics of the
pr ot ocol

In regard to pervasive nonitoring (PM, as discussed in [RFC7258],
this specification defines ways to expose nore conpl ex information
(nanely, netadata) exchanged between LFBs and between CEs and FEs and
a new event. These changes have very little or no effect in terns of
maki ng PM sinpler or nore effective to an attacker who controls the
LFBs. The new netadata night nake for slightly nore el egant PM but
does not enable any new ways to (ab)use LFBs for PM The sane
applies for the new event.

Finally, this docunent does not provide any protocol specification
and, as such, does not specify howinformation will be transmtted
bet ween respective entities. Thus, PMmnitigation for a passive
attacker that sinply wants to eavesdrop on the infornmation exchanged
is out of the scope of this docunent.
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