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Abstract

Thi s docunent specifies Transparent |nterconnection of Lots of Links
(TRI'LL) Operations, Administration, and Miintenance (OAM fault
managenent. Methods in this docunent follow the CFM (Connectivity
Fault Managenent) franmework defined in | EEE 802.1 and reuse OAM tool s
where possible. Additional nmessages and TLVs are defined for TRILL-
specific applications or for cases where a different set of
information is required other than CFM as defined in | EEE 802. 1.

Thi s docunent updates RFC 6325.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7455.
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1. Introduction

The general structure of TRILL OAM nessages is presented in
[RFC7174]. TRILL OAM nessages consist of six parts: Link Header,
TRILL Header, Flow Entropy, OAM Et hertype, OAM Message Channel, and
Link Trailer.

The OAM Message Channel carries various control information and OAM
rel ated data between TRILL switches, also known as RBridges or
Routi ng Bri dges.

A common OAM Message Channel representation can be shared between
di fferent technol ogies. This consistency between different QAM
technol ogi es pronotes nested fault nonitoring and isol ati on between
technol ogi es that share the sane OAM franeworKk.

The TRILL OAM Message Channel is formatted as specified in | EEE
Connectivity Fault Managenent (CFM [8021Q.

The ITU-T Y.1731 [Y1731] standard utilizes the sane nessagi ng fornat
as [8021Q OAM nessages where applicable. This docunment takes a
simlar stance and reuses [8021Q in TRILL OAM It is assuned that
readers are famliar with [8021Q and [Y1731]. Readers who are not
famliar with these docunents are encouraged to review them
This docunent specifies TRILL OAM fault nanagenent. |t updates
[ RFC6325] as specified in Section 3.1. TRILL performance nonitoring
is specified in [ RFC7456].

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Capitalized | ANA Considerations terns such as "Standards Action" are
to be interpreted as described in [ RFC5226].

Acronyms used in the docunent include the follow ng:
CCM - Continuity Check Message [8021Q
DA - Destination Address
ECMP - Equal -Cost Multipath

FGL - Fine-Gai ned Label
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3.

ISS - Internal Sub-Layer Service [8021Q

LBM - Loopback Message [8021Q

LBR - Loopback Reply [8021Q

VA - Mai ntenance Association [8021Q [RFC7174]

MAC - Media Access Control (MAC

VD - Mai ntenance Domain [8021Q

MEP - Maintenance End Point [RFC7174] [8021Q

MP - Mintenance Internedi ate Point [ RFC7174] [8021Q
MP - Mai ntenance Point [RFC7174]

MIVM - Multi-destination Tree Verification Message

MIVR - Milti-destination Tree Verification Reply

QAM - (perations, Adm nistration, and Mintenance [ RFC6291]
PRI - Priority of Ethernet Franes [8021Q

PTM - Path Trace Message

PTR - Path Trace Reply

SA - Source Address

SAP - Service Access Point [8021Q

TRILL - Transparent |nterconnection of Lots of Links [ RFC6325]
General Format of TRILL OAM Packets

The TRILL forwarding paradigmallows an inplenentation to select a
path froma set of equal-cost paths to forward a unicast TRILL Data
packet. For multi-destination TRILL Data packets, a distribution
tree is chosen by the TRILL switch that ingresses or creates the
packet. Selection of the path of choice is inplenentation dependent
at each hop for unicast and at the ingress for nulti-destination.
However, it is a comon practice to utilize Layer 2 through Layer 4
information in the frame payload for path selection.
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For accurate nonitoring and/or diagnostics, OAM nessages are required
to follow the same path as correspondi ng data packets. [RFC7174]
presents the high-level format of OAM nessages. The details of the
TRILL OAM frame fornmat are defined in this docunent.

e S e S S et sl it N S

Li nk Header . Variable
|+- B T ol S S S T o |+
L TRI LL Header L 6 or nore bytes
|+- R i T i e e e e i e i |-|-
|

I
Fl ow Entropy . 96 bytes

B T i i S i S S e e
| OAM Et hertype |
B o I NI S R S S R S S e i i

|
OAM Message Channel . Variable

| |
e T

| Link Trailer | Variable
B i i S S S Tk i o

Figure 1: Format of TRILL OAM Messages

0 Link Header: Medi a-dependent header. For Ethernet, this includes
the Destinati on MAC, Source MAC, VLAN (optional), and Ethertype
fields.

0 TRILL Header: Fixed size of 6 bytes when the Extended Header is
not included [ RFC6325].

o Flow Entropy: A 96-byte, fixed-size field. The rightnost bits of
the field MUST be padded with zeros, up to 96 bytes, when the
flowentropy information is |less than 96 bytes. Flow Entropy
enabl es enul ation of the forwardi ng behavior of the desired data
packets. The Flow Entropy field starts with the Inner.MacDA. The
of fset of the Inner.MacDA depends on whet her extensions are
i ncluded or not as specified in [RFC7179] and [ RFC6325]. Such
ext ensions are not comonly supported in current TRILL
i npl enent ati ons.
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o OAM Ethertype: A 16-bit Ethertype that identifies the OAM Message
Channel that follows. This docunent specifies using the Ethertype
0x8902 al |l ocated for CFM [8021Q .

o OAM Message Channel: A variabl e-size section that carries OAM
related information. The nessage fornmat is as specified in
[8021Q .

o Link Trailer: Media-dependent trailer. For Ethernet, this is the
FCS (Frane Check Sequence).

3.1. ldentification of TRILL OAM Fr anes

TRILL, as originally specified in [RFC6325], did not have a specific
flag or nethod to identify OAM franes. This docunment updates

[ RFC6325] to include specific nmethods to identify TRILL QAM franes.
Section 3.2 explains the details of the nethod.

3.2. Use of TRILL OAM Alert Fl ag

The TRILL Header, as defined in [ RFC6325], has two reserved bits.
Thi s docunent specifies use of the reserved bit next to the Version
field in the TRILL Header as the Alert flag. The Alert flag will be
denoted by "A". RBridges MJST NOT use the "A" flag for forwarding
deci si ons such as the selection of which ECVWP path or multi-
destination tree to select.

| mpl enentations that conply with this docunent MJUST utilize the "A"
flag and CFM Et hertype to identify TRILL OAM franes.

s i T S TR T E o h
| | Al Rl M Op-Length| Hop Count |

T Lt e e s e e el o ok b NI IR R S
Egress RBridge N cknane | Ingress RBridge N ckname |

+-
\%
+- +-

B S S T i S S S S it e S S S S B S S S S S e
+-

Options. ..
ko I T e S e

Figure 2: TRILL Header with the "A" Fl ag

0 A (1 bit): Indicates this is a possible OAMfrane and i s subject
to specific handling as specified in this docunent.

Al other TRILL Header fields carry the same neaning as defined in
[ RFC6325] .
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3.2.1. Handling of TRILL Frames with the "A" Flag

The value "1" in the "A" flag indicates TRILL franes that may qualify
as OAM frames. Inplenentations are further REQU RED to validate such
franmes by comparing the value at the OAM Et hertype (Figure 1)

|l ocation with the CFM Et hertype "0x8902" [8021Q . |If the value

mat ches, such frames are identified as TRILL OAM franes and SHOULD be
processed as discussed in Section 4.

Frames with the "A" flag set that do not contain a CFM Ethertype are
not considered OAM franmes. Such franmes MJST be silently discarded.

OAM capabl e RBri dges MJUST NOT generate OAM franmes to an RBridge that
i s not OAM capabl e.

Internediate RBridges that are not OAM capable (i.e., do not
understand the "A" flag) follow the process defined in Section 3.3 of
[ RFC6325] and forward OAM franmes with the "A" flag unaltered.

3.3. OAM Capabi lity Announcenent

Any given RBridge can be (1) OAMincapable, (2) OAM capable with new
ext ensi ons, or (3) QAM capable with the backwards-conpatibility

met hod. The OAM request originator, prior to origination of the
request, is required to identify the OAM capability of the target and
generate the appropriate OAM nessage.

The capability flags defined in the TRILL Version sub-TLV (TRl LL-VER)
[RFC7176] will be utilized for announcing OAM capabilities. The
following OAMrel ated capability flags are defined:

O - OAM capabl e
B - Backwards-conpati bl e QAM

A capability announcenent with the "O' flag set to 1 and the "B" flag
set to 1 indicates that the originating RBridge is OAM capabl e but
utilizes the backwards-conpatibility nmethod defined in Appendix A A
capability announcenment with the "O' flag set to 1 and the "B" flag
set to O indicates that the originating RBridge is OAM capabl e and
utilizes the method specified in Section 3.2.

When the "O' flag is set to 0, the announcing inplementation is
consi dered not capable of OAM and the "B" flag is ignored.
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B L T S

| Type | (1 byte)
I S S S S N e
| Length | (1 byte)
R ol ok I S SN e
| Max-version | (1 byte)
s i T S S S i ik i o T e e e e S s
| Al Fl O Bl Gt her Capabilities and Header Flags| (4 bytes)
R i i i S e S S e i i e T R e e e O
0 1 3

012345678901234567 01
Figure 3: TRILL-VER Sub-TLV [RFC7176] with "O' and "B" Fl ags

In Figure 3, "A" is the Affinity sub-TLV support flag as indicated in
[ RFC7176], and "F" is the FG.-safe flag as indicated in [ RFC7172] and
[RFC7176]. The "O' and "B" flags are located after the "F' flag in
the Capability and Header Flags field of the TRILL-VER sub-TLV, as
depicted in Figure 3 above. Usage of the "O' and "B" flags is

di scussed above.

Absence of the TRILL-VER sub-TLV neans the announcing RBridge is not
QAM capabl e.

3.4. ldentification of the OAM Message

The ingress RBridge nicknanme allows recipients to identify the origin
of the nmessage in nost cases. However, when an out-of-band reply is
generated, the responding RBridge nicknane is not easy to identify.

The [8021Q@ Sender ID TLV (1) provides nethods to identify the device
by including the Chassis ID. The Chassis ID allows different
addressing formats such as | ANA Address Fanily enunerations. |ANA
has all ocated Address Family Nunber 16396 for TRILL nickname. In
TRILL OAM the Chassis |ID sub-type of the Sender ID TLV is set to
16396, and the Chassis ID field contains the corresponding TRILL

ni cknane.

When the Sender ID TLV is present and the Chassis ID sub-type is set
to 16396, the sender RBridge TRILL ni ckname SHOULD be derived from
t he ni cknane enbedded in the Chassis ID. Oherw se, the sender

RBri dge TRILL ni ckname SHOULD be derived fromthe ingress RBridge

ni cknane.
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4., TRILL OAM Layering vs. |EEE Layering

This section presents the placenment of the TRILL OAM shimwi thin the
| EEE 802.1 layers. The transnit and receive processing are
expl ai ned.

R e o S I S N e S
| RBri dge Layer |
| Processi ng |
B s i S S S
I
I
R
| TRILL OAM | UP MEP
| Layer | M P
+- +- +- +- +- +- + Down NEP
I
I

i S g
(3)-------- > | TRILL |

| Encap/ Decap
e L i

B S S R S
(2)-------- > | End- st ati on|

| VLAN & Priority Processing
R i T T R

S S
(1)-------- > | 1SS |

| Processing |
e T N

I
I
I
Figure 4: Placenent of TRILL MP within | EEE 802.1
[ RFC6325], Section 4.6 as updated by [RFC7180] provides a detailed
expl anation of frame processing. Please refer to those docunments for

additional details and for processing scenarios not covered herein.

Sections 4.1 and 4.2 apply to links using a broadcast LAN technol ogy
such as Ethernet.
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On links using an inherently point-to-point technol ogy, such as PPP
[ RFC6361], there is no Quter.MacDA, Quter.MacSA, or Quter.VLAN
because these are part of the Link Header for Ethernet. Point-to-
point links typically have Link Headers w thout these fields.

4.1. Processing at the ISS Layer

4.1.1. Receive Processing
The 1SS | ayer receives an indication fromthe port. It extracts DA
and SA, and it marks the remainder of the payload as ML. The ISS

| ayer passes on (DA, SA, ML) as an indication to the higher |ayer.

For TRILL Ethernet franmes, this is Quter.MacDA and Quter. MacSA. M
is the remai nder of the packet.

4.1.2. Transmit Processing
The 1SS | ayer receives an indication fromthe higher |ayer that
contains (DA, SA, ML). It constructs an Ethernet frame and passes
down to the port.

4.2. End-Station VLAN and Priority Processing

4.2.1. Receive Processing
Receive (DA, SA, M) indication fromthe ISS |ayer. Extract the VLAN
ID and priority fromthe ML part of the received indication (or
derive themfromthe port defaults or other default paraneters) and
construct (DA, SA, VLAN, PRI, M2). VLAN+PRI+M2 maps to ML in the
received indication. Pass (DA, SA VLAN, PRI, M) to the TRILL
Encapsul ati on/ Decapsul ati on | ayer.

4.2.2. Transmit Processing
Receive (DA, SA, VLAN, PRI, M) indication fromthe TRILL
Encapsul ati on/ Decapsul ati on layer. Merge VLAN, PRI, M2 to form M.
Pass down (DA, SA, ML) to the ISS | ayer.

4.3. TRILL Encapsul ati on and Decapsul ati on Layer

4.3.1. Receive Processing for Unicast Packets

0 Receive indication (DA, SA VLAN, PRI, M) fromthe End-Station
VLAN and Priority Processing |ayer.

o If the DA nmatches the port Local DA and the frame is of TRILL
Et her t ype:
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(0]
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Di scard DA, SA, VLAN, and PRI. From M2, derive (TRILL-HDR,
i DA, iSA i-VL, M).
If TRILL nickname is Local and TRILL Header Alert flag is set:
* Pass on to OAM processi ng.

El se, pass on (TRILL-HDR, iDA, iSA i-VL, M) to the RBridge
| ayer.

If the DA matches the port Local DA and the Ethertype is RBridge-
Channel [RFC7178]:

Process as a possi bl e unicast native RBridge Channel packet.

If the DA matches the port Local DA and the Ethertype is neither
TRILL nor RBridge- Channel :

Di scard packet.

If the DA does not match, the port is Appointed Forwarder for
VLAN, and the Ethertype is not TRILL or RBri dge-Channel:

2.

Insert TRILL-HDR and send (TRI LL-HDR, i DA, iSA i-VL, M)
indication to the RBridge layer (this is the TRILL Ingress
Functi on).

Transmit Processing for Unicast Packets

Receive indication (TRILL-HDR, iDA, iSA iVL, M3) fromthe RBridge
| ayer.

If the egress TRILL nicknane is |ocal:

If the port is Appointed Forwarder for iVL, the port is not
configured as a trunk or point-to-point (P2P) port, the TRILL
Alert flag is set, and the OAM Et hertype is present, then:

* Strip TRILL-HDR and construct (DA, SA, VLAN, M) (this is
the TRILL Egress Function).

El se:

* Discard packet.
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(o]

4. 3.

3.

If the egress TRILL nicknane is not |ocal:

- Insert Quter.MacDA, Quter.MacSA, Quter.VLAN, and TRILL
Et hertype, and construct (DA, SA, VLAN, M2) where M2 is (TRILL-
HDR, i DA, iSA iVL, M.

Forward (DA, SA, V, M2) to the End-Station VLAN and Priority
Processi ng | ayer.

Recei ve Processing for Milticast Packets

Receive (DA, SA, V, M) fromthe End-Station VLAN and Priority
Processi ng | ayer.

If the DAis All-RBridges and the Ethertype is TRILL:

- Strip DA, SA, and V. From M2, extract (TRILL-HDR, iDA, i SA
i VL, and MB).

- |If the TRILL Alert flag is set and the OAM Ethertype is present
at the end of Flow Entropy:

*  Perform OAM processi ng.

- FElse, extract the TRILL Header, inner MAC addresses, and
I nner. VLAN, and pass indication (TRILL-HDR, iDA, iSA iVL and
MB) to the TRILL RBridge |ayer.

If the DAis All-1S-1S-RBridges and the Ethertype is L2-1S-1S,
then pass frame up to TRILL I S-1S processing.

If the DAis All-RBridges or All-1S-1S-RBridges but the Ethertype
is not TRILL or L2-1S- 1S respectively:

- Discard the packet.

If the Ethertype is TRILL but the nulticast DA is not All-RBridges
or if the Ethertype is L2-1S-1S but the nulticast DAis not All-

| S-1S-RBri dges:

- Discard the packet.

If the DAis Al-Edge-RBridges and the Ethertype is RBridge-
Channel [RFC7178]:

- Process as a possible nulticast native RBridge Channel packet.
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(o]

4.3.4.

If the DAis in the initial bridging/link protocols block
(01-80-C2-00-00-00 to 01-80-C2-00-00-0F) or is in the TRILL bl ock
and not assigned for Cuter.MacDA use (01-80-C2-00-00-42 to

01- 80- C2- 00- 00- 4F), then:

- The frame is not propagated through an RBridge although sone
speci al processing may be done at the port as specified in
[ RFC6325], and the frame may be dispatched to Layer 2
processing at the port if certain protocols are supported by
that port (exanples include the Link Aggregation Protocol and
t he Li nk-Layer Discovery Protocol).

If the DA is some other nulticast val ue:

- Insert TRILL-HDR and construct (TRILL-HDR, iDA, iSA |VL, M).

- Pass the (TRILL-HDR, iDA, iSA |IVL, M3) to the RBridge |ayer.

Transmit Processing of Miulticast Packets

The followi ng ignores the case of transnmitting TRILL | S-1S packets.

(0]

Receive indication (TRILL-HDR, iDA, iSA iVL, M3) fromthe RBridge
| ayer.

If the TRILL Header nulticast ("M') flag is set, the TRILL-HDR
Alert flag is set, and the OAM Et hertype is present, then:

- Construct (DA, SA V, M) by inserting TRILL Quter.MacDA of
Al'l -RBridges, Quter.MacSA, Quter.VLAN, and TRILL Ethertype. M
here is (Ethertype TRILL, TRILL-HDR, iDA, iSA iVL, M.

Note: A second copy of native format is not made.

Else, if the TRILL Header nulticast ("M) flag is set and the
Alert flag not set:

- If the port is Appointed Forwarder for iVL and the port is not
configured as a trunk port or a P2P port, strip TRILL-HDR, i SA,
i DA, and iVL and construct (DA, SA V, M) for native format.

-  Make a second copy (DA, SA, V, M) by inserting TRILL
Quter. MacDA, Quter.MacSA, Quter.VLAN, and TRILL Ethertype. M
here is (Ethertype TRILL, TRILL-HDR iDA, iSA iVL, M.

Pass the indication (DA, SA V, M) to the End-Station VLAN and
Priority Processing |ayer.

Senevirathne, et al. St andards Track [ Page 15]



RFC 7455

TRILL Fault Managenent March 2015

4.4, TRILL OAM Layer Processing

The TRILL CAM I ayer is |located between the TRILL

Encapsul ati on/ Decapsul ati on | ayer and the RBridge layer. It perforns
the following: 1) identifies OAMfranes that need | ocal processing
and 2) perforns OAM processing or redirects to the CPU for OAM
processi ng.

0 Receive indication (TRILL-HDR, iDA, iSA, iVL, M3) fromthe RBridge

| ayer.

MB is the payload after Inner.VLAN i VL.

o If the TRILL Header nulticast ("M) flag is set, the TRILL Alert
flag is set, and TRILL OAM Ethertype is present, then:

- If MEP or MP is configured on the Inner.VLAN FG& of the
packet, then:

*

o FEl se,

Di scard packets that have MD-Level |ess than that of the MEP
or packets that do not have MD-Level present (e.g., due to
packet truncation).

If NMD-Level matches MD- Level of the MEP, then:

+ Redirect to OAM processing (Do not forward further).

I f MD-Level matches MD- Level of MP, then:

+ Make a copy for QAM processing and conti nue.

If MDLevel nmmtches MD-Level of MEP, then:

+ Redirect the OAM packet to OAM processing and do not
forward al ong or forward as a native packet.

if the TRILL Alert flag is set and the TRILL OAM Et hertype

is present, then:

- |If MEP or MP is configured on the Inner.VLAN FG& of the
packet, then:

*

*

Di scard packets that have MD-Level not present or where M-
Level is less than that of the MEP.

If MD-Level nmtches MD-Level of the MEP, then:

+ Redirect to OAM processing (do not forward further).
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* |f MD-Level matches MD-Level of MP, then:
+ Make a copy for QAM processing and conti nue.
o Else, for a non-OAM packet:
- Conti nue.

o Pass the indication (DA, SA V, M) to the End-Station VLAN and
Priority Processing |ayer.

Note: In the receive path, the processi ng above conpares with the
Down MEP and M P Half functions. 1In the transmit processing, it
conmpares with Up MEP and M P Hal f functions.

Appoi nted Forwarder is a function that the TRILL

Encapsul ati on/ Decapsul ati on | ayer performs. The TRILL

Encapsul ati on/ Decapsul ati on | ayer is responsible for prevention of
| eaki ng of OAM packets as native franes.

5. Maintenance Associations (MAs) in TRILL

[8021Q defines a Miintenance Association as a |ogical relationship
bet ween a group of nodes. Each Maintenance Association (MY is
identified with a unique MAID of 48 bytes [8021Q . CCM and ot her

rel ated OAM functions operate within the scope of an MA. The
definition of MAis technology independent. Sinmilarly, it is encoded
wi thin the OAM nessage, not in the technol ogy-dependent portion of
the packet. Hence, the MAID as defined in [8021Q can be utilized
for TRILL OAM wi thout nodifications. This also allows us to utilize
CCM and LBM nessages defined in [8021Q as is.

In TRILL, an MA may contain two or nore RBridges (MEPsS). For
unicast, it is likely that the MA contains exactly two MEPs that are
the two end points of the flow For nulticast, the MA may contain
two or nore MEPs.

For TRILL, in addition to all of the standard [8021Q CFM M B
definitions, each MEP's M B contai ns one or nore Flow Entropy
definitions corresponding to the set of flows that the MEP nonitors.

[8021Q CFM M B is augnented to add the TRILL-specific information.

Figure 5 depicts the augnentation of the CFM MB to add the TRILL-
speci fic Fl ow Entropy.
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- Renpte MEP Li st

--- MEP-A

--- MEP-B

- Flow Entropy List { Augnments | EEE8021- CFM M B}

--- (Flow Entropy-1)
--- (Flow Entropy-2)
--- (Flow Entropy-n)
O her MB entries
Figure 5: Correlation of TRILL-Augnented M B

The detailed TRILL OAM M B will be specified in a separate docunent
[ TRILLOAWMM B] .

6. NMEP Addressing

In | EEE CFM [ 8021Q , OAM nessages address the target MEP by utilizing
a uni que MAC address. In TRILL, a MEP is addressed by a comnbi nation
of the egress RBridge nickname and the | nner.VLAN FG..

Additionally, MEPs are represented by a 2-octet MEP-ID that is

i ndependent of the underlying technology. In CFM[8021Q, the val ue
of MEP-ID is restricted to the range of 1 to 8191. However, on a CFM
[8021Q packet, MEP-IDs are encoded as a 2-octet field. 1In the TRILL
Base Mbde operation presented in Appendix B, MEP-1Ds are mapped
1-to-1 with the RBridge nicknanmes. Hence, in TRILL, a MEP-ID MJST be
a nunber in the range from1l to 65535.

At the MEP, OAM packets go through a hierarchy of OpCode

demul ti pl exers. The OpCode denultipl exers channel the inconing OAM
packets to the appropriate nmessage processor (e.g., LBM. Refer to
Figure 6 for a visual depiction of these different demultipl exers.
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The denul tipl exi ng sequence is as foll ows:

1.

Identify the packets that need OAM processing at the |ocal
RBri dge as specified in Section 4.

a. ldentify the MEP that is associated with the Inner.VLAN FG.
The MEP first validates the MD-Level and then:
a. Redirects to the MD Level demultipl exer.

The MD-Level denultiplexer conpares the MD-Level of the packet
agai nst the MD-Level of the local MEPs of a given MD Level on the
port. (Note: there can be nore than one MEP at the same MD Level
but they belong to different MAs.)

a. |If the packet MD-Level is equal to the configured VD Level of
the MEP, then pass to the OpCode denultipl exer.

b. |If the packet MD-Level is |less than the configured MD Level
of the MEP, discard the packet.

c. |If the packet MD-Level is greater than the configured
MD- Level of the MEP, then pass on to the next-higher NMD Level
demul tiplexer, if available. Qherwise, if no such higher
MD- Level demultiplexer exists, then forward the packet as
nor mal dat a.

The OpCode denul ti pl exer conpares the OpCode in the packet with
supported OpCodes.

a. |If the OpCode is CCM LBM LBR, PTM PTR, MIVM or MIVR, then
pass on to the correct processor.

b. If the OpCode is unknown, then discard.
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|
+ +- - - +- -+
| OP Code -Mux | --- Unknown
R i ol S T S S e e s
N N N
MD==Li | | |
-+ -+t +-+-+
| L |-->L2 |-.- [Ln |[---- >
+- -+ +- -+ +- -+ |
| " | | |
MD<LI Drop | Dr op Dr op |
| |
MD not --- | TRILL OAM need | ocal |
Present | Processing |
| |
TRILL Data ---- TRILL Data
------- > T |----------------=> M]|--- >
+ TRILL OAM ---- + pass through OAM ----

Figure 6: OAM Denul tipl exers at MEP for Active SAP

0 T:. Denotes Tap. ldentifies OAM franes that need | ocal processing.
These are the packets with the Alert flag set and OAM Et hertype
present after the Flow Entropy of the packet.

0 M The post-processing nerge that nerges data and OAM nessages
that are passed through. Additionally, the nmerge conponent
ensures, as explained earlier, that OAM packets are not forwarded
out as native franes.

0 L: Denotes MD Level processing. Packets whose MD-Level is |ess
than the MD-Level of the current processing step will be dropped.
Packets with equal MD-Levels are passed on to the OpCode
denmul tiplexer. Qhers are passed on to the next-level M
processors or eventually to the nerge point (M.

NOTE: LBM LBR, MIVM MIVR, PTM and PTR are not subject to MA
demul ti pl exers. These packets do not have an MA encoded in the
packet. Adequate response can be generated to these packets, w thout
| oss of functionality, by any of the MEPs present on that interface
or an entity within the RBridge.
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6.1. Use of MP in TRILL

Mai nt enance I nternmedi ate Points (MPs) are mainly used for fault
isolation. Link Trace Messages in [8021Q] utilize a well-known
mul ti cast MAC address, and M Ps generate responses to Link Trace
Messages. Response to Link Trace Messages or |ack thereof can be
used for fault isolation in TRILL.

As explained in Section 10, a Hop Count expiry approach will be
utilized for fault isolation and path tracing. The approach is very
simlar to the well-known |IP trace-route approach. Hence, explicit
addressing of MPs is not required for the purpose of fault

i sol ation.

Any given RBridge can have nmultiple MPs |located within an interface.
As such, a nechanismis required to identify which MP should respond
to an incomng OAM nessage. Any MP residing within the ingress
interface may reply to the inconing Path Trace Message w t hout |oss
of functionality or infornmation. As specified in Section 3.4, the
address of the responding RBridge can be identified by neans of the
Sender ID TLV (1). The Reply Ingress TLV (5) identifies the
interface id. The conbination of these allows the recipient of the
response to uniquely identify the responder

A simlar approach to that presented above for MEPs can be used for

M P processing. It is inportant to note that "M, the nerge bl ock of
a M P, does not prevent QOAM packets | eaking out as native franes. On
edge interfaces, MEPs MJUST be configured to prevent the |eaking of
TRILL OAM packets out of the TRILL canpus.
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PTM PTR MIVM MI'VR
+-|+-+-+-+-|+-+-+-|+-+-+-+|-+-+-+-+
| OP Code De-Mux |-> Unknown
B T ol S S S S i S S S
N N N
MD==Li | | |
+- -+ +- -+ +- -+
| L |- >L2|-.- |Ln |------ +
+- +- + +- +- + +- +- + |
" |
| |
Dr op | |
MD not --- | TRILL OAM |
Pr esent | |
| %
TRILL Data ---- TRILL Data  -----
------- > T |[----------------- >3] M | ---->
+ TRILL OAM - - - -

Figure 7: OAM Denul tiplexers at MP for Active SAP

o T: Tap processing for MP. Al packets with the TRILL Header
Alert flag set are captured.

0o L: MD>Level Processing. Packets with matching MD Levels are
"copied" to the OpCode denultipl exer, and the original packet is
passed on to the next MD Level processor. Oher packets are
simply passed on to the next MD Level processor w thout copying to
the OpCode denul ti pl exer.

o0 M The internedi ate point processing nerge that nerges data and
OAM nessages that are passed through.

Packets that carry Path Trace Message (PTM or Milti-destination Tree
Verification Message (MIVM pCodes are passed on to the respective
processors.

Packets with unknown OpCodes are counted and di scarded.
7. Continuity Check Message (CCM

CCMs are used to nonitor connectivity and configuration errors.
[8021Q nrmonitors connectivity by listening to periodic CCM nessages
received fromits renote MEP partners in the MA. An [8021Q MEP
identifies cross-connect errors by conmparing the MAID in the received
CCM nessage with the MEP's |ocal MAID. The MAID [8021Q is a 48-byte
field that is technol ogy independent. Sinmilarly, the MEP-IDis a
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2-byte field that is independent of the technology. Gven this
generic definition of CCMfields, CCM as defined in [8021Q can be
utilized in TRILL with no changes. TRILL-specific information nmay be
carried in CCMs when encoded using TRILL-specific TLVs or sub-TLVs.
This is possible since CCMs may carry optional TLVs.

Unli ke classical Ethernet environnments, TRILL contains nultipath
forwarding. The path taken by a packet depends on the payload of the
packet. The Maintenance Association (MA) identifies the interested
Mai nt enance End Points (MEPs) of a given nonitored path. For

uni cast, there are only two MEPs per MA. For nulticast, there can be
two or nore MEPs in the MA. The entropy val ues of the nonitored
flows are defined within the MA. CCMtransmt logic will utilize

t hese Fl ow Entropy val ues when constructing the CCM packets. Pl ease
see Section 12 for the theory of operation of CCM

The MB in [8021Q is augnmented with the definition of Flow Entropy.
Pl ease see [ TRILLOAMM B] for this and other TRILL-related OAM M B
definitions. Figure 8 depicts the correlation between MA, CCM and
t he Fl ow Entropy.
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MA- - -
l--- NEP
! - Renote MEP Li st
|
--- MEP-A
l--- MVEP- B
|
. - Flow Entropy List {Augnents | EEE8021-CFM M B}
|
--- (Flow Entropy-1)
l——- (Fl ow Entropy-2)
! ---(Fl ow Entropy-n)
| com

--- (standard 802lag entries)
--- (Hop Count) { Augnents | EEE8021-CFM M B}

--- (Any other TRILL CAM specific entries)
{ Augnent ed}

- Oher MB entries
Fi gure 8: Augnentation of CCMMB in TRILL

In a nulti-pathing environment, a flow, by definition, is
unidirectional. A question nay arise as to what Flow Entropy shoul d
be used in the response. CCMs are unidirectional and have no
explicit reply; as such, the issue of the response Flow Entropy does
not arise. In the transntted CCM each MEP reports |ocal status
using the Renote Defect Indication (RDI) flag. Additionally, a MEP
may rai se SNVP TRAPs [ TRILLOAMM B] as al arms when a connectivity
failure occurs.
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8. TRILL OAM Message Channel

The TRILL OAM Message Channel can be divided into two parts: TRILL
OAM nessage header and TRILL OAM TLVs. Every OAM nessage MJST
contain a single TRILL OAM nessage header and a set of one or nore
speci fi ed OAM nessage TLVs.

8.1. TRILL OAM Message Header

As discussed earlier, a comobn nessagi ng framework between [8021Q,
TRILL, and other simlar standards such as Y.1731 is acconplished by
reusi ng the OAM nessage header defined in [8021Q.

B e S S i i i T e s aiks S S S S S S
MD-L | Version | OpCode | Flags | First TLVOf f set |
B s T T S S S T s sl T ot S o S S S S S e i

OpCode- Specific Information .
B Lt r s i i i o o T s ks S R S

| |
TLVs

i S S S e i S S e s s S S S e

T+ T+

Fi gure 9: OAM Message For nat

o MDL: Miintenance Domain Level (3 bits). For TRILL, in general,
this field is set to a single value across the TRILL canpus. Wen
using the TRILL Base Mode as specified in Appendix B, MD-L is set
to 3. However, extension of TRILL (for exanple, to support
nmul tilevel) may create different MD-Levels, and the MD-L field
nmust be appropriately set in those scenarios. (Please refer to
[8021Q for the definition of MD Level).

0 Version: Indicates the version (5 bits) as specified in [8021Q.
Thi s docunent does not require changing the Version defined in
[8021Q .

0 OpCode: Operation Code (8 bits). Specifies the operation
perfornmed by the nmessage. See Section 8. 2.

o Flags: Includes operational flags (1 byte). The definition of

flags is OpCode-specific and is covered in the applicable
secti ons.
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0o FirstTLVOfset: Defines the location of the first TLV, in bytes,
starting fromthe end of the FirstTLVOfset field (1 byte).
(Refer to [8021Q for the definition of the First TLVOfset.)

0 OpCode-Specific Information: May contain Session ldentification
Nunmber, tinestanp, etc.

The MD-L, Version, OpCode, Flags, and First TLVO fset fields
collectively are referred to as the OAM nessage header.

8.2. TRILL-Specific OAM OpCodes

The following TRI LL-specific CFM OpCodes are defined. Each of the
OpCodes indicates a separate type of TRILL OAM nessage. Details of
the messages are presented in Sections 10 and 11.

TRILL OAM nessage OpCodes:

64: Path Trace Reply

65. Path Trace Message

66: Multi-destination Tree Verification Reply
67: Multi-destination Tree Verification Message

Loopback and CCM Messages reuse the OpCodes defined by [8021Q.
8.3. Format of TRILL OAM TLV

The sane CFM TLV format as defined in [8021Q is used for TRILL OAM
The following figure depicts the general format of a TRILL OAM TLV:

0 1 2

012345678901234567890123
i S iy i S ik N SN S S
| Type | Length |
B S T i s s oI S S SN S S S S S e
| |
. Val ue (vari abl e) .
| |
i S i S i it SN S S S

Figure 10: TRILL OAM TLV

o0 Type (1 octet): Specifies the type of the TLV (see Section 8.4 for
TLV types).

0 Length (2 octets): Specifies the Iength of the Value field in
octets. Length of the Value field can be zero or nore octets.

Senevirathne, et al. St andards Track [ Page 26]



RFC 7455 TRILL Fault Managenent March 2015

o Value (variable): The length and the content of this field depend
on the type of TLV. Please refer to applicable TLV definitions
for details.

Semantics and usage of Type values allocated for TRILL QAM purpose
are defined by this docunent and other future rel ated docunents.

8.4. TRILL OAM TLVs

TRI LL-rel ated TLVs are defined in this section. TLVS defined in
[8021Q are reused, where applicable.

8.4.1. Common TLVs between CFM and TRI LL

The following TLVs are defined in [8021Q . W reuse them where
applicable. The format and semantics of the TLVs are as defined in
[8021Q) .

Type Name of TLV in [8021Q
End TLV
Sender 1D TLV
Port Status TLV
Data TLV
Interface Status TLV
Reply Ingress TLV
Reply Egress TLV
LTM Egress ldentifier TLV
LTR Egress ldentifier TLV
-30 Reserved
1 Organi zation Specific TLV

WoOoo~NOoOUA~AWNEO

8.4.2. TRILL OAM Specific TLVs
Listed belowis a summary of TRILL OAM TLVs and their correspondi ng

codes. Format and semantics of TRILL OAM TLVs are defined in
subsequent secti ons.

Senevirathne, et al. St andards Track [ Page 27]



RFC 7455 TRILL Fault Managenent March 2015

Type TLV Nane

64 TRILL OAM Application ldentifier TLV
65 Qut - of - Band Reply Address TLV

66 Di agnostic Label TLV

67 Oiginal Data Payload TLV

68 RBri dge Scope TLV

69 Previ ous RBridge Ni ckname TLV

70 Next - Hop RBridge List TLV

71 Mul ti cast Receiver Port Count TLV
72 Fl ow I dentifier TLV

73 Refl ector Entropy TLV

74 Aut henti cation TLV

The TRILL OAM Application ldentifier TLV (64) MJST be the first TLW.
An End TLV (0) MJST be included as the last TLV. Al other TLVs can
be included in any order.

8.4.3. TRILL OAM Application Identifier TLV

The TRILL OAM Application ldentifier TLV carries information specific
to TRILL OAM applications. The TRILL OAM Application lIdentifier TLV
MUST al ways be present and MJST be the first TLV in TRILL OQAM
nmessages. Messages that do not include the TRILL OAM Appli cation
Identifier TLV as the first TLV MJST be discarded by a TRILL M.

1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type | Length | Version |
T e e i i e T S e i b k. S s S SN SR
| Reservedl | Fragment-1D |
T T i i o e e e e et o S S S SRR R SR
| Return Code |Return Sub-code| Reserved2 |[FIg gl
B T e o i S I i i S S N iy St S I S S

Figure 11: TRILL OAM Application ldentifier TLV
0o Type (1 octet): 64, TRILL OAM Application Identifier TLV
o0 Length (2 octets): 9
o0 Version (1 octet): Currently set to zero. |Indicates the TRILL OAM
version. The TRILL CAM version can be different than the [8021Q

ver si on.

0 Reservedl (3 octets): Set to zero on transm ssion and ignored on
reception.
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o Fragnent-1D (1 octet): Indicates the fragnent nunber of the
current nessage. This applies only to reply nmessages; in request
nmessages, it must be set to zero on transm ssion and ignored on
receipt. The "F" flag defined bel ow MIST be set with the fina
message, whether it is the last fragnent of the fragnented nessage
or the only nessage of the reply. Section 13 provides nore
details on OAM nessage fragnentation

0 Return Code (1 octet): Set to zero on requests. Set to an
appropriate value in response nessages.

0 Return Sub-code (1 octet): Set to zero on transm ssion of request
message. The Return Sub-code identifies categories within a
specific Return Code and MJUST be interpreted within a Return Code.

0 Reserved2 (12 bits): Set to zero on transm ssion and ignored on
reception.

o F (1 bit): Final flag. Wen set, indicates this is the |ast
response.

0 C (1 bit): Cross-Connect Error flag (VLAN FG. mapping error). |If
set, indicates that the label (VLANFG) in the Flow Entropy is
different than the label included in the D agnostic Label TLV.
This field is ignored in request nessages and MJST only be
interpreted in response nessages.

o O(1 bit): If set, indicates OAM out - of -band response requested

o | (1 bit): If set, indicates OQAM i n-band response request ed.

NOTE: When both O and | bits are set to zero, this indicates that no
response is required (silent node). Users MAY specify both O and |

one of them or none. Wen both Oand | bits are set, the response
is sent both in-band and out - of - band.
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8.4.4. CQut-of-Band Reply Address TLV

March 2015

The Qut-of-Band Reply Address TLV specifies the address to which an
out - of -band OAM reply nessage MUST be sent. When the Obit in the
t he Qut-of-Band Reply

TRILL Version sub-TLV (Section 3.3) is not set,
Address TLV is ignored.

1 2

3

01234567890123456789012345678901
B S T i o S S e e S i S S S e T

| Type | Length

| Addr Length
i e s

. Reply Address
I

Addr ess Type

+
|
s S T i S S S i S S i S S S S
|
|
|

i S S S e i S S e s s S S S e

Figure 12: Cut-of-Band Reply Address TLV

o Type (1 octet): 65, Qut-of-Band Reply Address TLV

0 Length (2 octets): Variable. Mnimumlength is 2 + the length (in
t he m ni mum val ue of
this field is 4, but this could change in the future if a new
address shorter than the TRILL ni cknarme is defined.

octets) of the shortest address. Currently,

0 Address Type (1 octet):
0 - IPv4
1 - 1Pv6
2 - TRILL ni cknane

Al |l ot her val ues reserved.

0 Addr Length (1 octet): Depends on the Address Type. Currently,

defined val ues are:

4 - 1Pv4

16 - |1 Pv6

2 - TRILL nicknane

O her lengths may be acceptable for future Address Types.
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0 Reply Address (variable): Address where the reply needs to be
sent. Length depends on the address specification.

8.4.5. Diagnostic Label TLV

The Diagnostic Label TLV specifies the data |label (VLAN or FGQ) in
whi ch the OAM nessages are generated. Receiving RBridge MJST conpare
the data | abel of the Flow Entropy to the data | abel specified in the
Di agnostic Label TLV. The "C' flag (Cross Connect Error) in the
response (TRILL OAM Application lIdentifier TLV; Section 8.4.3) MJST
be set when the two VLANs do not natch.

1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Type | Length | L-Type |
B T e o i S I i i S S N iy St S I S S
| Reserved | Label |

B s S S i i i ks a ks st S S S S S S
Fi gure 13: Diagnostic Label TLV

o Type (1 octet): 66, Diagnostic Label TLV

o0 Length (2 octets): 5

0 L-Type (1 octet): Label type

O - Indicates a right-justified 802.1Q 12-bit VLAN padded on the

left with bits that nust be sent as zero and ignored on
recei pt

1 - Indicates a TRILL 24-bit fine-grained | abel

0 Reserved (1 octet): Set to zero on transm ssion and ignored on
reception.

0o Label (24 bits): Either 12-bit VLAN or 24 bit fine-grained |abel.

RBri dges do not perform |l abel error checking when the Di agnostic
Label TLV is not included in the OAM nessage. In certain

depl oynents, internedi ate devices nmay performlabel translation. In
such scenarios, the originator should not include the Diagnostic
Label TLV in OAM nessages. Inclusion of Diagnostic Label TLV will
generate unwanted | abel error notifications.
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8.4.6. Oiginal Data Payload TLV

1 2 3
01234567890123456789012345678901
e I S S T i < SU S S S S R S
| Type | Length | |
T T o S S e S Ts it S S St +

|

! Ori gi nal Payl oad .
L—- B S b s i i S SR YR YT T ST S ST S S S S S S S S S +-!|-
Figure 14: Oiginal Data Payload TLV

o Type (1 octet): 67, Oiginal Data Payload TLV

o0 Length (2 octets): variable

0 Oiginal Payload: The original TRILL Header and Fl ow Entropy.
Used in constructing replies to the Loopback Message (see
Section 9) and the Path Trace Message (see Section 10).

8.4.7. RBridge Scope TLV

The RBridge Scope TLV identifies nicknanes of RBridges fromwhich a
response is required. The RBridge Scope TLV is only applicable to
Mul ti-destination Tree Verification Messages. This TLV SHOULD NOT be
i ncluded in other nessages. Receiving RBridges MJST ignore this TLV
on nmessages other than Milti-destination Tree Verification Messages.

Each TLV can contain up to 255 ni cknanes of in-scope RBridges. A

Mul ti-destination Tree Verification Message may contain nultiple

RBri dge scope TLVs, in the event that nore than 255 in-scope RBridges
need to be specified.

Absence of the RBridge Scope TLV indicates that a response is needed
fromall the RBridges. Please see Section 11 for details.
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1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Type | Length | nOfni cknames |
B T e o i S I i i S S N iy St S I S S
| Nickname-1 | Ni cknane- 2 |

B T S e T i T S e T It S S S S S S

i T o T e e e et o S s S R R SR
| Nickname-n
B T e o i S I i i S S N iy St S I S S

Fi gure 15: RBridge Scope TLV
o Type (1 octet): 68, RBridge Scope TLV
0 Length (2 octets): Variable. M ninmmvalue is 1.
0 nOnicknanes (1 octet): Indicates the nunber of nicknanes included
inthis TLV. Zero (0) indicates no nicknanmes are included in the

TLV. Wen this field is set to zero (0), the Length field MJST be
set to 1.

0 Nicknane (2 octets): 16-bit RBridge ni cknane
8.4.8. Previous RBridge N ckname TLV

The Previous RBridge N cknane TLV identifies the nicknane or
ni cknanmes of the previous RBridge. [RFC6325] allows a given RBridge
to hold nultiple nicknanes.

The Previous RBridge Nicknane TLV is an optional TLV. Miltiple
i nstances of this TLV MAY be included when an upstream RBridge is
represented by nore than 255 ni cknanmes (highly unlikely).

1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Type | Length | Reserved |
B T T T o o S S S e i S S Tk e e Y S
| Reserved (continued) | Ni ckname |

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Fi gure 16: Previous RBridge N ckname TLV
o Type (1 octet): 69, Previous RBridge N ckname TLV

0 Length (2 octets): 5
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0 Reserved (3 octet): Set to zero on transm ssion and i gnored on
reception.

0 Nicknane (2 octets): RBridge nicknane
8.4.9. Next-Hop RBridge List TLV

The Next-Hop RBridge List TLV identifies the nicknanme or nicknanes of
t he downstream next-hop RBridges. [RFC6325] allows a given RBridge
to have nultiple equal -cost paths to a specified destination. Each
next - hop RBridge is represented by one of its nicknanes.

The Next-Hop RBridge List TLV is an optional TLV. Miltiple instances
of this TLV MAY be included when there are nore than 255 equal - cost
paths to the destination.

1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Length | nOfni cknames |
i T e i i e e e S e et o i ol SRR R SR
| Nicknane-1 | Ni ckname- 2 |

B T e o i S I i i S S N iy St S I S S
:|-- B s S S i i i s a s ST S S S S S S +-:|-
| Nicknanme-n
R R R R e e s o S e R S S S S S S e e e e e
Figure 17: Next-Hop RBridge List TLV

o Type (1 octet): 70, Next-Hop RBridge List TLV

0 Length (2 octets): Variable. Mninmmvalue is 1.

o nOnicknanes (1 octet): Indicates the nunber of nicknames included
inthis TLV. Zero (0) indicates no nicknames are included in the
TLV. Wen this field is set to zero (0), the Length field MJST be
set to 1.

0 Nicknane (2 octets): 16-bit RBridge ni ckname

8.4.10. Milticast Receiver Port Count TLV

The Multicast Receiver Port Count TLV identifies the nunber of ports

interested in receiving the specified multicast streamw thin the

respondi ng RBridge on the | abel (VLAN or FG.) specified by the
Di agnostic Label TLV.
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The Multicast Receiver Port Count TLV is an optional TLV.

1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type | Length | Reserved |
B S I i T S s st T S S S S
| Nunber of Receivers |
T e S i st S I Tt s s S S S

Figure 18: Multicast Receiver Port Count TLV
o Type (1 octet): 71, Multicast Receiver Port Count TLV
0 Length (2 octets): 5

0 Reserved (1 octet): Set to zero on transm ssion and ignored on
reception.

0 Nunber of Receivers (4 octets): Indicates the nunber of nulticast
recei vers avail able on the respondi ng RBridge on the |abel
specified by the diagnostic |abel.

8.4.11. Flow lIdentifier TLV

The Flow Identifier TLV uniquely identifies a specific flow. The
flowidentifier value is unique per MEP and needs to be interpreted
as such.

1 2 3
01234567890123456789012345678901
T I T S D i it S S S S S R S o S S A S

| Type | Length | Reserved |
B T T T o o S S S e i S S Tk e e Y S
| MEP-ID | flowidentifier |

B i i i i T S T s a ks aits S S S S S S S
Figure 19: Flow Identifier TLV

o Type (1 octet): 72, Flow ldentifier TLV

0 Length (2 octets): 5

0 Reserved (1 octet): Set to 0 on transm ssion and ignored on
reception.

o MEP-1D (2 octets): MEP-1D of the originator [8021QF . In TRILL,
MEP-I D can take a value from1l to 65535.
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o flowidentifier (2 octets): Uniquely identifies the flow per MEP
Different MEPs may allocate the sanme flowidentifier value. The
{MEP-ID, flowidentifier} pair is globally unique.

Inclusion of the MEP-ID in the Flow Identifier TLV all ows the
inclusion of a MEP-I1D for nessages that do not contain a MEP-ID in
their OAM header. Applications nay use MEP-ID information for

di fferent types of troubl eshooting.

8.4.12. Reflector Entropy TLV

The Reflector Entropy TLV is an optional TLV. This TLV, when
present, tells the responder to utilize the Reflector Entropy
specified within the TLV as the flowentropy of the response nessage.

1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Type | Length | Reserved
B Lt r s i i i o o T s ks S R S

! Ref | ect or Entropy !
|+- B S S i i i i S S S S e e e e e +-L
Fi gure 20: Reflector Entropy TLV
o Type (1 octet): 73, Reflector Entropy TLV
0 Length (2 octets): 97

0 Reserved (1 octet): Set to zero on transnission and ignored by the
recipi ent.

0 Reflector Entropy (96 octets): Flow Entropy to be used by the

responder. My be padded with zeros if the desired fl ow entropy
information is less than 96 octets.
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8.4.13. Authentication TLV

The Aut hentication TLV is an optional TLV that can appear in any OAM
message or reply in TRILL.

1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S
| Type | Length | Auth Type |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| |
. Aut henti cati on Val ue .
| |

e S i i S S i i S N ik S IR SN o
Fi gure 21: Authentication TLV

o Type (1 octet): 74, Authentication TLV

o0 Length (2 octets): Variable

0 The Auth Type and follow ng Aut hentication Value are the same as
the Auth Type and follow ng value for the [IS-1S] Authentication
TLV. It is RECOVWENDED that Auth Type 3 be used. Auth Types O,
1, 2, and 54 MJST NOT be used. Wth Auth Type 3, the
Aut hentication TLV is as follows:

1 2

0123456789012345678901234567829
i e s b T SEIE T I SR SR R S R R S I i S e it S S e e S R
| Type | Length | Auth Type = 3
B e ol e il e i oI T i T S S e S e e i S i S e e e e
| Key |1 D |
B R R S b i T it s O S S SR SR SR
. Aut henti cation Data (variabl e) .
| |

R o T S T T i T S e T it S S S S

3
01

+
|
+
|

Fi gure 22: Authentication TLV with Auth Type 3

Wth Auth Type 3, the process is generally as specified in [ RFC5310]
using the sane Key ID space as TRILL [IS-1S]. The area covered by
the Authentication TLV is fromthe begi nning of the TRILL Header to
the end of the TRILL OAM Message Channel ; the Link Header and Trailer
are not included. The TRILL Header Alert, Reserved bit, and Hop
Count are treated as zero for the purposes of conputing and verifying
t he Aut hentication Data.
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Key distribution is out of the scope of this docunent as the keying
distributed for IS-1S is used.

An RBridge supporting OAM aut hentication can be configured to either
(1) ignore received OAM Aut hentication TLVs and not send them (2)

i gnore recei ved OAM Aut hentication TLVs but include themin all OAM
packets sent, or (3) to include Authentication TLVs in all QOAM
nmessages sent and enforce authentication of OAM messages recei ved.
When an RBridge is enforcing authentication, it discards any OAM
nmessage subject to OAM processing that does not contain an

Aut henti cation TLV or an Authentication TLV does not verify.

9. Loopback Message
9.1. Loopback Message For nat

1 2 3
01234567890123456789012345678901
B e S S S i T S e e e E b i e
Version | OpCode | Flags | First TLVOF f set |
Bl o o e e e Lt i i S e e e S S S

Loopback Transaction Identifier |
B i i i S S R ih s s I S S o O S S

|
TLVs )
| |

T I T S S T i S T

+— +

Fi gure 23: Loopback Message For mat

The figure above depicts the fornat of the Loopback Request and
Response nessages as defined in [8021Q . The OpCode for the Loopback
Message is set to 3, and the OpCode for the reply nessage is set to 2
[8021Q . The Loopback Transaction lIdentifier (commonly called the
Session ldentification Nunber or Session IDin this docunent) is a
32-bit integer that allows the requesting RBridge to uniquely
identify the correspondi ng session. Responding RBridges, w thout
nmodi fication, MJST echo the received "Loopback Transaction
Identifier"” number.
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9. 2.

9. 2.

Theory of Qperation

Actions by Oiginator RBridge

The originator RBridge takes the follow ng actions:

(o]

(o]

Identifies the destination RBridge nickname based on user
specification or based on the specified destination MAC or |IP
addr ess.

Constructs the Flow Entropy based on user-specified paraneters or
i mpl enent ati on-specific default paraneters

Constructs the TRILL OAM header: sets the OpCode to Loopback
Message type (3) [8021Q . Assigns applicable Loopback Transaction
Identifier nunber for the request.

The TRILL OAM Application Identifier TLV MJUST be included with the
flags set to applicabl e val ues.

I ncl udes followi ng OAM TLVs, where applicable
- CQut-of-Band Reply Address TLV

- Diagnostic Label TLV

- Sender ID TLV

Specifies the Hop Count of the TRILL Data frane per user
specification or utilize an applicable Hop Count val ue.

Di spatches the OAM franme for transm ssion

RBri dges may continue to retransmt the request at periodic intervals
until a response is received or the retransm ssion count expires. At
each transmni ssion, the Session ldentification Nunber MJST be

i ncrement ed.

9. 2.

I nternedi ate RBridge

Internediate RBridges forward the frame as a nornmal data frane; no
special handling is required.
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9.2.3. Destination RBridge

If the Loopback Message is addressed to the |ocal RBridge and
satisfies the OAMidentification criteria specified in Section 3.1,
then the RBridge data plane forwards the nmessage to the CPU for
further processing.

The TRILL OAM application layer further validates the received OAM
franme by checking for the presence of OAM Et hertype at the end of the
Fl ow Entropy. Franes that do not contain OAM Ethertype at the end of
the Fl ow Entropy MJST be di scarded.

Construction of the TRILL OAM response:

0 The TRILL OAM application encodes the received TRI LL Header and
Flow Entropy in the Original Data Payl oad TLV and includes it in
t he OAM nessage.

0 Set the Return Code to (1) "Reply" and Return Sub-code to zero (0)
"Valid Response". Update the TRILL OAM OpCode to 2 (Loopback
Message Reply).

0o Optionally, if the VLANFG identifier value of the received Fl ow
Entropy differs fromthe value specified in the D agnostic Label
TLV, set the "C' flag (Cross Connect Error) in the TRILL OQAM
Application Identifier TLV.

0 Include the Sender ID TLV (1).

o |If in-band response was requested, dispatch the frame to the TRILL
data plane with request-originator RBridge nicknane as the egress
RBri dge ni cknane.

o |If out-of-band response was requested, dispatch the frame to the
| P forwardi ng process.

10. Path Trace Message

The primary use of the Path Trace Message is for fault isolation. It
may al so be used for plotting the path taken froma given RBridge to
anot her RBri dge.

[ 8021Q acconplishes the objectives of the TRILL Path Trace Message
using Link Trace Messages. Link Trace Messages utilize a well-known
mul ti cast MAC address. This works for [8021Q because both the

uni cast and nulticast paths are congruent. However, in TRILL,

mul ti cast and uni cast are not congruent. Hence, TRILL OAM uses a new
message fornmat: the Path Trace Message.

Senevirathne, et al. St andards Track [ Page 40]



RFC 7455 TRILL Fault Managenent March 2015

10.

10.

The Path Trace Message has the sanme format as the Loopback Message.
The OpCode for Path Trace Reply is 64, and the OpCode for the Path
Trace Message is 65.

Operation of the Path Trace Message is identical to the Loopback
Message except that it is first transmtted with a TRILL Header Hop
Count field value of 1. The sending RBridge expects an "Internedi ate
RBri dge" Return Sub-code fromthe next hop or a "Valid response"

Ret urn Sub-code response fromthe destination RBridge. |If an
"Internedi ate RBridge" Return Sub-code is received in the response,
the originator RBridge records the information received fromthe

i nternedi ate node that generated the nessage and resends the nessage
by incrementing the previous Hop Count value by 1. This process is
continued until, a response is received fromthe destination RBridge,
a Path Trace process tinmeout occurs, or the Hop Count reaches a

confi gured maxi mum val ue.

1. Theory of Qperation
1.1. Actions by Originator RBridge
The originator RBridge takes the follow ng actions:

o ldentifies the destination RBridge based on user specification or
based on location of the specified MAC address.

0 Constructs the Flow Entropy based on user-specified paraneters or
i npl enent ati on-specific default paraneters.

0 Constructs the TRILL OAM header: set the OpCode to Path Trace
Message type (65). Assign an applicable Session lIdentification
number for the request. Return Code and Return Sub-code MJST be
set to zero.

o The TRILL OAM Application ldentifier TLV MJST be included with the
flags set to applicabl e val ues.

0 Includes the following OAM TLVs, where applicable
- CQut-of-Band Reply Address TLV
- Diagnostic Label TLV
- Sender ID TLV

0o Specifies the Hop Count of the TRILL Data frane as 1 for the first
request.
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10.

o Dispatches the OAMfrane to the TRILL data plane for transm ssion.

An RBridge may continue to retransnit the request at periodic
intervals until a response is received or the retransm ssion count
expires. At each new retransm ssion, the Session ldentification
nunber MUST be increnented. Additionally, for responses received
frominternedi ate RBridges, the RBridge ni ckname and interface

i nformati on MUST be recorded.

1.2. Internedi ate RBridge

Path Trace Messages transit through Internedi ate RBridges
transparently, unless the Hop Count has expired.

The TRILL OAM application layer further validates the received OAM

frane by exam ning the presence of the TRILL Alert flag and OQAM

Et hertype at the end of the Flow Entropy and by exam ning the

MD-Level . Franmes that do not contain OAM Ethertype at the end of the

Fl ow Entropy MUST be di scarded.

Construction of the TRILL OAM response:

o The TRILL OAM application encodes the received TRILL Header and
Flow Entropy in the Original Data Payl oad TLV and includes it in
t he OAM nessage.

0 Set the Return Code to (1) "Reply" and Return Sub-code to two (2)
"Internedi ate RBridge". Update the TRILL CAM OpCode to 64 (Path
Trace Reply).

o If the VLANFCG identifier value of the received Fl ow Entropy
differs fromthe value specified in the diagnostic |abel, set the
"C' flag (Cross Connect Error) in the TRILL OAM Appli cation
Identifier TLV.

0 Include the follow ng TLVs:

- Previous RBridge Nicknanme TLV (69)

- Reply Ingress TLV (5)

- Reply Egress TLV (6)

- Interface Status TLV (4)

- Next-Hop RBridge List TLV (70) (Repeat for each ECWP)

- Sender ID TLV (1)
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o |If a cross-connect error is detected, set the "C' flag (Cross-
Connect Error) in the reply’'s TRILL OAM Application ldentifier
TLV.

o |If in-band response was requested, dispatch the frame to the TRILL
data plane with request-originator RBridge nicknane as the egress
RBri dge ni cknane.

o |If out-of-band response was requested, dispatch the frame to the
standard | P forwardi ng process.

10.1.3. Destination RBridge

Processing is identical to that in Section 10.1.2 with the exception
that the TRILL OAM OpCode is set to Path Trace Reply (64).

11. Multi-Destination Tree Verification Message (MIVM

Mul ti-destination Tree Verification Messages allow verifying TRILL
distribution tree integrity and pruning. TRILL VLAN F& and

mul ticast pruning are described in [ RFC6325], [RFC7180], and
[RFC7172]. Milti-destination Tree Verification and Miulticast G oup
Verification Messages are designed to detect pruning defects.
Additionally, these tools can be used for plotting a given nulticast
tree within the TRILL canpus

Mul ti-destination Tree Verification OAM franmes are copied to the CPU
of every internediate RBridge that is part of the distribution tree
being verified. The originator of the Miulti-destination Tree
Verification Message specifies the scope of RBridges fromwhich a
response is required. Only the RBridges listed in the scope field
respond to the request. Oher RBridges silently discard the request.
I nclusion of the scope field is required to prevent receiving an
excessi ve nunber of responses. The typical scenario of distribution
tree verification or group verification involves verifying multicast
connectivity to a selected set of end nodes as opposed to the entire
network. Availability of the scope facilitates narrowi ng down the
focus to only the RBridges of interest.

| mpl enent ati ons MAY choose to rate-lint CPU bound nulticast traffic.
As a result of rate-limting or due to other congestion conditions,
MIVM nessages nmay be discarded fromtine to tinme by the internediate
RBri dges, and the requester may be required to retransmt the
request. |nplenentati ons SHOULD narrow t he enbedded scope of
retransm ssion requests only to RBridges that have failed to respond.
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11.

11.

11.

1. MI'VM For mat

The format of MIVMis identical to the Loopback Message fornat
defined in Section 9 with the exception that the OpCode used is 67.

2. Theory of Operation
2.1. Actions by Originator RBridge

The user is required, at a mnimum to specify either the
distribution trees that need to be verified, the Miulticast MAC
address and VLAN FGA, or the VLAN FG and Miulticast Destination |IP
address. Alternatively, for nore specific nulticast flow
verification, the user MAY specify nore information, e.g., source MAC
address, VLAN FG., and Destination and Source |P addresses.

| mpl enentations, at a mininum nust allow the user to specify a
choice of distribution trees, Destination Milticast MAC address, and
VLAN FG. that needs to be verified. Although it is not mandatory, it
is highly desired to provide an option to specify the scope. It
shoul d be noted that the source MAC address and some ot her paraneters
may not be specified if the backwards-conpatibility nmethod in
Appendix Ais used to identify the OAM franes

Default paraneters MJST be used for unspecified paraneters. Flow
Entropy is constructed based on user-specified paraneters and/or
default paraneters

Based on user specified paraneters, the originating RBridge does the
fol | owi ng:

o ldentifies the nicknanme that represents the nmulticast tree.

0 Obtains the applicable Hop Count value for the selected nulticast
tree.

0 Constructs TRILL OAM nessage header and includes the Session
I dentification nunber. The Session Identification Number
facilitates the originator napping the response to the correct
request.

0 Includes the TRILL OAM Application Identifier TLV, which MJST be
i ncl uded.

0 Includes the OpCode Milticast Tree Verification Message (67).

0 Includes RBridge Scope TLV (68).
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11.

11.

0 Optionally, includes the follow ng TLVs, where appli cabl e:
- CQut-of-Band | P Address TLV (65)
- Diagnostic Label TLV (66)
- Sender ID TLV (1)

o Specifies the Hop Count of the TRILL Data frane per user
specification or alternatively utilizes the applicable Hop Count
value if the TRILL Hop Count is not being specified by the user

o Dispatches the OAMfrane to the TRILL data plane to be ingressed
for transm ssion.

The RBridge may continue to retransnit the request at a periodic
interval until either a response is received or the retransm ssion
count expires. At each new retransm ssion, the Session

I dentification Nunber MJUST be increnmented. At each retransm ssion
the RBridge may further reduce the scope to the RBridges that it has
not received a response from

2.2. Receiving RBridge

Receiving RBridges identify multicast verification franes per the
procedure explained in Section 3.2.

The RBridge validates the frane and anal yzes the scope RBridge list.
If the RBridge Scope TLV is present and the | ocal RBridge nicknanme is
not specified in the scope list, it will silently discard the frane.
If the local RBridge is specified in the scope list OR the RBridge
Scope TLV is absent, the receiving RBridge proceeds with further
processing as defined in Section 11.2.3.

2.3. In-Scope RBridges

Construction of the TRILL OAM response:

0 The TRILL OAM applicati on encodes the received TRI LL Header and
Fl ow Entropy in the Original Data Payload TLV and includes themin
t he OAM nessage.

0 Set the Return Code to zero (0) and Return Sub-code to zero (0).

Update the TRILL OAM OpCode to 66 (Multi-destination Tree
Verification Reply).
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0 Include follow ng TLVs:
- Previous RBridge Nickname TLV (69)
- Reply Ingress TLV (5)
- Interface Status TLV (4)
- Next-Hop RBridge List TLV (70)
- Sender 1D TLV (1)
- Milticast Receiver Port Count TLV (71)

o |If a VLAN FG cross-connect error is detected, set the "C' flag
(Cross-Connect Error) in the TRILL OAM Application Identifier TLV.

o |If in-band response was requested, dispatch the frame to the TRILL
data plane with request-originator RBridge nicknane as the egress
RBri dge ni cknane.

o |If out-of-band response was requested, dispatch the frame to the
standard I P forwardi ng process.

12. Application of Continuity Check Message (CCM in TRILL

Section 7 provides an overview of CCM Messages defined in [8021Q and
how t hey can be used within TRILL OAM This section presents the
application and theory of operations of CCMw thin the TRILL CAM
framework. Readers are referred to [8021Q for CCM nessage format
and applicable TLV definitions and usages. Only the TRILL-specific
aspects are expl ai ned bel ow.

In TRILL, between any two given MEPs, there can be multiple potential
paths. Wiereas in [8021Q, there is always a single path between any
two MEPs at any given tine. [RFC6905] requires solutions to have the
ability to nmonitor continuity over one or nore paths.

CCM Messages are uni-directional, such that there is no explicit
response to a received CCM nessage. Connectivity status is indicated
by setting the applicable flags (e.g., RDI) of the CCM nessages
transmtted by a MEP.

It is inmportant that the solution presented in this docunent
acconpl i shes the requirenments specified in [ RFC6905] within the
framework of [8021Q] in a straightforward manner and wi th m ni mum
changes. Section 8 defines nmultiple flows within the CCM obj ect,
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12.

each corresponding to a flow that a given MEP wi shes to nonitor.
Hence, CCM in multipath environnents |like TRILL, nmonitors per-flow
connectivity and cross-connect errors.

Recei ving MEPs do not cross-check whether a received CCM belongs to a
specific flow fromthe originating RBridge. Any attenpt to track
status of individual flows nmay expl ode the anount of state
information that any given RBridge has to maintain.

The obvi ous question arises: how does the originating RBridge know
which flow or flows are at fault?

This is acconplished with a conmbination of the RDI flag in the CCM
header, Flow ldentifier TLV, and SNMP Notifications (Traps).
Section 12.1 discusses the procedure.

1. CCMError Notification

Each MEP transnits four CCM nessages per each flow ([8021Q detects
CCM fault when three consecutive CCM nessages are lost). Each CCM
message has a uni que sequence nunber (Session ID) and uni que flow
identifier. The flowidentifier is included in the OAM nessage via
the Flow ldentifier TLV.

When a MEP notices a CCMtineout froma renote MEP (MEP-A), it sets
the RDI flag on the next CCM nessage it generates. Additionally, it
| ogs and sends an SNWP notification that contains the renote MEP
Identification, flowidentifier, and the sequence nunber of the |ast
CCM nessage it received, and, if available, the flowidentifier and
t he sequence nunber of the first CCM nessage it received after the
failure. Each MEP naintains a unique flowidentifier per each flow
hence, the operator can easily identify flows that correspond to the
specific flowidentifier.
The following exanple illustrates the above.
Assume there are two MEPs: MEP-A and MEP-B.
Assume there are three fl ows between MEP-A and MEP-B.
Let’s assune MEP-A allocates sequence nunbers as foll ows:

Fl ow-1 Sequence={1, 2, 3,4,13,14,15,16,.. } flowidentifier=(1)

Fl ow- 2 Sequence={5,6,7,8,17,18,19,20,.. } flowidentifier=(2)

Fl ow- 3 Sequence={9, 10, 12, 11, 21, 22,23,24,.. } flowidentifier=(3)
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Let’s assunme Flow2 is at fault.

MEP-B recei ves CCM from MEP-A with sequence nunmbers 1, 2, 3, and 4
but did not receive 5, 6, 7, and 8. CCMtinmeout is set to three CCM
intervals in [8021Q . Hence, MEP-B detects the error at the 8th CCM
message. At this tine, the sequence nunber of the |ast good CCM
message MEP-B has received from MEP-A is 4, and the flowidentifier
of the last good CCM Message is (1). Hence, MEP-B will generate a
CCM error SNMP notification with MEP-A |ast good flowidentifier
(1), and sequence nunber 4.

When MEP-A switches to Flow 3 after transmtting Flow2, MEP-B will
start receiving CCM nessages. |In the foregoing exanple, it will be a
CCM nessage with sequence nunbers 9, 10, 11, 12, and 21 and so on.
When in receipt of a new CCM nessage froma specific MEP, after a CCM
timeout, the TRILL OAMwi || generate an SNVMP Notification of CCM
resune with renote MEP-1D, the first valid flowidentifier, and the
sequence nunber after the CCMtineout. |In the foregoing exanple, it
is MEP-A flowidentifier (3), and sequence nunber 9.

The renote MEP list under the CCM M B Object is augnented to contain
"Last Sequence Nunber", flowidentifier, and "CCM Ti meout" vari abl es.
"Last Sequence Nunber" and flowidentifier are updated every tine a
CCMis received froma renote MEP. The CCM Tineout variable is set
when the CCM timeout occurs and is cleared when a CCM i s received.

2. Theory of Operation

2.1. Actions by Oiginator RBridge

The originator RBridge takes the follow ng actions:

0 Derives the Flow Entropy field based on flow entropy information
specified in the CCM Managenent object.

0 Constructs the TRILL CCM OAM header as specified in [8021Q .

0 The TRILL OAM Application Identifier TLV MJUST be included as the
first TLV with the flags set to applicable val ues.

0 Includes other TLVs specified in [8021Q.
0 Includes the follow ng optional TLV, where applicable:
- Sender ID TLV (1)

o Specifies the Hop Count of the TRILL Data frane per user
specification or utilize an applicable Hop Count val ue.

Senevirathne, et al. St andards Track [ Page 48]



RFC 7455 TRILL Fault Managenent March 2015

12.

12.

o Dispatches the OAMfrane to the TRILL data plane for transm ssion.

An RBridge transmits a total of four requests, each at CCM
retransm ssion interval. At each transm ssion, the Session
I dentification nunber MJST be incremented by one.

At the 5th retransmission interval, the Flow Entropy of the CCM
packet is updated to the next flow entropy information specified in
the CCM Managenent object. |If the current Flow Entropy is the |ast
Fl ow Entropy specified, nove to the first Flow Entropy specified and
continue the process.

2.2. Internediate RBridge

Internediate RBridges forward the frame as a nornmal data frane; no
special handling is required.

2.3. Destination RBridge

If the CCM Message is addressed to the |local RBridge or nulticast and
satisfies the OAMidentification nmethods specified in Section 3.2,
then the RBridge data plane forwards the nmessage to the CPU for
further processing.

The TRILL OAM application layer further validates the received OAM
frame by examining the presence of OAM Ethertype at the end of the

Fl ow Entropy. Frames that do not contain OAM Ethertype at the end of
the Fl ow Entropy MJST be di scarded.

The TRILL OAM application |ayer then validates the MDLevel and pass
the packet to the OpCode denultiplexer. The OpCode demrul ti pl exer
delivers CCM packets to the CCM process.

The CCM process perforns the processing specified in [8021Q.

Additionally, the CCM process updates the CCM Managenent object with
t he sequence nunber of the received CCM packet. Note: The | ast
recei ved CCM sequence nunber and CCM tineout are tracked per each
renote MEP.

If the CCMtineout is true for the sending renote MEP, then clear the
CCM tineout in the CCM Managenent object and generate the SNWP
notification as specified above.
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Fragnent ed Reply

TRILL OAM al l ows fragnented reply nmessages. In case of fragnmented
replies, all parts of the reply MIST follow the procedure defined in
this section.

The sane Session ldentification Nunmber MJUST be included in all
rel ated fragnents of the sane nessage

The TRILL OCAM Application Identifier TLV MJST be included, with the
Fragnment-1D field nonotonically increasing with each fragnment
transmitted with the appropriate Final flag field. The Final flag
MUST only be equal to one on the final fragnent of the reply.

On the receiver, the process MJST order the fragnments based on the
Fragment-1D. Any fragnments received after the final fragnent MJST be
di scarded. Messages with inconplete fragments (i.e., messages with
one or nmissing fragnents after the receipt of the fragnent with the
final flag set) MJUST be discarded as well.

I f the nunber of fragnents exceeds the naxi mum supported fragments
(255), then the Return Code of the reply nessage MJUST be set to 1
(Reply nessage), and the Return Sub-code MJST be set to 1 (Fragnent
limt exceeded).

Security Considerations

Forged OAM packets could cause false error or failure indications
mask actual errors or failures, or be used for denial of service
Source addresses for nessages can be forged and the out-of-band reply
facility (see Section 8.4.4) provides for explicitly supplying the
address for replies. For protection agai nst forged OAM packets, the
Aut henti cation TLV (see Section 8.4.13) can be used in an OAM nessage
in TRILL. This TLV is virtually identical to the I1S-1S

Aut hentication TLV specified in [I1S-1S] and depends on IS-IS keying
material and the current state of 1S 1S keying as discussed in

[ KARPI SI'S] and [ RFC5310]. In particular, there is currently no
standardi zed | S-1S automated key managenent.

O course, authentication is ineffective unless verified and

i neffective agai nst senders who have the keying nmaterial needed to
produce OAM nessages that will pass authentication checks.

| mpl enent ati ons MUST inplenent rate-liniting functionality to protect
agai nst exploitation of OAM nessages as a neans of deni al - of -service
attacks. Aggressive rate-linmting may trigger false positive errors
agai nst CCM and LBM based session nonitoring
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Even with authentication, replay of authenticated nessages nay be
possi ble. There are four types of nmessages: Continuity Check (CCM,
Loopback, Path Trace, and Multi-destination Tree Verification (MI'VM.
In the case of CCM nmessages, sequence numbers are required (see
Section 12.1) that can protect against replay. In the case of
Loopback Messages (see Section 9.1), a Loopback Transaction
Identifier is included that, as required by [8021Q, is increnented
with each transmi ssion and can detect replays. PTMs (see Section 10)
and MI'VMs (see Section 11.1) are specified to have the same format as
Loopback Messages (al though with different OpCodes), so they also
have an identifier incremented with each transm ssion that can detect
replays. Thus, all TRILL OAM nessages have a field that can be used
for replay protection.

For general TRILL-related security considerations, please refer to
[ RFC6325] .

[8021Q requires that the MEP filters or passes through OAM nessages
based on the MD-Level. The MD Level is enbedded deep in the OAM
message. Hence, conventional nethods of frame filtering nmay not be
able to filter frames based on the MD-Level. As a result, OAM
nmessages that nust be dropped due to MD-Level msmatch may |eak into
a TRILL domain with a different MD Level.

This | eaking may not cause any functionality |oss. The receiving
MEP/MP is required to validate the MD-level prior to acting on the
message. Any franes received with an incorrect MD Level need to be
dr opped.

Ceneral ly, a single operator nmanages each TRILL canpus; hence, there
is no risk of security exposure. However, in the event of nulti-
operator deploynents, operators should be aware of possible exposure
of device-specific information, and appropriate neasures nust be

t aken.

It is also inportant to note that the MPLS OAM framewor k [ RFC4379]
does not include the concept of donmmins and OAMfiltering based on
operators. It is our opinion that the lack of OAMfrane filtering
based on donmi ns does not introduce significant functional deficiency
or security risk.

It is possible to mandate requiring different credentials to use
different OAM functions or capabilities within a specific OAM
function. Inplenentations nay consider grouping users to different
security clearance levels and restricting functions and capabilities
to different clearance levels. However, exact inplenmentation details
of such a framework are outside the scope of this docunent.
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15. | ANA Consi der ati ons
| ANA has nmade the assignnents described bel ow
15.1. QOAM Capability Fl ags

Two TRI LL- VER sub-TLV Capability Flags (see Section 3.3) have been
assigned as foll ows:

Bi t Description Ref er ence
2 OAM capabl e RFC 7455
3 Backwar ds- conpati bl e OAM RFC 7455

15.2. CFM Code Points

Four OpCodes have been assigned fromthe "CFM OAM | ETF OpCodes” sub-
registry as foll ows:

Val ue Assi gnnent Ref erence
64 Path Trace Reply RFC 7455
65 Path Trace Message RFC 7455
66 Mul ti-destination Tree Verification Reply RFC 7455
67 Mul ti-destination Tree Verification Message RFC 7455

El even TLV Types have been assigned fromthe "CFM OAM | ETF TLV Types"
sub-registry as foll ows:

Val ue Assi gnnent Ref er ence
64 TRILL OAM Application ldentifier TLV RFC 7455
65 Qut - of - Band Reply Address TLV RFC 7455
66 Di agnostic Label TLV RFC 7455
67 Oiginal Data Payload TLV RFC 7455
68 RBri dge Scope TLV RFC 7455
69 Previ ous RBridge N cknane TLV RFC 7455
70 Next - Hop RBridge List TLV RFC 7455
71 Mul ti cast Receiver Port Count TLV RFC 7455
72 Fl ow I dentifier TLV RFC 7455
73 Refl ector Entropy TLV RFC 7455
74 Aut henti cation TLV RFC 7455
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15.3. MAC Addresses

I ANA has assigned a unicast and a nulticast MAC address under the

| ANA Organizationally Unique ldentifier (QU) for identification of
OAM packets as di scussed for the backwards-conpatibility method
(Appendi x A. 2) and based on the request tenplate in Appendix C. The
assi gned addresses are 00-00-5E-90-01-00 (unicast) and

01- 00-5E-90-01-00 (nulticast).

15.4. Return Codes and Sub-codes
| ANA has created the "TRILL OAM Return Codes" registry within the
"Transparent |nterconnection of Lots of Links (TRILL) Paraneters"
registry and a separate sub-code sub-registry for each Return Code as
shown bel ow

Regi stry: TRILL OAM Return Codes

Regi stration Procedure: Standards Action

Ret urn Code Assi gnnent Ref erences
0 Request nessage RFC 7455
1 Reply nessage RFC 7455
2- 255 Unassi gned RFC 7455

Sub- Regi stry: Sub-codes for TRILL OQAM Return Code 0

Regi stration Procedure: Standards Action

Sub- code Assi gnnent Ref er ences
0 Valid request RFC 7455
1- 255 Unassi gned RFC 7455

Sub- Regi stry: Sub-codes for TRILL OAM Return Code 1

Regi stration Procedure: Standards Action

Sub- code Assi gnnent Ref er ences
0 Val id response RFC 7455
1 Fragnent limt exceeded RFC 7455
2 I nternedi ate RBridge RFC 7455
3-255 Unassi gned RFC 7455
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15.5. TRILL Nicknane Address Fanily

| ANA has all ocated 16396 as the Address Fanily Number for TRILL

ni cknane.
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Appendi x A.  Backwards Conpatibility

The met hodol ogy presented in this docunent is in-line with the
framework defined in [8021Q for providing fault managenent coverage.
However, in practice, some TRILL platfornms nmay not have the
capabilities to support sone of the required techniques. |In this
appendi x, we present a nethod that allows RBridges, which do not have
the required hardware capabilities, to participate in the TRILL OAM
sol uti on.

There are two broad areas to be considered: 1) the Maintenance Point
(MEP/ M P) Model and 2) data-plane encoding and frane identification.

A.1. Maintenance Point (MEP/MP) NModel

For backwards conpatibility, MEPs and MPs are |ocated in the CPU.
This will be referred to as the "central brain" nodel as opposed to
"port brain" nodel.

In the "central brain" nodel, an RBridge using either Access Control
Li sts (ACLs) or sone other method forwards qualifying OAM nessages to
the CPU. The CPU then perforns the required processing and
multiplexing to the correct MP (Maintenance Point).

Additionally, RBridges MJST have the capability to prevent the
| eaki ng of OAM packets, as specified in [ RFC6905].

A. 2. Data-Plane Encoding and Frane ldentification

The backwards-conpatibility nethod presented in this section defines
met hods to identify OAM franmes when inpl enentati ons do not have
capabilities to utilize the TRILL OAM Alert flag presented earlier in
this docunent to identify OAM frames in the hardware.

It is assuned that ECVMP path selection of non-1P flows utilizes MAC
DA, MAC SA, and VLAN;, IP flows utilize IP DA, I P SA, TCP/ UDP port
nunbers, and other Layer 3 and Layer 4 information. The well-known
fields to identify OAMflows are chosen such that they nminmc the ECW
sel ection of the actual data along the path. However, it is
important to note that there may be inplenentations that would
utilize these well-known fields for ECMP sel ections. Hence,

i npl enent ati ons that support OAM SHOULD nove to utilizing the TRILL
Alert flag, as soon as possible, and nethods presented here SHOULD be
used only as an interimsolution.
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Identification nmethods are divided in to four broader groups:
1. ldentification of Unicast non-1P OAM Fl ows,

2. ldentification of Milticast non-1P OAM Fl ows,

3. ldentification of Unicast |IP OAM Fl ows, and

4. ldentification of Milticast | P OAM Fl ows.

As presented in Figure 24, based on the flow type (as defined above),
i npl enentations are required to use a well-known value in either the
I nner. MacSA field or OAM Ethertype field to identify OAM fl ows.

A receiving RBridge identifies OAMflows based on the presence of the
wel | -known values in the specified fields. Additionally, for unicast
flows, the egress RBridge nicknane of the packet MJST match that of
the |l ocal RBridge, or for nulticast flows, the TRILL Header nulti cast
("M) flag MJST be set.

Uni cast OAM flows that qualify for local processing MIST be
redirected to the OAM process and MJST NOT be forwarded (to prevent
| eaki ng of the packet out of the TRILL canpus).

A copy of multicast OAMflows that qualify for |ocal processing MJST
be sent to the OAM process, and the packets MJST be forwarded al ong
the normal path. Additionally, methods MJUST be in place to prevent
mul ti cast packets from |l eaking out of the TRILL campus.

Figure 24 sumari zes the identification of different OAM franes from
data franes.

T S S e it I S S S i i T S S S o

| Fl ow Ent r opy | I nner. MacSA | OAM Et hertype | Egress |
| | | | ni cknane |
B s T S e S e T i i TR R S S S S e e o ok s S S
| Unicast no IP | NA | Mat ch | Mat ch |
| | | | |
| Mul ticast no P NA | Mat ch | N A |
| | | | |
| Uni cast I P | Match | NV A | Mat ch |
| | | | |
| Multicast IP | Match | NV A | NV A |
| |

T T S S T e S S S St S S

Figure 24: ldentification of TRILL OAM Franes
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The uni cast and multicast |nner. MacSAs used for the unicast and
mul ticast | P cases, respectively, are 00-00-5E-90-01-00 and

01- 00-5E-90- 01-00. These have been assigned per the request in
Appendi x C.

It is inmportant to note that all RBridges MJST generate OAM fl ows
with the "A" flag set and CFM Ethertype "0x8902" at the Fl ow Entropy
of f-set. However, well-known val ues MJST be utilized as part of the
fl ow entropy when generati ng OAM nessages destined for ol der RBridges
that are conpliant to the backwards-conpatibility nethod defined in
thi s appendi x.

Appendi x B. Base Mdde for TRILL QAM

CFM as defined in [8021Q, requires configuration of several
paraneters before the protocol can be used. These paraneters include
MAI D, Mai ntenance Dormai n Level (MD-Level), and MEP-1Ds. The Base
Mode for TRILL OAM defined here facilitates ease of use and provides
out - of -t he-box pl ug-and-play capabilities, supporting the operational
and manageability considerations described in Section 6 of [RFC7174].

Al'l RBridges that support TRILL OAM MJST support the Base Mde
operati on.

Al'l RBridges MJUST create a default MA with MAID as specified herein.

MAI D [8021Q has a flexible format and includes two parts:

Mai nt enance Domai n Nane and Short MA Nane. In the Base Mde
operation, the value of the Miintenance Domai n Name nust be the
character string "Trill BaseMbde" (excluding the quotes). |In the Base
Mode operation, the Short MA Nane format is set to a 2-octet integer
format (value 3 in Short MA Format field) and Short MA Nane set to
65532 (OxFFFC).

The default MA belongs to MD Level 3.

In the Base Mbde of operation, each RBridge creates a single UP MEP

associated with a virtual OAM port with no physical |ayer (NULL PHY).
The MEP-I1D associated with this MEP is the 2-octet RBridge nicknane.

By default, all RBridges operating in Base Mdde for TRILL OAM are
able to initiate LBM PTM and other QAMtools with no configuration.

| mpl enent ati ons MAY provide default flowentropy to be included in

OAM nessages. Content of the default flowentropy is outside the
scope of this document.

Senevirathne, et al. St andards Track [ Page 59]



RFC 7455 TRILL Fault Managenent March 2015

Fi gure 25 depicts encoding of MAID wi thin CCM nessages.

T S S T S S

| Field Name | Si ze |
|+- R o o o I |+- +- - - - |+
| Mai nt enance | 1 |
| Domai n Format | |
i St S S -
| Mai nt enance | 2 |
| Domai n Length | |
R e o T S S e e e i i
| Mai nt enance | vari abl e|
| Donmai n Nane | |
i St S S -
| Short MA | 1 |
| Name Format | |
R e o T S S e e e i i
| Short MA | 2 |
| Name Length | |
T Sl I SR S
| Short MA | vari abl e|
| Narre | |
R e o T S S e e e i i
| Paddi ng | Vari abl e|
T St SR S

Figure 25: MAID Structure as Defined in [8021Q
Mai nt enance Dormai n Nanme Format: set to value 4
Mai nt enance Domai n Nane Length: set to value 13
Mai nt enance Domai n Nane: set to Trill BaseMde
Short MA Name Format: set to value 3
Short MA Nanme Length: set to value 2
Short MA Nane: set to FFFC
Paddi ng: set of zero up to 48 octets of total length of the MAID

Pl ease refer to [8021Q for details.

Senevirathne, et al. St andards Track [ Page 60]



RFC 7455 TRILL Fault Managenent March 2015

Appendi x C. MAC Addresses Request
Applicant Name: |ETF TRILL Working G oup
Applicant Email: tsenevir@isco.com
Appl i cant Tel ephone: +1-408-853-2291
Use Name: TRILL OAM
Docunment: RFC 7455

Specify whether this is an application for EU -48 or EU -64
identifiers: EU -48

Si ze of Block requested: 1

Specify multicast, unicast, or both: Both
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Aut hors’ Addr esses

Ti ssa Senevirat hne

Ci sco Systens

375 East Tasman Drive
San Jose, CA 95134
United States

Phone: +1 408-853-2291
EMai | : tsenevir @i sco.com

Nor man Fi nn

Ci sco Systens

510 McCarthy Bl vd
M| pitas, CA 95035
United States

EMail : nfinn@i sco.com
Sanmer Sal am

Ci sco Systens

595 Burrard St., Suite 2123
Vancouver, BC V7X 1J1
Canada

EMai | : ssal am@i sco. com
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Donal d Eastl ake 3rd
Huawei Technol ogi es
155 Beaver Street
MIlford, MA 01757
United States

Phone: +1-508-333-2270
EMai | ;. d3e3e3@nail . com

Sam Al drin

Huawei Technol ogi es

2330 Central Express Wy
Santa O ara, CA 95951
United States

EMail: aldrin.ietf@mail.com

Yi zhou Li

Huawei Technol ogi es
101 Software Avenue
Nanj i ng 210012

Chi na
Phone: +86-25-56625375
EMai | : liyizhou@uawei.com
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