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I ntroduction

Thi s docunent defines a subset of the Managenment |nformation Base
(MB) for use in energy managenent of devices within or connected to
communi cati on networks. The M B nodules in this docunment are
designed to provide a nodel for energy nmanagenent, which includes
nmoni toring for Power State and energy consunption of networked
elenments. This MB takes into account the "Energy Managenent
Framewor k" [ RFC7326], which, in turn, is based on the "Requirenents
for Energy Managenent" [RFC6988].

Ener gy managenent can be applied to devices in comunication
networks. Target devices for this specification include (but are not
limted to) routers, switches, Power over Ethernet (PoE) endpoints,
prot ocol gateways for buil di ng nanagenment systens, intelligent
nmeters, hone energy gateways, hosts and servers, sensor proxies, etc.
Target devices and the use cases for Energy Managenent are di scussed
in Energy Managenent Applicability Statenent [ EMAN-AS].

Where applicable, device nonitoring extends to the individua
components of the device and to any attached dependent devices. For
exanpl e, a device can contain conponents that are independent froma
Power State point of view, such as line cards, processor cards, hard
drives. A device can al so have dependent attached devices, such as a
switch with PoE endpoints or a power distribution unit with attached
endpoi nt s.

1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

The I nternet-Standard Managenent Framewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNVP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenment Information (SM). This neno specifies MB
nmodul es that are conpliant to SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580
[ RFC2580] .
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3.

Use Cases

Requi rements for power and energy nonitoring for networking devices
are specified in [ RFC6988]. The requirenents in [RFC6988] cover
devices typically found in comunications networks, such as sw tches,
routers, and various connected endpoints. For a power nonitoring
architecture to be useful, it should also apply to facility neters,
power distribution units, gateway proxies for comercial building
control, home autonation devices, and devices that interface with the
utility and/or smart grid. Accordingly, the scope of the MB nodul es
in this docunent are broader than that specified in [ RFC6988].

Several use cases for Energy Managenent have been identified in the
"Energy Managenent (EMAN) Applicability Statenent” [EMAN-AS].

Ter i nol ogy

Pl ease refer to [RFC7/326] for the definitions of the foll ow ng
term nol ogy used in this docunent.

Ener gy Managenent
Ener gy Managenent System ( EnMbB)
Energy Monitoring
Energy Contr ol

el ectrical equipnent
non-el ectrical equi pnent (mechani cal equi pnent)
devi ce

conponent

power inlet

power outl et

ener gy

power

denmand

provi de energy
recei ve energy

meter (energy neter)
battery

Power | nterface
Nanepl at e Power
Power Attributes
Power Quality

Power State

Power State Set

Chandranmoul i, et al. St andards Track [ Page 4]



RFC 7460 Power / Energy Mnitoring and Control MB March 2015

5. Architecture Concepts Applied to the M B Mdul es

This section describes the concepts specified in the Energy
Managenment Framework [RFC7326] that pertain to power usage, wth
specific information related to the M B nodul e specified in this
docunent. This subsection maps concepts devel oped in the Energy
Managenment Franmewor k [ RFC7326] .

The Energy Monitoring MB has two i ndependent M B nodul es: ENERGY-
OBJECT-M B and POWNER- ATTRI BUTES-M B. The first, ENERGY- OBJECT-M B,
is focused on neasurenment of power and energy. The second, PONER-
ATTRIBUTES-M B, is focused on power quality neasurenents for Energy
bj ect s.

Devi ces and their sub-conponents can be nodel ed using the contai nnent
tree of the ENTITY-M B [ RFC6933] .

5.1. Energy bject Tables
5.1. 1. ENERGY- OBJECT- M B
The ENERGY- OBJECT-M B npdul e consi sts of five tables.

The first table is the eoMeterCapabilitiesTable. It indicates the
i nstrunentation avail able for each Energy hject. Entries in this
tabl e indicate which other tables fromthe ENERGY- OBJECT-M B and
PONER- ATTRI BUTES-M B are avail able for each Energy hject. The
eoMet er Capabi litiesTabl e i s i ndexed by entPhysical | ndex [ RFC6933].

The second table is the eoPowerTable. It reports the power
consunption of each Energy Object as well as the units, sign
measur enent accuracy, and rel ated objects. The eoPowerTable is
i ndexed by ent Physi cal | ndex.

The third table is the eoPower St at eTabl e. For each Energy hject, it
reports informati on and statistics about the supported Power States.
The eoPower St at eTabl e i s i ndexed by ent Physi cal | ndex and
eoPower St at el ndex.

The fourth table is the eoEnergyParanetersTable. The entries in this
tabl e configure the paraneters of energy and demand nmeasurenent
collection. This table is indexed by eoEnergyParanet er sl ndex.

The fifth table is the eoEnergyTable. The entries in this table

provide a log of the energy and demand information. This table is
i ndexed by eoEner gyPar anet er sl ndex.
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A "sm dunp-style" tree presentation of the MB nodul es contained in
the docunent is presented. The neaning of the three synbols is a
conpressed representati on of the object’s MAX- ACCESS cl ause, which
may have the foll owi ng val ues:

"not - accessi bl e" > ool
"accessible-for-notify" -> "--n"
"read-only" -> "r-n"
"read-wite" ->  "rwn"

eoMet er Capabi litiesTabl e(1)

|
+---eoMeterCapabilitiesEntry(1)][entPhysicallndex]

|
| +---r-n BITS eoMet er Capabi lity

eoPower Tabl e( 2)

+---eoPower Entry(1) [entPhysicallndex]

|

| +---r-n | nteger32 eoPower (1)

| +-- r-n Unsigned32 eoPower NanePl at e( 2)

| +- r-n UnitMiltiplier eoPower Uni t Mul tiplier(3)

| +-- r-n I nteger32 eoPower Accur acy(4)

| +-- r-n | NTEGER eoPower Measur enent Cal i ber (5)
| +-- r-n | NTEGER eoPower Cur r ent Type( 6)

| +-- r-n Trut hVal ue eoPower Measur enent Local (7)

| +-- rwn Power St at eSet eoPower Admi nSt at e( 8)

| +-- r-n Power St at eSet eoPower Oper St at e(9)

| +-- r-n OwnerString eoPower St at eEnt er Reason( 10)
|

|

|

+- - - eoPower St at eTabl e( 3)

+- - eoPower St at eEnt ry(1)
| [ ent Physi cal | ndex, eoPower St at el ndex]

|

|

|

| +-- --n Power St at eSet eoPower St at el ndex( 1)

| +-- r-n I nteger32 eoPower St at eaxPower ( 2)

| +-- r-n UnitMiltiplier

| eoPower St at ePower Uni t Mul ti plier(3)
| +-- r-n TinmeTicks eoPower St at eTot al Ti me(4)
| +-- r-n Counter32 eoPower St at eEnt er Count ( 5)
|

+eoEner gyPar anet er sTabl e( 4)

|
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+- - - eoEner gyPar anet ersentry(1) [eoEnergyParanet er sl ndex]

+-- --n Physical | ndex eoEnergyObjectlndex(1)

+ r-n I nteger32 eoEner gyPar anet er sl ndex( 2)

+-- rwn Tinelnterval eoEner gyPar anet er sl nt erval Lengt h( 3)
+-- rwn Unsi gned32 eoEner gyPar anet er sl nt er val Nunber ( 4)
+-- rwn | NTEGER eoEner gyPar anet er sl nt er val Mode(5)
+-- rwn Tinelnterval eoEner gyPar anet er sl nt er val W ndow( 6)
+-- rwn Unsigned32 eoEner gyPar anet er sSanpl eRat e(7)

+-- rwn StorageType eoEner gyPar anet er sSt or ageType( 8)
+-- rwn RowSt at us eoEner gyPar anet er sSt at us(9)

eoEner gyTabl e(5)

---eoEnergyEntry(1)
[ eoEner gyPar anet er sl ndex, eoEner gyCol | ecti onStart Ti ne]

e e ——

+-- r-n Ti meTicks eoEner gyCol | ecti onStart Ti ne(1)
+-- r-n Unsigned32 eoEner gyConsuned( 2)

+-- r-n Unsigned32 eoEner gyProvi ded( 3)

+-- r-n Unsigned32 eoEner gySt ored(4)

+-- r-n UnitMultiplier eoEnergyUnitMiltiplier(5)

+-- r-n I nteger32 eoEner gyAccur acy( 6)

+-- r-n Unsigned32 eoEner gyMaxConsumned( 7)

+-- r-n Unsigned32 eoEner gyMaxPr oduced( 8)

+-- r-n TinmeTicks eoEner gyDi sconti nui tyTi me(9)

5.1.2. POWNER-ATTRI BUTES-M B
The POWNER- ATTRI BUTES- M B nodul e consists of three tables.

The first table is the eoACPw Attri butesTable. It indicates the
power quality available for each Energy Object. The
e0ACPw At tri butesTabl e i s i ndexed by ent Physi cal | ndex [ RFC6933].

The second table is the eoACPw Attri but esDel PhaseTabl e. The entries
in this table configure the paraneters of energy and denand
measurenent collection. This table is indexed by

eoEner gyPar anet er sl ndex.

The third table is the eoACPw Attri but esWwePhaseTabl e. For each
Energy Object, it reports information and statistics about the
supported Power States. The eoPower StateTable is indexed by

ent Physi cal | ndex and eoPower St at el ndex.
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e0ACPwr At tri but esTabl e( 1)

|
+---e0ACPW AttributesEntry(1) [ entPhysical | ndex]

|

| +---r-n | NTEGER e0ACPw At t ri but esConfiguration(1)
| +-- r-n Integer32 eoACPw Attri butesAvgVol tage(2)

| +-- r-n Unsigned32 eoACPw Attri but esAvgCurrent (3)

| +-- r-n Integer32 eoACPw Attri butesFrequency(4)

| +-- r-n UnitMiltiplier

| e0ACPwr At tri but esPower Uni t Mul ti plier(5)
| +-- r-n Integer32 eoACPw Attri but esPower Accuracy(6)
| +-- r-n Integer32

| e0ACPwr At tri but esTot al Acti vePower (7)
| +-- r-n Integer32

| e0ACPwr At tri but esTot al React i vePower ( 8)
| +-- r-n I nteger32

| eoACPwr At t ri but esTot al Appar ent Power ( 9)
| +-- r-n Integer32

| €0ACPwr At tri but esTot al Power Fact or (10)
| +-- r-n Integer32 eoACPw AttributesThdCurrent (11)

| +-- r-n Integer32 eoACPw AttributesThdVol tage(12)

|

+e0ACPw At t ri but esDel PhaseTabl e(2)

|

+-- eoACPwr Attri but esDel PhaseEntry(1)

| | [ ent Physi cal | ndex, eoACPwr Attri but esDel Phasel ndex]
| |

| +-- r-n I nteger32

| | e0ACPw At t ri but esDel Phasel ndex(1)

| +-- r-n I nteger32

| | e0ACPwr At tri but esDel PhaseToNext PhaseVol t age( 2)
| +-- r-n Integer32

| | eoACPwr Attri but esDel ThdPhaseToNext PhaseVol t age( 3)
|

|
e0ACPw At t ri but eswePhaseTabl e(3)

-- eO0ACPw Attri but esWwePhaseEntry(1)
| [ ent Physi cal | ndex, eoACPwr Attri but esWePhasel ndex]

|

|

| +-- r-n I nteger32

| | e0ACPw At t ri but esWwePhasel ndex(1)

| +-- r-n I nteger32

| | e0ACPw At tri but esWwePhaseToNeut r al Vol t age( 2)
| +-- r-n Integer32

| | e0ACPwr At tri but esWweCurrent (3)

| +-- r-n I nteger32

| | e0ACPw At t ri but esWweAct i vePower (4)
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| +-- r-n I nteger32

| | e0ACPwr At t ri but esWeReact i vePower (5)

| +-- r-n Integer32

| | e0ACPwr At t ri but esWeAppar ent Power ( 6)

| +-- r-n I nteger32

| | €0ACPw At t ri but esWwePower Fact or (7)

| +-- r-n I nteger32

| | e0ACPwW At t ri but esWweThdCurrent (9)

| +-- r-n Integer32

| | e0ACPw At t ri but esWweThdPhaseToNeut r al Vol t age(10)

5.1.3. UM Diagram

A Unified Mdeling Language (UM.) diagramrepresentation of the MB
objects in the two M B nodul es, ENERGY- OBJECT-M B and POWNER-
ATTRI BUTES-M B, is presented.

---> | Energy Object ID(*) |

| ent Physi cal | ndex |
| ent Physical d ass |
| ent Physi cal Nane |
| entPhysical UUl D |

---- | _ Power Table |

| eoPower |
| eoPower NanePl at e |
| eoPowerUnitMiltiplier |
| eoPower Accuracy |
| eoPower Measur enent Cal i ber |
| eoPower Current Type |
| eoPower Measur enent Local |
| eoPower Admi nState |
| eoPower Qper St at e |
| eoPower St at eEnt er Reason |
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| eoPower St at el ndex |
| eoPower St at eMaxPower |
| eoPower St at ePower Unit Mul tiplier |
| eoPower St ateTotal Ti ne |
| eoPower St at eEnt er Count |

| eoEner gyOhj ect | ndex |
| eoEner gyPar amnet er sl ndex |
| eoEnergyParanet erslnterval Length |
| eoEner gyPar amnet er sl nt er val Nunber |
| eoEner gyPar anet er sl nt erval Mbde |
| eoEner gyPar anet ersl nt erval Wndow |
| eoEner gyPar anmet er sSanpl eRat e |
| eoEner gyPar anet er sSt or ageType |
| eoEner gyPar anet er sSt at us |

| eoEnergyCollectionStartTinme |
| eoEner gyConsuned |
| eoEnergyProvi ded |
| eoEnergyStored |
| eoEnergyUnitMiltiplier |
| eoEnergyAccuracy |
| eoEner gyMaxConsuned |
| eoEner gyMaxProduced |
| eoDiscontinuityTine |

Figure 1: UML Diagram for energyQojectMb

(*) Conpliance with the ENERGY- OBJECT- CONTEXT- M B
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--->| Energy Object ID (*) |

| ent Physi cal | ndex |
| ent Physi cal Nane |
| entPhysical UUl D |

| eoACPwr Attri but esConfiguration |
| eoACPwr Attri but esAvgVol tage |
| eoACPwr Attri but esAvgCurrent |
| eoACPwr Attri but esFrequency |
| eoACPwr Attri butesPowerUnitMiltiplier |
| eoACPwr Attri but esPower Accuracy |
| eoACPwr Attri but esTot al Acti vePower |
| eoACPwr Attri butesTotal Reacti vePower |
| eoACPwr Attri but esTot al Appar ent Power |
| eoACPw Attri butesTot al Power Fact or |
| eoACPw Attri butesThdCurrent |
| eoACPwr Attri but esThdVol t age |

| eoACPw Attri but esDel Phasel ndex |
| eoACPwr Attri but esDel PhaseToNext PhaseVol t age |
| eoACPwr Attri but esDel ThdPhaseToNext PhaseVol t age |

| eoACPwr Attri but esWePhasel ndex |
| eoACPw Attri but esWePhaseToNeutral Vol t age |
| eoACPwr Attri but esWeCurrent |
| eoACPwr Attri but esWeActi vePower |
| eoACPwr Attri but esWeReact i vePower |
| eoACPwr Attri but esWeAppar ent Power |
| eoACPwr Attri but esWePower Fact or |
| eoACPw Attri butesWeThdCurrent |
| eoACPwr Attri but esWweThdPhaseToNeut ral Vol t age |

Figure 2: UML Diagram for the POAER- ATTRI BUTES- M B

(*) Conpliance with the ENERGY- OBJECT- CONTEXT- M B
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5.2. Energy bject ldentity

The Energy bject identity information is specified in the ENERGY-
OBJECT- CONTEXT- M B nodul e [ RFC7461] prinmary table, i.e., the eoTable.
In this table, Energy bject context such as domain, role
description, and inportance are specified. |In addition, the ENERGY-
OBJECT- CONTEXT- M B nodul e specifies the relationshi p between Energy
hj ects. There are several possible relationships between Energy

oj ects, such as neteredBy, netering, poweredBy, powering,

aggr egat edBy, and aggregating as defined in the | ANA- ENERGY- RELATI O\
M B nmodul e [ RFC7461] .

5. 3. Power State

An Energy Obj ect nay have energy-conservation nodes called "Power
States". There may be several internedi ate energy-saving nodes
between the ON and OFF states of a device.

Power States, which represent universal states of power managenent of
an Energy (bject, are specified by the eoPowerState M B object. The
actual Power State is specified by the eoPowerQper State M B obj ect,
whil e the eoPower Adm nState M B obj ect specifies the Power State
requested for the Energy Object. The difference between the val ues
of eoPower Qper St at e and eoPower Adnmi nState i ndicates that the Energy
bj ect is busy transitioning fromeoPower Adm nState into the

eoPower Oper State, at which point it will update the content of
eoPower Qper State. In addition, the possible reason for a change in
Power State is reported in eoPowerStateEnterReason. Regarding
eoPower St at eEnt er Reason, nmanagenent stations and Energy Objects

shoul d support any format of the owner string dictated by the | ocal
policy of the organization. It is suggested that this nanme contain
at least the reason for the transition change, and one or nore of the
foll owi ng: | P address, managenent station name, network nanager’s
nane, |ocation, or phone nunber.

The M B obj ects eoPower Qper St at e, eoPower Adm nState, and
eoPower St at eEnt er Reason are contained in the eoPower Tabl e.

eoPower St at eTabl e enuner ates the maxi mum power usage in watts for
every single supported Power State of each Power State Set supported

by the Energy bject. In addition, eoPowerStateTable provides
additional statistics such as eoPower StateEnterCount, i.e., the
nunber of tines an entity has visited a particular Power State, and
eoPower St ateTotal Tine, i.e., the total time spent in a particular

Power State of an Energy Object.
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5.3.1. Power State Set

There are several standards and inplenentations of Power State Sets.
An Energy bject can support one or multiple Power State Set
i npl ement ati ons concurrently.

There are currently three Power State Sets defined:

| EEE1621(256) - [ | EEE1621]
DMTF( 512) - [ DMIF]
EMAN( 768) - [ RFC7326]

The Power State Sets are listed in [RFC7326] along with each Power
State within the Power Set. The Power State Sets are specified by

t he Power St at eSet Textual Convention (TC) as an | ANA-nai ntai ned M B
modul e. The initial version of this MB nodule is specified in this
docunent .

5.4. Energy bject Usage |Information

For an Energy bject, power usage is reported using eoPower. The
magni t ude of neasurenent is based on the eoPowerUnitMultiplier MB
vari abl e, based on the UnitMultiplier TC. Power measurenent
magni t ude should conformto the | EC 62053-21 [I| EC. 62053-21] and | EC
62053-22 [ I EC. 62053-22] definition of unit nultiplier for the Sl
units of measure (where Sl is the International System of Units).
Measured values are represented in Sl units obtai ned by BaseVal ue *
10 raised to the power of the unit multiplier.

For exanple, if current power usage of an Energy Object is 3, it
could be 3 W 3 mMN 3 kW or 3 MN depending on the val ue of
eoPowerUnitMul tiplier. Note that other measurements throughout the
two M B nodules in this document use the sanme nmechani sm including
eoPower St at ePower Uni t Mul ti plier, eoEnergyUnitMiltiplier, and

OACPwr At t ri but esPower Uni t Mul tiplier

In addition to knowi ng the usage and nagnitude, it is useful to know
how an eoPower neasurenment was obtai ned. A Network Managenent System
(NMB) can use this to account for the accuracy and nature of the
readi ng between different inplenentations. eoPowerMeasurenentlLoca
descri bes whether the neasurenents were made at the device itself or
froma renote source. The eoPower Measur enent Cal i ber describes the
met hod that was used to neasure the power and can distinguish actua
or estinmated values. There nmay be devices in the network that may
not be able to neasure or report power consunption. For those

devi ces, the object eoPowerMeasurenentCaliber shall report that the
measur enent nechani smis "unavail abl e" and the eoPower measurenent
shal | be "0".
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The nanepl ate power rating of an Energy Object is specified in
eoPower Nanepl ate M B obj ect.

5.5. Optional Power Usage Attributes

The optional PONER- ATTRI BUTES-M B nodul e can be inplenented to
further describe power attributes usage neasurenent. The PONER-
ATTRI BUTES-M B nodul e is aligned with the I EC 61850 7-2 standard to
describe alternating current (AC) neasurenents.

The POWER- ATTRI BUTES-M B nodul e contains a primary table
€0ACPw At tri butesTabl e, that defines power attributes nmeasurenents
for supported entPhysical I ndex entities, as a sparse extension of the
eoPower Tabl e (with entPhysical Index as primary index). This
e0ACPw At tri butesTabl e tabl e contains such information as the
configuration (single phase, DEL 3 phases, WYE 3 phases), frequency,
power accuracy, total active/reactive power/apparent power, anperage,
and vol t age.

In case of three-phase power, an additional table is populated wth
power attributes neasurenents per phase (hence, double indexed by the
ent Physi cal | ndex and a phase index). This table, describes
attributes specific to either WE or DEL configurations.

In a DEL configuration, the eoACPw Attri but esDel PhaseTabl e descri bes
t he phase-to-phase power attributes neasurenents, i.e., voltage. In
a DEL configuration, the current is equal in all three phases.

In a WE configuration, the eoACPw Attri butesWwePhaseTabl e descri bes
t he phase-to-neutral power attributes nmeasurenents, i.e., voltage,
current, activel/reactive/apparent power, and power factor

5.6. Optional Energy Measurenent

It is only relevant to neasure energy and demand when there are
actual power neasurenents obtained from neasurenent hardware. |[|f the
eoPower Measur enent Cal i ber M B obj ect has val ues of unavail abl e,
unknown, estimated, or presuned, then the energy and demand val ues
are not useful

Two tables are introduced to characterize energy neasurenent of an
Energy Object: eoEnergyTabl e and eoEnergyParanetersTable. Both
energy and denmand i nformati on can be represented via the
eoEnergyTabl e. Denand information can be represented. The

eoEner gyPar anet ersTabl e consi sts of the paranmeters defining

eoEner gyPar anet ersl ndex -- an index for the Energy bject,
eoEnergy(bj ectindex -- linked to the entPhysicallndex of the Energy
bj ect, the duration of nmeasurenent intervals in seconds,
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(eoEner gyPar anet er sl nt erval Lengt h), the nunber of successive
intervals to be stored in the eoEnergyTabl e,

(eoEner gyPar anet er sl nt erval Nunber), the type of measurenent techni que
(eoEner gyPar anet er sl nt erval Mbode), and a sanple rate used to calcul ate
the average (eoEnergyParanetersSanpl eRate). Judicious choice of the
sanpling rate will ensure accurate neasurenent of energy while not

i mposi ng an excessive polling burden

There are three eoEnergyParaneterslnterval Mode types used for energy
nmeasur enent collection: period, sliding, and total. The choices of
the three different nodes of collection are based on | EC standard
61850-7-4 [I EC. 61850-7-4]. Note that nultiple

eoEner gyPar anet er sl nt erval Mode types MAY be confi gured
sinultaneously. It is inportant to note that for a given Energy

Qoj ect, multiple nodes (periodic, total, sliding window of energy
nmeasur enent coll ection can be configured with the use of

eoEner gyPar anet er sl ndex. However, sinmultaneous neasurenent in

mul tiple nodes for a given Energy Object depends on the Energy bject
capability.

These t hree eoEner gyPar anet ersl nterval Mode types are illustrated by
the following three figures, for which

- The horizontal axis represents the current tinme, with the synbol
<--- L ---> expressing the eoEnergyParaneterslnterval Length and
t he eoEnergyCol l ectionStartTine is represented by S1, S2, S3,
S4, eoEner gyPar anet er sl nt er val Nunber

- The vertical axis represents the tinme interval of sanpling and
the val ue of eoEnergyConsunmed can be obtained at the end of the

sanpling period. The synmbol =========== denotes the duration of
t he sanpling peri od.

Fi gure 3: Period eoEnergyPar anet ersl nt erval Mode
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A eoEner gyPar anet er sl nt erval Mode type of 'period specifies non-
over |l appi ng periodic nmeasurements. Therefore, the next
eoEnergyCol I ectionStartTime is equal to the previous
eoEnergyCol | ecti onStart Ti ne plus eoEner gyParanet er sl nt erval Lengt h.
S2=S1+L; S3=S2+L,

Fi gure 4: Sliding eoEnergyParaneterslnterval Mbde

A eoEner gyPar anet er sl nt erval Mode type of ’'sliding specifies
over | appi ng periodi ¢ nmeasurenents.

<--- Total length --->

S1

Figure 5: Total eoEnergyParaneterslnterval Mode
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An eoEner gyPar anet erslnterval Mode type of 'total’ specifies a
conti nuous neasurenent since the last reset. The val ue of
eoEner gyPar anet er sl nt er val Nunber should be (1) one and

eoEner gyPar anet ersl nterval Length is ignored.

The eoEnergyParanetersStatus is used to start and stop energy usage

| ogging. The status of this variable is "active" when all the

obj ects in eoEnergyParanetersTabl e are appropriate, which, in turn,

i ndi cates whet her or not eoEnergyTable entries exist. Finally, the
eoEner gyPar anet er sSt or ageType vari abl e i ndicates the storage type for
this row, i.e., whether the persistence is maintained across a device
r el oad.

The eoEnergyTabl e consists of energy neasurenents of

eoEner gyConsunmed, eoEnergyProvi ded and eoEnergyStored, unit scal e of

nmeasured energy with eoEnergyUnitMiltiplier, percentage accuracy wth
eoEner gyAccuracy, and the maxi num observed energy within a wi ndow in

eoEner gyMaxConsuned, eoEner gyMaxProduced, and

eoEner gyDi sconti nui tyTi me

Measurenments of the total energy consumed by an Energy Object may
suffer frominterruptions in the continuous nmeasurenent of energy
consunption. In order to indicate such interruptions, the object
eoEnergyDi scontinuityTime is provided for indicating the tine of the
| ast interruption of total energy neasurenent.

eoEnergyDi scontinuityTi me shall indicate the sysUpTi me [ RFC3418] when
the device was reset.

The follow ng exanple illustrates the eoEnergyTabl e and
eoEner gyPar anet er sTabl e:

First, in order to estimate energy, a time interval to sanple energy
shoul d be specified, i.e., eoEnergyParaneterslnterval Length can be
set to "900 seconds" or 15 minutes and the nunber of consecutive

i nterval s over which the maxi mum energy is cal cul ated

(eoEner gyPar anet er sl nt erval Nunber) as "10". The sanpling rate
internal to the Energy Object for neasurenent of power usage

(eoEner gyPar anet er sSanpl eRate) can be "1000 nilliseconds", as set by
the Energy bject as a reasonable value. Then, the
eoEnergyParanetersStatus is set to active to indicate that the Energy
Ohj ect should start nonitoring the usage per the eoEnergyTable.

The indices for the eoEnergyTabl e are eoEnergyPar anet er sl ndex, which
identifies the index for the setting of energy nmeasurenent collection
Energy Object, and eoEnergyCol | ectionStartTi ne, which denotes the
start time of the energy neasurenent interval based on sysUpTi ne

[ RFC3418]. The val ue of eoEnergyConsuned is the neasured energy
consunption over the tinme interval specified
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(eoEner gyPar anet er sl nt erval Lengt h) based on the Energy bject
internal sanpling rate (eoEnergyParanetersSanpl eRate). Wile
choosi ng the val ues for the eoEnergyParaneterslnterval Length and
eoEner gyPar anet ersSanpl eRate, it is recomended to take into

consi deration both the network el ement resources adequate to process
and store the sanple values and the nmechani smused to cal cul ate the
eoEner gyConsuned. The units are derived from eoEnergyUnitMiltiplier
For exanpl e, eoEnergyConsuned can be "100" with

eoEnergyUnitMul tiplier equal to O, the nmeasured energy consunption of
the Energy (bject is 100 watt-hours. The eoEnergyMaxConsuned is the
maxi mum ener gy observed and that can be "150 watt-hours"”

The eoEnergyTable has a buffer to retain a certain nunber of
intervals, as defined by eoEnergyParaneterslnterval Nunber. |If the
default value of "10" is kept, then the eoEnergyTabl e contains 10
ener gy neasurenents, including the nmaximm

Here is a brief explanation of how the naxi num energy can be
calculated. The first observed energy neasurenent value is taken to
be the initial maximum Wth each subsequent neasurenent, based on
nunerical conparison, maxi mrum energy nmay be updated. The maxi num
value is retained as |long as the neasurenents are taking place.
Based on periodic polling of this table, an NVS could compute the
maxi mum over a |onger period, e.g., a nonth, 3 nonths, or a year

5.7. Fault Managenent

[ RFC6988] specifies requirenments about Power States such as "the
current Power State", "the tinme of the |last state change”, "the total
tinme spent in each state", "the nunber of transitions to each state"
etc. Sone of these requirenents are fulfilled explicitly by MB

obj ects such as eoPower Qper St at e, eoPower St at eTot al Ti me, and
eoPower St at eEnt er Count.  Sonme of the other requirenents are nmet via
t he SNWVP NOTI FI CATI ON nechani sm  eoPower St at eChange SNWVP
notification which is generated when the val ue of oPower St at el ndex,
eoPower Oper St at e, or eoPower Adm nSt at e have changed

6. Discovery

It is probable that nost Energy Objects will require the
i npl enent ati on of the ENERGY- OBJECT- CONTEXT-M B [ RFC7461] as a
prerequisite for this MB nodule. In such a case, the eoPowerTabl e

of the EMAN- ENERGY- OBJECT-M B is cross-referenced with the eoTabl e of
ENERGY- OBJECT- CONTEXT-M B vi a ent Physi cal | ndex. Every Energy Object
MUST i npl emrent ent Physi cal | ndex, entPhysical d ass, entPhysi cal Nane,
and ent Physical UUID fromthe ENTITY-M B [ RFC6933]. As the primary
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7.

7.

i ndex for the Energy bject, entPhysicallndex is used: it
characterizes the Energy Object in the ENERGY- OBJECT-M B and the
PONER- ATTRI BUTES-M B M B nodul es (this docunent).

The NMB nust first poll the ENERGY- OBJECT- CONTEXT-M B M B nodul e

[ RFC7461], if available, in order to discover all the Energy (bjects
and the rel ationshi ps between those Energy Objects. In the ENERGY-

OBJECT- CONTEXT-M B nodul e tables, the Energy Objects are indexed by

t he ent Physi cal | ndex.

Fromthere, the NM5 nust poll the eoPower StateTable (specified in the
ENERGY- OBJECT-M B nodul e in this docunent), which enunerates, anbngst
other things, the maxi num power usage. As the entries in

eoPower St at eTabl e tabl e are i ndexed by the Energy Object

(ent Physi cal I ndex) and by the Power State Set (eoPower Stat el ndex),

t he maxi num power usage is di scovered per Energy (bject, and the
power usage per Power State of the Power State Set. |In other words,
readi ng the eoPower StateTable allows the discovery of each Power
State within every Power State Set supported by the Energy Object.

The M B nodul e may be populated with the Energy Cbject relationship
i nformati on, which have its own Energy Object index val ue

(ent Physi cal Index). However, the Energy Object relationship nust be
di scovered via the ENERGY- OBJECT- CONTEXT- M B nodul e.

Finally, the NMS can nonitor the power attributes with the POAER-
ATTRI BUTES-M B M B nodul e, which reuses the entPhysical I ndex to index
the Energy (bject.

Link with the Gher |ETF M Bs
1. Link with the ENTITY-M B and the ENTI TY- SENSOR M B

[ RFC6933] defines the ENTITY-M B nodul e that |ists the physical
entities of a networking device (router, switch, etc.) and those
physical entities indexed by entPhysicallndex. Froman energy-
managenent standpoint, the physical entities that consune or produce
energy are of interest.

[ RFC3433] defines the ENTITY-SENSOR M B nodul e that provides a
standardi zed way of obtaining information (current value of the
sensor, operational status of the sensor, and the data-unit

preci sion) from sensors enbedded in networking devices. Sensors are
associ ated with each index of the entPhysicallndex of the ENTITY-MB
[ RFC6933]. While the focus of the Mumitoring and Control MB for
Power and Energy is on neasurenment of power usage of networking

equi prent i ndexed by the ENTITY-MB, this MB supports a customni zed
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power scale for power neasurenment and different Power States of
net wor ki ng equi pnent and the functionality to configure the Power
St at es.

The Energy (bjects are nodel ed by the entPhysical |l ndex through the
ent Physi cal Entity M B object specified in the eoTable in the ENERGY-
OBJECT- CONTEXT-M B M B nodul e [ RFC7461] .

The ENTI TY- SENSOR M B [ RFC3433] does not have the ANSI Cl2.x accuracy
classes required for electricity (e.g., 1% 2% and 0.5% accuracy

cl asses). Indeed, entPhySensorPrecision [ RFC3433] represents "The
nunber of decimal places of precision in fixed-point sensor val ues
returned by the associ ated ent PhySensorVal ue object”. The ANSI and

| EC standards are used for power measurenent and these standards
require that we use an accuracy class, not the scientific-nunber
preci sion nodel specified in RFC3433. The eoPower Accuracy M B obj ect
nmodel s this accuracy. Note that eoPowerUnitMuiltipler represents the
scal e factor per |IEC 62053-21 [| EC 62053-21] and | EC 62053-22

[ EC. 62053-22], which is a nore |logical representation for power
measur enents (conpared to ent PhySensorScale), with the nmanti ssa and

t he exponent values X * 10 " Y.

Power measurenents specifying the qualifier "UNITS for each neasured
value in watts are used in the LLDP-EXT-MED-M B, Power Ethernet

[ RFC3621], and UPS [RFC1628] M Bs. The sane "UNITS qualifier is
used for the power neasurenent val ues.

One cannot assune that the ENTITY-M B and ENTI TY- SENSOR M Bs are

i npl emented for all Energy Objects that need to be nonitored. A
typical exanple is a converged buil ding gateway, which can nonitor
other devices in a building and provi des a proxy between SNWP and a
protocol |ike BACnet. Another exanple is the home energy controller
In such cases, the eoPhysical Entity value contains the zero val ue,
usi ng the Physical I ndexOr Zero Textual Convention

The eoPower is simlar to entPhySensorVal ue [ RFC3433] and the
eoPowerUnitMiultipler is sinmlar to entPhySensorScal e.

7.2. Link with the ENTITY- STATE M B

For each entity in the ENTITY-M B [ RFC6933], the ENTI TY- STATE M B

[ RFC4268] specifies the operational states (entStateQper: unknown,
enabl ed, disabled, testing), the alarm (entStateA arm unknown,

under Repair, critical, major, mnor, warning, indeterm nate), and the
possi bl e val ues of standby states (entStateStandby: unknown,

hot St andby, col dSt andby, provi di ngService).
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From a power-nonitoring point of view, in contrast to the entity
operational states of entities, Power States are required, as
proposed in the Monitoring and Control MB for Power and Energy.
Those Power States can be mapped to the different operational states
in the ENTITY-STATE MB, if a formal mapping is required. For
exanpl e, the ent StateStandby "unknown", "hot Standby", and
"col dSt andby" states could map to the Power State "unknown", "ready",
"standby", respectively, while the entStateStandby "providi ngService"
could map to any "low' to "high" Power State.

7.3. Link with the POAER- OVER- ETHERNET M B

The Power-over-Ethernet MB [ RFC3621] provides an energy nonitoring
and configuration framework for power over Ethernet devices. RFC
3621 defines a port group entity on a switch for power nonitoring and
managenent policy and does not use the entPhysical | ndex index.

I ndeed, pet hMai nPseConsunpti onPower is indexed by the

pet hMai nPseG oupl ndex, which has no mapping with the

ent Physi cal | ndex.

I f the Power-over-Ethernet MB [ RFC3621] is supported, the Energy

hj ect eoethPortl ndex and eoethPort G pl ndex contain the

pet hPsePort | ndex and pet hPsePort G oupl ndex, respectively. However,
one cannot assune that the Power-over-Ethernet MB is inplenented for
nost or all Energy bjects. |n such cases, the eoethPortlndex and
eoet hPort Grpl ndex val ues contain the zero value, via the new

Pet hPsePort | ndexOr Zero and Pet hPsePort Groupl ndexOr Zero TGCs.

In either case, the entPhysicallndex MB object is used as the unique
Energy Obj ect i ndex.

Note that, even though the Power-over-Ethernet MB [ RFC3621] was
created after the ENTITY-SENSCR M B [ RFC3433], it does not reuse the
precision notion fromthe ENTITY-SENSOR MB, i.e., the

ent PhySensor Preci sion M B obj ect.

7.4. Link with the UPS M B

To protect agai nst unexpected power disruption, data centers and
bui | di ngs nake use of Uninterruptible Power Supplies (UPS). To
protect critical assets, a UPS can be restricted to a particul ar
subset or donmain of the network. UPS usage typically lasts only for
a finite period of tine, until nornmal power supply is restored.
Planning is required to decide on the capacity of the UPS based on
out put power and duration of probable power outage. To properly
provi sion UPS power in a data center or building, it is inportant to
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first understand the total demand required to support all the
entities in the site. This denand can be assessed and nonitored via
the Monitoring and Control M B for Power and Energy.

The UPS M B [ RFC1628] provides information on the state of the UPS
network. Inplenentation of the UPS MB is useful at the aggregate
| evel of a data center or a building. The M B nodul e contains
several groups of variables:

- upsldent: ldentifies the UPS entity (nanme, nodel, etc.).

- upsBattery group: Indicates the battery state (upsbatteryStatus,
upsEsti mat edM nut esRenmi ni ng, etc.)

- upsl nput group: Characterizes the input load to the UPS (nunber
of input lines, voltage, current, etc.).

- upsQut put: Characterizes the output fromthe UPS (nunber of
output lines, voltage, current, etc.)

- upsAlarns: Indicates the various al arm events.

The measurenent of power in the UPS MB is in volts, anperes, and
watts. The units of power neasurenent are root nean square (RVB)
volts and RMS anperes. They are not based on the
EntitySensor Dat aScal e and EntitySensor Dat aPreci si on of ENTI TY- SENSOR-
M B.

Both the Mnitoring and Control M B for Power and Energy and the UPS
M B nay be inplenented on the sanme UPS SNWP agent, wi thout conflict.
In this case, the UPS device itself is the Energy Object and any of
the UPS neters or subneters are the Energy Objects with a possible
relationship as defined in [ RFC7326].

7.5. Link with the LLDP and LLDP- MED M Bs

The Link Layer Discovery Protocol (LLDP) is a Data Link Layer
protocol used by network devices to advertise their identities,
capabilities, and interconnections on a LAN networKk.

The Medi a Endpoint Di scovery is an enhancenent of LLDP, known as
LLDP- MED. The LLDP-MED enhancenents specifically address voice
applications. LLDP-MED covers six basic areas: capability discovery,
LAN speed and dupl ex di scovery, network policy discovery, |ocation
identification discovery, inventory discovery, and power discovery.
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O particular interest to the current MB nodule is the power

di scovery, which allows the endpoint device (such as a PoE phone) to
convey power requirenents to the switch. |In power discovery,

LLDP- MED has four Type-Length-Val ues (TLVs): power type, power
source, power priority, and power value. Respectively, those TLVs
provide information related to the type of power (power sourcing
entity versus powered device), how the device is powered (fromthe
line, froma backup source, from external power source, etc.), the
power priority (howinportant is it that this device has power?), and
how nmuch power the device needs.

The power priority specified in the LLDP-MED M B [ LLDP- MED- M B]
actually conmes fromthe Power-over-Ethernet MB [ RFC3621]. |If the
Power - over - Et hernet M B [ RFC3621] is supported, the exact value from
t he pet hPsePort PowerPriority [ RFC3621] is copied over into the

I I dpXMedRenmXPoEPDPower Priority [LLDP-MED-M B]; otherw se, the val ue
in |l dpXMedRenmXPoEPDPower Priority i s "unknown". Fromthe Monitoring
and Control MB for Power and Energy, it is possible to identify the
pet hPsePort Power Priority [ RFC3621], via the eoethPortlndex and

eoet hPort G pl ndex.

The || dpXMedLocXPoEPDPower Source [LLDP-MED-M B] is sinmilar to
eoPower Measur enent Local in indicating if the power for an attached

device is local or froma renote device. |If the LLDP-MED MB is
supported, the foll owi ng napping can be applied to the
eoPower Measur enent Local : | | dpXMedLocXPoEPDPower Sour ce fronPSE(2) and

| ocal (3) can be mapped to false and true, respectively.
8. Structure of the MB

The primary M B object in the energyhjectMb MB nodule is the

ener gyQbj ect M bQbj ects root. The eoPower Tabl e tabl e of

ener gyCbj ect M bQbj ect s descri bes the power neasurenment attributes of
an Energy hject entity. The identity of a device in terms of
uniquely identification of the Energy Object and its relationship to
other entities in the network are addressed in [RFC7461].

Logically, this MB nodule is a sparse extension of the ENERGY-
OBJECT- CONTEXT-M B nodul e [ RFC7461]. Thus, the follow ng
requirenents that are applied to [ RFC7461] are also applicable. As a
requirenent for this MB nodul e, [ RFC7461] SHOULD be inpl enrented and
as Modul e Conpliance of ENTITY-M B V4 [ RFC6933] with respect to
entity4CRConpl i ance MJUST be supported, which requires four MB

obj ects: ent Physi cal | ndex, entPhysical d ass, entPhysical Name, and

ent Physi cal UUI D MJUST be i npl ement ed.
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9.

9.

1.

The eoMeterCapabilitiesTable is useful to enable applications to
determine the capabilities supported by the |Iocal managenent agent.
This table indicates the energy-nonitoring MB groups that are
supported by the | ocal managenent system By reading the val ue of
this object, it is possible for applications to know which tables
contain the information and are usabl e w t hout wal ki ng through the
tabl e and querying every elenent that involves a trial-and-error
process.

The power neasurenment of an Energy Object contains information
describing its power usage (eoPower) and its current Power State
(eoPower Qper State). In addition to power usage, additiona

i nformati on describing the units of neasurenent (eoPowerAccuracy,
eoPower UnitMul tiplier), how power usage neasurenent was obtai ned
(eoPower Measur enent Cal i ber), the source of power neasurenent
(eoPower Measur enent Local ), and the type of power (eoPower Current Type)
are descri bed.

An Energy (bject may contain an optional eoEnergyTable to describe
ener gy neasurenent information over tine.

An Energy (bject may contain an optional eoACPw AttributesTable table
(specified in the POANER- ATTRI BUTES-M B nodul e) that describes the

el ectrical characteristics associated with the current Power State
and usage.

An Energy Object nmay al so contain optional battery information
associated with this entity.

M B Definitions

The | ANAPower St at eSet - M B Modul e

Rk b ok b R IR S S kb ok b Rk S R Rk b o R Ik R

-- This M B, nmintained by | ANA contains a single Textua
-- Convention: Power St at eSet

Rk b ok b R IR S S kb ok b Rk S R Rk b o R Ik R

| ANAPower St ateSet-M B DEFI NI TIONS :: = BEG N

| MPORTS
MODULE- | DENTI TY, mi b-2 FROM SNVPv2- SM
TEXTUAL- CONVENTI ON FROM SNWPv2- TC,

i anaPower St at eSet MODULE- | DENTI TY
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LAST- UPDATED "201502090000Z" -- 9 February 2015
ORGANI ZATI ON "1 ANA"
CONTACT- | NFO "
I nternet Assigned Nunmbers Authority
Post al : | CANN
12025 Wwaterfront Drive, Suite 300
Los Angel es, CA 90094
United States
Tel : +1-310-301 5800
EMai | : iana@ ana. org"

DESCRI PTI ON
"Copyright (c) 2015 I ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This M B nodul e defines the Power StateSet Textua
Convention, which specifies the Power State Sets and
Power State Set Val ues an Energy (bject supports.

The initial version of this MB nodul e was published in
RFC 7460; for full legal notices see the RFC itself."

-- revision history

REVI SI ON " 201502090000Z" -- 9 February 2015

DESCRI PTI ON
"Initial version of this MB nodule, as published as RFC
7460."

:={ mb-2 228 }

Power St at eSet : : = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"1 ANAPower State is a textual convention that describes
Power State Sets and Power State Set Val ues an Energy
bj ect supports. | ANA has created a registry of Power
State supported by an Energy Cbject and | ANA shal
adm nister the Iist of Power State Sets and Power
St at es.
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The Textual Convention assunes that Power States in a
Power State Set are limted to 255 distinct values. For
a Power State Set S, the naned nunber with the value S *
256 is allocated to indicate the Power State Set. For a
Power State X in the Power State Set S, the naned nunber
with the value S * 2566 + X + 1 is allocated to represent
t he Power State.

Requests for new val ues should be nade to | ANA via enail
(i ana@ ana. org) . "
REFERENCE
"http://ww.iana. or g/ assi gnnent s/ power - st at e- set s"

SYNTAX | NTEGER {
ot her (0), -- indicates other set
unknown( 255) , -- unknown
i eeel621(256), -- indicates | EEE1621 set

i eeel621O f (257),
i eeel621Sl eep(258),
i eeel6210n(259),

dnt f (512), -- indicates DMIF set
dnt f On(513),

dnt f Sl eepLi ght (514),

dmt f Sl eepDeep(515),

dnt f Of f Har d(516) ,

dnt f OF f Sof t (517),

dnt f H ber nat e(518),

dnt f Power O f Sof t (519),

dnt f Power O f Har d( 520) ,

dmt f Mast er BusReset (521),

dmt f Di agnosti cl nterrapt (522),

dnt f O f Sof t G acef ul (523),

dnt f O f Har dG acef ul (524),

dnt f Mast er BusReset Gracef ul (525),
dnt f Power Cycl e f Sof t Gracef ul (526),
dmt f Power Cycl eHar dG acef ul (527),

eman(1024), -- indicates EMAN set
emanMechOf f (1025) ,

emanSoft OfF f (1026) ,

emanHi ber nat e(1027),

emanS| eep(1028),

emanSt andby(1029),

emanReady(1030),

emanLowM nus(1031),

emanLow( 1032),
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emanMedi unM nus(1033),
emanMedi un(1034),
emanH ghM nus(1035),
emanHi gh(1036)

}

END

9.2. The ENERGY-OBJECT-M B M B Mdul e

khkkhkkhkkhkhhkhhhhhhdhhhdhhhdhhhdhhddhhddhdhhhdrhdhhddhdrhrddhdrdrrdrrd*x*x

-- This MB is used to nonitor power usage of network
-- devices

R b Sk b S b S R R R Rk Ok kb b S Rk Ik S o S S I R Ik ko R R

ENERGY- OBJECT-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY,

OBJECT- TYPE,

NOTI FI CATI ON- TYPE,

m b- 2,

I nt eger 32, Counter32, Unsigned32, TineTicks
FROM SNWPv2- SM
TEXTUAL- CONVENTI ON, Rowst at us, Ti nel nterval,
Ti meSt anp, Trut hVal ue, StorageType
FROM SNWPv2- TC
MODULE- COVPLI ANCE, NOTI FI CATI ON- GROUP, OBJECT- GROUP
FROM SNWVPv2- CONF
Onner String
FROM RMON- M B
ent Physi cal | ndex
FROM ENTI TY-M B
Power St at eSet
FROM | ANAPower St at eSet - M B;

ener gyCbj ect M b MODULE- | DENTI TY

LAST- UPDATED "201502090000Z" -- 9 February 2015
ORGANI ZATI ON "I ETF EMAN Wor ki ng G oup”
CONTACT- | NFO

"WG charter:

http://datatracker.ietf.org/wy/ eman/charter/

Mailing Lists:
Ceneral Discussion: eman@etf.org
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To Subscri be:
https://ww.ietf.org/milman/listinfo/enman

Ar chi ve:
http://ww.ietf.org/ mail-archive/ web/eman

Edi t ors:
Moul i Chandr anoul i
Cisco Systems, Inc.
Sarjapur Quter Ring Road
Bangal ore 560103

I ndi a
Phone: +91 80 4429 2409
Enmi | ; noul chan@i sco. com

Brad Schoeni ng

44 Rivers Edge Drive

Little Silver, NJ 07739

United States

Emai | : brad. schoeni ng@eri zon. net

Juergen Quittek

NEC Eur ope, Ltd.

NEC Labor at ori es Europe
Net wor k Research Division
Kur f uer st en- Anl age 36

Hei del berg 69115

Cer many

Phone: +49 6221 4342-115
Emai | : quittek@ecl ab. eu

Thonas Dietz

NEC Eur ope, Ltd.

NEC Labor at ori es Europe
Net wor k Research Divi sion
Kur f uer st en- Anl age 36
69115 Hei del berg

CGer many
Phone: +49 6221 4342-128
Emmi | : Thomas. Di et z@w. necl ab. eu

Benoit C aise
Cisco Systems, Inc.
De Kl eetlaan 6a bl

Degem 1831

Bel gi um

Phone: +32 2 704 5622
Emai |l : bcl ai se@i sco. conf'
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DESCRI PTI ON
"Copyright (c) 2015 IETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This MB is used to nonitor power and energy in
devi ces.

The tabl es eoMeterCapabilitiesTabl e and eoPower Tabl e
are a sparse extension of the eoTable fromthe
ENERGY- OBJECT- CONTEXT-M B.  As a requirement,

[ RFC7461] SHOULD be i npl enent ed.

Modul e Conpliance of ENTITY-MB v4 with respect to
entity4CRConpl i ance MJUST be supported which requires
i npl enment ati on of 4 M B objects: entPhysical |l ndex,
ent Physi cal d ass, ent Physi cal Nanme and ent Physi cal UUI D. "
REVI SI ON "201502090000Z" -- 9 February 2015
DESCRI PTI ON
“Initial version, published as RFC 7460."

:={ mb-2 229 }

ener gyQbj ect M bNot i fs OBJECT | DENTI FI ER
.= { energybjectMb 0 }

ener gyQbj ect M bQbj ect s OBJECT | DENTI FI ER
::={ energybjectMb 1}

ener gyQbj ect M bConf orm OBJECT | DENTI FI ER
.= { energybjectMb 2}

-- Textual Conventions

UnitMil tiplier ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The Unit Multiplier is an integer value that represents
the | EEE 61850 Annex A units nultiplier associated wth
the integer units used to nmeasure the power or energy.
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For exanple, when used with eoPowerUnitMultiplier, -3
represents 10"-3 or mlliwatts."

REFERENCE
"The International Systemof Units (SlI), Nationa
Institute of Standards and Technol ogy, Spec. Publ. 330,
August 1991."

SYNTAX | NTEGER {

yoct o( - 24), -- 10n-24
zepto(-21), -- 10n-21
atto(-18), -- 10n-18
fento(-15), -- 10n-15
pi co(-12), -- 10n-12
nano(-9), -- 107-9
m cro(-6), -- 107-6
milli(-3), -- 10n-3
units(0), -- 1070
kilo(3), -- 1073
mega( 6), -- 1076
giga(9), -- 1079
tera(12), -- 10nM12
pet a(15), -- 10715
exa(18), -- 10718
zetta(2l), -- 10721
yotta(24) -- 10724

}

-- bjects
eoMet er Capabi litiesTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EoMeter CapabilitiesEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is useful for hel ping applications determnne
the nmonitoring capabilities supported by the |oca
managenent agents. It is possible for applications to
know whi ch tables are usabl e w thout going through a
trial-and-error process.”

::={ energyQjectMbObjects 1}

eoMet er Capabi litiesEntry OBJECT- TYPE

SYNTAX EoMet er CapabilitiesEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry describes the nmetering capability of an Energy
hj ect . "

| NDEX { ent Physical | ndex }
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::={ eoMeterCapabilitiesTable 1}

EoMet er CapabilitiesEntry ::= SEQUENCE {
eoMet er Capabi lity BI TS
}

eoMet er Capabi l ity OBJECT- TYPE
SYNTAX  BITS {

none(0),
power net ering(1), -- power neasurenment
energynetering(2), -- energy measurenent
power attri butes(3) -- power attributes
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"An indication of the energy-nonitoring capabilities
supported by this agent. This object use a BITS syntax
and indicates the M B groups supported by the probe. By
readi ng the value of this object, it is possible to
determine the MB tabl es supported.”

::={ eoMeterCapabilitiesEntry 1 }

eoPower Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EoPower Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists Energy Objects.”
;.= { energyCbjectM bChjects 2 }

eoPower Entry OBJECT- TYPE

SYNTAX EoPower Ent ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry describes the power usage of an Energy bject."
I NDEX { ent Physical | ndex }
::={ eoPowerTable 1}

EoPower Entry ::= SEQUENCE ({
eoPower I nt eger 32,
eoPower Nanepl at e Unsi gned32,
eoPower Uni t Mul tiplier UnitMil tiplier,
eoPower Accur acy I nt eger 32,
eoPower Measur enent Cal i ber | NTEGER,
eoPower Cur rent Type | NTEGER,
eoPower Measur enent Local Trut hval ue,
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eoPower Adm nSt at e Power St at eSet ,
eoPower Qper St at e Power St at eSet ,
eoPower St at eEnt er Reason Owner String
}

eoPower OBJECT- TYPE
SYNTAX I nt eger 32
UNI TS "watts"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the power neasured for the Energy
bject. For alternating current, this value is obtained
as an average over fixed nunber of AC cycles. This value
is specified in SI units of watts with the nagnitude of
watts (mlliwatts, kilowatts, etc.) indicated separately
in eoPowerUnitMiltiplier. The accuracy of the measurenent
is specified in eoPower Accuracy. The direction of power
flowis indicated by the sign on eoPower. |f the Energy
bj ect is consum ng power, the eoPower value will be
positive. |If the Energy Object is producing power, the
eoPower value will be negative.

The eoPower MJST be | ess than or equal to the maxi num
power that can be consuned at the Power State specified
by eoPower St at e.

The eoPower Measur enent Cal i ber obj ect specifies how the
usage val ue reported by eoPower was obtai ned. The eoPower
val ue nust report 0 if the eoPower Measurenent Caliber is
"unavail abl e’. For devices that cannot neasure or
report power, this option can be used."

::={ eoPowerEntry 1}

eoPower Nanepl at e OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "watts"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the rated maxi num consunption for
the fully popul ated Energy Object. The nanepl ate power
requi renents are the maxi num power nunbers given in Sl
watts and, in alnost all cases, are well above the
expect ed operational consunption. Nanmeplate power is

wi dely used for power provisioning. This value is
specified in either units of watts or voltage and
current. The units are therefore SI watts or equival ent
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Vol t- Anperes with the magnitude (mlliwatts, kilowatts,
etc.) indicated separately in eoPowerUnitMultiplier."
::={ eoPowerEntry 2}

eoPower Uni t Mul ti plier OBJECT- TYPE

SYNTAX UnitMil tiplier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The magni tude of watts for the usage val ue in eoPower
and eoPower Nanepl ate. "
::={ eoPowerEntry 3}

eoPower Accur acy OBJECT- TYPE

SYNTAX I nt eger 32 (0..10000)
UNI TS "hundr edt hs of percent”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object indicates a percentage value, in hundredths of a
percent, representing the assuned accuracy of the usage
reported by eoPower. For example, the value 1010 neans

the reported usage is accurate to +/- 10.1 percent. This
value is zero if the accuracy is unknown or not

appl i cabl e based upon the neasurenent nethod.

ANSI and | EC define the followi ng accuracy cl asses for
power neasuremnent:
| EC 62053-22 60044-1 class 0.1, 0.2, 0.5, 1 3.
ANS| Cl12.20 class 0.2, 0.5"
::={ eoPowerEntry 4 }

eoPower Measur enent Cal i ber OBJECT- TYPE

SYNTAX | NTEGER {
unavai l abl e(1) ,
unknown( 2) ,
actual (3) ,
estinated(4),
static(b) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object specifies how the usage val ue reported by
eoPower was obt ai ned:

- unavail able(1): Indicates that the usage is not

available. In such a case, the eoPower val ue nust be 0
for devices that cannot neasure or report power this
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option can be used.

- unknown(2): Indicates that the way the usage was
determ ned i s unknown. In some cases, entities report
aggregat e power on behal f of another device. In such
cases it is not known whether the usage reported is
actual, estinated, or static.

- actual (3): Indicates that the reported usage was
nmeasured by the entity through sone hardware or direct
physi cal nmeans. The usage data reported is not estinmated
or static but is the neasured consunption rate.

- estimated(4): Indicates that the usage was not

det erm ned by physical neasurenent. The value is a
derivation based upon the device type, state, and/or
current utilization using sone algorithmor heuristic. It
is presuned that the entity's state and current
configuration were used to conpute the val ue.

- static(5): Indicates that the usage was not deternined

by physical neasurenent, algorithm or derivation. The

usage was reported based upon external tables,

specifications, and/or nodel infornmation. For exanple, a

PC Mbdel X draws 200W while a PC Mddel Y draws 210W"
::={ eoPowerEntry 5}

eoPower Current Type OBJECT- TYPE
SYNTAX | NTEGER {
ac(1),
de(2),
unknown( 3)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates whether the eoPower for the
Energy Object reports alternating current 'ac’, direct
current 'dc’, or that the current type is unknown."
::={ eoPowerEntry 6 }

eoPower Measur enent Local OBJECT- TYPE

SYNTAX Trut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the source of power neasurenent
and can be useful when nodeling the power usage of
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attached devices. The power neasurenent can be perforned
by the entity itself or the power neasurenent of the
entity can be reported by another trusted entity using a
protocol extension. A value of true indicates the
measurenent is perfornmed by the entity, whereas false
i ndi cates that the neasurenent was perforned by another
entity."”

::={ eoPowerEntry 7 }

eoPower Adni nSt at e OBJECT- TYPE

SYNTAX Power St at eSet
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON

"Thi s object specifies the desired Power State and the
Power State Set for the Energy (bject. Note that other(0)
is not a Power State Set and unknown(255) is not a Power
State as such, but sinply an indication that the Power
State of the Energy Object is unknown.
Possi bl e val ues of eoPower Admi nState within the Power
State Set are registered at | ANA
A current list of assignnents can be found at
<ht t p: // ww. i ana. or g/ assi gnnent s/ power - st at e- set s>"

::={ eoPowerEntry 8 }

eoPower Qper St at e OBJECT- TYPE

SYNTAX Power St at eSet
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object specifies the current operational Power
State and the Power State Set for the Energy Object.
other(0) is not a Power State Set and unknown(255) is not
a Power State as such, but sinply an indication that the
Power State of the Energy Object is unknown.

Possi bl e val ues of eoPower Oper State within the Power

State Set are registered at 1ANA. A current list of

assi gnnents can be found at

<ht t p: //ww\. i ana. or g/ assi gnnent s/ power - st at e- set s>"
::={ eoPowerEntry 9 }

eoPower St at eEnt er Reason OBJECT- TYPE

SYNTAX Onner String
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"This string object describes the reason for the
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eoPower Adm nState transition. Alternatively, this string
may contain with the entity that configured this Energy
hject to this Power State."

DEFVAL { "" }

::={ eoPowerEntry 10 }

eoPower St at eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EoPower St at eEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e enunerates the maxi num power usage, in watts,
for every single supported Power State of each Energy
bj ect.

This table has cross-reference with the eoPower Tabl e,
cont ai ni ng rows describing each Power State for the
correspondi ng Energy bject. For every Energy bject in
the eoPower Table, there is a corresponding entry in this
table."

::={ energyCbjectMbObjects 3 }

eoPower St at eEntry OBJECT- TYPE

SYNTAX EoPower St at eEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"A eoPower St at eEntry extends a correspondi ng

eoPower Entry. This entry displays nax usage val ues at
every single possible Power State supported by the Energy
bj ect.

For exanple, given the values of a Energy Object
corresponding to a maxi nrum usage of 0 Wat the

state emannmechoff, 8 Wat state 6 (ready), 11 Wat state
emannedi unM nus, and 11 Wat state emanhi gh:

State MaxUsage Units
emannechof f
emansoft of f
emanhi ber nat e
emansl| eep
emanst andby
emanr eady
emanl owM nus
enmanl ow
emannedi unM nus
emannedi um
emanhi ghM nus 11

[
RO OOOOOo

[EnY
[EnY

[ERN
[ERN
TR
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emanhi gh 11 w

Furthernore, this table also includes the total time in
each Power State, along with the nunber of times a
particul ar Power State was entered.”

I NDEX { ent Physi cal | ndex, eoPower St at el ndex }
::={ eoPowerStateTable 1}

EoPower St at eEntry :: = SEQUENCE {
eoPower St at el ndex Power St at eSet ,
eoPower St at eMaxPower I nt eger 32,
eoPower St at ePower Unit Mul tiplier UnitMiltiplier,
eoPower St at eTot al Ti ne Ti meTi cks,
eoPower St at eEnt er Count Count er 32

}

eoPower St at el ndex OBJECT- TYPE
SYNTAX Power St at eSet
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object specifies the index of the Power State of
the Energy Object within a Power State Set. The semantics
of the specific Power State can be obtained fromthe
Power State Set definition."
::={ eoPowerStateEntry 1 }

eoPower St at eMaxPower OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "watts"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object indicates the maxi mum power for the Energy
hj ect at the particular Power State. This value is
specified in SI units of watts with the nagnitude of the
units (mlliwatts, kilowatts, etc.) indicated separately
i n eoPower St at ePowerUnit Mul tiplier. |f the nmaxi mum power
is not known for a certain Power State, then the value is
encoded as OxFFFFFFFF.

For Power States not enunerated, the val ue of
eoPower St at eMaxPower mi ght be interpol ated by using the
next hi ghest supported Power State."

::={ eoPowerStateEntry 2 }
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eoPower St at ePower Uni t Mul ti pl i er OBJECT- TYPE

SYNTAX UnitMil tiplier
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The nmagni tude of watts for the usage value in
eoPower St at eMaxPower . "
::={ eoPowerStateEntry 3 }

eoPower St at eTot al Ti ne OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the total time in hundredths
of a second that the Energy Object has been in this power
state since the last reset, as specified in the
sysUpTi ne. "
::={ eoPowerStateEntry 4 }

eoPower St at eEnt er Count OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates how often the Energy hject has
entered this power state, since the | ast reset of the
device as specified in the sysUpTine."

::={ eoPowerStateEntry 5 }

eoEner gyPar anet er sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EoEner gyPar anetersEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is used to configure the paranmeters for

energy neasurenent collection in the table eoEnergyTable.

This table allows the configuration of different

nmeasur enent settings on the same Energy Object.

I mpl enentation of this table only nakes sense for Energy

hj ects that an eoPower Measur enent Cal i ber of actual .”
.= { energybj ectM bObj ects 4 }

eoEner gyPar anet ersentry OBJECT- TYPE

SYNTAX EoEner gyPar anet er sentry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"An entry controls an energy measurenment in

eoEnergyTabl e. "
I NDEX { ent Physi cal | ndex,
::={ eoEnergyParanetersTable 1 }

EoEner gyParanet ersentry ::= SEQUENCE {

eoEner gyPar anet er sl ndex }

eoEner gyPar anet er sl ndex I nt eger 32,
eoEner gyPar anet er sl nt erval Length Ti el nt erval
eoEner gyPar anet er sl nt er val Nunber Unsi gned32,
eoEner gyPar anet er sl nt er val Mode | NTEGER,
eoEner gyPar anet er sl nt erval Wndow  Ti nel nt erval
eoEner gyPar anet er sSanpl eRat e Unsi gned32,
eoEner gyPar anet er sSt or ageType St or ageType,
eoEner gyPar anet er sSt at us RowSt at us
}

eoEner gyPar anet er sl ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object specifies the index of the Energy Paraneters
setting for collection of energy neasurenents for an

Energy bj ect.
eoEner gyPar anet er sl ndex,
the Energy Object”

::={ eoEnergyParanetersEntry 2 }

An Energy Object can have multiple
dependi ng on the capabilities of

eoEner gyPar anet er sl nt erval Lengt h OBJECT- TYPE

SYNTAX Ti mel nterva
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object indicates the length of tinme in hundredths

Chandr anoul i,

of a second over which to conpute the average
eoEner gyConsuned neasurenent in the eoEnergyTabl e table.
The conputation is based on the Energy bject’s interna
sanmpling rate of power consuned or produced by the Energy
hject. The sanpling rate is the rate at which the Energy
(hj ect can read the power usage and may differ based on
device capabilities. The average energy consunption is
then conputed over the length of the interval. The
default value of 15 minutes is a common interval used in
i ndustry. "

DEFVAL { 90000 }

::={ eoEnergyParanetersEntry 3 }
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eoEner gyPar anet er sl nt er val Nunber OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of intervals naintained in the eoEnergyTabl e.
Each interval is characterized by a specific
eoEnergyCol I ectionStartTime, used as an index to the
tabl e eoEnergyTabl e. Wenever the nmaxi mum nunber of
entries is reached, the measurenment over the new interva
repl aces the ol dest neasurenent. There is one exception
to this rule: when the eoEnergyMaxConsunmed and/ or
eoEner gyMaxProduced are in (one of) the two ol dest
measurenent (s), they are | eft untouched and t he next
ol dest neasurenent is replaced.”
DEFVAL { 10 }

::={ eoEnergyParanetersEntry 4 }

eoEner gyPar anet er sl nt er val Mode OBJECT- TYPE

SYNTAX I NTEGER {
period(1),
sliding(2),
total (3)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A control object to define the node of interva
calculation for the conputation of the average

eoEner gyConsuned or eoEnergyProvi ded neasurenent in the
eoEner gyTabl e tabl e.

A node of period(1l) specifies non-overl apping periodic
measur ement s.

A node of sliding(2) specifies overlapping sliding
wi ndows where the interval between the start of one
interval and the next is defined in

eoEner gyPar anet er sl nt er val W ndow.

A node of total (3) specifies non-periodic nmeasuremnent.
In this node only one interval is used as this is a
conti nuous measurenent since the last reset. The val ue of
eoEner gyPar anet er sl nt er val Nunber should be (1) one and
eoEner gyPar anet ersinterval Length is ignored.”

::={ eoEnergyParanetersEntry 5 }
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SYNTAX Ti nmel nt erva
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The length of the duration wi ndow between the starting
tinme of one sliding window and the next starting tinme in
hundr edt hs of seconds, used to conpute the average of
eoEner gyConsuned, eoEner gyProvi ded neasurenents in the
eoEnergyTable table. This is valid only when the
eoEner gyPar anet ersl nterval Mode is sliding(2). The
eoEner gyPar anet er sl nt er val W ndow val ue shoul d be a
mul ti pl e of eoEnergyParanet er sSanpl eRate. "

::={ eoEnergyParanetersEntry 6 }

eoEner gyPar anet er sSanpl eRat e OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "M IIliseconds"”
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The sanpling rate, in mlliseconds, at which the Energy
hj ect should poll power usage in order to conpute the
aver age eoEnergyConsuned, eoEner gyProvi ded neasurenents
in the table eoEnergyTable. The Energy Object should
initially set this sanpling rate to a reasonabl e val ue,
i.e., a conpromise between intervals that will provide
good accuracy by not being too long, but not so short
that they affect the Energy (bject performance by
requesting continuous polling. |If the sanpling rate is
unknown, the value 0 is reported. The sanpling rate
shoul d be sel ected so that
eoEner gyPar anetersl nterval Wndow is a nultiple of
eoEner gyPar anet er sSanpl eRate. The default value is one
second. "

DEFVAL { 1000 }

::={ eoEnergyParaneterskEntry 7 }

eoEner gyPar anet er sSt or ageType OBJECT- TYPE

Chandranmoul i, et al

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this row"
DEFVAL { nonVol atile }
:: = {eoEnergyParaneterskntry 8 }
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eoEner gyPar anet er sSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The status of this row The eoEnergyParanetersStatus is
used to start or stop energy usage logging. An entry
status nmay not be active(l) unless all objects in the
entry have an appropriate value. |If this object is not
equal to active, all associated usage-data | ogged into
the eoEnergyTable will be deleted. The data can be
destroyed by setting up the eoEnergyParanetersStatus to
destroy."

.. = {eoEnergyParaneterskEntry 9 }

eoEner gyTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EoEnergyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table lists Energy Object energy measurenents.

Entries in this table are only created if the

correspondi ng val ue of object eoPowerMeasurenent Cal i ber

is active(3), i.e., if the power is actually netered."
::={ energybjectM bObjects 5 }

eoEnergyEntry OBJECT- TYPE

SYNTAX EoEner gyEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry describing energy neasurenents."”
| NDEX { eoEner gyPar anet er sl ndex,
eoEnergyCol | ectionStartTi ne }
::={ eoEnergyTable 1}

EoEner gyEntry ::= SEQUENCE {

eoEner gyCol | ecti onStart Ti ne Ti meTi cks,

eoEner gyConsuned Unsi gned32,
eoEner gyPr ovi ded Unsi gned32,
eoEner gySt or ed Unsi gned32,
eoEnergyUnitMul tiplier UnitMil tiplier,
eoEner gyAccur acy I nt eger 32,
eoEner gyMaxConsuned Unsi gned32,
eoEner gyMaxPr oduced Unsi gned32,
eoEner gyDi sconti nui tyTi me Ti meSt anp

Chandranoul i, et al.
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eoEner gyCol | ecti onStart Ti ne OBJECT- TYPE

SYNTAX Ti meTi cks

UNI TS "hundr edt hs of a second"
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The time (in hundredths of a second) since the
net wor k managenent portion of the systemwas | ast
re-initialized, as specified in the sysUpTi me RFC 3418.
This object specifies the start tine of the energy
measur enent sanple.”
REFERENCE
"RFC 3418: WManagenent Information Base (MB) for the
Si mpl e Net wor k Managenent Protocol (SNwWP)"
::={ eoEnergyEntry 1 }

eoEner gyConsunmed OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "Wat t - hour s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the energy consunmed in units of
watt-hours for the Energy Object over the defined
interval. This value is specified in the conmon billing
units of watt-hours with the nmagnitude of watt-hours
kWh, MM, etc.) indicated separately in
eoEnergyUnitMul tiplier.”

::={ eoEnergyEntry 2}

eoEner gyProvi ded OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "Wat t - hour s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the energy produced in units of
watt-hours for the Energy Object over the defined
i nterval .

This value is specified in the common billing units of
watt-hours with the magni tude of watt-hours (kW MM,
etc.) indicated separately in
eoEnergyUnitMul tiplier."”

::={ eoEnergyEntry 3}
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eoEner gySt ored OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "Wat t - hour s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the difference of the energy
consumed and energy produced for an Energy Object in
units of watt-hours for the Energy Cbject over the
defined interval. This value is specified in the comon
billing units of watt-hours with the magnitude of
watt-hours (kWh, MM, etc.) indicated separately in
eoEnergyUnitMul tiplier."”

::={ eoEnergyEntry 4 }

eoEnergyUnitMul tiplier OBJECT- TYPE

SYNTAX UnitMiltiplier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is the nmagnitude of watt-hours for the
energy field in eoEnergyConsunmed, eoEnergyProvided,
eoEner gySt ored, eoEnergyMaxConsuned, and
eoEner gyMaxPr oduced. "

::={ eoEnergyEntry 5 }

eoEner gyAccuracy OBJECT- TYPE

SYNTAX I nt eger 32 (0..10000)
UNI TS "hundr edt hs of percent”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object indicates a percentage accuracy, in hundredths
of a percent, of Energy usage reporting. eoEnergyAccuracy
is applicable to all Energy neasurenents in the

eoEner gyTabl e.

For exanple, 1010 neans the reported usage is accurate to
+/- 10.1 percent.

This value is zero if the accuracy is unknown."
::={ eoEnergyEntry 6 }

eoEner gyMaxConsurmed OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "Watt - hours"
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"This object is the naxi mum energy observed in
eoEner gyConsunmed since the nonitoring started or was
reinitialized. This value is specified in the conmon
billing units of watt-hours with the magnitude of
watt-hours (kWh, MM, etc.) indicated separately in
eoEnergyUnitMul tiplier."”

::={ eoEnergyEntry 7 }

eoEner gyMaxPr oduced OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "Wt t - hour s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is the maxi mum energy ever observed in
eoEner gyEner gyProduced since the nonitoring started. This
value is specified in the units of watt-hours with the
magni t ude of watt-hours (kWh, MM, etc.) indicated
separately in eoEnergyEnergyUnitMiltiplier."”

::={ eoEnergyEntry 8 }

eoEner gyDi sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme RFC 3418 on the nost recent
occasi on at which any one or nore of this entity’ s energy
counters in this table suffered a discontinuity:
eoEner gyConsuned, eoEnergyProvided or eoEnergyStored. |f
no such discontinuities have occurred since the |ast
re-initialization of the |ocal nanagenment subsystem then
this object contains a zero value."

REFERENCE
"RFC 3418: WNManagenent Information Base (MB) for the
Si mpl e Net wor k Managenent Protocol (SNwWP)"

::={ eoEnergyEntry 9 }

-- Notifications

eoPower Enabl eSt at usNoti fi cati on

OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current
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DESCRI PTI ON
"This object controls whet her the system produces
notifications for eoPowerStateChange. A false value will
prevent these notifications from being generated."

DEFVAL { false }

::={ energyQbjectMbNotifs 1 }

eoPower St at eChange NOTI FI CATI ON- TYPE

OBJECTS {eoPower Admi nSt at e, eoPower Oper St at e,
eoPower St at eEnt er Reason}

STATUS current

DESCRI PTI ON

"The SNWP entity generates the eoPower St at eChange when

t he val ues of eoPower Admi nState or eoPower Oper St at e,

in the context of the Power State Set, have changed for

the Energy (bject represented by the entPhysical |l ndex. "
::={ energythjectMbNotifs 2 }

-- Conformance

ener gyQbj ect M bConpl i ances OBJECT | DENTI FI ER
::={ energyhjectM bConform1 }

ener gyQbj ect M bGroups OBJECT | DENTI FI ER
::={ energyhjectM bConform?2 }
ener gyQObj ect M bFul | Conpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"When this MBis inplemented with support for
read-create, then such an inpl enentation can
claimfull conpliance. Such devices can then
be both nonitored and configured with this MB.

Modul e Conpliance of RFC 6933

with respect to entity4CRConpliance MJST

be supported, which requires inplenentation

of four M B objects: entPhysicall ndex, entPhysical d ass,
ent Physi cal Name and ent Physi cal UU D. "

REFERENCE
"RFC 6933: Entity MB (Version 4)"
MODULE -- this nodul e

MANDATORY- GROUPS {
ener gyObj ect M bTabl eG oup,
ener gyQObj ect M bSt at eTabl eG oup,
eoPower Enabl eSt at usNoti fi cati onG oup,
ener gyCbj ect M bNot i f G oup
}
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GROUP ener gyQbj ect M bEner gyTabl eG oup
DESCRI PTI ON
"A conpliant inplenentation does not
have to inpl enent."

GROUP ener gyQObj ect M bEner gyPar anet er sTabl eG oup
DESCRI PTI ON
"A conpliant inplenentation does not
have to inplenment."

GROUP ener gyCbj ect M bMet er Capabi liti esTabl eG oup
DESCRI PTI ON
"A conpliant inplenentation does not
have to inplement."
::={ energybj ect M bConpl i ances 1 }

ener gy(bj ect M bReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"When this MB is inplenented without support for
read-create (i.e., in read-only node), then such an

i npl ement ati on can claimread-only conpliance. Such a
devi ce can then be nonitored but cannot be
configured with this MB.

Modul e Conpliance of [RFC6933] with respect to
entity4CRConpl i ance MJUST be supported which requires

i npl enmentati on of 4 M B objects: entPhysical |l ndex,

ent Physi cal d ass, ent Physi cal Nanme and ent Physi cal UUI D. "

REFERENCE
"RFC 6933: Entity MB (Version 4)"
MODULE -- this nodul e

MANDATORY- GROUPS {
ener gyCbj ect M bTabl eG oup,
ener gyCbj ect M bSt at eTabl eG oup,
ener gyQObj ect M bNot i f Group

::={ energybj ect M bConpl i ances 2 }
-- Units of Conformance

ener gyQbj ect M bTabl eGr oup OBJECT- GROUP
OBJECTS {
eoPower ,
eoPower Nanepl at e,
eoPower Unit Mul tiplier,
eoPower Accur acy,
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eoPower Measur enent Cal i ber,
eoPower Cur rent Type,
eoPower Measur enent Local ,
eoPower Admi nSt at e,
eoPower Qper St at e,
eoPower St at eEnt er Reason
}
STATUS current
DESCRI PTI ON
"This group contains the collection of all the objects
related to the Energy Object.”
::={ energyhjectMbG oups 1}

ener gyQbj ect M bSt at eTabl eGr oup OBJECT- GROUP

OBJECTS {
eoPower St at eMaxPower ,
eoPower St at ePower Uni t Mul ti pli er,
eoPower St at eTot al Ti ne,
eoPower St at eEnt er Count
}
STATUS current
DESCRI PTI ON

"This group contains the collection of all the objects
related to the Power State."
::={ energybjectM bG oups 2 }

ener gyCbj ect M bEner gyPar anet er sTabl eG oup OBJECT- GROUP
OBJECTS {
eoEner gyPar anet er sl nt er val Lengt h,
eoEner gyPar anet er sl nt er val Nunber,
eoEner gyPar anet er sl nt er val Mode,
eoEner gyPar anet er sl nt er val W ndow,
eoEner gyPar anet er sSanpl eRat e,
eoEner gyPar anet er sSt or ageType,
eoEner gyPar anet er sSt at us
}
STATUS current
DESCRI PTI ON
"This group contains the collection of all the objects
related to the configuration of the Energy Table."
::={ energyhjectM bG oups 3}

ener gyQbj ect M bEner gyTabl eGr oup OBJECT- GROUP
OBJECTS {
-- Note that object
-- eoEnergyCollectionStartTinme is not
-- included since it is not-accessible
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eoEner gyConsuned,
eoEner gyPr ovi ded,
eoEner gySt or ed,
eoEnergyUnitMul tiplier,
eoEner gyAccuracy,

eoEner gyMaxConsuned,
eoEner gyMaxPr oduced,
eoEner gyDi sconti nui tyTi me
}
STATUS current

DESCRI PTI ON
"This group contains the collection of all the objects
related to the Energy Table."

::={ energyQbjectM bG oups 4 }

ener gyCbj ect M bMet er Capabi liti esTabl eG oup OBJECT- GROUP

OBJECTS {
eoMet er Capabi lity
}
STATUS current
DESCRI PTI ON

"This group contains the object indicating the capability
of the Energy Object”
::={ energyhjectM bG oups 5 }

eoPower Enabl eSt at usNot i fi cati onGroup OBJECT- GROUP

OBJECTS { eoPower Enabl eSt at usNoti fication }
STATUS current
DESCRI PTI ON

"The collection of objects that are used to enable
notification."
::={ energyQbjectM bG oups 6 }

ener gyCbj ect M bNot i f Group NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {

}
STATUS current

DESCRI PTI ON

"This group contains the notifications for

the Monitoring and Control M B for Power and Energy."
::={ energybjectM bG oups 7 }

eoPower St at eChange

END
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9.3. The PONER- ATTRI BUTES-M B M B Modul e

R Rk b Sk b b O R Sk I kS R IR S S S Sk S S SRR Ik S b O

-- This MB nodule is used to nonitor power attributes of
-- networked devices with neasurenents.

-- This MB nodule is an extension of energyQjectMb nodul e.

R b Sk b o S R R Rk Ok S Sk b b S Rk Ik kS o S S R Ik ko R R

PONER- ATTRI BUTES-M B DEFINI TIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY,
OBJECT- TYPE,
m b- 2,
I nt eger 32, Unsi gned32

FROM SNWPv2- SM
MODULE- COVPLI ANCE,
OBJECT- GROUP

FROM SNWVPv2- CONF
UnitMiltiplier
FROM ENERGY- OBJECT- M B

ent Physi cal | ndex

FROM ENTI TY- M B;

power At tri butesM B MODULE- | DENTI TY

LAST- UPDATED "201502090000Z" -- 9 February 2015
ORGANI ZATI ON "I ETF EMAN Wor ki ng G oup”
CONTACT- | NFO

"WG charter:

http://datatracker.ietf.org/wy/ eman/charter/

Mai ling Lists:
Ceneral Discussion: eman@etf.org

To Subscri be:
https://ww. ietf.org/ mailman/listinfo/enman

Ar chi ve:
http://ww.ietf.org/ mail-archive/ web/eman
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DESCRI PTI ON
"Copyright (c) 2015 IETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’'s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This MB is used to report AC power attributes in devices.
The table is a sparse augnentation of the eoPowerTable table
fromthe energyQjectMb nodule. Both three-phase and

si ngl e- phase power configurations are supported.

As a requirement for this MB nodule, RFC 7461 SHOULD be
i mpl enent ed.

Modul e Conpliance of ENTITY-MB v4 with respect to
entity4CRConpl i ance MJUST be supported which requires
i npl ement ati on of four M B objects: entPhysicallndex,
ent Physi cal O ass, ent Physi cal Name, and ent Physi cal UUI D. "
REVI SI ON "201502090000Z" -- 9 February 2015
DESCRI PTI ON
"Initial version, published as RFC 7460"

:={ mb-2 230 }

power Attri but esM BConform OBJECT | DENTI FI ER
.= { powerAttributesMB 0 }

power At tri but esM BObj ects OBJECT | DENTI FI ER
c:={ powerAttributesMB 1 }

-- (bjects
e0ACPwr At tri but esTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF EoACPwr Attri butesEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains power attributes neasurenments for
supported ent Physical I ndex entities. It is a sparse

extensi on of the eoPower Table."
c:={ powerAttributesM BObjects 1}

e0ACPw At tri butesEntry OBJECT- TYPE
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SYNTAX EOACPwW Attri but esEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This is a sparse extension of the eoPowerTable with
entries for power attributes nmeasurenents or
configuration. Each neasured val ue corresponds to an
attribute in | EC 61850-7-4 for non-phase neasurenents
wi thin the object MWN."

I NDEX { ent Physi cal | ndex }

::={ eocACPwrAttributesTable 1 }

EOACPwW Attri butesEntry ::= SEQUENCE {
e0ACPwr At t ri but esConfi guration | NTEGER,
e0ACPwr At tri but esAvgVol t age I nt eger 32,
e0ACPwr At t ri but esAvgCur r ent Unsi gned32,
eoACPwr At tri but esFrequency I nt eger 32,
€0ACPwW At tri butesPowerUnitMultiplier UnitMultiplier,
e0ACPwr At t ri but esPower Accur acy I nt eger 32,
e0ACPwW At tri but esTot al Acti vePower I nt eger 32,

e0ACPwW At tri but esTot al Reacti vePower | nt eger 32,
e0ACPwr At t ri but esTot al Appar ent Power | nt eger 32,

e0ACPwr At tri but esTot al Power Fact or I nt eger 32,
€0ACPw At t ri but esThdCur r ent I nt eger 32,
e0ACPwr At tri but esThdVol t age I nt eger 32

}

e0ACPwr At t ri but esConfigurati on OBJECT- TYPE
SYNTAX | NTEGER {

sngl (1),
del (2),
} wye(3)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Configuration describes the physical configurations of
t he power supply lines:

* alternating current, single phase (SNQ)
* alternating current, three-phase delta (DEL)
* alternating current, three-phase Y (WE)

Thr ee- phase configurations can be either connected in a

triangular delta (DEL) or star Y (WE) system WE

systenms have a shared neutral voltage, while DEL systens

do not. Each phase is offset 120 degrees to each other."
.= { eoACPwrAttributesEntry 1 }
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e0ACPw At tri but esAvgVol t age OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "0.1 Volt AC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A nmeasured val ue for average of the voltage neasured
over an integral nunber of AC cycles. For a three-phase
system this is the average voltage (V1+V2+V3)/3. |EC
61850- 7-4 measured value attribute "Vol’."

:={ eocACPwrAttributesEntry 2 }

€0ACPwW At tri but esAvgCurrent OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "anper es"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A nmeasured val ue for average of the current neasured
over an integral nunber of AC cycles. For a three-phase
system this is the average current (l11+12+13)/3. [1EC
61850-7-4 attribute 'Anp ."

::={ eocACPwrAttributesEntry 3 }

e0ACPwr At t ri but esFrequency OBJECT- TYPE

SYNTAX I nt eger 32 (4500. . 6500)

UNI TS "0.01 hertz"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A nmeasured val ue for the basic frequency of the AC
circuit. |EC 61850-7-4 attribute "Hz'."

::={ eocACPwrAttributeskEntry 4 }

e0ACPw At t ri but esPower Unit Mul ti plier OBJECT- TYPE

SYNTAX UnitMil tiplier
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The magni tude of watts for the usage value in
e0ACPw At tri but esTot al Acti vePower ,
e0ACPw At t ri but esTot al React i vePower ,
and eoACPwr Attri but esTot al Appar ent Power neasurenents.
For three-phase power systems, this will also include
e0ACPwr At tri but esWeActi vePower ,
e0ACPwr At tri but esWweReact i vePower, and
e0ACPw At t ri but esWeAppar ent Power . "

.= { eoACPwrAttributesEntry 5 }
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e0ACPw At t ri but esPower Accuracy OBJECT- TYPE

SYNTAX I nteger32 (0..10000)
UNI TS "hundr edt hs of percent”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

March 2015

"This object indicates a percentage value, in hundredths of a
percent, representing the presuned accuracy of active,

reactive, and apparent power usage reporting. For

exanpl e, 1010 neans the reported usage is accurate to +/-

10.1 percent. This value is zero if the accuracy is

unknown.

ANSI and | EC define the followi ng accuracy cl asses for
power mneasurenent: | EC 62053-22 & 60044-1 class 0.1, 0.2,

0.5, 1, & 3.
ANS| C12.20 class 0.2 & 0.5"
.= { eoACPwrAttributesEntry 6 }

eoACPwr At tri but esTot al Acti vePower OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "watts"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A measured val ue of the actual power delivered to or
consurmed by the load. |EC 61850-7-4 attribute 'TotW."

.= { eoACPwr AttributesEntry 7 }

eoACPwr At tri but esTot al Reacti vePower OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "vol t -anperes reactive"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A nmeasured val ue of the reactive portion of the apparent

power. |EC 61850-7-4 attribute 'TotVAr'."
.= { eoACPwrAttributesEntry 8 }

e0ACPwr At t ri but esTot al Appar ent Power OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "vol t - anper es”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A nmeasured val ue of the voltage and current that

determ nes the apparent power. The apparent power is the

vector sum of real and reactive power.
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Note: watts and volt-anperes are equivalent units and nay
be conbined. |EC 61850-7-4 attribute 'TotVA ."
::={ eocACPwrAttributesEntry 9 }

eoACPwr At t ri but esTot al Power Fact or OBJECT- TYPE

SYNTAX I nt eger 32 (-10000..10000)

UNI TS "hundr edt hs"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A nmeasured value ratio of the real power flowing to the
| oad versus the apparent power. It is dinensionless and

expressed here as a percentage value in hundredths. A power
factor of 100% i ndicates there is no inductance |oad and
thus no reactive power. A Power Factor can be positive or
negative, where the sign should be in |ead/lag (|EEE)
form |EC 61850-7-4 attribute " TotPF ."

::={ eoACPwrAttributesEntry 10 }

eoACPwr At t ri but esThdCurrent OBJECT- TYPE

SYNTAX I nt eger 32 (0..10000)
UNI TS "hundr edt hs of percent”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A cal culated value for the current total harnonic

distortion (THD). Method of calculation is not

specified. |EC 61850-7-4 attribute ' ThdAnp’."
:={ eoACPwrAttributesEntry 11 }

€0ACPw At tri but esThdVol t age OBJECT- TYPE

SYNTAX I nteger32 (0..10000)
UNI TS "hundr edt hs of percent”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A cal culated value for the voltage total harnonic

distortion (THD). The method of calculation is not

specified. |EC 61850-7-4 attribute ' Thdvol’."
::={ eoACPwrAttributesEntry 12 }

eoACPwr At t ri but esDel PhaseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EOACPwr Attri but esDel PhaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This optional table describes three-phase power attributes
measurenents in a DEL configuration with phase-to-phase
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power attributes neasurenents. Entities having single
phase power shall not have any entities. This is a
sparse extension of the eoACPw Attri but esTabl e.

These attributes correspond to neasurenments related to
the I EC 61850-7.4 MVWXU phase and neasur ed harnonic or
interharnmonics related to the MHAI phase."

c:={ powerAttributesM BCObjects 2 }

e0ACPwr At t ri but esDel PhaseEntry OBJECT- TYPE

SYNTAX EoACPwr At t ri but esDel PhaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry describes power neasurenents of a phase in a

DEL three-phase power. Three entries are required for each
supported ent Physi cal I ndex entry. Voltage neasurenents

are provided relative to each other.

For phase-to-phase neasurenents, the

e0ACPwr At t ri but esDel Phasel ndex i s conpared agai nst the
foll owi ng phase at +120 degrees. Thus, the possible
val ues are:

e0ACPwr At t ri but esDel Phasel ndex Next Phase Angl e

0 120
120 240
240 0

I NDEX { ent Physi cal | ndex, eoACPwr Attri but esDel Phasel ndex }
::={ eoACPwr AttributesDel PhaseTabl e 1}

EoACPwr At t ri but esDel PhaseEntry ::= SEQUENCE {
e0ACPwr At t ri but esDel Phasel ndex I nt eger 32,
e0ACPwr At t ri but esDel PhaseToNext PhaseVol t age I nt eger 32,
e0ACPwr At tri but esDel ThdPhaseToNext PhaseVol t age I nt eger 32

}

e0ACPw At t ri but esDel Phasel ndex OBJECT- TYPE
SYNTAX I nteger32 (0..359)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A phase angle typically corresponding to 0, 120, 240."
::={ eoACPwrAttributesDel PhaseEntry 1 }

e0ACPw At t ri but esDel PhaseToNext PhaseVol t age OBJECT- TYPE
SYNTAX I nt eger 32
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UNI TS "0.1 Volt AC'
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A nmeasured val ue of phase to next phase voltages, where
t he next phase is | EC 61850-7-4 attribute PPV ."
;.= { eoACPwrAttributesDel PhaseEntry 2 }

e0ACPw At tri but esDel ThdPhaseToNext PhaseVol t age OBJECT- TYPE

SYNTAX I nt eger 32 (0..10000)
UNI TS "hundr edt hs of percent”
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A cal cul ated value for the voltage total harnonic

di stortion for phase to next phase. Method of cal cul ation

is not specified. |EC 61850-7-4 attribute ’ThdPPV ."
::={ eoACPwrAttributesDel PhaseEntry 3 }

e0ACPw At t ri but esWwePhaseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF EOACPwr Attri but esWePhaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This optional table describes three-phase power attributes
nmeasurenents in a WE configuration with phase-to-neutra
power attributes nmeasurenents. Entities having single
phase power shall not have any entities. This is a sparse
extension of the eoACPw Attri butesTabl e

These attributes correspond to neasurenents related to
the I EC 61850-7.4 MWU phase and neasur ed harnoni c or
i nterharmonics related to the MHAI phase."

::={ powerAttributesM BObjects 3 }

e0ACPw At tri but eswePhaseEntry OBJECT- TYPE

SYNTAX EOACPwW At t ri but esWwePhaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e describes neasurenents of a phase in a WE

t hree- phase power system Three entries are required for
each supported ent Physical | ndex entry. Voltage
neasurenents are relative to neutral

Each entry describes power attributes of one phase of a

WYE t hr ee- phase power system”
I NDEX { ent Physi cal | ndex, eoACPwr Attri but esWePhasel ndex }
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::={ eoACPwr AttributesWePhaseTabl e 1}

EoACPwr At t ri but esWwePhaseEntry ::= SEQUENCE {
e0ACPwr At t ri but esWePhasel ndex I nt eger 32,
e0ACPwr At tri but esWwePhaseToNeutral Vol t age I nteger 32,
e0ACPw At t ri but esWweCurrent I nt eger 32,
e0ACPwWr At t ri but esWeAct i vePower I nt eger 32,
e0ACPwW At tri but esWeReact i vePower I nt eger 32,
e0ACPw At t ri but esWeAppar ent Power I nt eger 32,
e0ACPwr At t ri but esWePower Fact or I nt eger 32,
e0ACPwr At t ri but esWweThdCur r ent I nt eger 32,
e0ACPwW At tri but esWweThdPhaseToNeut ral Vol t age | nt eger 32
}
e0ACPw At t ri but esWwePhasel ndex OBJECT- TYPE
SYNTAX I nteger32 (0..359)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A phase angle typically corresponding to 0, 120, 240."
::={ eoACPwrAttributesWePhaseEntry 1 }

e0ACPwr At t ri but esWwePhaseToNeut r al Vol t age OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "0.1 Volt AC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A nmeasured val ue of phase to neutral voltage. |[|EC

61850-7-4 attribute "PNV ."
.= { eoACPwrAttributesWePhaseEntry 2 }

e0ACPwr At tri but esWweCurrent OBJECT- TYPE

SYNTAX | nt eger 32
UNI TS "0.1 anperes AC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A measured val ue of phase currents. |EC 61850-7-4

attribute "A."
1= { eoACPwr AttributesWwePhaseEntry 3 }

€0ACPw At tri but esWeActi vePower OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "watts"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"A nmeasured val ue of the actual power delivered to or
consumed by the load with the nagnitude indicated
separately in eoPowerUnitMultiplier. |EC 61850-7-4
attribute "W."

1= { eoACPwr AttributesWwePhaseEntry 4 }

€0ACPwW At tri but esWweReact i vePower OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "vol t-anperes reactive"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A nmeasured val ue of the reactive portion of the apparent

power with the nagnitude of indicated separately in

eoPowerUnitMiul tiplier. |EC 61850-7-4 attribute 'VAr'."
1= { eoACPwr AttributesWePhaseEntry 5 }

€0ACPw At tri but esWeAppar ent Power OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "vol t - anper es"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A nmeasured val ue of the voltage and current determ nes
the apparent power with the indicated separately in
eoPowerUnitMul tiplier. Active plus reactive power equals
the total apparent power.

Note: Watts and volt-anmperes are equivalent units and may
be conbined. |EC 61850-7-4 attribute 'VA ."
::={ eoACPwrAttributesWePhaseEntry 6 }

e0ACPwr At t ri but esWwePower Fact or OBJECT- TYPE

SYNTAX I nt eger 32 (-10000..10000)

UNI TS "hundr edt hs"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A measured value ratio of the real power flowing to the
| oad versus the apparent power for this phase. |EC

61850-7-4 attribute 'PF . Power Factor can be positive or
negative where the sign should be in lead/lag (|EEE)
form™"

::={ eoACPwrAttributesWePhaseEntry 7 }
e0ACPw At t ri but esweThdCurrent OBJECT- TYPE

SYNTAX | nt eger 32 (0..10000)
UNI TS "hundr edt hs of percent"
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A cal cul ated value for the voltage total harnonic
distortion (THD) for phase to phase. Method of
calculation is not specified.
| EC 61850-7-4 attribute ' ThdA ."

::={ eoACPwrAttributesWePhaseEntry 8 }

e0ACPwr At t ri but esWweThdPhaseToNeut r al Vol t age OBJECT- TYPE

SYNTAX | nt eger 32 (0..10000)

UNI TS "hundr edt hs of percent"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A cal cul ated val ue of the voltage total harnonic
distortion (THD) for phase to neutral. |EC 61850-7-4

attribute ' ThdPhV ."
.= { eoACPwrAttributesWePhaseEntry 9 }

-- Conformance
power At tri but esM BConpl i ances OBJECT | DENTI FI ER
c:={ powerAttributesMB 2 }

power Attri butesM BG oups OBJECT | DENTI FI ER
o= { powerAttributesMB 3}

power At t ri but esM BFul | Conpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"When this MBis inplenmented with support for read-
create, then such an inplenmentation can claimfull
conmpliance. Such devices can then be both nonitored and
configured with this MB.

Modul e Conpliance of RFC 6933 with respect to

entity4CRConpl i ance MJUST be supported which requires

i mpl enmentation of four M B objects: entPhysicallndex,

ent Physi cal O ass, ent Physi cal Name, and ent Physi cal UUI D. "
REFERENCE

"RFC 6933: Entity MB (Version 4)"

MODULE -- this nodul e
MANDATORY- GROUPS {
power ACPwr At t ri but esM BTabl eG oup

}
GROUP power ACPwr At tri but esOpt i onal M BTabl eG oup
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DESCRI PTI ON
"A conpliant inplenentation does not have
to inplenent.”

GROUP power ACPwr At t ri but esDel PhaseM BTabl eG oup
DESCRI PTI ON
"A conpliant inplenentation does not have to inplenent."

GROUP power ACPwr At t ri but esWePhaseM BTabl eG oup
DESCRI PTI ON

"A conmpliant inplenmentation does not have to inplenent.”
.= { powerAttributesM BConpliances 1 }

-- Units of Conformance

power ACPwr At t ri but esM BTabl eG oup OBJECT- GROUP
OBJECTS
-- Note that object entPhysicallndex is NOT
-- included since it is not-accessible
e0ACPw At t ri but esAvgVol t age,
e0ACPwr At t ri but esAvgCurrent,
e0ACPw At t ri but esFrequency,
e0ACPwr At tri but esPower Unit Mul tiplier,
e0ACPwr At tri but esPower Accur acy,
e0ACPwW At tri but esTot al Acti vePower,
e0ACPwW At tri but esTot al React i vePower ,
e0ACPwr At t ri but esTot al Appar ent Power ,
e0ACPwr At t ri but esTot al Power Fact or
}
STATUS current
DESCRI PTI ON
"This group contains the collection of all the power
attributes objects related to the Energy oject.”
::={ powerAttributesMBGoups 1}

power ACPwr At tri but esOpti onal M BTabl eG oup OBJECT- GROUP

OBJECTS {
e0ACPw At tri but esConfi gurati on,
e0ACPw At tri but esThdCurrent,
e0ACPwr At tri but esThdVol t age
}
STATUS current
DESCRI PTI ON

"This group contains the collection of all the power
attributes objects related to the Energy oject.”
::={ powerAttributesM BGoups 2}

power ACPwr At t ri but esDel PhaseM BTabl eG oup OBJECT- GROUP
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OBJECTS
-- Note that object entPhysicallndex and
-- eOoACPwr Attri but esDel Phasel ndex are NOT
-- included since they are not-accessible
e0ACPwr At t ri but esDel PhaseToNext PhaseVol t age,
e0ACPw At tri but esDel ThdPhaseToNext PhaseVol t age
}
STATUS current
DESCRI PTI ON

"This group contains the collection of all power
attributes of a phase in a DEL three-phase power system"”
;.= { powerAttributesM BG oups 3 }

power ACPwr At t ri but esWePhaseM BTabl eG oup OBJECT- GROUP
OBJECTS {
-- Note that object entPhysicallndex and
-- eOoACPw Attri but esWwePhasel ndex are NOT
-- included since they are not-accessible
e0ACPw At t ri but esWwePhaseToNeut r al Vol t age,
e0ACPw At t ri but esWweCurrent,
e0ACPwr At t ri but esWeActi vePower ,
e0ACPw At t ri but esWweReact i vePower ,
e0ACPw At t ri but esWeAppar ent Power ,
€0ACPw At tri but esWePower Fact or,
e0ACPw At tri but esWweThdPhaseToNeut r al Vol t age,
e0ACPwWr At t ri but esWweThdCur r ent
}
STATUS current
DESCRI PTI ON
"This group contains the collection of all power
attributes of a phase in a WE three-phase power system"
c:={ powerAttributesM BG oups 4 }

END
10. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-write and/or read-create. Such

obj ects may be considered sensitive or vulnerable in some network
environnments. The support for SET operations in a non-secure

envi ronnment wi thout proper protection opens devices to attack. These
are the tables and objects and their sensitivity/vulnerability:

- Unaut hori zed changes to the eoPower CperState (via the
eoPower Adm nState ) MAY disrupt the power settings of the
di fferent Energy bjects and, therefore, the state of
functionality of the respective Energy bjects.
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- Unaut hori zed changes to the eoEnergyParanet ersTabl e MAY di srupt
energy neasurenent in the eoEnergyTable table.

SNMP versions prior to SNWPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/del ete) the objects in this
M B nodul e.

| mpl enent ati ons SHOULD provi de the security features described by the
SNWPv3 framework (see [ RFC3410]), and inplenentations claimng
conpliance to the SNMPv3 standard MJUST include full support for

aut hentication and privacy via the User-based Security Mdel (USM

[ RFC3414] with the AES ci pher algorithm|[RFC3826]. |Inplenmentations
MAY al so provide support for the Transport Security Mdel (TSM

[ RFC5591] in conbination with a secure transport such as SSH

[ RFC5592] or TLS/ DTLS [ RFC6353].

Furt her, deploynent of SNMP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to indeed GET or SET (change/create/ del ete) them

In certain situations, energy and power nonitoring can revea
sensitive information about individuals activities and habits.

I mpl enentors of this specification should use appropriate privacy
protections as discussed in Section 9 of RFC 6988 and nonitoring of
i ndi vidual s and hones should only occur with proper authorization

11. | ANA Consi der ati ons

The M B nodules in this docunent use the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
| ANAPower St at eSet - M B { mb-2 228 }
ener gyChj ect M B { mb-2 229 }
power Attri butesM B { mb-2 230}
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11.

12.

12.

1. | ANAPower St at eSet - M B Modul e

The initial set of Power State Sets are specified in [RFC7326]. | ANA
mai ntai ns a Textual Convention PowerStateSet in the

| ANAPower St at eSet - M B nodul e (see Section 9.1), with the initial set
of Power State Sets and the Power States within those Power State
Sets as proposed in the [RFC7326]. The current version of

Power St at eSet Textual Convention can be accessed

<http://ww. i ana. or g/ assi gnnent s/ power - st at e- set s>.

New assi gnnents (and potential deprecation) to Power State Sets shall
be admi nistered by | ANA and the gui delines and procedures are
specified in [RFC7326], and will, as a consequence, update the
Power St at eSet Text ual Conventi on.
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