I nt ernet Engi neering Task Force (I ETF) C. Dearl ove

Request for Comments: 7466 BAE Systens ATC
Updates: 6130, 7181 T. d ausen
Cat egory: Standards Track LI X, Ecol e Pol yt echni que
| SSN: 2070-1721 March 2015

An Optimzation for the Mbile Ad Hoc Network (MANET)
Nei ghbor hood Di scovery Protocol (NHDP)

Abst r act

The link quality nechani smof the Mbile Ad Hoc Network (MANET)

Nei ghbor hood Di scovery Protocol (NHDP) enables "ignoring" sone 1-hop
nei ghbors if the neasured link quality fromthat 1-hop neighbor is
bel ow an acceptable threshold while still retaining the correspondi ng
link information as acquired fromthe HELLO nessage exchange. This
all ows i nredi ate reinstatenent of the 1-hop neighbor if the link
quality later inproves sufficiently.

NHDP al so col |l ects information about symretric 2-hop nei ghbors.
However, it specifies that if alink froma symetric 1-hop nei ghbor
ceases being symretric, including while "ignored" (as described
above), then corresponding symmetric 2-hop nei ghbors are renoved.
This may lead to synmetric 2-hop nei ghborhood i nformati on bei ng
permanently renmoved (until further HELLO nessages are received) if
the link quality of a symretric 1-hop nei ghbor drops bel ow t he
acceptabl e threshold, even if only for a nonent.

This specification updates RFC 6130 "Mbile Ad Hoc Network (MANET)

Nei ghbor hood Di scovery Protocol (NHDP)" and RFC 7181 "The Optim zed
Link State Routing Protocol Version 2 (OLSRv2)" to permt, as an
option, retaining, but ignoring, synmretric 2-hop information when the
link quality fromthe correspondi ng 1-hop nei ghbor drops bel ow the
acceptabl e threshold. This allows inmrediate reinstatenent of the
symmetric 2-hop neighbor if the link quality later inproves
sufficiently, thus making the symetric 2-hop nei ghborhood nore
"robust".
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Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/infol/rfc7466

Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1

I ntroduction

Section 14 of the MANET Nei ghborhood Di scovery Protocol (NHDP)

[ RFC6130] contains a |ink adm ssion nechani sm known as "link quality"
that allows a router using that protocol to "take considerations

ot her than nessage exchange into account for determ ning when a |link
is and is not a candidate for being considered as HEARD or
SYMVETRIC." Specifically, [RFC6130] pernmits a router to disallow
consi deration of some of its 1-hop neighbors for as long as the
quality of the Iink fromthat 1-hop neighbor is bel ow an acceptable
link quality threshol d.

A feature of this mechanismis that while the Iink quality renains

too low, the link information, established by the exchange of HELLO
nmessages, is retained. Thus, if the link quality |later goes above

the required threshold (note that a hysteresis mechani sm neans that
two thresholds are used), then the Iink is i mediately established

and will be imediately avail able for use.

[ RFC6130] collects not only 1-hop nei ghbor information, but also

i nformati on about symmetric 2-hop neighbors. However, [RFC6130]
specifies that if a 1-hop nei ghbor was, but no longer is, considered
symretric, then the corresponding 2-Hop Tuples that may have been
recorded for that 2-hop neighbor are to be renoved without a
retention nechanismfor a (possibly tenporary) loss due to link
quality.

This means that if there is a short period in which link quality is
too low, then when the link quality is re-established all 1-hop

nei ghbor information is i mediately avail able for use again.
However, the correspondi ng synmetric 2-hop nei ghbor information has
been renoved and is not available for use until restored by receipt
of the next correspondi ng HELLO nessage.

This specification describes how [ RFC6130] can be nodified to avoid
this situation by retaining (but not using) 2-hop information

simlar to what is done with 1-hop information. This nodification is
strictly optional, and routers that do and do not inplenent it can
interwork entirely successfully (as they also can with different |ink
quality specifications). |In addition, by a suitable interpretation
(that ignored 2-Hop Tuples are not externally advertised), this
change can be invisible to any other protocols using [ RFC6130], in
particul ar [RFC7181]. However, the inpact on [ RFC7181] when 2-Hop
Tupl es are not so handled is also described (owing to the existence
of inplenmentations of that protocol that are not nodul arly separated
from[RFC6130]).

This specification therefore updates [ RFC6130] and [ RFC7181].
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This update to [ RFC6130] does not change the definition of a
symretric 2-hop nei ghbor but adds new state information to each 2-Hop
Tupl e of [RFC6130]. This is to retain sonme 2-hop nei ghbor
information while recording it as currently not to be used. The new
state informati on and retained 2-Hop Tuples are reflected in the
correspondi ng tables of the updated NHDP-M B nodul e [ NHDP- M B] .

2. Terninol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in

[ RFC2119] .

Additionally, this docunment uses the terninology of [RFC6130] and
[ RFC7181] .

3. Applicability Statenent

This specification updates [ RFC6130]. The optim zation presented in
this specification is sinply pernissive, as it allows retaining

i nformation that otherwi se woul d have been renoved but does not use
that information except when it could have been used by [ RFC6130].

This can, in sone cases, ensure that the symetric 2-hop nei ghborhood
is nore robust against tenporary link quality changes and
consequently yields a nore stable network. The only other
consequence of this optimzation is that state for sone otherw se
expired 2-Hop Tuples nmay be maintai ned for |onger

This specification also updates [ RFC7181]. This could have been
avoi ded had instead [ RFC6130] been updated so as to neke the changes
toit invisible to any other protocol using it. However, as it is
known that some inplenmentations of [RFC7181] are not independent of
the inplenmentation of [RFC6130] that they use, it is useful to

i ndicate the direct inpact on [ RFC7181].

A router that inplenents the optim zation described in this
specification will interoperate successfully with routers that
i npl ement [ RFC6130] but do not inplenent this optimzation

4. Changes to NHDP
The follow ng changes are made to [RFC6130] if using this
specification. Note that while this specification is OPTIONAL, if

any of these changes are nade, then all of these changes MJST be
made.
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4. 1.

Interface Infornation Bases

The 2-Hop Set is nodified by adding this additional elenment to each
2-Hop Tupl e:

In

N2 lost is a boolean flag, which indicates the state of the
correspondi ng Link Tuple. |If L _status = SYMMETRI C (and t hus
L lost = false), then N2_lost = false. If L_SYMtinme has not
expired, and L_lost = true (and hence L_status = LOST), then
N2 | ost = true.

all other cases, including other cases with L_status = LOST, there

will be no such 2-Hop Tupl es.

HELLO Message Processing
Section 12.6 of [RFC6130], nmke the foll ow ng changes:

In point 2, change "L_status = SYMVETRIC' to "L_SYMtinme not
expired".

In point 2, point 1, point 1, under "then create a 2-Hop Tuple
with:", add a second bullet point "N2 lost: = L_lost”. (Note that
"2-Hop Nei ghbor Tuple" has been corrected here to "2-Hop Tupl e"
per [Err4276].)

I nf ormati on Base Changes
Section 13, replace the second bullet point wth:
A Link Tuple's L_status changes from SYMVMETRIC, L_SYMtine

expires, or the Link Tuple is renoved. |In this case, the actions
specified in Section 13.2 are perforned.

Repl ace the paragraph after the bullet points wth:

| f

a Link Tuple is renoved, or if L _HEARD tine expires and either

L_status changes from SYMVETRIC or L_SYMtinme expires, then the
actions specified in Section 13.2 MJST be perfornmed before the
actions specified in Section 13.3 are performed for that Link Tuple.
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In Section 13.2 of [RFC6130], add the follow ng before all other
text:

For each Link Tuple that has L_SYMtine not expired:
1. If L_SYMtine then expires, or if the Link Tuple is renoved:
1. Renove each 2-Hop Tuple for the sane MANET interface with

+ N2_nei ghbor_iface_addr_list contains one or nore network
addresses in L_neighbor _iface_addr_|Iist.

2. If L_status then changes from SYMVETRIC to LOST because L_lost is
set to true

1. For each 2-Hop Tuple for the same MANET interface wth:

+ N2_nei ghbor _iface_addr _|list contains one or nore network
addresses in L_neighbor _iface addr _|ist;

set N2_lost := true.

Al so, in Section 13.2 of [RFC6130], renmove point 1 and renunber point
2 as point 1.

4.4, Constraints

In Appendi x B of [RFC6130], under "lIn each 2-Hop Tuple:", change the
first bullet point to:

0 There MUST be a Link Tuple associated with the same MANET
interface wth:

* L_neighbor_iface_addr_list = N2_nei ghbor _iface_addr_list; AND
* L _SYMtine not expired; AND
* L_lost = N2_|l ost.
5. Changes to OLSRv2
If the inplenentation of [RFC6130] conceals from any protocol using
it the existence of all 2-Hop Tuples with N2 _|lost = true, then no

changes are required to any protocol using [ RFC6130]; in particular
no changes are required to [ RFC7181].
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However, if instead the inplenentation of [RFC6130] nakes all 2-Hop
Tupl es visible, including those with N2_lost = true, then protocols
usi ng [ RFC6130] MJIST ignore such 2-Hop Tupl es.

For [RFC7181], given that this protocol uses 2-hop information for
Mul tipoint Relay (MPR) Set and Routing Set cal cul ati on but does not
include that information in control traffic, this means that an

i mpl enent ati on nust be behaving (i) as if a 2-Hop Tuple only exists
if N2_lost=false and (ii) as if a change of N2_lost (fromfalse to
true, or true to false) corresponds to a 2-Hop Tupl e appearing or
bei ng removed. Specifically, this neans behaving as if all of the
foll owi ng changes were to be nmade to [ RFC7181]:

o0 In Section 17.6 of [RFC7181], point 1, replace the final two
bull et points with:

* A 2-Hop Tuple with N2_out_netric !
= false is added or renopved; OR

UNKNOWN_METRI C and N2_| ost

* A 2-Hop Tuple with N2 _out _netric !
changed; OR

UNKNOWN_METRI C has N2_| ost

* The N2_out_netric of any 2-Hop Tuple with N2_lost = fal se
changes, and either the flooding MPR sel ection process uses
metric values (see Section 18.4), or the change is to or from
UNKNOWN_METRI C.

0o In Section 17.6 of [RFC7181], point 3, replace the final two
bull et points with:

* A 2-Hop Tuple with N2_in_netric !
fal se is added or renpved; OR

UNKNOAN_ METRI C and N2 | ost =
* A 2-Hop Tuple with N2_in_netric !'= UNKNOAN_METRI C has N2_| ost
changed; OR

* The N2_in_netric of any 2-Hop Tuple with N2 _|ost = fal se
changes.

0o In Section 17.7 of [RFC7181], in the fifth bullet point, add "and
N2 lost = false"” after "N2 _out_netric != UNKNOAN_METRI C'.

0 In Section 18.4 of [RFC7181], in the third bullet point, add ",
N2 lost = false" after "N2_out_netric !'= UNKNOAN_METRI C'.

0o In Section 18.5 of [RFC7181], in the third bullet point, add ",
N2 lost = false" after "N2_in_netric != UNKNOWN_METRI C'.
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6.

7.

7.

7.

0 In Section 19.1 of [RFC7181], in the final nmain bullet point
(marked as "(OPTIONAL)"), add "and N2 _|ost = false" after
"N2_out _nmetric !'= UNKNOAWN_METRI C'.

o0 In Appendix C 7 of [RFC7181], in point 1, add "and N2_lost =
false" after "N2_out _netric !'= UNKNOWN_METRI C'.

Security Considerations

The update to [ RFC6130] enables the retention and reuse of sone

i nformation collected by that protocol, for only the duration that it
could have been used in any case. As such, this protocol introduces
no new security considerations to an inplenentation of [RFC6130] or
of any other protocol that uses it, such as [RFC7181].
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