I nt ernet Engi neering Task Force (I ETF) C. Evans

Request for Comments: 7469 C. Pal ner
Cat egory: Standards Track R Sl eevi
| SSN: 2070-1721 Googl e, Inc.

April 2015

Public Key Pinning Extension for HITP
Abstr act

Thi s docunent defines a new HTTP header that allows web host
operators to instruct user agents to renmenber ("pin") the hosts
cryptographic identities over a period of time. During that tine,
user agents (UAs) will require that the host presents a certificate
chain including at | east one Subject Public Key Info structure whose
fingerprint nmatches one of the pinned fingerprints for that host. By
effectively reducing the nunber of trusted authorities who can

aut henticate the domain during the lifetime of the pin, pinning may
reduce the incidence of man-in-the-mddle attacks due to conpromn sed
Certification Authorities.

Status of This Meno
This is an Internet Standards Track docunent.

This docunment is a product of the Internet Engi neering Task Force
(ITETF). It represents the consensus of the I ETF comunity. |t has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtai ned at
http://ww. rfc-editor.org/info/rfc7469
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1. Introduction

Thi s docunent defines a new HTTP header that enables UAs to determ ne
whi ch Subj ect Public Key Info (SPKI) structures will be present in a
web host’s certificate chain in future Transport Layer Security (TLS)
[ RFC5246] connecti ons.

Depl oyi ng Public Key Pinning (PKP) safely will require operationa
and organi zational maturity due to the risk that hosts may nake

t hensel ves unavail able by pinning to a set of SPKlIs that becones
invalid (see Section 4). Wth care, host operators can greatly
reduce the risk of man-in-the-mddle (MTM attacks and ot her false-
aut hentication problens for their users w thout incurring undue risk.

PKP is meant to be used together with HTTP Strict Transport Security
(HSTS) [ RFC6797], but it is possible to pin keys w thout requiring
HSTS.

A Pinis a relationship between a hostnane and a cryptographic
identity (in this document, one or nore of the public keys in a chain
of X. 509 certificates). Pin Validation is the process a UA perforns
to ensure that a host is in fact authenticated with its previously
establ i shed Pin.

Key pinning is a trust-on-first-use (TOFU) nechanism The first tinme
a UA connects to a host, it lacks the infornmation necessary to
perform Pin Validation; UAs can only apply their nornmal cryptographic
identity validation. (In this docunment, it is assuned that UAs apply
X. 509 certificate chain validation in accord with [ RFC5280].)

The UA will not be able to detect and thwart a M TM attacki ng the
UA's first connection to the host. (However, the requirenent that
the M TM provide an X. 509 certificate chain that can pass the UA's
validation requirements, without error, nmitigates this risk
somewhat.) Wbrse, such a MTMcan inject its own PKP header into the
HTTP stream and pin the UAto its own keys. To avoid post facto
detection, the attacker would have to be in a position to intercept
all future requests to the host fromthat UA

Thus, key pinning as described in this docunent is not a perfect

def ense agai nst M TM attackers capabl e of passing certificate chain
val i dati on procedures -- nothing short of pre-shared keys can be.
However, it provides significant value by allow ng host operators to
limt the nunber of certification authorities that can vouch for the
host’s identity, and allows UAs to detect in-process MTM attacks
after the initial conmunication
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1.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Server and dient Behavior
2.1. Response Header Field Syntax

The "Public-Key-Pi ns" and "Public-Key-Pi ns-Report-Only" header
fields, also referred to within this specification as the PKP and
PKP- RO header fields, respectively, are new response headers defi ned
in this specification. They are used by a server to indicate that a
UA should perform Pin Validation (Section 2.6) for the host enmitting
the response nessage, and to provide the necessary information for
the UA to do so.

Fi gure 1 describes the syntax (Augnented Backus-Naur Form) of the
header fields, using the granmar defined in [ RFC5234] and the rules
defined in Section 3.2 of [RFC7230]. The field values of both header
fields conformto the sane rules.

Public-Key-Directives = directive *( OM5 ";" OA5 directive )
directive = directive-nane [ "=" directive-val ue ]
directive-nane = t oken

directive-val ue = token

/ quoted-string
Fi gure 1: HPKP Header Syntax
Optional white space (OAB) is used as defined in Section 3.2.3 of
[ RFC7230]. token and quoted-string are used as defined in
Section 3.2.6 of [RFC7230].

The directives defined in this specification are described bel ow
The overall requirenments for directives are:

1. The order of appearance of directives is not significant.

2. Wth the exception of pin-directives with the sane pin-directive-
nane (see below), a given directive MUST NOT appear nore than
once in a given header field. Directives are either optional or
required, as stipulated in their definitions.

3. Directive nanes are case insensitive.
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2.

4. UAs MJST ignore any header fields containing directives, or other

1

header field value data, that do not conformto the syntax
defined in this specification. |In particular, UAs nust not
attenpt to fix mal formed header fields.

5. If a header field contains any directive(s) the UA does not
recogni ze, the UA MJST ignore those directives

6. |If the PKP or PKP-RO header field otherw se satisfies the above
requirenents (1 through 5), the UA MIST process the directives it
recogni zes

Addi tional directives extending the semantic functionality of the
header fields can be defined in other specifications. The first such
specification will need to define a registry for such directives.
Such future directives will be ignored by UAs inplenenting only this
specification, as well as by generally non-conformn ng UAs.

When a connection passes Pin Validation using the UA's noted Pins for
the host at the time, the host becones a Known Pinned Host.

1. The Pin Directive

The pin directive specifies a way for web host operators to indicate
a cryptographic identity that should be bound to a given web host.
The syntax of a pin directive is as follows:

pi n-directive-name "=" pin-directive-val ue

pi n-directive
pin-directive-nane = "pin-" token
pi n-di rective-value = quoted-string

Figure 2: Pin Directive Syntax

In the pin-directive, the token is the name of a cryptographic hash

algorithm The only algorithmallowed at this tinme is "sha256"

i.e., the hash al gorithm SHA256 [ RFC6234]; additional al gorithns nmay
be allowed for use in this context in the future. The quoted-string
is a sequence of base 64 digits: the base64-encoded SPKI Fi ngerprint
[ RFCA648] (see Section 2.4).

According to the processing rules of Section 2.1, the UA MJST ignore
pin-directives with tokens nam ng hash algorithns it does not
recognize. |If the set of remaining effective pin-directives is
enpty, and if the host is a Known Pinned Host, the UA MJST cease to
consi der the host as a Known Pinned Host (the UA should fail open).
The UA should indicate to users that the host is no |longer a Known
Pi nned Host.
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Not e, per the processing rules of Section 2.1, the pin-directive-nane
is case insensitive

2.1.2. The max-age Directive

The "max-age" directive specifies the nunber of seconds after the
reception of the PKP header field during which the UA SHOULD regard
the host (from whomthe nessage was received) as a Known Pinned Host.

The "max-age" directive is REQURED to be present within a "Public-
Key- Pi ns" header field. The "max-age" directive is neaningl ess
within a "Public-Key-Pi ns-Report-Only" header field, and UAs MJST
ignore it and not cache the header. See Section 2.3.3.

The max-age directive is REQURED to have a directive value, for
whi ch the syntax (after quoted-string unescaping, if necessary) is
defined as:

max- age- val ue = del ta-seconds
delta-seconds = 1*DIG T

Fi gure 3: max-age Val ue Synt ax
del ta-seconds is used as defined in [RFC7234], Section 1.2.1.
See Section 2.3.3 for linitations on the range of values for nax-age.
2.1.3. The includeSubDonains Directive

The OPTI ONAL i ncl udeSubDonains directive is a val uel ess directive
that, if present (i.e., it is "asserted"), signals to the UA that the
Pinning Policy applies to this Pinned Host as well as any subdomnai ns
of the host’s domai n nane.

2.1.4. The report-uri Directive

The OPTIONAL report-uri directive indicates the URI to which the UA
SHOULD report Pin Validation failures (Section 2.6). The UA POSTs
the reports to the given URI as described in Section 3.

When used in the PKP or PKP-RO headers, the presence of a report-uri
directive indicates to the UA that in the event of Pin Validation
failure it SHOULD POST a report to the report-uri. |If the header is
Publ i c- Key-Pins, the UA should do this in addition to term nating the
connection (as described in Section 2.6).
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2.

Hosts may set report-uris that use HITP or HTTPS. |f the schene in
the report-uri is one that uses TLS (e.g., HITPS), UAs MJST perform
Pi nning Validation when the host in the report-uri is a Known Pinned
Host; similarly, UAs MJST apply HSTS if the host in the report-uri is
a Known HSTS Host.

Note that the report-uri need not necessarily be in the sane Internet
domai n or web origin as the host being reported about.

UAs SHOULD make their best effort to report Pin Validation failures
to the report-uri, but they may fail to report in exceptiona
conditions. For exanple, if connecting the report-uri itself incurs
a Pinning Validation failure or other certificate validation failure,
the UA MUST cancel the connection. Sinmlarly, if Known Pinned Host A
sets a report-uri referring to Known Pinned Host B, and if B sets a
report-uri referring to A, and if both hosts fail Pin Validation, the
UA SHOULD detect and break the loop by failing to send reports to and
about those hosts.

In any case of report failure, the UA MAY attenpt to re-send the
report |ater.

UAs SHOULD Iimt the rate at which they send reports. For exanple,
it is unnecessary to send the sane report to the sane report-uri nore
than once per distinct set of declared Pins.

1.5. Exanples

Fi gure 4 shows sone exanpl e PKP and PKP-RO response header fields.
(Lines are folded to fit.)

Publ i c- Key- Pi ns: max- age=3000;
pi n- sha256="d6qzRu9zOECb90Uez27xW t Nsj 0e1MI7Ck YYkVoZWrVE" ;
pi n- sha256="E9CZ9| NDbd+2eRQoz YqqbQyXLVKB9+xcpr M+44Ulg="

Publ i c- Key- Pi ns: nax- age=2592000;
pi n- sha256="E9CZ9| NDbd+2eRQoz YqqbQ@yXLVKB9+xcpr M+44Ulg="
pi n- sha256="LPJNul +wow4n6Dsqgxbni nhs\WH wf pO0JecwQz YpOLnCQ="

Publ i c- Key- Pi ns: max- age=2592000;
pi n- sha256="E9CZ9| NDbd+2eRQoz Yqqb@y XLVKB9+xcpr MF+44Ulg="
pi n- sha256="LPJNul +wowdn6Dsgxbni nhsVWH wf p0JecwQz YpOLnTCQ=" ;
report-uri="http://exanple.conf pkp-report"

Publ i c- Key- Pi ns- Report-Only: max-age=2592000;
pi n- sha256="E9CZ9l NDbd+2eRQoz YqqbQyXLVKB9+xcpr M+44Ulg=";
pi n- sha256="LPJNul +wowdnbDsgxbni nhsVWH wf p0JecwQz YpOLNTCQ=" ;
report-uri="https://other.exanpl e.net/pkp-report"”
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2.

2.

2.

Publ i c- Key- Pi ns:
pi n- sha256="d6qzRu9zOEChb90Uez27xW t Nsj 0e IMI7 K YYKVOZWrVE" ;
pi n- sha256="LPJNul +wowdnBDsgxbni nhsVWH wf p0JecwQz YpOLnTCQ=" ;
max- age=259200

Publ i c- Key- Pi ns:
pi n- sha256="d6qzRu9zOECb90Uez27xW t Nsj 0e1Md7Ck YYkVOZWhVE" ;
pi n- sha256="E9CZ9| NDbd+2eRQoz Yqqb@y XLVKB9+xcpr MF+44Ulg="
pi n- sha256="LPJINul +wow4nBDsqgxbni nhs\WH wf p0JecwQz YpOLnCQ=" ;
max- age=10000; i ncl udeSubDomai ns

Figure 4: HTTP Public Key Pinning (HPKP) Header Exanples

2. Server Processing Mde

2.

2.

This section describes the processing nodel that Pinned Hosts

i npl ement. The nodel has 2 parts: (1) the processing rules for HITP
request messages received over a secure transport (e.g.

aut henti cat ed, non-anonynmous TLS); and (2) the processing rules for
HTTP request nessages received over non-secure transports, such as
TCP.

1. HITP-over-Secure-Transport Request Type

When replying to an HTTP request that was conveyed over a secure
transport, a Pinned Host SHOULD include in its response exactly one
PKP header field, exactly one PKP-RO header field, or one of each
Each instance of either header field MJST satisfy the grammar
specified in Section 2. 1.

Establ i shing a given host as a Known Pinned Host, in the context of a
given UA, is acconplished as foll ows:

1. Over the HITP protocol running over secure transport, by
correctly returning (per this specification) at |east one valid
PKP header field to the UA

2.  Through ot her nechani sns, such as a client-side prel oaded Known
Pi nned Host List.

2. HITP Request Type

Pi nned Hosts SHOULD NOT incl ude the PKP header field in HTTP
responses conveyed over non-secure transport. UAs MJST ignore any
PKP header received in an HTTP response conveyed over non-secure
transport.
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2.3. User Agent Processing Mde

The UA processing nodel relies on parsing domain names. Note that
i nternationalized domai n names SHALL be canoni calized according to
the schene in Section 10 of [RFC6797].

2.3.1. Public-Key-Pins Response Header Field Processing

If the UA receives, over a secure transport, an HTTP response that

i ncludes a PKP header field conformng to the granmar specified in
Section 2.1, and there are no underlying secure transport errors or
war ni ngs (see Section 2.5), the UA MJST either

0 Note the host as a Known Pinned Host if it is not already so noted
(see Section 2.3.3),

or,

0 Update the UA's cached information for the Known Pinned Host if
any of the max-age, includeSubDomains, or report-uri header field
val ue directives convey information different fromthat already
mai nt ai ned by the UA

The max-age value is essentially a "tinme to live" value relative to
the time of the nost recent observation of the PKP header field. |If
t he max-age header field value token has a value of 0, the UA MUST
remove its cached Pinning Policy information (including the

i ncl udeSubDomai ns directive, if asserted) if the Pinned Host is
Known, or, MJST NOT note this Pinned Host if it is not yet Known.

If a UA receives nore than one PKP header field or nore than one PKP-
RO header field in an HTTP response nessage over secure transport,
then the UA MJST process only the first PKP header field (if present)
and only the first PKP-RO header field (if present).

If the UA receives the HTTP response over insecure transport, or if
the PKP header is not a Valid Pinning Header (see Section 2.5), the
UA MUST ignore any present PKP header field(s). Similarly, if the UA
recei ves the HITP response over insecure transport, the UA MJST

i gnore any present PKP-RO header field(s). The UA MJST ignore any
PKP or PKP-RO header fields not conformng to the grammar specified
in Section 2.1.
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2.3.2. Interaction of Public-Key-Pins and Public-Key-Pi ns-Report-Only

A server MAY set both the "Public-Key-Pins" and "Public-Key-Pins-
Report-Only" headers sinultaneously. The headers do not interact

wi th one another, but the UA MJST process the PKP header and SHOULD
process both.

The headers are processed according to Section 2.3. 1.

When t he PKP-RO header is used with a report-uri, the UA SHOULD POST
reports for Pin Validation failures to the indicated report-uri

al t hough the UA MUST NOT enforce Pin Validation. That is, in the
event of Pin Validation failure when the host has set the PKP-RO
header, the UA perfornms Pin Validation to check whether or not it
shoul d POST a report, but not whether it should cause a connection
failure.

Note: There is no purpose to using the PKP-RO header wi thout the
report-uri directive. User Agents MAY discard such headers wi thout
interpreting themfurther.

When the PKP header is used with a report-uri, the UA SHOULD POST
reports for Pin Validation failures to the indicated report-uri, as
well as enforce Pin Validation

If a host sets the PKP-RO header, the UA SHOULD note the Pins and
directives given in the PKP-RO header, ignoring any max-age

directive. |If the UA does note the Pins and directives in the PKP-RO
header, it SHOULD eval uate the specified policy and SHOULD report any
woul d-be Pin Validation failures that would occur if the report-only
policy were enforced.

If a host sets both the PKP header and the PKP-RO header, the UA MJST
note and enforce Pin Validation as specified by the PKP header, and
SHOULD process the Pins and directives given in the PKP-RO header

If the UA does process the Pins and directives in the PKP-RO header

it SHOULD eval uate the specified policy and SHOULD report any woul d-
be Pin Validation failures that would occur if the report-only policy
wer e enforced.

2.3.3. Noting a Pinned Host - Storage Mde

The Effective Pin Date of a Known Pinned Host is the time that the UA
observed a Valid Pinning Header for the host. The Effective
Expiration Date of a Known Pinned Host is the Effective Pin Date plus
the max-age. A Known Pinned Host is "expired" if the Effective
Expiration Date refers to a date in the past. The UA MJST ignore any
expi red Known Pinned Hosts in its cache.
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For exanple, if a UAis beginning to performPin Validation for a
Known Pi nned Host and finds that the cached pinning information for
the host indicates an Effective Expiration Date in the past, the UA
MUST NOT continue with Pin Validation for the host, and MJST consi der
the host to no |l onger be a Known Pinned Host.

Known Pinned Hosts are identified only by donmain nanes, and never |P
addresses. |If the substring matching the host production fromthe
Request - URI (of the nmessage to which the host responded)
syntactically matches the IP-literal or |Pv4address productions from
Section 3.2.2 of [RFC3986], then the UA MJST NOT note this host as a
Known Pi nned Host.

O herwi se, if the substring does not congruently match an existing
Known Pinned Host’'s domai n nane, per the matching procedure specified
in Section 8.2 of [RFC6797], then the UA MJST add this host to the
Known Pi nned Host cache. The UA caches:

o the Pinned Host’'s donai n nane,

o the Effective Expiration Date, or enough information to calcul ate
it (the Effective Pin Date and t he val ue of the max-age
directive),

o whether or not the includeSubDonains directive is asserted, and
o the value of the report-uri directive, if present.

If any other netadata fromoptional or future PKP header directives
are present in the Valid Pinning Header, and the UA understands t hem
the UA MAY note them as well.

UAs MAY set an upper linmit on the value of max-age, so that UAs that
have noted erroneous Pins (whether by accident or due to attack) have
some chance of recovering over tine. |If the server sets a nax-age
greater than the UA's upper Iimt, the UA MAY behave as if the server
set the nmax-age to the UA's upper limt. For exanple, if the UA caps
max- age at 5,184, 000 seconds (60 days), and a Pinned Host sets a nax-
age directive of 90 days in its Valid Pinning Header, the UA MAY
behave as if the max-age were effectively 60 days. (One way to
achieve this behavior is for the UAto sinply store a value of 60
days instead of the 90-day val ue provided by the Pinned Host.) For
UA i npl enent ati on gui dance on how to sel ect a maxi nrum nmax-age, see
Section 4.1.

The UA MUST NOT nodify any pinning netadata of any superdomain
mat ched Known Pinned Host.
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The UA MJST NOT cache infornation derived froma PKP-RO header
(PKP- RO headers are useful only at the tine of receipt and
processing.)

2.3.4. HITP-Equiv <Meta> El enment Attribute

UAs MJUST NOT heed htt p-equiv="Public-Key-Pins" or
htt p- equi v="Publ i c- Key- Pi ns- Report-Only" attribute settings on <neta>
el ements [ WBC. REC- ht ml 401-19991224] in received content.

2.4. Semantics of Pins

An SPKI Fingerprint is defined as the output of a known cryptographic
hash al gorithm whose input is the DER-encoded ASN. 1 representation of
the Subject Public Key Info (SPKI) of an X. 509 certificate. A Pinis
defined as the conbination of the known algorithmidentifier and the
SPKI Fingerprint conputed using that algorithm

The SPKI Fingerprint is encoded in base 64 for use in an HTTP header
[ RFC4648] .

In this version of the specification, the known cryptographi c hash
algorithmis SHA-256, identified as "sha256" [RFC6234]. (Future
specifications may add new al gorithns and deprecate old ones.) UAs
MUST ignore Pins for which they do not recognize the al gorithm
identifier. UAs MJUST continue to process the rest of a PKP response
header field and note Pins for algorithns they do recognize.

Figure 5 reproduces the definition of the SubjectPublicKeylnfo
structure in [ RFC5280].

Subj ect Publ i cKeylnfo ::= SEQUENCE {
al gorithm Al gorithm dentifier,
subj ect Publ i cKey BIT STRING }
Algorithmdentifier ::= SEQUENCE ({
al gorithm OBJECT | DENTI Fl ER,
par aneters ANY DEFI NED BY al gorithm OPTI ONAL }

Figure 5: SPKI Definition

If the certificate's Subject Public Key Info is inconplete when taken
in isolation, such as when hol ding a DSA key wi thout donain
paraneters, a public key pin cannot be forned.

We pin public keys, rather than entire certificates, to enable

operators to generate new certificates containing old public keys
(see [why-pin-key]).
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See Appendi x A for an exanpl e non-nornmati ve programthat generates
SPKI Fingerprints fromcertificates

2.5. Noting Pins

Upon recei pt of the PKP response header field, the UA notes the host
as a Known Pinned Host, storing the Pins and their associated
directives in non-volatile storage (for exanple, along with the HSTS
nmetadata). The Pins and their associated directives are collectively
known as Pinni ng Met adat a.

The UA MJST note the Pins for a Host if and only if all three of the
foll owi ng conditions hold:

0 It received the PKP response header field over an error-free TLS
connection. |f the host is a Pinned Host, this includes the
val i dation added in Section 2.6.

0 The TLS connection was authenticated with a certificate chain
containing at |east one of the SPKI structures indicated by at
| east one of the given SPKI Fingerprints (see Section 2.6).

o The given set of Pins contains at |east one Pin that does NOT
refer to an SPKI in the certificate chain. (That is, the host
must set a Backup Pin; see Section 4.3.)

If the PKP response header field does not neet all three of these
criteria, the UA MUST NOT note the host as a Pinned Host. A PKP
response header field that neets all these criteria is known as a
Valid Pi nni ng Header.

Whenever a UA receives a Valid Pinning Header, it MJST set its
Pinning Metadata to the exact Pins, Effective Expiration Date
(computed from nax-age), and (if any) report-uri given in the nost
recently received Valid Pinning Header

For forward conpatibility, the UA MJST ignore any unrecogni zed PKP
and PKP-RO header directives, while still processing those directives
it does recognize. Section 2.1 specifies the directives nax-age,

Pi ns, includeSubDomai ns, and report-uri, but future specifications
and i npl enentati ons mght use additional directives.

Upon recei pt of a PKP-RO response header field, the UA SHOULD

eval uate the policy expressed in the field, and SHOULD generate and
send a report (see Section 3). However, failure to validate the Pins
in the field MUST have no effect on the validity or non-validity of
the policy expressed in the PKP field or in previously noted Pins for
t he Known Pinned Host.

Evans, et al. St andards Track [ Page 14]



RFC 7469 Public Key Pinning Extension for HITP April 2015

The UA need not note any Pins or other policy expressed in the PKP-RO
response header field, except for the purpose of determning that it
has already sent a report for a given policy. UAs SHOULD nmake a best
effort not to inundate report-uris with redundant reports.

2.6. Validating Pinned Connections

When a UA connects to a Pinned Host using a TLS connection, if the
TLS connection has errors, the UA MUST terni nate the connection

wi t hout allow ng the user to proceed anyway. (This behavior is the
same as that required by [ RFC6797].)

If the connection has no errors, then the UA will determ ne whet her
to apply a new, additional correctness check: Pin Validation. A UA
SHOULD perform Pin Validation whenever connecting to a Known Pinned
Host, as soon as possible (e.g., inmmediately after receiving the
Server Certificate message). It is acceptable to allow Pin
Validation to be disabled for sone Hosts according to | ocal policy.
For exanple, a UA nmay disable Pin Validation for Pinned Hosts whose
validated certificate chain term nates at a user-defined trust
anchor, rather than a trust anchor built-in to the UA (or underlying
pl atform.

To performPin Validation, the UAwill conpute the SPKI Fingerprints
for each certificate in the Pinned Host's validated certificate
chai n, using each supported hash algorithmfor each certificate. (As
described in Section 2.4, certificates whose SPKI cannot be taken in
i sol ati on cannot be pinned.) The UA MJST ignore superfl uous
certificates in the chain that do not formpart of the validating
chain. The UA will then check that the set of these SPKI
Fingerprints intersects the set of SPKI Fingerprints in that Pinned
Host’s Pinning Metadata. |If there is set intersection, the UA
continues with the connection as normal. O herw se, the UA MJST
treat this Pin Validation failure as a non-recoverable error. Any
procedure that matches the results of this Pin Validation procedure
i s considered equival ent.

A UA that has previously noted a host as a Known Pinned Host MJST
perform Pin Validation when setting up the TLS session, before
begi nning an HTTP conversation over the TLS channel

UAs send validation failure reports only when Pin Validation is
actually in effect. Pin Validation mght not be in effect, e.g.
because the user has elected to disable it, or because a presented
certificate chain chains up to a user-defined trust anchor. In such
cases, UAs SHOULD NOT send reports.

Evans, et al. St andards Track [ Page 15]



RFC 7469 Public Key Pinning Extension for HITP April 2015

2.7. Interactions with Preloaded Pin Lists

UAs MAY choose to inplenment additional sources of pinning

i nformati on, such as through built-in lists of pinning information
Such UAs should all ow users to override such additional sources,

i ncludi ng di sabling them from consideration

The effective policy for a Known Pinned Host that has both built-in
Pins and Pins from previously observed PKP header response fields is
i mpl enent at i on- def i ned.

2.8. Pinning Self-Signed End Entities

If UAs accept hosts that authenticate thenselves with self-signed end
entity certificates, they MAY also allow hosts to pin the public keys
in such certificates. The usability and security inplications of
this practice are outside the scope of this specification

3. Reporting Pin Validation Failure

When a Known Pinned Host has set the report-uri directive, the UA
SHOULD report Pin Validation failures to the indicated URI. The UA
does this by POSTing a JSON [ RFC7159] nessage to the URI; the JSON
message takes this form

{
"date-tine": date-tine,
"host name": host nane,
"port": port,
"effective-expiration-date": expiration-date
"i ncl ude- subdonmai ns": i ncl ude- subdonai ns,
"not ed- host nane": not ed- host nane,
"served-certificate-chain": [
peml, ... penN
"val i dated-certificate-chain": [
penil, ... penN
1,
"known- pins": [
known-pinl, ... known-pinN
]
}

Fi gure 6: JSON Report Fornat

Whi t espace outside of quoted strings is not significant. The key/
val ue pairs may appear in any order, but each MJST appear only once.
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The date-tinme indicates the time the UA observed the Pin Validation
failure. It is provided as a string fornatted according to
Section 5.6, "Internet Date/Tine Format", of [RFC3339].

The hostnane is the hostnane to which the UA nade the origina
request that failed Pin Validation. It is provided as a string.

The port is the port to which the UA nade the original request that
failed Pin Validation. It is provided as an integer

The effective-expiration-date is the Effective Expiration Date for
the noted Pins. It is provided as a string formatted according to
Section 5.6, "Internet Date/ Tine Format", of [RFC3339].

i ncl ude- subdonai ns i ndi cates whet her or not the UA has noted the
i ncl udeSubDonai ns directive for the Known Pinned Host. It is
provided as one of the JSON identifiers "true" or "false"

not ed- host nane i ndi cates the hostnane that the UA noted when it noted
the Known Pinned Host. This field allows operators to understand why
Pin Validation was perfornmed for, e.g., foo.exanple.comwhen the

not ed Known Pi nned Host was exanple.comw th includeSubDomai ns set.

The served-certificate-chain is the certificate chain, as served by
the Known Pinned Host during TLS session setup. It is provided as an
array of strings; each string peml, ... penNis the Privacy-Enhanced
Mail (PEM representation of each X 509 certificate as described in

[ RFC7468] .

The validated-certificate-chain is the certificate chain, as
constructed by the UA during certificate chain verification. (This
may differ fromthe served-certificate-chain.) It is provided as an
array of strings; each string pemi, ... penNis the PEM
representation of each X 509 certificate as described in [ RFC7468].
UAs that build certificate chains in nore than one way during the
val i dati on process SHOULD send the last chain built. 1In this way,
they can avoi d keeping too nuch state during the validation process.

The known-pins are the Pins that the UA has noted for the Known
Pi nned Host. They are provided as an array of strings with the
synt ax:

known- pi n = token quot ed-string

Figure 7: Known Pin Syntax
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As in Section 2.4, the token refers to the algorithm nane, and the

guoted-string refers to the base64 encoding of the SPKI Fingerprint.
When fornulating the JSON POST body, the UA MJUST either use single-
quot ed JSON strings or use doubl e-quoted JSON strings and backsl ash-
escape the enbedded double quotes in the quoted-string part of the

known- pi n.

Figure 8 shows an exanple of a Pin Validation failure report. (PEM
strings are shown on multiple lines for readability.)

"date-tinme": "2014-04-06T13: 00: 502",
"host nane": "www. exanpl e. cont',
"port": 443,
"ef fective-expiration-date": "2014-05-01T12: 40: 502"
"incl ude- subdomai ns": fal se,
"served-certificate-chain": [
BEEEE BEG N CERTI FI CATE- - - - - \n
M | EBDCCAuygAW BAgl DAj ppMAOGCSqGSI b3DQEBBQUANMEI X Cz AJBgNVBAYTAI VT\ n

HFadl | F7blcq26Kql t yMOMKWvVBUI RP/ F/ A8r LI Q cxz++i PAsbw+z Ozl Tvj wst o\ n
WHPbgCRi OWY1n@pM714A5AuTHhdUDgB106gyHA43LL5Z/ gHQF1LhwGPa4Nr zQUB\ n
yuGnBXj 8yt qUOCWM PX4Weci gUCAKVDNX\ n

----- END CERTI FI CATE-----",

]

, alidated-certificate-chain": [
Mo BEG N CERTI FI CATE- - - - - \'n
M | EBDCCAuygAwW BAgl DAj ppMAOGCSqGSI b3DQEBBQUAMEI x Cz AJBgNVBAYTAI VT\ n

HFa9l | F7b1cq26Kql t yMIMKWVBUI RP/ F/ A8r LI § cxz++i PAsbw+z Ozl Tvj wst o\ n
VWHPbqCRi OWY1nQ@pM/14A5AUTHNAUDGB1O6gyHAA3LL5Z/ qHQFLhwFGPa4Nr zQUB\ n
yuGnBXj 8yt qUOCWM PX4Weci gUCAKVDNX\ n

----- END CERTI FI CATE-----",

]

nown- pi ns": |
' pi n-sha256="d6qzRu9zOECHh90Uez27xW t Nsj 0e1MI7GKYYKVOZWrVE" ",
" pi n- sha256=\"E9CZ9| NDbd+2eRQoz YqqbQ@yXLVKB9+xcpr M+44Ulg=\""
]
}

Figure 8: Pin Validation Failure Report Exanple
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4.

4.

Security Considerations

Pi nni ng public keys hel ps hosts strongly assert their cryptographic
identity even in the face of issuer error, malfeasance, or

conprom se. But, there is sone risk that a host operator could | ose
(or lose control of) their host’s private key (such as by operator
error or host conpronise). |If the operator had pinned only the key
of the host’s end-entity certificate, the operator would not be able
to serve their web site or application in a way that UAs woul d trust
for the duration of their pin’s nax-age. (Recall that UAs MJST cl ose
the connection to a host upon Pin Failure.)

Therefore, there is a necessary trade-off between two conpeting
goods: pin specificity and maxi mal reduction of the scope of issuers
on the one hand; and flexibility and resilience of the host’'s
cryptographic identity on the other hand. One way to resolve this
trade-off is to conprom se by pinning to the key(s) of the issuer(s)
of the host’s end-entity certificate(s). Oten, a valid certificate
chain will have at |least two certificates above the end-entity
certificate: the internediate issuer and the trust anchor. Qperators
can pin any one or nore of the public keys in this chain, and indeed
MUST pin to issuers not in the chain (as, for exanple, a Backup Pin).
Pinning to an internedi ate i ssuer, or even to a trust anchor or root,
still significantly reduces the nunber of issuers who can issue end-
entity certificates for the Known Pinned Host, while still giving
that host flexibility to change keys without a disruption of service.

1. Maxi mum max- age

As nentioned in Section 2.3.3, UAs MAY cap the max-age val ue at sone
upper limt. There is a security trade-off in that |ow maxi nrum

val ues provide a narrow wi ndow of protection for users who visit the
Known Pinned Host only infrequently, while high maxi num val ues mi ght
result in a UANs inability to successfully performPin Validation for
a Known Pinned Host if the UA's noted Pins and the host’s true Pins
di ver ge.

Such di vergence could occur for several reasons, including: UA error;
host operator error; network attack; or a Known Pinned Host that
intentionally migrates all pinned keys, conmbined with a UA that has
noted true Pins with a high nax-age val ue and has not had a chance to
observe the new true Pins for the host. (This last exanple
underscores the inportance for host operators to phase in new keys
gradually and to set the nax-age value in accordance with their

pl anned key nigration schedul e.)
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There is probably no ideal upper limt to the nmax-age directive that
woul d satisfy all use cases. However, a value on the order of 60
days (5,184,000 seconds) nay be considered a bal ance between the two
conpeting security concerns.

4.2. Using includeSubDonai ns Safely
It may happen that Pinned Hosts whose hostnanes share a parent donain
use different Valid Pinning Headers. |If a host whose hostnane is a
parent domain for another host sets the includeSubDomains directive,
the two hosts’ Pins may conflict with each other. For exanpl e,
consi der two Known Pi nned Hosts, exanple.com and
subdonmi n. exanpl e.com Assune exanpl e.comsets a Valid Pinning
Header such as this:

Publ i c- Key- Pi ns: max-age=12000; pin-sha256="ABC..."
pi n-sha256="DEF..."; includeSubDonmai ns

Fi gure 9: exanple.comValid Pinning Header

Assume subdomai n. exanpl e. com sets a Valid Pinning Header such as
this:

Publ i c- Key- Pi ns: pin-sha256="GHl ..."; pin-sha256="JKL..."
Fi gure 10: subdonuai n. exanpl e.com Val id Pinni ng Header

Assume a UA that has not previously noted any Pins for either of

these hosts. |If the UA first contacts subdomai n.exanple.com it wll
note the Pins in the Valid Pinning Header, and perform Pin Validation
as normal on subsequent connections. |If the UA then contacts

exanple.com again it will note the Pins and performPin Validation
on future connections.

However, if the UA happened to visit exanple.com before
subdonmi n. exanpl e.com the UA would, due to exanple.conis use of the
i ncl udeSubDomai ns directive, attenpt to performPin Validation for

subdonai n. exanpl e. com usi ng the SPKI hashes ABC... and DEF..., which
are not valid for the certificate chains subdonai n. exanpl e. com (whi ch
uses certificates with SPKIs GH ... and JLK ..). Thus, depending on

the order in which the UA observes the Valid Pinning Headers for
hosts exanpl e. com and subdomai n. exanpl e.com Pin Validation mght or
m ght not fail for subdonmin.exanple.com even if the certificate
chain the UA receives for subdomain.exanple.comis perfectly valid.

Thus, Pinned Host operators nust use the includeSubDonains directive

with care. For exanple, they may choose to use overl apping pin sets
for hosts under a parent donmain that uses includeSubDonains, or to
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not use the includeSubDonains directive in their effective-second-
| evel dommins, or to sinply use the sane pin set for all hosts under
a given parent donain.

4.3. Backup Pins

The primary way to cope with the risk of inadvertent Pin Validation
failure is to keep a Backup Pin. A Backup Pin is a fingerprint for
the public key of a secondary, not-yet-deployed key pair. The
operator keeps the backup key pair offline, and sets a pin for it in
the PKP header. Then, in case the operator |oses control of their
primary private key, they can deploy the backup key pair. UAs, who
have had the backup key pair pinned (when it was set in previous

Val id Pinning Headers), can connect to the host without error

Because having a backup key pair is so inmportant to recovery, UAs
MUST require that hosts set a Backup Pin (see Section 2.5). The down
si de of keeping a not-yet-deployed key pair is that, if an attacker
gains control of the private key, she will be able to performa MTM
attack without being discovered. Operators nust take care to avoid

| eaki ng the key such as keeping it offline.

4.4. Interactions Wth Cooki e Scoping

HTTP cooki es [ RFC6265] set by a Known Pinned Host can be stolen by a
network attacker who can forge web and DNS responses so as to cause a
client to send the cookies to a phony subdonain of the host. To
prevent this, hosts SHOULD set the "secure" attribute and precisely
scope the "domain" attribute on all security-sensitive cookies, such
as session cookies. These settings tell the browser that the cookie
shoul d only be sent back to the specific host(s) (and not, e.g., al
subdonai ns of a given domain), and should only be sent over HTTPS
(not HITP).

4.5. Hostile Pinning
An attacker who is able to obtain a valid certificate for a donmin,

ei ther through nisissuance by a Certification Authority or through
ot her neans, such as being the prior owner of a given domain, nay

attenpt to perform’hostile’ pinning. 1In this scenario, the attacker
provides a Valid Pinning Header that pins to a set of SPKIs of the
attacker’s choice. If a UA has not previously noted pins for that

host, it may note the attacker’s pins, preventing access to the
legitimate site.

This attack is mtigated through several means. Most promnently,

the attack can only persist for the maxi num nmax-age (see
Section 4.1). Wb host operators can reduce the opportunity for

Evans, et al. St andards Track [ Page 21]



RFC 7469 Public Key Pinning Extension for HITP April 2015

attack by working to preload the host’s pins within the UA
Operators may further detect such nisissuance through other neans,
such as certificate transparency ([ RFC6962]).

5. Privacy Considerations

Hosts can use HSTS or HPKP as a "super-cookie", by setting distinct
policies for a nunber of subdomains. For exanple, assunme exanpl e.com
wi shes to track distinct UAs without explicitly setting a cookie, or
that a previously set cookie is deleted fromthe UA's cookie store.
Here are two attack scenari os.

0 exanple.comcan use report-uri and the ability to pin arbitrary
identifiers to distinguish UAs.

1. exanple.comsets a Valid Pinning Header in its response to
requests. The header asserts the includeSubDonmains directive
and specifies a report-uri directive as well. Pages served by
the host also include references to subresource
https://bad. exanpl e. com f 00. png.

2. The Valid Pinning Header includes a "pin" that is not really
the hash of an SPKI but is instead an arbitrary distinguishing
string sent only in response to a particular request. For
each request, the host creates a new, distinct distinguishing
string and sets it as if it were a pin.

3. The certificate chain served by bad. exanpl e. com does not pass
Pin Validation given the pin set the host asserted in step
(1). The HPKP-conform ng UA attenpts to report the Pin
Validation failure to the specified report-uri, including the
certificate chain it observed and the SPKI hashes it expected
to see. Anong the SPKI hashes is the distinguishing string in
step (2).

o Different site operators/origins can optionally collaborate by
setting the report-uri to be in an origin they share
adm nistrative control of. UAs MAY, therefore, refuse to send
reports outside of the origin that set the PKP or PKP-RO header

0 exanple.comcan use server nanme indication (SN ; [RFC3546]) and
subdonmi ns to distinguish UAs.

1. exanple.comsets a Valid Pinning Header in its response to
requests. The header asserts the includeSubDonmai ns directive.
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2. On a subsequent page view, the host responds with a page

i ncluding the subresource https://0.fingerprint.exanple.com
foo.png, and the server responds using a certificate chain
that does not pass Pin Validation for the pin-set defined in
the Valid Pinning Header in step (1). The HPKP-conform ng UA
will close the connection, never conpleting the request to
0.fingerprint.exanple.com The host may thus note that this
particul ar UA had noted the (good) Pins for that subdonain.

3. exanpl e.com can distingui sh 2N UAs by serving Valid Pinning
Headers from an arbitrary nunber N distinct subdomains. For
any given subdomain n.fingerprint.exanple.com the host may
deliver a Valid Pinning Header to one UA, but not deliver it
to a different UA. The server may then change the
configuration for n.fingerprint.example.com |If the UA fails
to connect, it was in the set of UAs that were pinned, which
can be distinguished fromthe UAs that were not pinned, as
they will succeed in connecting. The host nmay repeat this for
a sufficient nunber of subdonmains necessary to distinguish
i ndi vi dual UAs.

0 Conform ng inplenentations (as well as inplenentations conforning
to [ RFC6797]) nust store state about which donmai ns have set
policies, hence which donmai ns the UA has contacted. Because these
policies cause renotely detectable behaviors, it is advisable that
UAs have a way for privacy-sensitive users to clear current Pins
for Pinned Hosts and that UAs allow users to query the current
state of Pinned Hosts. |In addition, note that because pinning a
host inplies a degree of persistent state, an attacker with
physical access to a device nay be able to recover information
about hosts a user has visited, even if the user has cleared other
parts of the UA's state.

o Pin reports, as noted in Section 3, contains information about the
certificate chain that has failed pin validation. In sone cases
such as organi zati on-w de conpromi se of the end-to-end security of
TLS, this may include infornmation about the interception tools and
design used by the organization that the organization would
ot herwi se prefer not be disclosed.

Evans, et al. St andards Track [ Page 23]



RFC 7469 Public Key Pinning Extension for HITP April 2015

6.

8.

8.

| ANA Consi der ati ons

I ANA has registered the response headers described in this docunent
under "Pernmanent Message Header Field Nanes" in the "Message Headers"
regi stry [nessage- headers] with the follow ng parameters:

0 Header Field Nanmes: Public-Key-Pins and Public-Key-Pi ns- Report -
Only

o Protocol: http

0o Status: standard

0 Reference: RFC 7469
Usability Considerations

When pi nning works to detect inpostor Pinned Hosts, users will

experi ence denial of service. It is advisable for UAs to explain the
reason why, i.e., that it was inpossible to verify the confirned
cryptographic identity of the host.

It is advisable that UAs have a way for users to clear current Pins
for Pinned Hosts and that UAs allow users to query the current state
of Pinned Hosts.
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Appendi x A.  Fingerprint Generation

This Portable Operating SystemlInterface (PCSI X) shell program
generates SPKlI Fingerprints, suitable for use in pinning, fromPEM
encoded certificates. It is non-normative.

openssl x509 -noout -in certificate.pem -pubkey | \
openssl asnlparse -noout -inform pem -out public.key
openssl dgst -sha256 -binary public.key | openssl enc -base64

Figure 11: Example SPKI Fingerprint CGeneration Code
Appendi x B. Depl oynent Gui dance

This section is non-normative guidance that rmay snooth the adoption
of public key pinning.

0 Operators should get the backup public key signed by a different
(root and/or internediary) CA than their prinmary certificate, and
store the backup key pair safely offline. The semantics of an
SPKI Fingerprint do not require the issuance of a certificate to
construct a valid Pin. However, in many depl oynent scenarios, in
order to nake a Backup Pin operational, the server operator wll
need to have a certificate to deploy TLS on the host. Failure to
obtain a certificate through prior arrangenent will |eave clients
that recognize the site as a Known Pinned Host unable to
successfully performPin Validation until such a tine as the
operator can obtain a new certificate fromtheir desired
certificate issuer.

o It is npst econonical to have the backup certificate signed by a
completely different signature chain than the live certificate, to
maxi ni ze recoverability in the event of conpronise of either the
root or internediary signer

0 Operators should periodically exercise their Backup Pin plan -- an
unt est ed backup is no backup at all

0 Operators should start small. Operators should first deploy
public key pinning by using the report-only node together with a
report-uri directive that points to a reliable report collection
endpoi nt. When noving out of report-only node, operators shoul d
start by setting a max-age of mnutes or a few hours and gradual |y
i ncrease max-age as they gain confidence in their operationa
capability.
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