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Abst r act

Thi s docunent defines a Signaling G pher Suite Value (SCSV) that
prevents protocol downgrade attacks on the Transport Layer Security
(TLS) and Datagram Transport Layer Security (DTLS) protocols. It
updat es RFCs 2246, 4346, 4347, 5246, and 6347. Server update

consi derations are included.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engi neering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc7507

Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
document authors. All rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. Introduction
To work around interoperability problens with | egacy servers, nany
TLS client inplenentations do not rely on the TLS protocol version
negoti ati on nechani sm al one but will intentionally reconnect using a
downgraded protocol if initial handshake attenpts fail. Such clients

may fall back to connections in which they announce a version as | ow
as TLS 1.0 (or even its predecessor, Secure Socket Layer (SSL) 3.0)
as the highest supported version.

Wil e such fallback retries can be a useful last resort for
connections to actual |egacy servers, there's a risk that active
attackers could exploit the downgrade strategy to weaken the
cryptographi c security of connections. Al so, handshake errors due to
network glitches could simlarly be msinterpreted as interaction
with a | egacy server and result in a protocol downgrade

Al'l unnecessary protocol downgrades are undesirable (e.g., fromTLS
1.2 to TLS 1.1, if both the client and the server actually do support
TLS 1.2); they can be particularly harnful when the result is |oss of
the TLS extension feature by downgrading to SSL 3.0. This docunent
defines an SCSV that can be enpl oyed to prevent uni ntended protoco
downgr ades between clients and servers that conply with this docunent
by having the client indicate that the current connection attenpt is
merely a fallback and by having the server return a fatal alert if it
detects an inappropriate fallback. (The alert does not necessarily

i ndi cate an intentional downgrade attack, since network glitches too
could result in inappropriate fallback retries.)
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The fallback SCSV defined in this docunment is not a suitable
substitute for proper TLS version negotiation. TLS inplenmentations
need to properly handl e TLS version negotiation and extensibility
mechani sms to avoid the security issues and connection del ays
associ ated with fallback retries.

This specification applies to inplenentations of TLS 1.0 [ RFC2246],
TLS 1.1 [RFC4346], and TLS 1.2 [RFC5246], and to inplenentations of
DTLS 1.0 [RFC4347] and DTLS 1.2 [RFC6347]. (It is particularly
relevant if the TLS i nplenentations al so include support for
predecessor protocol SSL 3.0 [RFC6101].) It can be applied simlarly
to later protocol versions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Protocol Values
Thi s docunent defines a new TLS ci pher suite val ue:

TLS_FALLBACK_SCSV {0x56, 0x00}

This is an SCSV, i.e., it does not actually correspond to a suite of
cryptosystens, and it can never be selected by the server in the
handshake; rather, its presence in the dient Hello nmessage serves as
a backwards-conpatible signal fromthe client to the server

Thi s docunent also allocates a new alert value in the TLS Alert
Regi stry [ RFC5246]:

enum {
[* o0 *
i nappropriate_fall back(86),
[* .0 %]
(255)

} AlertDescription;

This alert is only generated by servers, as described in Section 3.
It is always fatal
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3.

Server Behavi or

This section specifies server behavior when receiving the
TLS_FALLBACK SCSV ci pher suite froma client in
CientHello.cipher_suites.

o |f TLS FALLBACK SCSV appears in CientHello.cipher_suites and the
hi ghest protocol version supported by the server is higher than
the version indicated in ClientHello.client_version, the server
MUST respond with a fatal inappropriate_fallback alert (unless it
responds with a fatal protocol _version alert because the version
indicated in ClientHello.client_version is unsupported). The
record | ayer version nunber for this alert MJST be set to either
CientHello.client _version (as it would for the Server Hello
nmessage if the server was continuing the handshake) or to the
record | ayer version nunber used by the client.

0 Oherwi se (either TLS FALLBACK SCSV does not appear or it appears
and the client’s protocol version is at |east the highest protocol
version supported by the server), the server proceeds with the
handshake as usual

(A protocol version is supported by the server if, in response to
appropriate Client Hell o nessages, the server would use it for
ServerHel | o. server _version. |f a particular protocol version is

i mpl enent ed but conpl etely disabled by server settings, it is not
consi dered supported. For exanple, if the inplenentation’ s highest
protocol version is TLS 1.2 but the server operator has disabled this
version, a TLS 1.1 dient Hello with TLS FALLBACK SCSV does not
warrant responding with an i nappropriate fallback alert.)

Cli ent Behavi or

The TLS FALLBACK SCSV ci pher suite value is meant for use by clients
that repeat a connection attenpt with a downgraded protocol (perform
a "fallback retry") in order to work around interoperability problens
with | egacy servers

o If aclient sends a ClientHello.client_version containing a |ower
val ue than the | atest (highest-valued) version supported by the
client, it SHOULD i nclude the TLS FALLBACK SCSV ci pher suite val ue
in dientHello.cipher_suites; see Section 6 for security
considerations for this recommendation. (The client SHOULD put
TLS _FALLBACK SCSV after all cipher suites that it actually intends
to negotiate.)
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0 As an exception to the above, when a client intends to resune a
session and sets ClientHello.client_version to the protoco
version negotiated for that session, it MJST NOT include
TLS FALLBACK SCSV in OientHello.cipher_suites. (In this case, it
is assuned that the client already knows the hi ghest protoco
versi on supported by the server: see Appendix E. 1 of [RFC5246].)

o If aclient sets ClientHello.client _version to its highest
supported protocol version, it MJST NOT include TLS FALLBACK SCSV
in dientHello.cipher_suites.

(A protocol version is supported by the client if the client normally
attenpts to use it in handshakes. |If a particular protocol version
is inplemented but conpletely disabled by client settings, it is not
consi dered supported. For exanple, if the inplenentation’ s highest
protocol version is TLS 1.2 but the user has disabled this version, a
TLS 1.1 handshake is expected and does not warrant sending
TLS_FALLBACK_SCSV.)

Fal | back retries could be caused by events such as network glitches,
and a client including TLS_FALLBACK SCSV in dientHello.cipher_suites
may receive an inappropriate_fallback alert in response, indicating
that the server supports a higher protocol version. Thus, if a
client intends to use retries to work around network glitches, it
should then retry with the highest version it supports.

If a client keeps track of the highest protocol version apparently
supported by a particular server for use in
ClientHello.client_version later, then if the client receives an

i nappropriate _fallback alert fromthat server, it MJST clear the
menori zed hi ghest supported protocol version. (Wthout the alert, it
is a good idea -- but outside of the scope of this docunment -- for
clients to clear that state after a tineout since the server’s

hi ghest protocol version could change over tine.)

For clients that use client-side TLS False Start [false-start], it is
important to note that the TLS FALLBACK SCSV nechani sm cannot protect
the first round of application data sent by the client: refer to the
Security Considerations (Section 6) of [false-start].

5. Operational Considerations

Updating | egacy server clusters to sinultaneously add support for
newer protocol versions and support for TLS FALLBACK SCSV can have
conplications if the |l egacy server inplenmentation is not "version-
tolerant” (cannot properly handle dient Hell o nessages for newer
protocol versions): fallback retries required for interoperability
with ol d server nodes night be rejected by updated server nodes.
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Updating the server cluster in two consecutive steps nakes this safe:
first, update the server software but | eave the hi ghest supported
ver si on unchanged (by di sabling newer versions in server settings);
then, after all |egacy (version-intolerant) inplenmentations have been
renoved, change server settings to all ow new protocol versions.

6. Security Considerations

Section 4 does not require client inplenentations to send

TLS FALLBACK SCSV in any particular case, it nerely recommends it;
behavi or can be adapted according to the client’s security needs. It
is inportant to renmenber that omtting TLS FALLBACK SCSV enabl es
downgrade attacks, so inplenentors nust take into account whether the
protocol version given by CientHello.client_version still provides
an acceptable |l evel of protection. For exanple, during the initial
depl oynent of a new protocol version (when sonme interoperability
probl ens may have to be expected), snoothly falling back to the

previ ous protocol version in case of problens may be preferable to
potentially not being able to connect at all: so TLS FALLBACK SCSV
could be onmitted for this particular protocol downgrade step

However, it is strongly recomended to send TLS_FALLBACK SCSV when
downgrading to SSL 3.0 as the Ci pher Bl ock Chaining (CBC) cipher
suites in SSL 3.0 have weaknesses that cannot be addressed by

i mpl enent ati on wor karounds |i ke the renmai ni ng weaknesses in |ater
(TLS) protocol versions

7. | ANA Consi der ations

| ANA has added TLS ci pher suite nunber 0x56,0x00 with the nane

TLS FALLBACK SCSV to the TLS G pher Suite Registry and al ert nunber
86 with the nane inappropriate_fallback to the TLS Alert Registry, as
shown below. The registries are available from

<http://ww. i ana. or g/ assi gnnent s/ tl s-paraneters>

S e e e a - Fomm e e o S +
| Val ue | Description | DTLS-OK | Reference
R e e e e ek [ TS R +
| 0x56,0x00 | TLS FALLBACK SCsV | Y | RFC 7507
S o m e e e e e e me o oo f S S +

Addition to the TLS C pher Suite Registry
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Fommnnan S Fommemana . +
| Val ue | Descri ption | DTLS-OK | Reference |
o - R N - +
| 86 | inappropriate_fallback | Y | RFC 7507 |
Fomm - o e e e e e e e e e e e e m o Fomm e e o S +

Addition to the TLS Alert Registry
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